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chrequi

resal

lst

af

ft

oactwi

t

h

honest

yand i

nt

egri

t

yatal

lt

i

mesand t

ot

akeappropri

at

est

epst

o

safeguard resources. Ital

soprovi

desgui

dancei

nreport

i

ng

suspi

ci

onsoffraud. St

af

fshoul

d acquai

ntt

hemsel

veswi

t

hRQIA’

s

Fraud Pol

i

cybef

oreaccessi

ngt

hi

scat

egoryofwebsi

t

e.

10.3

Password Management

10.3.1 Passwordsused byst

af

ff

or i

nt

ernetaccount

smustnotbedupl

i

cat

ed

f

or anyot

her RQIA servi

cesor syst

ems.

10.3.2 Someservi

ceprovi

ders,e.g. Mi

crosoft

,requi

reapassword aspartof

t

hei

r regi

st

rat

i

ondet

ai

l

s. St

af

fareremi

nded oft

heneed t

oprot

ect

passwordsused wi

t

hi

nRQIA. Usi

ngpasswordsont

heInt

ernett

hat

aresi

mi

l

ar i

ncont

entor st

ruct

uret

opasswordsbei

ngused i

nt

ernal

l

y

maygi

veunnecessarycl

uest

oout

si

derswhomayt

ryt

obreakRQIA

syst

ems. Seet

hegui

dancecont

ai

ned i

n"ManagementofUser

Account

sand Passwords" f

or advi

ceont

hest

ruct

ureofpasswords.

10.4

Personal Purchase of Goods or Services

10.4.1 St

af

fmayuset

hei

nt

ernetf

or t

heoccasi

onalpurchaseofgoodsand

servi

ces,e.g. books,fl

i

ght

s,CDs,and soon,provi

ded paymenti

s

madebyt

hei

ndi

vi

dualand del

i

veryofi

t

emspurchased i

st

oaprivate

address. Thi

sexcludes t

radi

ngi

nst

ocksor commodi

t

i

es.

10.4.2 Youmustnot creat

eanycont

ract

uall

i

abi

l

i

t

yont

hepartofRQIA.

RQIA doesnotacceptanyresponsi

bi

l

i

t

yf

or t

hesecuri

t

yofcredi

tcard

det

ai

l

sor anyot

her paymentmet

hod used. Nor doesRQIA accept

anyl

i

abi

l

i

t

yfor fi

nanci

all

oss,whet

her asaresul

toffraud or ot

herwi

se,

suf

fered whi

l

eusi

ngRQIA syst

emsf

or personalt

ransact

i

ons. Al

lsuch

usei

sent

i

rel

yatt

hei

ndi

vi

dual

’

sownri

sk.

10.5

Purchase of Business Related Goods or Services

10.5.1 Theuseoft

hei

nt

ernetf

or busi

nesspurchasesi

spermi

t

t

ed provi

ded

t

hesamel

evelofaut

hori

sat

i

onand appropri

at

euseof‘

approved’

suppl

i

ersasdi

ct

at

ed bycurrentProcurementand Logi

st

i

csServi

ce

(PALS) purchasi

nggui

del

i

nesi

sappl

i

ed oneachoccasi

on. A copyof

t

heorder,and t

heaut

hori

sat

i

on,mustbekeptf

or records.

10.5.2 Part

i

cul

ar at

t

ent

i

oni

sdrawnt

ot

hosewebpagesi

nwhi

cht

hereare

responseformsand/or mai

lbackf

aci

l

i

t

i

es. For exampl

e,someweb

pagespresentopport

uni

t

i

est

oform cont

ract

sspeci

fi

cal

l

yi

nrel

at

i

ont

o

purchasi

ngofgoodsor servi

ces.

10.6

Online Social Networking (OSN)and Blog Sites

10.6.1 St

af

farenotpermi

t

t

ed t

oaccessSoci

alNet

worki

ngt

ypesi

t

esor

updat

et

hei

r personalbl

ogsusi

ngRQIA ICT equi

pmentunl

ess

approved f

or busi

nesspurposes.
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10.6.2 St

af

fshoul

d ref

erenceRQIA’

sFraud Pol

i

cybeforeaccessi

ngt

hi

s

cat

egoryofwebsi

t

e. RQIA promot

esanant

i

-f

raud cul

t

urewhi

ch

requi

resal

lst

af

ft

oactwi

t

hhonest

yand i

nt

egri

t

yatal

lt

i

mesand t

o

t

akeappropri

at

est

epst

osaf

eguard resources. Ital

soprovi

des

gui

dancei

nreport

i

ngsuspi

ci

onsoffraud.

10.6.3 Ifanempl

oyeechoosest

oi

dent

i

fyhi

msel

for hersel

fasanempl

oyee

ofRQIA onsuchInt

ernetvenues,somereadersofsuchW ebsi

t

esor

bl

ogsmayvi

ew t

heempl

oyeeasarepresent

at

i

veor spokespersonof

RQIA. Inl

i

ghtoft

hi

spossi

bi

l

i

t

y,RQIA requi

res,t

hatst

af

fobservet

he

f

ol

l

owi

nggui

del

i

neswhenref

erri

ngt

oRQIA,i

t

sact

i

vi

t

i

es,ot

her st

af

f

membersand/or i

t

scl

i

ent

si

nabl

ogor onawebsi

t

e:

 Staffshould berespectfulinallcommunicationsand blogs

rel

at

ed t

oor referenci

ngRQIA,i

t

scl

i

ent

s,and/or ot

her st

af

f

members;

 Staffmustnotuseoffensive,sexist,racist,hatefulor otherwise

of

fensi

ve/di

scri

mi

nat

oryl

anguage;

 Staffmustnotuseblogsor personalwebsitestodisparage

RQIA,i

t

scl

i

ent

s,or ot

her st

af

fmembers;

 Staffmustnotuseblogsor personalwebsitestoharass,bully,

or i

nt

i

mi

dat

eot

her empl

oyeesor cl

i

ent

s. Behavi

ourst

hat

const

i

t

ut

eharassmentand bul

l

yi

ngi

ncl

ude,butarenotl

i

mi

t

ed

t

o,comment

st

hatarederogat

orywi

t

hrespectt

orace,rel

i

gi

on,

gender,sexualori

ent

at

i

on,col

our,or di

sabi

l

i

t

y;sexual

l

y

suggest

i

ve,humi

l

i

at

i

ng,or demeani

ngcomment

s;and t

hreat

s

t

ost

al

k,haze,or physi

cal

l

yi

nj

ureanot

her empl

oyeeor cl

i

ent

;

 Staffmustnotuseblogsor personalwebsitestodiscuss

engagi

ngi

nconductt

hati

sprohi

bi

t

ed byRQIA pol

i

ci

es,

i

ncl

udi

ng,butnotl

i

mi

t

ed t

o,t

heuseofi

l

l

egaldrugs,sexual

harassment

,and bul

l

yi

ng;

 Employeesmustnotpostpicturesofother employeesor clients

onawebsi

t

ewi

t

houtobt

ai

ni

ngwri

t

t

enpermi

ssi

on;

 RQIA doesnothostor sponsor asocialnetworkingsite. The

useofanyRQIA copyri

ght

ed nameor l

ogoi

snotal

l

owed

wi

t

houtwri

t

t

enpermi

ssi

on.

10.6.4 Anyempl

oyeefound t

obei

nvi

ol

at

i

onofanyport

i

onoft

hi

smaybe

subj

ectt

odi

sci

pl

i

naryact

i

on.

10.6.5 Ri

skst

oConsi

der

Al

lconnect

i

onst

oOSN servi

ceswi

l

lpassover t

heInt

ernetatsome

poi

nt

,and connect

i

ont

ot

heInt

erneti

ncreasest

hel

i

kel

i

hood of
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mal

i

ci

oussoft

warebei

ngunsuspect

i

ngl

yrecei

ved byt

heuser. Thi

s

maynotonl

yaf

fectt

heconfi

dent

i

al

i

t

y,avai

l

abi

l

i

t

yor i

nt

egri

tyofa

user’

sownmachi

neor dat

a,butcoul

d al

sot

henbepassed ont

oot

her

users.

OSN usersusual

l

ysharei

nformat

i

onand opi

ni

onsi

nreal

-t

i

me.

However,oncesentt

hei

nformat

i

oni

si

nt

hepubl

i

cdomai

nand t

here

i

snoopport

uni

t

yt

orecal

lor ful

l

ydel

et

et

hei

nf

ormat

i

on. Prot

ect

i

vel

y

marked i

nformat

i

oncoul

d becompromi

sed and evenuncl

assi

fi

ed

busi

nessrel

at

ed i

nf

ormat

i

oncoul

d becomemoresensi

t

i

vewhen

aggregat

ed.

Indi

vi

dual

swhoprovi

del

argeamount

sofpersonaldat

at

oOSN si

t

es

maywel

lexposet

hemsel

vest

ot

het

hreatofi

dent

i

t

yt

heftor phi

shi

ng

at

t

acks.

Thet

ermsand condi

t

i

onsagreed whensi

gni

ngupt

oanOSN si

t

es

servi

cecanoft

enmeant

hatanydat

apost

ed becomest

hepropert

yof

t

heOSN si

t

e. SomeOSN si

t

es(suchasLi

nkedIn) maket

hi

sdat

a

avai

l

abl

et

oot

hersfor anaddi

t

i

onalf

eeregardl

essofyour pri

vacy

set

t

i

ngs.

Securi

t

ymeasuresempl

oyed byOSN provi

dersaregeneral

l

ybased

around usersformi

ng‘

t

rust

’rel

at

i

onshi

pswi

t

hot

her users,wherean

i

ncreasei

nt

rustgeneral

l

yresul

t

si

ngreat

er access. Usersof

t

enform

or j

oi

ncommoni

nt

erestgroupst

osoci

al

i

zefurt

her. However,t

he

onl

i

neworl

d i

savi

rt

ualworl

d and peopl

ecanmasqueradeand

t

heref

orenotact

ual

l

ybewhot

heypert

ai

nt

obe.

OSN userscanoft

eni

ncl

udel

argeat

t

achment

sand vi

ew mul

t

i

medi

a

cont

ent

;asaresul

tt

heremaybel

essbandwi

dt

havai

l

abl

efor ot

her

busi

nessrequi

rement

s.

10.7 Communication Services –Instant Messaging

10.7.1 Useofi

nt

ernetbased i

nst

antmessagi

ngand t

ext/ medi

amessagi

ng

i

sprohi

bi

t

ed. Thi

si

ncl

udes,buti

snotl

i

mi

t

ed t

oAOL Inst

ant

Messenger,Yahoo!or MSN.

10.7.2 Ift

herei

sabusi

nessneed t

oaccessi

nst

antor t

extmessagi

ngcont

act

RQIA’

sICT Del

i

veryManager.

11

Downloading of Files and Software

11.1

Appropriate Permission and Licensing

11.1.1 Nofi

l

e(wi

t

ht

heexcept

i

onofdocument

s) shoul

d bedownl

oaded from

or vi

at

heInt

ernetunl

essdoi

ngsoi

sexpressl

ypermi

t

t

ed byt

heICT

Del

i

veryManager and t

het

ermsoft

hewebsi

t

e.

11
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11.1.2Part

i

cul

ar at

t

ent

i

onmustbepai

d t

oanyspeci

f

i

ed l

i

censi

ng

requi

rement

sor ot

her si

mi

l

ar condi

t

i

ons. St

af

farenot permi

t

t

ed t

o

ent

er i

nt

oanyagreementonbehal

fofRQIA unl

esssoaut

hori

sed i

n

wri

t

i

ngbyt

heDi

rect

or ofCorporat

eServi

ces.

W herepermi

ssi

ont

odownl

oad i

snotexpl

i

ci

t

,t

odosocoul

d be

deemed t

obe‘

hacki

ng’or i

nbreachofcopyri

ghtl

awsand expose

RQIA t

oci

vi

land cri

mi

nall

i

abi

l

i

t

i

es.

St

af

fshoul

d al

soavoi

d downl

oadi

ngl

argefi

l

es(> 500Mb) bet

ween

09.00and 17.00wi

t

houtfi

rstcont

act

i

ngt

heICT Del

i

veryManager t

o

maket

hem awareofyour i

nt

ent

i

ons.

11.2

Malicious Code

11.2.1 St

af

fmustt

akeal

lst

epsnecessaryt

oavoi

d t

hei

mport

at

i

onof

mal

i

ci

oussoft

waret

hatmaybecont

ai

ned wi

t

hi

ni

nt

ernetemai

l

at

t

achment

s,downl

oaded document

sor soft

ware.

11.2.2Onl

yof

fi

ci

al

l

yprovi

ded and approved sof

t

waremustbel

oaded ont

o

comput

ers. Thi

sshoul

d onl

ybei

nst

al

l

ed byICT st

af

f

,aut

hori

sed RQIA

st

af

for cont

ract

ed ICT st

af

f.

11.2.3 Addi

t

i

onal

l

y,careshoul

d bet

akenwhendownl

oadi

ngfi

l

es:

 checkyour anti-virussolutionisuptodateand active. Thiscan

bedonebychecki

ngt

hebl

ueSophosshi

el

d i

nt

hebot

t

om ri

ght

hand corner oft

hescreen,i

fSophosasnotupt

odat

et

herewi

l

l

beared ci

rcl

ewi

t

hawhi

t

eX di

spl

ayed ont

hebl

ueshi

el

d as

showni

nFi

gure1 bel

ow:

X

Fi

gure1

IfSophosi

snotupt

odat

econt

actt

heICT Servi

ceDesk

i

mmedi

at

el

y;

 onlyusetrusted siteswhichcanbeidentified asaproper source

f

or t

hefi

l

esbei

ngdownl

oaded;

 becarefulofchangestoyour owndesktopcomputer.

Downl

oadi

ngfi

l

esmi

ghtresul

ti

nchangest

oi

t

sconfi

gurat

i

on

t

hatmaynotbecompat

i

bl

ewi

t

ht

hest

andard set

upand render

normalservi

cesi

noperabl

e.
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11.2.4 Ift

herei

sanydoubtaboutt

hei

nt

egri

t

yoft

hesourceor cont

ent

soft

he

fi

l

est

obedownl

oaded st

af

fshoul

d i

nt

hefi

rsti

nst

ancecont

actt

heICT

Del

i

veryManager.

12

Registering Email Addresses

12.1

St

af

fmustonl

yuset

hei

r RQIA emai

laddresst

oregi

st

er onwebsi

t

est

hatare

busi

nessrel

at

ed. Event

hen,st

af

fareadvi

sed t

oregi

st

er onl

yonsi

t

est

hat

aret

rust

wort

hyand haveaprivacy policy stating they will not pass on

addresses to others.

13

Information Verification

13.1

Iti

si

mperat

i

vet

hatst

af

fusi

ngt

heInt

ernetunderst

and t

hei

mport

anceof

veri

fyi

nganyi

nformat

i

ongat

hered. W hi

l

et

herei

smuchval

uabl

eand

i

mport

antknowl

edgeavai

l

abl

et

herei

sal

soanequalproport

i

onofi

nf

ormat

i

on

t

hatmaybequest

i

onabl

e.

14

Prohibited Use

14.1

Thefol

l

owi

ngl

i

sti

snotexhaust

i

ve,butprovi

desani

ndi

cat

i

onofprohi

bi

t

ed

use:

 Deliberatelyviewinganypornographic,obscene,indecentor non-clinical

sexual

l

yexpl

i

ci

tmat

eri

al

;

 Deliberatelyviewinganyillegalmaterial;

 Deliberatelyviewinganyoffensive,sexist,racist,hatefulor otherwise

of

fensi

ve/di

scri

mi

nat

orymat

eri

al

;

 For anycommercialactivities(e.g. runningabusiness);

 Toperpetrateanyform offraud or criminalactivity;

 Theviolationofcopyright,licenseagreementsor other contracts(e.g.

copyi

ngand usi

ngsof

t

warefor busi

nesspurposesfrom asi

t

ewheret

here

i

sacl

ear l

i

mi

t

at

i

onfor personaluseonl

y);

 Thedownload and/or forward ofnon-businessrelated softwareor data

i

ncl

udi

ngmusi

c,graphi

cs,vi

deos,t

ext

,games,screensavers,wal

l

papers,

ent

ert

ai

nmentor pi

rat

ed soft

ware;

 Toplayinternetgamesor enter on-linecompetitions;

 Tosend offensiveor harassingmaterialtoothers;

 For personalfinancialgain(e.g. paytosurf). Thisincludestheuseofthe

cl

assi

fi

ed adsont

heHSC Ext

ranet

;

 BringRQIA or acolleagueintodisrepute;

 Anyform ofdefamation;

 Anyform ofdiscrimination;

 Anyform ofharassmentor bullying;

 W hereitinterfereswiththeworkoftheindividualthatisusingtheinternet;

 W hereitinterfereswiththeworkofacolleague;

13
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 W hereitinterfereswiththebusinessofRQIA;

 For illegallydistributinganypatientor businessconfidentialmaterial;

 For hackingor gainingaccesstounauthorised areas;

 Todeliberatelywastenetworkresources;

 Toremaincontinuouslyconnected throughoutthedaye.g. moneymarkets

or sportupdat

es

 For thedeliberateintroductionofviruses,spywareor malware;

 Theuseofproxyavoidancewebsites;

 Streamingvideoor audiofor non-businessrelated use;

 Anyform ofinternetbased instantmessaging;

 Accesstostreamingmedia(e.g. YouTube),socialnetworking(e.g.

Facebook) and gambl

i

ngi

nt

ernetwebsi

t

es(e.g. Ladbrokes),exceptf

or

aut

hori

sed busi

nesspurposes;

 RichSiteSummary(RSS) feedsfor personalpurposes;

 For politicallobbying;

 Toundertakeunauthorised tradingatwork,whether buyingor selling,

t

hroughi

nt

ernetauct

i

onsi

t

essuchas(butnotl

i

mi

t

ed t

o) e-bay. Tradi

ngi

s

defi

ned asanyact

i

vi

t

y,buyi

ngor sel

l

i

ng,connect

ed wi

t

hacommerci

alor

busi

nessi

nt

erest

.

14.2 Inappropri

at

emat

eri

almayi

ncl

ude,buti

snotl

i

mi

t

ed t

o,anymat

eri

alofa

pornographi

c,sexi

st

,raci

st

,sect

ari

an,vi

ol

entor of
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 Tomonitor and ensurethatRQIA’snetworkperformancemeetsbusiness

needs;

 Toensurethattheuseofbandwidthfor Internetuseisappropriate;

 Toprotecttheorganisationfrom Spyware,viruses,and malware;

 Toidentifyanyinappropriateand excessivepersonaluse;

 Compliancetothispolicy;

 TomeetICT servicedeliverybestpractice;

 Toprotecttheemployingorganisationfrom legalliabilities.
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