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Glossary

Abbreviation Meaning

BSO BusinessServicesOrganisation
HSC Healthand SocialCare
ICT InformationCommunicationTechnology
IW F InternetW atchFoundation
OSN OnlineSocialNetwork
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1 Introduction

Thispolicyisoneofanumber ofICT policies. TheICT DeliveryManager is
responsiblefor ICT securitywithinRQIA. However,allRQIA staffmembersare
responsiblefor thesecurityoftheICT systemsthroughadherencetotheICT security
policies.

Thepurposeofthispolicyistooutlinethepermissibleuseoftheinternetwhen
accessingservicesfrom theworkplaceor usingRQIA resourcesremotely(e.g. from
alaptopconnected toRQIA'sremoteaccessservice).

2 Scope

Thispolicyappliestoall staff includingregular full-time,regular part-time,sessional,
board members,contractors,consultants,agencyand temporaryemployees.

Thispolicyisbased ontheHSC and BSO ICT SecurityPolicieswhichisregionally
enforced acrossthewholeoftheHSC. RQIA mustadheretoBSO'sICT security
policiesinorder togainconnectiontotheHealthand SocialCare(HSC) networkand
theinternet.

Other RQIA policiesrelated tothispolicyinclude:

 RQIA ICT SecurityPolicy
 RQIA UseofICT EquipmentPolicy
 RQIA InformationSecurityPolicy
 RQIA RecordsManagementPolicy
 RQIA FlexibleW orkingPolicy
 RQIA FlexibleW orkingSchemeGuidance
 RQIA Fraud Policy
 RQIA StyleGuide

3 Policy Statement

ThemainobjectiveofthispolicyistoprovideguidancetoRQIA staffonthe
permissibleuseoftheinternetwhenusingRQIA resources.

4 Responsibilities

4.1 TheDirector of Corporate Services isresponsiblefor theeffective
implementationofthispolicy.

4.2 The ICT Delivery Manager isresponsiblefor theICT enablementrequired by
thispolicy.

4.3 Allstaff membershavearesponsibilitytoadheretothispolicy.
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4.4 ItistheresponsibilityofSenior Managers toensurethatallstaffmembers
areawareofand adheretothispolicy.

5 Training

On-linetrainingisavailabletoallRQIA staffviaTheBeechesManagementCentree-
learningsite.

AllICT SecurityPolicieswillbeincluded instaffinductionpacks.

6 Equality

ThisPolicywasequalityscreened bytheBusinessServicesOrganisation(BSO) in
January2010and wasconsidered tohavealow impactimplicationfor equalityof
opportunity,thereforethePolicydoesnotrequiretobesubjected toafullequality
impactassessment.

7 Connection to the Internet

7.1 Internetaccessisnotpermitted onanynetworked machineexceptviaRQIA’s
network.

7.2 Directaccessthroughmodems(includesbroadband services) isnotpermitted
exceptwiththeapprovalofRQIA’sICT DeliveryManager. Thiswillonlybe
granted inexceptionalcircumstancesor for remoteaccessand issubjectto
thesameusageand securitypoliciesasRQIA networkconnections.

7.3 Anycomputer thatmaypreviouslyhavebeenconnected totheInternetother
thanthroughRQIA’snetworkmustnotsubsequentlybeattached tothe
networkwithoutfirstbeingcleared for connectionbytheICT Delivery
Manager.

8 Personal Use

8.1 Personaluseisdefined asanyuseoftheinternetfacilitiesthatdoesnotrelate
directlytoarequirementoftheofficer’sofficialduties. Thusaccessingasite
for researchpurposes,for example,researchingadvancesincancer careis
officialuseonlyifsuchaccessisnecessaryaspartoftheofficer’swork.
Accessingsuchdatafor reasonsnotrelated directlytoarequirementofthe
officer’sworkwould beclassed aspersonaluseoftheinformation.

8.2 Anyaccessor usewhichisunrelated toofficialduties,thismayincludefor
example,accessinggeneralnewssites,travelinformation,personalbanking,
would beclassed aspersonaluse.

8.3 Personaluseoftheinternetwillbepermitted,providingthatsuchuse:
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 complieswiththerequirementsofthisdocument;
 doesnotcompromisethesecurityofofficialdata,resultinincreased

costsor delaysor haveanynegativeimpactonRQIA’snetworkor on
theeffectivedischargeofofficialbusiness;

 doesnotresultinpersonalcommercialgain.

8.4 Personaluseofofficialinternetfacilitieswillberestricted toanindividual’s
owntimeduringnon-workinghoursatlunchbreaksand beforeand after work.

9 Publishing/Transmitting Information

9.1 Data Content

9.1.1 Nomaterialofasensitive/confidentialnaturemaybeelectronically
posted or transmitted unencrypted viatheInternet. Materialthatis
considered ‘sensitive’and/or confidentialmaybetransmitted via,but
notposted on,theInternetprovided suchmaterialhasbeenencrypted
usingsoftwareapproved bytheICT DeliveryManager (i.e. W inZip)
and thattheintended recipienthasbeenapproved accordingto
currentrelevantapprovalprocedures.

GuidanceonencryptingfilesusingW inZipisavailableintheshared
areaUsingW inZip.
(\\rqia-fap1\RQIA_DATA 08 09\Shared Area\IT_User_Docs\Using_W inzip.doc)

9.1.2 Examplesofsensitiveand personalinformationincludebutarenot
limited to:

 Copiesor extractsofdatafrom clinicalsystems
 Commerciallysensitiveinformation
 Contractsunder consideration
 Budgets
 Staffreports
 Appointments–actualor potentialnotyetannounced
 Disciplinaryor criminalinvestigations

9.1.3 Further informationondataclassificationisavailablefrom RQIA’s
DataSecurityPolicy.

9.1.4 TheDataProtectionAct1998 regulateswhatmaybedonewith
personaldata. Itreinforcesother legalconstraintsontheuseand
disclosureofpersonaldata;for examplewhendataisheld under an
obligationofconfidence,suchasmedicalrecords. Italsooutlinesa
dataownersrightstoaccess,alter or removethepersonalinformation
whichisheld byanorganisationaboutthem.

9.1.5 Anysoftwarelicensed toRQIA or mustnotbeuploaded withoutthe
expressauthorisationfrom theICT DeliveryManager.
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9.1.6 Anydataowned byRQIA mustnotbeuploaded withouttheexpress
authorisationfrom theHead ofInformationor theCommunications
Manager.

9.2 Copyright Information

9.2.1 RQIA dataposted bystaffontheInternetmustcarryoneofthe
followingnoticesor theequivalentRQIA-related phraseologyif
applicable:

ThismaterialisCrowncopyrightbutmaybereproduced without
formalpermissionor chargefor personalor in-houseuse.

ThismaterialisCrowncopyrightand allrightsarereserved.
Applicationsfor permissiontoreproduceitshould bemadetoRQIA’s
InformationGovernance& RecordsManager or equivalent.

9.2.2 Anydocumentcreated bystaff,irrespectiveoftheintended audience,
mustincludetheorganisation’snamewithinitstitleand mustclearly
identifytheauthor (or appropriatecontact) and thedateofpublication
aspartofthetext.

9.2.3 Other documents,or linkstoother documents,originatingelsewhere
mustbemarked withthenameofthepublishingorganisationand the
datepublished (or dateposted tothewebifdateofpublicationisnot
known).

9.2.4 Toestablishownership,and thereforeapointofcontact,itmustbe
madeclear toanyreaderswhichdocumentshavebeencreated bythe
organisationand whichhaveoriginated elsewhere. Also,whileitis
oftenclear from detailswithinthewebpageoftheoriginand dateofa
document,thisinformationisfrequentlylostwhenthedocumentitselfis
printed.

10 Use of Internet Services

10.1 Use of Internet Based Email Services

10.1.1 Nomaterialofasensitive/confidentialnaturemaybesenttoan
internetbased emailaccountregardlessofwhether itisencrypted or
not. Examplesofinternetbased emailareGmailand Yahoo!Mail.
Examplesofsensitiveinformationarelisted above.

Thisisprohibited because

 RQIA havenocontrolover theserversthathold thistypeof
emailand thereforecannotrestrictaccesstothemailaccounts
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 Theseprovidersuseserverslocated throughouttheworld and if
thedocumentcontainingpatient/clientinformationisheld
outsidetheEuropeanUnionthiscould lead topotentialbreaches
oftheDataProtectionAct(1998)

 Thetermsand conditionsoftheseservicesmaytransfer
ownershipofthedata/documents/picturestotheprovider and
youdonothavetheauthoritytoagreetothis

10.1.3 Staffarenotpermitted toaccessinternetbased emailservicesusing
RQIA ICT equipmentexceptwhereapproved byRQIA’sICT Delivery
Manager. Refer totheW ebsiteAccessProcedure
(\RQIA Approved Policiesand
Procedures\ICT\ICT_Security\Procedures\ICT001_W ebsite_Access_Procedure.pdf)

10.2 Chat Rooms / Forums / User Groups / News Groups

10.2.1 InvolvementinChatRooms/ Forums/ User Groups/ NewsGroupsis
permitted onlyfor businesspurposesand mustbeauthorised byyour
Senior Manager.

10.2.2 W hensodoing,staffmustnot (unlessspecificallyauthorised todoso)
speakor writeinyour organisation’snameand mustmakeitclear that
their participationisasanindividualspeakingonlyfor themselves. In
anysuchuseofinternetfacilities,employeesmustidentify
themselves,withtheir ownfullname,honestly,accuratelyand
completely. Themisuseofsuchfacilitiesmaylead todisciplinary
actionwhenstaffareactinginapersonalcapacityor evenina
businesscapacity.

10.2.3 W henparticipatinginachatroom / forum / user group/ newsgroup,
staffmust:

 refrainfrom politicaladvocacyand from theunauthorised
endorsementor appearanceofendorsementofany
commercialproductor service

 givedueregard tomaintainingtheclarity,consistencyand
integrityofRQIA’scorporateimageand avoid makingany
inferencesthatmayproveinappropriatefrom aRQIA
perspective

and must not:

 revealsensitivelymarked information,patient/clientdata,or
anyother materialcovered byRQIA policiesand procedures

 useRQIA internetfacilitiesor computingresourcestoviolate
applicablelawsand regulationsinanywayor tocompromise
thesecurity(includingconfidentiality) ofRQIA data
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10.2.4 RQIA promotesananti-fraud culturewhichrequiresallstafftoactwith
honestyand integrityatalltimesand totakeappropriatestepsto
safeguard resources. Italsoprovidesguidanceinreporting
suspicionsoffraud. Staffshould acquaintthemselveswithRQIA’s
Fraud Policybeforeaccessingthiscategoryofwebsite.

10.3 Password Management

10.3.1 Passwordsused bystafffor internetaccountsmustnotbeduplicated
for anyother RQIA servicesor systems.

10.3.2 Someserviceproviders,e.g. Microsoft,requireapassword aspartof
their registrationdetails. Staffarereminded oftheneed toprotect
passwordsused withinRQIA. UsingpasswordsontheInternetthat
aresimilar incontentor structuretopasswordsbeingused internally
maygiveunnecessarycluestooutsiderswhomaytrytobreakRQIA
systems. Seetheguidancecontained in"ManagementofUser
Accountsand Passwords" for adviceonthestructureofpasswords.

10.4 Personal Purchase of Goods or Services

10.4.1 Staffmayusetheinternetfor theoccasionalpurchaseofgoodsand
services,e.g. books,flights,CDs,and soon,provided paymentis
madebytheindividualand deliveryofitemspurchased istoaprivate
address. Thisexcludes tradinginstocksor commodities.

10.4.2 Youmustnot createanycontractualliabilityonthepartofRQIA.
RQIA doesnotacceptanyresponsibilityfor thesecurityofcreditcard
detailsor anyother paymentmethod used. Nor doesRQIA accept
anyliabilityfor financialloss,whether asaresultoffraud or otherwise,
suffered whileusingRQIA systemsfor personaltransactions. Allsuch
useisentirelyattheindividual’sownrisk.

10.5 Purchase of Business Related Goods or Services

10.5.1 Theuseoftheinternetfor businesspurchasesispermitted provided
thesamelevelofauthorisationand appropriateuseof‘approved’
suppliersasdictated bycurrentProcurementand LogisticsService
(PALS) purchasingguidelinesisapplied oneachoccasion. A copyof
theorder,and theauthorisation,mustbekeptfor records.

10.5.2 Particular attentionisdrawntothosewebpagesinwhichthereare
responseformsand/or mailbackfacilities. For example,someweb
pagespresentopportunitiestoform contractsspecificallyinrelationto
purchasingofgoodsor services.

10.6 Online Social Networking (OSN)and Blog Sites

10.6.1 Staffarenotpermitted toaccessSocialNetworkingtypesitesor
updatetheir personalblogsusingRQIA ICT equipmentunless
approved for businesspurposes.
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10.6.2 Staffshould referenceRQIA’sFraud Policybeforeaccessingthis
categoryofwebsite. RQIA promotesananti-fraud culturewhich
requiresallstafftoactwithhonestyand integrityatalltimesand to
takeappropriatestepstosafeguard resources. Italsoprovides
guidanceinreportingsuspicionsoffraud.

10.6.3 Ifanemployeechoosestoidentifyhimselfor herselfasanemployee
ofRQIA onsuchInternetvenues,somereadersofsuchW ebsitesor
blogsmayview theemployeeasarepresentativeor spokespersonof
RQIA. Inlightofthispossibility,RQIA requires,thatstaffobservethe
followingguidelineswhenreferringtoRQIA,itsactivities,other staff
membersand/or itsclientsinablogor onawebsite:

 Staffshould berespectfulinallcommunicationsand blogs
related toor referencingRQIA,itsclients,and/or other staff
members;

 Staffmustnotuseoffensive,sexist,racist,hatefulor otherwise
offensive/discriminatorylanguage;

 Staffmustnotuseblogsor personalwebsitestodisparage
RQIA,itsclients,or other staffmembers;

 Staffmustnotuseblogsor personalwebsitestoharass,bully,
or intimidateother employeesor clients. Behavioursthat
constituteharassmentand bullyinginclude,butarenotlimited
to,commentsthatarederogatorywithrespecttorace,religion,
gender,sexualorientation,colour,or disability;sexually
suggestive,humiliating,or demeaningcomments;and threats
tostalk,haze,or physicallyinjureanother employeeor client;

 Staffmustnotuseblogsor personalwebsitestodiscuss
engaginginconductthatisprohibited byRQIA policies,
including,butnotlimited to,theuseofillegaldrugs,sexual
harassment,and bullying;

 Employeesmustnotpostpicturesofother employeesor clients
onawebsitewithoutobtainingwrittenpermission;

 RQIA doesnothostor sponsor asocialnetworkingsite. The
useofanyRQIA copyrighted nameor logoisnotallowed
withoutwrittenpermission.

10.6.4 Anyemployeefound tobeinviolationofanyportionofthismaybe
subjecttodisciplinaryaction.

10.6.5 RiskstoConsider

AllconnectionstoOSN serviceswillpassover theInternetatsome
point,and connectiontotheInternetincreasesthelikelihood of
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malicioussoftwarebeingunsuspectinglyreceived bytheuser. This
maynotonlyaffecttheconfidentiality,availabilityor integrityofa
user’sownmachineor data,butcould alsothenbepassed ontoother
users.

OSN usersusuallyshareinformationand opinionsinreal-time.
However,oncesenttheinformationisinthepublicdomainand there
isnoopportunitytorecallor fullydeletetheinformation. Protectively
marked informationcould becompromised and evenunclassified
businessrelated informationcould becomemoresensitivewhen
aggregated.

IndividualswhoprovidelargeamountsofpersonaldatatoOSN sites
maywellexposethemselvestothethreatofidentitytheftor phishing
attacks.

Thetermsand conditionsagreed whensigninguptoanOSN sites
servicecanoftenmeanthatanydataposted becomesthepropertyof
theOSN site. SomeOSN sites(suchasLinkedIn) makethisdata
availabletoothersfor anadditionalfeeregardlessofyour privacy
settings.

Securitymeasuresemployed byOSN providersaregenerallybased
around usersforming‘trust’relationshipswithother users,wherean
increaseintrustgenerallyresultsingreater access. Usersoftenform
or joincommoninterestgroupstosocializefurther. However,the
onlineworld isavirtualworld and peoplecanmasqueradeand
thereforenotactuallybewhotheypertaintobe.

OSN userscanoftenincludelargeattachmentsand view multimedia
content;asaresulttheremaybelessbandwidthavailablefor other
businessrequirements.

10.7 Communication Services –Instant Messaging

10.7.1 Useofinternetbased instantmessagingand text/ mediamessaging
isprohibited. Thisincludes,butisnotlimited toAOL Instant
Messenger,Yahoo!or MSN.

10.7.2 Ifthereisabusinessneed toaccessinstantor textmessagingcontact
RQIA’sICT DeliveryManager.

11 Downloading of Files and Software

11.1 Appropriate Permission and Licensing

11.1.1 Nofile(withtheexceptionofdocuments) should bedownloaded from
or viatheInternetunlessdoingsoisexpresslypermitted bytheICT
DeliveryManager and thetermsofthewebsite.
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11.1.2Particular attentionmustbepaid toanyspecified licensing
requirementsor other similar conditions. Staffarenot permitted to
enter intoanyagreementonbehalfofRQIA unlesssoauthorised in
writingbytheDirector ofCorporateServices.

W herepermissiontodownload isnotexplicit,todosocould be
deemed tobe‘hacking’or inbreachofcopyrightlawsand expose
RQIA tociviland criminalliabilities.

Staffshould alsoavoid downloadinglargefiles(>500Mb) between
09.00and 17.00withoutfirstcontactingtheICT DeliveryManager to
makethem awareofyour intentions.

11.2 Malicious Code

11.2.1 Staffmusttakeallstepsnecessarytoavoid theimportationof
malicioussoftwarethatmaybecontained withininternetemail
attachments,downloaded documentsor software.

11.2.2Onlyofficiallyprovided and approved softwaremustbeloaded onto
computers. Thisshould onlybeinstalled byICT staff,authorised RQIA
staffor contracted ICT staff.

11.2.3 Additionally,careshould betakenwhendownloadingfiles:

 checkyour anti-virussolutionisuptodateand active. Thiscan
bedonebycheckingtheblueSophosshield inthebottom right
hand corner ofthescreen,ifSophosasnotuptodatetherewill
beared circlewithawhiteX displayed ontheblueshield as
showninFigure1 below:

IfSophosisnotuptodatecontacttheICT ServiceDesk
immediately;

 onlyusetrusted siteswhichcanbeidentified asaproper source
for thefilesbeingdownloaded;

 becarefulofchangestoyour owndesktopcomputer.
Downloadingfilesmightresultinchangestoitsconfiguration
thatmaynotbecompatiblewiththestandard setupand render
normalservicesinoperable.

Figure1

X
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11.2.4 Ifthereisanydoubtabouttheintegrityofthesourceor contentsofthe
filestobedownloaded staffshould inthefirstinstancecontacttheICT
DeliveryManager.

12 Registering Email Addresses

12.1 Staffmustonlyusetheir RQIA emailaddresstoregister onwebsitesthatare
businessrelated. Eventhen,staffareadvised toregister onlyonsitesthat
aretrustworthyand haveaprivacy policy stating they will not pass on
addresses to others.

13 Information Verification

13.1 ItisimperativethatstaffusingtheInternetunderstand theimportanceof
verifyinganyinformationgathered. W hilethereismuchvaluableand
importantknowledgeavailablethereisalsoanequalproportionofinformation
thatmaybequestionable.

14 Prohibited Use

14.1 Thefollowinglistisnotexhaustive,butprovidesanindicationofprohibited
use:

 Deliberatelyviewinganypornographic,obscene,indecentor non-clinical
sexuallyexplicitmaterial;

 Deliberatelyviewinganyillegalmaterial;
 Deliberatelyviewinganyoffensive,sexist,racist,hatefulor otherwise

offensive/discriminatorymaterial;
 For anycommercialactivities(e.g. runningabusiness);
 Toperpetrateanyform offraud or criminalactivity;
 Theviolationofcopyright,licenseagreementsor other contracts(e.g.

copyingand usingsoftwarefor businesspurposesfrom asitewherethere
isaclear limitationfor personaluseonly);

 Thedownload and/or forward ofnon-businessrelated softwareor data
includingmusic,graphics,videos,text,games,screensavers,wallpapers,
entertainmentor pirated software;

 Toplayinternetgamesor enter on-linecompetitions;
 Tosend offensiveor harassingmaterialtoothers;
 For personalfinancialgain(e.g. paytosurf). Thisincludestheuseofthe

classified adsontheHSC Extranet;
 BringRQIA or acolleagueintodisrepute;
 Anyform ofdefamation;
 Anyform ofdiscrimination;
 Anyform ofharassmentor bullying;
 W hereitinterfereswiththeworkoftheindividualthatisusingtheinternet;
 W hereitinterfereswiththeworkofacolleague;
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 W hereitinterfereswiththebusinessofRQIA;
 For illegallydistributinganypatientor businessconfidentialmaterial;
 For hackingor gainingaccesstounauthorised areas;
 Todeliberatelywastenetworkresources;
 Toremaincontinuouslyconnected throughoutthedaye.g. moneymarkets

or sportupdates
 For thedeliberateintroductionofviruses,spywareor malware;
 Theuseofproxyavoidancewebsites;
 Streamingvideoor audiofor non-businessrelated use;
 Anyform ofinternetbased instantmessaging;
 Accesstostreamingmedia(e.g. YouTube),socialnetworking(e.g.

Facebook) and gamblinginternetwebsites(e.g. Ladbrokes),exceptfor
authorised businesspurposes;

 RichSiteSummary(RSS) feedsfor personalpurposes;
 For politicallobbying;
 Toundertakeunauthorised tradingatwork,whether buyingor selling,

throughinternetauctionsitessuchas(butnotlimited to) e-bay. Tradingis
defined asanyactivity,buyingor selling,connected withacommercialor
businessinterest.

14.2 Inappropriatematerialmayinclude,butisnotlimited to,anymaterialofa
pornographic,sexist,racist,sectarian,violentor offensivenature;whether in
pictures,cartoons,words,soundsor movingimages,whether or not
purportingtobeofahumorousnature. Staffshould beawarethatthe
decisionastowhatmaterialisconsidered offensivecandepend onthe
perceptionoftherecipientand/or observer,rather thantheintentionofthe
sender.

14.3 W henasitecontaininginappropriatematerialisaccessed,staffmust
immediatelydisconnectfrom thesite,regardlessofwhether thatsitehad been
previouslydeemed acceptablebyanyscreeningor ratingprogram. Such
connectionsmustbereported immediatelytotheICT DeliveryManager so
thatappropriateactiontobar accesstothesitecanbetakenand tosafeguard
theindividualintheeventofanysubsequentinvestigation.

14.4 Staffshould beawarethatwhereattempted accesstoawebsitecategorised
bytheInternetW atchFoundation(IW F),e.g. child sexualabuseand criminal
matters,islogged RQIA willfullyco-operatewiththePSNI toidentifyand take
actionagainstanyemployee.

14.5 Allindividualemployeeshavearequirementtoinform thePSNI immediately
should theywitnessanyoneaccessingwebsitematerialwhichmaybe
categorised bytheIW F http://www.iwf.org.uk/ Thesebroadlyinclude:

 Imagesofchild sexualabuse;
 Criminallyobscenecontent;
 Incitementtoracialhatred content.
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15 Blocked Web Sites

15.1 A webfilteringtoolisinplacetocontrolaccesstocertaincategoriesofsites
and fileprotocoltypes.

15.2 Onlyifyouhavealegitimatebusinessreasontobegranted accesstooneof
theblocked siteswillareview ofitbecarried out. Thisdoesnotguarantee
thattherestrictionwillbelifted.

15.3 Staffshould contacttheICT DeliveryManager,statingtheurl(internet
address) thatisblocked (thisisdisplayed ontheblockpage) and the
businessreasonaccessisrequired. Theprocedurefor requesting
accesstoablocked websitecanbefound atthefollowinglink
W ebsiteAccessProcedure
(\RQIA Approved Policiesand
Procedures\ICT\ICT_Security\Procedures\ICT001_W ebsite_Access_Procedure.pdf)

16 Monitoring

16.1 UsersofICT resources,includingtheinternet,should beawareand must
acceptasaconditionofusethattheir usageofsuchfacilitieswillbe
monitored and maybereviewed whether useisfor theconductofofficial
businessor for personaluse.

16.2 Staffshould notethat,asispermitted bytheEmploymentPracticesCode,
Part3 MonitoringatW ork(EmploymentPracticeCodePart3) (found at:
http://www.ico.gov.uk/upload/documents/library/data_protection/practical_appl
ication/coi_html/english/employment_practices_code/part_3-
monitoring_at_work_1.html) RQIA’sICT DeliveryManager willmonitor and
review internetactivityand analyseusagepatterns.

16.3 Thepurposeofthismonitoringisasfollows:

 Tomonitor and ensurethatRQIA’snetworkperformancemeetsbusiness
needs;

 Toensurethattheuseofbandwidthfor Internetuseisappropriate;
 Toprotecttheorganisationfrom Spyware,viruses,and malware;
 Toidentifyanyinappropriateand excessivepersonaluse;
 Compliancetothispolicy;
 TomeetICT servicedeliverybestpractice;
 Toprotecttheemployingorganisationfrom legalliabilities.

16.4 RQIA storesthemonitoringinformationsecurely,withonlynominated
individualshavingaccesstothisinformation. Thisinformationwillbeheld for
atleast12months.

17 Non-Compliance

17.1 Anybreachofthispolicymayresultindisciplinaryaction.
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17.2 Non-compliancecanalsodamagethereputationofRQIA and openRQIA and
theindividualtoahostoflegalliabilitiessomeofwhichwould notbecovered
bytheemploymentcontract.

17.3 Excessivepersonaluseoftheinternetmayresultinthefacilitybeing
withdrawn.

18 Liability

18.1 RQIA doesnotacceptanyliabilitythatmayarisefrom employeesusingthe
Internetfor personalusee.g. personaluseoftheinternettocompletean
onlinetransaction,whichmayatalater stageresultinfraud.

18.2 Staffshould beawarethattheymightbepersonallyliabletoprosecutionand
opentoclaimsfor damages,should their actionsbefound tobeinbreachof
thelaw. Incasesofharassment,aclaim byapersonthathe/shehad not
intended toharassor causeoffencewillnotinitselfconstituteanacceptable
defence.

For asummaryofthispolicygotothefollowinglink:

\RQIA Approved Policiesand Procedures\ICT\ICT_Security\Posters\internetposter.pdf


