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Dear Ms Persson, 
 
Your request for information received on 2nd November 2017 has now been 
considered.  The response to your request is as follows:  

With regards to the Using Student Data for Learning Analytics made reference to in 
this online policy,  https://www.northumbria.ac.uk/-/media/corporate-website/new-
sitecore-gallery/services/academic-registry/documents/qte/student-
engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-
internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985 
please can you provide the following information in line with the Freedom of 
Information Act: 
 
Response 

Northumbria University is currently piloting a small-scale implementation of a 
Learning Analytics system within one Academic department.  

The pilot began in September 2017 and involves a small cohort of students in order 
to evaluate its potential, to evaluate feasibility and effectiveness and to inform the 
University as to whether a full scale deployment would benefit students in the future. 

The following responses are therefore based on the pilot project - not an “enterprise 
level” deployment of the technology.  

a) The privacy policy given to students and information around how / when 
this is explained. 

The project is being piloted within the ‘Sports Exercise and Rehabilitation 
Department’ on a student ‘Opt-in’ basis.  

Students on these programmes were asked at enrolment whether they would like to 
participate in the project and a consent form was presented during their online 
enrolment (See below) which links to the Policy on ethical use of student data for 
Learning Analytics which  defines the use of student data, including the policy not to 
process sensitive personal data. 

https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985
https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985
https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985
https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985
https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985
https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985


 
Anonymised historical data has been used for the purpose of providing comparable 
data to evaluate the ‘opt-in’ cohort against.  
 
b) the code of conduct given to staff  
 
Information not held.  
 
For the duration of the pilot project, only one member of staff is analysing a limited 
amount of data in order to evaluate the Learning Analytics Mechanism. For example, 
they are using the data collected in order to cross check against any withdrawals 
from the participating programmes, so as to evaluate whether an intervention may 
have prevented the students withdrawal.   

Should Northumbria University determine from the pilot project that a Learning 
Analytics tool is something we wish to utilise as part of our Learning and Teaching 
technology, a “code of conduct” will be developed, informed by the experience of this 
trial, and provided to all staff with access to the system.   

c) volume of staff with which staff permission levels as listed in 1.2.3. How 
many staff have access to how many students' data ie 10 staff can access 1000 
students, 3 staff can access 10,000, the IT manager has system wide access to 
X number and which level of data viewing, and entry 
 
For the purpose of this trial, 3 staff were trained on how to access the limited data of 
407 students participating in the trial, however only one member of staff is actively 
analysing the data collected.  

The following is as an example of the level of access provided. Please note that 
‘student ID’s’ have been redacted from this snapshot for data protection purposes. 



 

 
 
 
d) a list of the fields of data items captured in the system used ie name, 
address, ethncity etc 
 
As previously stated, Northumbria University is currently running a pilot deployment 
so to evaluate and inform what a system of this nature can achieve and to allow 
Northumbria University to use the outcome to develop potential future Learning and 
Teaching strategy.  

Due to the potential competitive advantage a Learning Analytics system could 
provide to the University should the pilot lead to a full deployment the requested 
information is withheld because it falls under the exemption in Section 43 of the 
Freedom of Information Act relating to Commercial Interests. 

43 Commercial interests. 
  

“(2) Information is exempt information if its disclosure under this Act would, or 
would be likely to; prejudice the commercial interests of any person (including 
the public authority holding it)“ 

 
This exemption applies because the University considers that the release of such 
information at this stage of the pilot could prejudice its own commercial interests.  

Commercial interests relate to the University’s ability to participate successfully in a  
commercial activity. This could be the ability to buy or sell goods or services or any  
disclosure that might be deemed information advantageous to market competitors.   



The UK Government has stated that the Higher education sector should be a highly 
competitive market where Universities are in competition with each other to offer the 
best possible ‘product’ to existing and potential students and the wider public.  

Emerging technologies are one of the means by which such competition can be 
achieved, meaning that the requested information is considered sensitive because it 
currently being used to evaluate whether such a technology should be adopted. 

Learning Analytics is an emerging technology within the UK Higher Education Sector 
and we know that as many as 20 other Universities are currently looking at how it 
can be used to gain a competitive advantage through utilising this technology.  

As there are no defined ‘must have’ data fields in a Learning Analytics system, 
Northumbria University has selected the data fields that we think will best inform the 
effectiveness of Learning Analytics. These field may or may not deliver a successful 
pilot.  

Other Universities will or will have chosen their own data fields which may or may not 
match those used by Northumbria.  

To publicise what data Northumbria believes might be used to deliver a successful 
learning analytics system could give competitors an insight into any potential 
enterprise deployment of a system, meaning that it would not be in Northumbria’s 
interest for the information to be publically reported at this time.  

Because this is a qualified exemption under the Act, Northumbria University has had 
to balance the public interest in withholding the information against the public interest 
in disclosing it.  The factors considered when deciding where the public interest lay 
include:  

Public Interest Test 

The factors considered when deciding where the public interest lay include:  
 

• There is a presumption of a general public interest in the disclosure of this 
information. 

 
• There is an interest in ensuring that Data Subjects are informed as to the 

nature of the processing of their data, particularly any sensitive personal data. 
 
The reasons for determining that the public interest favours withholding the 
information are:  

• The timing of the request coming as it does at during a system pilot, not under 
a full deployment. 
 

• The Policy on ethical use of student data for Learning Analytics already 
informs the data subjects participating in the trial of the omission of any 
sensitive personal data. 

https://www.northumbria.ac.uk/-/media/corporate-website/new-sitecore-gallery/services/academic-registry/documents/qte/student-engagement/policy-on-ethical-use-of-student-data-for-learning-analytics-for-internet.pdf?la=en&hash=7BCD0B96D51BB19C2AB16A0ACAC0782867964985


 
• The University operates in a global market and faces growing competition 

from a range of providers. The retention of students, and the ability to assess 
the potential of any technology that would assist this, is a clear commercial 
interest. 

 
We therefore conclude that the Public Interest lies in withholding this information.  
 
e) the (redacted for commercial sensitivities) agreement signed with the 
system provider on issues such as data management, retention, access, use 
and purposes,  storage location, in event of company sale 
 
Please find attached the redacted agreement. In addition to your request for 
Commercially Sensitive Information to be redacted Under Section 43, data which is 
deemed to be personally identifiable, namely the details of signatories have also 
been redacted under Section 40 Personal Data. The exemption under section 40 
states: 

“Section 40 (2) Personal information. 

(1)Any information to which a request for information relates is exempt information if 
it constitutes personal data of which the applicant is the data subject.  

(2)Any information to which a request for information relates is also exempt 
information if—  

(a)it constitutes personal data which do not fall within subsection (1), and  

(b)either the first or the second condition below is satisfied. 
 
Section 40 (3) Personal Information 
in a case where the information falls within any of paragraphs (a) to (d) of the 
definition of “data” in section 1(1) of the Data Protection Act 1998, that the disclosure 
of the information to a member of the public otherwise than under this Act would 
contravene—  

any of the data protection principles, or  

(ii)section 10 of that Act (right to prevent processing likely to cause damage or 
distress)” 

Disclosure of this information to the public would not be consistent with data 
protection principles in the Data Protection Act 1998 (DPA).   

Section 40 is an absolute exemption and is therefore not subject to the public 
interest test. 

Section 43 – Commercial Interests 



As per your request, the agreement has been redacted to remove any “commercial 
sensitivities”.  

The factors considered when deciding where the public interest lay include:  
 

• There is a presumption of a general public interest in the disclosure of this 
information to show that the University has appropriate controls in place when 
processing personal data. 

 
The reasons for determining that the public interest favours withholding the 
information are:  

• The proprietary nature of the redacted content, which may provide the system 
suppliers competitors with an insight into their business solutions.  

• Disclosure of specific security arrangements could provide individuals with 
dishonest intentions an insight into the supplier’s security arrangements, 
compromising the interests of both the Supplier and the University. 

We therefore conclude that the Public Interest lies in withholding this information.  
 

f) any profiling algorithm as a schematic 
 
Information not held.  
 
Northumbria University does not hold a copy of any algorithms being used in this 
pilot.  
 
g) a copy of the Privacy Impact Assessment and as listed in 1.4 "notification to 
the ICO" 
 
Information not held. 

• Privacy Impact Assessments (PIA) are not mandatory under the Data 
Protection Act 1998.  

• Due to the limited scope of the pilot, both in terms of ‘active participants’ and 
the level of “identifiable data” being used (no sensitive personal data, 
anonymised data), the University determined that a PIA would not be 
undertaken for the pilot stage. 

• If Northumbria University determines from the pilot that Learning Analytics is a 
tool we wish to utilise, a full Privacy Impact Assessment will be undertaken, 
informed in part by the experience of the pilot. 

 

21 Information accessible to applicant by other means. 



(1) Information which is reasonably accessible to the applicant otherwise than under 
section 1 is exempt information.  
 
(2) For the purposes of subsection (1)—  
 

(a)information may be reasonably accessible to the applicant even though it is 
accessible only on payment, and  

 
(b)information is to be taken to be reasonably accessible to the applicant if it 
is information which the public authority or any other person is obliged by or 
under any enactment to communicate (otherwise than by making the 
information available for inspection) to members of the public on request, 
whether free of charge or on payment. 

 
Northumbria University’s ICO notification is published here 
https://ico.org.uk/ESDWebPages/Entry/Z7674926 

If you are unhappy with our response or the way your request has been handled, you 
have the right to ask for an internal review.  To request a review, please contact the 
Records and Information Manager, in writing at the above address or via email. The 
review would be undertaken by Jay Wilson, the University’s Head of Legal. 

Please remember to quote the reference number above in any future 
communications. 

Should you remain dissatisfied following an internal review, you may then appeal to 
the Information Commissioner at:  
 
Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF  
Telephone:  01625 545 700 

Yours sincerely 

Nick Batson 

Information Governance Rights Coordinator  

 

https://ico.org.uk/ESDWebPages/Entry/Z7674926
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