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EXECUTIVE SUMMARY 
(1)          This report, produced by Thales Cyber and Consulting, summarises the results of 

research undertaken on behalf of the Department of Environment and Climate Change 
(DECC) to assess the level of systemic risk in Industrial Automation and Control Systems 
(IACS) within Critical National Infrastructure (CNI).  

(2)          Within CNI, IACS form a layer between the IT systems of (for example) a bulk electricity 
provider and the physical systems – the Operational Technology (OT). It is such systems 
that allow operating companies to remotely (via the Internet and other such technologies) 
access, monitor, and control equipment and plant at field sites around the country. If a 
single product, or family of products, was in use at a large number of such sites 
nationwide, and a vulnerability was discovered in that product then there would be the 
spectre of systemic risk of a determined attacker being able to exploit that vulnerability on 
a large scale over the Internet. 

(3)          In order to address a part of this question of systemic risk, research was undertaken to 
determine the different product certification programmes that are available to ensure that 
IACS products are manufactured to minimise information security vulnerabilities, the 
different organisations conducting such certification and, finally, the degree to which 
products have been assessed and certified. 

(4)          The original requirements for this report included a review of OT and IACS products that 
are used in or relevant to the energy sector, however this was beyond the scope of work 
that could be conducted due to a need to have a comprehensive list of assets from 
operators of CNI facilities. 

(5)          The research was divided into three different work streams: 

(a) Literature Review. The literature review was conducted using open and closed 
source indexes and that included published academic, government, industry 
papers and legislation, books and un-published sources.  

(b) Analysis of assurance methodologies, standards and organisations. This 
looked at the international standards and best practice that are relevant to IACS 
solutions, the areas in which they are used and the bodies and organisations that 
are responsible for standards and conduct certification. Training and certification 
for security professionals was also examined. 

(c) Product analysis. This analysis examined the product lifecycle, categories, 
product elements (for example hardware and software) and claims for the level of 
security assessment that have been conducted.  

(6)          There are four candidate product certification schemes that are applicable to IACS 
products, two of which are based on one emerging international standard (‘ISASecure’ 
and ‘Wurldtech Achilles’), another based on a mature international standard (‘Common 
Criteria’) and a fourth that has its origins in the UK (‘CESG CPA’) and is in part based on 
the same standard as ‘Common Criteria’. Two further schemes were identified as being 
under active development, one from a project being executed by the European Union’s 
Joint Research Centre (‘ICCS - IACS Compliance and Certification Scheme’), and 
another from the commercial organisation UL (‘Cybersecurity Assurance Program’).  

(7)          The first two schemes (‘ISASecure’ and ‘Wurldtech Achilles’) are dedicated to IACS 
products, although no energy-sector specific IACS products had been certified by them at 
the time of writing. In contrast the second two (‘Common Criteria’ and ‘CESG CPA’) are 
for any IT products and have never been used to certify a product that is specifically an 
IACS. 

(8)          The four active schemes each address risk at different times during the lifecycle of a 
product. This relationship was investigated from the development of a new product by a 
manufacturer, through design and build, to the installation of a product onto a site 
maintained by an operator. It was found that none of the schemes provided a high level of 
assurance that vulnerabilities were not introduced into products throughout the lifecycle, 
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and examples are provided of a product where serious vulnerabilities were identified soon 
after certification. 

(9)          This report recommends that the European project ‘ICCS’ is monitored and implemented 
in the UK when work products are ready later in 2016, and that in the UK a sovereign 
scheme is implemented to bring under a single scheme ‘Common Criteria’ and ‘CESG 
CPA’. Such a scheme should be implemented in a tiered approach similar to that of the 
‘Cyber Essentials’ programme whereby manufacturers and systems integrators can move 
from self-certification through the intermediate ‘CESG CPA’ scheme which could then 
map to the more advanced and extensive ‘Common Criteria’ programme. Both schemes 
would require work to enhance their capabilities with regards to IACS products and CNI 
operations. This should also be integrated with other programmes to ensure that the 
appropriate personnel are certified as well as the manufacturers and integrators that build 
facilities. 

(10)        This report also recommends that further investment be made into research and 
development of cyber-security within CNI and the energy sector since it was found that 
the UK does not have sufficient laboratories and research centres in the subject.  

(11)        Further this report recommends providing assistance to operators of UK CNI in order to 
be able to assist them in the task of accurately determining the system risk. Such 
assistance could be in the form of tools and methodologies to collect data on assets, the 
certifications available for them, and the reporting on vulnerabilities that had been 
identified. Additional research activities would be required to support such an endeavour. 

(12)        The overall conclusion is that product certification is not in and of itself able to reduce 
systemic risk within UK CNI. It is true that certification does ensure that a manufacturer 
has been through a set of assessments by an accredited third party to ensure that they 
are conducting their own product development and manufacture to defined cyber-security 
standards. It is not true that certification entirely mitigates systemic risk, which must 
always be accurately and continuously measured and mitigated across all levels of 
operation.  
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Document Navigation 
(1)          This document is split into the following sections, with the three sections executive 

summary, core report, and appendices presenting information that increases in detail and 
technical complexity: 

Executive Summary This section introduces the purpose behind the work, the 
requirements of the research and fulfilment, key findings 
and recommendations. It is intended for a non-technical, 
executive, readership 

Core Report Sections The core report provides sections that form the response to 
the research requirements. It is intended for readers 
wishing to understand the recommendations in additional 
detail 

1 Product Certification 
Summary 

A summary of the OT/ICS products that are used in / 
relevant to the energy sector detailing their function, any 
advertised security characteristics and the product’s 
prevalence across the sector 

2 Summary of Standards 
Bodies 

A summary of any existing security standards and 
certifications relevant to OT/ICS products (including those 
from other countries) 

3 Product Standards, 
Certifications & Guidelines 

A summary of appropriate organisations and facilities which 
can undertake the security testing of OT/ICS products and 
information on laboratories that perform testing 

4 Product Certification 
Programmes 

Details of relevant product certification programmes 

5 Analysis of Certification 
Schemes 

This includes an overview of product assessment 
techniques 

6 Findings and 
Recommendations 

Recommendations for future security testing of ICS/OT 
products including what should be tested and how 

Appendices The appendices provide additional detailed material 
associated with the core report and stand-alone material. It 
is intended for a technical audience and researchers 
requiring reference information. 

1 Bibliography A list of references to documents 

2 Glossary A list of terms and acronyms used throughout this 
document 

3 Relevant Standards A table of standards relevant to the energy and IACS 
industries 

4 Literature Review A literature review of academic papers including reviews 
and studies into industrial control systems security 

5 Training Courses A table of relevant IACS training courses 

6 ISA/IEC 62443 Standards Tables detailing parts of the ISA/IEC 62443 IACS standard 

7 Product Taxonomy A basic taxonomy for classifying IACS components 

8 Product and System 
Assessment 

An assessment and case studies analysing a group of IACS 
components 

9 Certification Scheme Analysis Matrices of certification scheme capabilities 
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Research Deliverables 

Work Product Description 

Report This report summarises the results of the analyses and provides 
detailed supporting annexes containing the technical detail.  

Product Certification 
Spreadsheet 

In addition to the report, a product certification spreadsheet has been 
produced that contains a list of products certified to various 
certification schemes and security standards. This addresses 
previous testing conducted on OT/ICS products relevant to the 
energy sector, what was tested and how, the test criteria and results. 

Certification Scheme Mapping 
Spreadsheet 

The certification scheme spreadsheet was used in the analysis of the 
primary certification schemes and standards in order to determine 
what assessment and assurance activities were conducted and 
where in the product and system lifecycle they occurred. This 
provided the basis for the certification gap analysis and subsequent 
recommendations. 

Document Archive Finally, a document archive has been provided listing the sources of 
information used in undertaking this research. 
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1 PRODUCT CERTIFICATION SUMMARY 
(1) This section introduces the information that was gathered on products that have 

undergone certification for information security. 

(2) The product certification spreadsheet consists of sets of certification data derived from the 
different accreditation bodies’ websites. The following data sources have been included: 

• ISASecure

• Wurldtech Achilles

• Common Criteria (Central Database)

• CESG CPA

(3) The spreadsheet is organised such that each certification scheme has a separate sheet 
into which certification data can be entered according to how the accreditation body 
represents information. This has been mapped into a common format which has then 
been manually copied into a consolidated view that shows all data in a more readily 
searchable format. 

(4) The following information is represented: 

• Manufacturer

• Product

• Level

• Certification Date

• Certificate Report

(5) This research project was not in a position to be able to determine the prevalence of 
products across the sector. Such analysis would require complete and detailed asset lists 
from all operators.  

(6) To support such analysis that may be conducted as separate work a basic but extensible 
taxonomy of OT/IACS products was developed that would allow for a comparison of 
different products that would take into account OT and IT functionality, security 
characteristics, and energy stream type and location. This taxonomy is presented in 
Appendix 7. 




OFFICIAL DECC 

Use, duplication or disclosure of data contained on this sheet is subject to the restrictions on page 2 of this document. 

1077/10/2015 Status: RELEASED 

Issue 1 OFFICIAL Page 13 of 118 

2 SUMMARY OF STANDARDS BODIES 
2.1 Overview 
(1) There are a wide variety of national and international standards bodies. The following 

table provides a list of the most significant organisations. 

Acronym Standards Body Country URL 

ASCI Automation Standards Compliance 
Institute 

US 

ANSI American National Standards Institute US 

BSI British Standards Institution (BSI Group) UK 

EIA Electronic Industries Alliance 

ETSI European Telecommunications Standards 
Institute 

EU 

IEC International Electrotechnical Commission http://www.iec.ch/ 

IEEE Institute of Electrical and Electronics 
Engineers 

https://www.ieee.org 

IEEE-SA IEEE Standards Association http://standards.ieee.org/ 

ISA International Society of Automation http://www.isa.org 

ISA99 ISA Committee 99 - Industrial Automation 
and Control System Security 

US https://www.isa.org/isa99/ 

ISCI ISA Security Compliance Institute US 

ISO International Organization for 
Standardization 

http://www.iso.org 

ITIC Information Technology Industry Council 

ITU-T International Telecommunication Union - 
Telecommunication Standardization 
Sector 

NCITS National Committee for Information 
Technology 

NIST National Institute of Standards and 
Technology  

US http://www.nist.gov/ 

TIA Telecommunications Industry Association 

(2) The sections following describe in more detail the bodies that are relevant to IACS. 

2.2 ISA, ISCI and ASCI 
(1) The International Society of Automation (ISA) is “is a non-profit technical society for 

engineers, technicians, businesspeople, educators and students, who work, study or are 
interested in industrial automation and pursuits related to it, such as instrumentation”. 

(2) The ISA Security Compliance Institute (ISCI) is a working group within the Automation 
Standards Compliance Institute (ASCI). ASCI is a not-for-profit organisation that was set 
up by the ISA to conduct the development of standards relevant to ISA’s technical field. 
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Figure 1  ISA and ASCI Structure 

2.3 IEC 
(1) The International Electrotechnical Commission is a non-governmental organisation that 

develops, and together with the ISO, publishes standards relating to electrical and 
electronic systems. Their web site states: 

Millions of devices that contain electronics, and use or produce electricity, rely on IEC 
International Standards and Conformity Assessment Systems to perform, fit and work 
safely together. 

Founded in 1906, the IEC (International Electrotechnical Commission) is the world’s 
leading organization for the preparation and publication of International Standards for all 
electrical, electronic and related technologies. These are known collectively as 
“electrotechnology”. 

IEC provides a platform to companies, industries and governments for meeting, 
discussing and developing the International Standards they require. 

All IEC International Standards are fully consensus-based and represent the needs of key 
stakeholders of every nation participating in IEC work. Every member country, no matter 
how large or small, has one vote and a say in what goes into an IEC International 
Standard. 
Reproduced from: http://www.iec.ch/about/ 

2.4 IEEE 
(1) The Institute of Electrical and Electronics Engineers (IEEE) is a US-based, worldwide 

professional association for technical professionals. 

(2) The IEEE-SA is the Standards Association sub-group of the IEEE, within which WG3.2 is 
the Security Systems Working Group, a part of the IEEE Power and Energy Society. 

(3) As with the other organisations, the IEEE will work together with IEC and ISO when 
required to produce international standards.  

2.5 ISO 
(1) The International Standards Organisation (ISO) is a non-governmental organisation 

whose member groups are the standards organisations of the member countries. 

(2) Standards are developed by Technical Committees (TCs) made up of industry experts, 
NGOs, governments and other stakeholders.  
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(3) ISO has two joint committees with the IEC to develop standards in the electrical, 
computing and engineering areas of technology: 

• ISO/IEC JTC 1 - Information technology

• ISO/IEC JTC 2 - Joint Project Committee – Energy efficiency and renewable energy
sources – Common terminology

(4) An example of a standard being developed by one group and then adopted by ISO is the 
62443 standard (see Section 3.1.1). This was initially developed by the ISA under the 
working group ISA-99. It was then adopted by the IEC as ISA/IEC62443, which through 
the ISO/IEC JTC 1 will lead to it becoming ISO/IEC 62443 when complete. 

(5) Once standards have been accepted as an ISO standard there is then the matter of 
regionalisation. The blog article “What is the difference between an ISO, EN-ISO and BS-
EN-ISO Standard?” [4] provides a simple answer to how internationalisation occurs. 

1. Location:

An ISO document is developed as an international standard.  It is intended to have world-
wide usage.  It is written under strict protocols with participation from delegates from all 
over the world.  Once released, it is publicly available for distribution. 

An EN document is developed as a regional standard.  It is intended to be used in the 
European Union.  It is written under protocols with participation from delegates of the 
member states.  Once released, it is not available for public distribution. 

A BS-EN document (or DIN-EN or AFNOR-EN, etc.) is a national standard.  It is 
published as each country in Europe adopts the EN document.  There are strict 
requirements for the withdrawal of any conflicting or duplicating standards. 

2. Adoption:

When an ISO document is released, countries have the right to republish the standard as 
a national adoption.  So, when the ISO-14971, for example, is issued, the European 
Union has the right to adopt and republish the standard. 

When the EU chooses to adopt an ISO standard, they add a level of administrative 
overhead.  Thus, the EN adoption has a later issue date than the original ISO document, 
plus additional cover sheet information. 

Usually, the true title of the EN standard will show you exactly what revision level of the 
ISO standard is being adopted.  So in our example of EN-ISO-14971, 2009 Edition, the 
title is “Medical devices – Application of risk management to medical devices (ISO 
14971:2007, Corrected version 2007-10-01).”  As you can see, the complete title shows 
you what edition of the ISO document has been adopted. 

However, as we noted above, the EN edition when issued is not actually available for 
public distribution.  Copies in English, French and German are supplied to each member 
of the EU. 

The British Standards Institute publishes the official English language edition (in this 
case, BS-EN-ISO-14971), the German Standards Institute (DIN) publishes the official 
German language edition, and the French (AFNOR) publish the official French language 
edition.  The issue dates on each of these national adoptions will differ as the 
administrative time to review national standards for possible withdrawal varies. 

3. Certification:

As we have seen, we have a core ISO document that becomes increasing “wrapped” in 
layers of administrative adoption processes.  While our first impulse would be to go to the 
source document, I encourage you to take a moment to consider the political 
undercurrents involved. 

Because the EN editions of all standards are called out in the European Union’s 
regulatory schema (the European Directives harmonization process), many certification 



DECC OFFICIAL 

Use, duplication or disclosure of data contained on this sheet is subject to the restrictions on page 2 of this document. 

Status: RELEASED 1077/10/2015 

Page 16 of 118 OFFICIAL Issue 1 

professionals will only accept EN standards when reviewing customer facilities and 
practices.  Additionally, the EN editions have the Z Annexes, which do have an impact on 
your understanding of how the clauses in an individual harmonized standard relate to the 
relevant Directive. 

So if you know that your trading partner in the European Union is in Germany and they 
want your auditor to come from a German firm, you may be well advised to get the 
English language editions of the DIN-EN standards where ever possible. 

And if you are going to be audited by a firm based in England, like BSI for example, you 
should definitely consider purchasing the BS-EN editions of any ISO standard you use.  
This can save you much time during your audit, even though it costs significantly more 
when you purchase the standard itself. 

So, in conclusion, ISO, EN-ISO, and BS-EN-ISO documents all contain the same core 
information.  Only the administrative “wrapping” changes with each subsequent adoption 
level. 
Reproduced from: What is the difference between an ISO, EN-ISO and BS-EN-ISO Standard? [4] 

2.6 NIST 
(1) The National Institute of Standards and Technology (NIST) is a non-regulatory agency of 

the United States Department of Commerce. The organisation has an overall mission 
statement: 

“Promote U.S. innovation and industrial competitiveness by advancing measurement 
science, standards, and technology in ways that enhance economic security and improve 
our quality of life”. 

(2) NIST is organised into multiple groups, of which the Computer Security Resource Center 
(CSRC) is of relevance to this report. The CSRC provides the primary gateway for gaining 
access to NIST computer security publications, standards, and guidelines plus other 
useful security-related information: 

(a) Facilitation of information sharing, security tools and practices. 

(b) Providing a resource for information security standards and guidelines. 

(c) Identification of key security web resources to support users in industry, 
government, and academia. 

(3) NIST publishes standards, guidelines and recommendations through four different 
technical series: 

1. Federal Information Processing Standards (FIPS): security standards;

2. NIST Special Publications (SPs): security and privacy guidelines, recommendations
and reference materials. These include SP 800 subseries (computer security), SP
1800 subseries (NIST Cybersecurity Practice Guides) and selected SP 500-series
(information technology) publications directly relevant to computer/cyber/information
security and privacy;

3. NIST Interagency or Internal Reports (NISTIRs): reports of research findings and
background information for FIPS and SPs; and

4. Information Technology Laboratory (ITL) Bulletins: monthly overviews of NIST's
security and privacy publications, programs and projects.
Reproduced from: http://csrc.nist.gov/publications/index.html

(4) The most relevant publications to this report are the SP 800 series of guidelines, and in 
particular SP800-37 “Guide for the Security Certification and Accreditation of Federal 
Information Systems” [5]. 
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2.7 NERC 
(1) The North American Electric Reliability Corporation (NERC) is a non-profit international 

regulatory authority for the US and Canada. 

NERC develops and enforces Reliability Standards; annually assesses seasonal and 
long-term reliability; monitors the bulk power system through system awareness; and 
educates, trains, and certifies industry personnel. NERC’s area of responsibility spans the 
continental United States, Canada, and the northern portion of Baja California, Mexico. 
NERC is the electric reliability organization for North America, subject to oversight by the 
Federal Energy Regulatory Commission and governmental authorities in Canada. 
NERC’s jurisdiction includes users, owners, and operators of the bulk power system, 
which serves more than 334 million people. 
Reproduced from: http://www.nerc.com 

(2) The NERC have published a series of enforceable standards (regulations) under the 
Critical Infrastructure Protection (CIP) label. These are listed in Appendix 3. 

(3) NERC is divided into the following committees: 

• Compliance & Certification Committee 

• Critical Infrastructure Protection Committee 

• Operating Committee 

• Personnel Certification Governance Committee 

• Planning Committee 

• Reliability Issues Steering Committee 

• Standards Committee 

(4) The Critical Infrastructure Protection Committee (CIPC) was formed to focus on the 
physical and cyber-security of North American critical electricity infrastructure and 
consists of both NERC-appointed regional representatives and technical subject matter 
experts. CIPC is responsible for: 

• Coordinating and communicating with organizations responsible for physical security 
and cybersecurity in all electricity industry segments and other critical infrastructure 
sectors, as appropriate; 

• Liaising with governments on critical infrastructure protection (CIP) matters; 

• Coordinating with the other NERC committees and working groups to ensure the 
highest degree of collaboration possible; 

• Establishing and maintaining an information-reporting procedure for CIP among 
industry segments and with governments, as appropriate; 

• Developing, periodically reviewing, and revising (as appropriate) security guidelines; 

• Assisting in the development and implementation of NERC Reliability Standards; and 

• Conducting forums and workshops related to the scope of CIPC.  
Reproduced from: http://www.nerc.com/comm/CIPC/Pages/default.aspx 

(5) The CIPC also has a mandate to educate the electricity subsector in physical and cyber 
security: 

• Protecting - to include physical security, cybersecurity, emergency preparedness and 
response, business continuity planning, and recovery from a catastrophic event with 
emphasis on deterring, preventing, limiting, and recovering from terrorist attacks; 

• Deterring - to dissuade an entity from attempting an attack; 
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• Preventing - to cause an attempted attack to fail; 

• Limiting - to constrain consequences of an attack in time and scope; and 

• Recovering - to return to normalcy quickly and without unacceptable consequences in 
the interim. 
Reproduced from: http://www.nerc.com/comm/CIPC/Pages/default.aspx 

(6) NERC operates a number of programmes including compliance and enforcement in order 
to “assess, investigate, evaluate and audit” compliance of all bulk power system owners, 
operators, and users. This compliance programme does not include suppliers of 
equipment, and there are no standards dedicated to the assessment of IACS products, 
only to the secure implementation of those products within an operational environment. 

2.8 BSI - German 
(1) The Bundesamt für Sicherheit in der Informationstechnik (BSI), or Federal Office for 

Information Security, is the German federal agency responsible for managing computer 
and communication security for the German government. 
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3 PRODUCT STANDARDS, CERTIFICATIONS & 
GUIDELINES 

(1) This section summarises the existing security standards and certifications relevant to 
OT/ICS products, including those from other countries, and provides resources for 
product vulnerability databases and laboratories capable of conducting assessments. 

Table 1  Standards Terminology 

Term Definition 

Product A device, such as an item of IT or OT technology 

Certification The process of verifying that a product has been manufactured in 
conformance with a set of predefined standards and or regulations by 
an organisation, that is accredited to conduct the certification process 

Accreditation The process of verifying that an organisation is capable of conducting 
the tests and assessments against a product that are required to for it to 
be certified 

Certification Scheme The processes, paperwork, tools, and documentation that define how a 
product or manufacturer is certified 

Certification Body An organisation that has been accredited by an accreditation body to 
certify products against a certification scheme.  

Accreditation Body An organisation that has been accredited to verify organisations that 
wish to become a certification body 

3.1 Overview of Security Standards  
(1) The following table summarises the key security standards that are relevant to OT/ICS 

products. These have been selected as there are the core standard, or are a required 
component, of a certification programme, or are related to the process of certification 
such laboratories. 

Reference Description 

ISA/IEC 62443 Cyber Security for Industrial Control Systems 

IEC/ISO 15408  Common Criteria Certification Standard 

ISO/IEC 17011 General requirements for accreditation bodies accrediting conformity 
assessment bodies 

ISO/IEC 17025  General requirements for the competence of testing and calibration 
laboratories 

ISO/IEC 21827  Systems Security Engineering - Capability Maturity Model (SSE-CMM) 

ISO 27000 Family  Information Systems Management 

ISO/IEC 61508 Functional Safety of Electrical / Electronic / Programmable Electronic Safety-
related Systems 

IEC 61850  Communication networks and systems for power utility automation Part 10 

NERC CIP 002-009 Critical Infrastructure Protection Standards for Bulk Electric Providers 
 

(2) A more detailed description is provided in the following sub-sections. 

(3) In addition, the following table provides links to resources for investigating and research 
relevant standards. 
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Standards URL 

IEEE http://standards.ieee.org/findstds/index.html 

NERC http://www.nerc.net/standardsreports/standardssummary.aspx 

ISA https://www.isa.org/standards-and-publications/isa-standards/find-isa-standards-in-
numerical-order/ 

ISO http://www.iso.org/iso/home/store.htm 

IEC http://www.iec.ch/standardsdev/publications/is.htm 

3.1.1 ISA/IEC 62443 – Cyber Security for Industrial Control Systems 
(1) The ISA/IEC 62443 is a series of standards, reports and information that provides the 

procedures for implementing electronically secure industrial automation and control 
systems (IACS). The standards and technical reports are organised into the following four 
categories: 

• General 

• Policies and Procedures 

• System 

• And Component 

(2) Many of the documents in the standard are not formally issued and are either draft or 
under review. This standard was previously referred to as ANSI/ISA 99 standard. 

(3) This standard is used by System Owners, System Integrators and Product Manufacturers 
of IACS, with each of them having responsibility for the security of the system. The 
System Owner will undertake a high level risk assessment of the system and from the 
vulnerabilities identify relevant security targets for the system. The System Integrator will 
then devolve the target security levels (SL-T) for the system and agree them with the 
Asset Owner. Product Manufacturers will identify the security capabilities of their products 
and it is the System Integrators responsibility to select products that meet the target 
security levels. At the end of the installation the achieved security level (SL-A) must be 
suitable and match the original target security level (SL-T). Once commissioned and in 
use the System Owner has a responsibility for maintaining the security levels and keep 
the risks of using the system down to an acceptable level. Security properties must be 
routinely audited and tested and any new vulnerabilities are identified through testing or 
by the manufacturer must be acted upon. The standard refers out to ISO 27001/2 for the 
management of the security management system. 
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Reproduced from: http://isa99.isa.org/ISA99%20Wiki/Home.aspx 

Figure 2  ISA/IEC 62443 Documents 

(4) The manufacturer of a device would ensure that they conformed to the ISA/IEC 62443-4 
standards during design and manufacture. This would involve determining the appropriate 
security characteristics that the device itself should exhibit, and engineering those 
characteristics and requirements into the product. If required the product could then be 
certified by a certification body that was accredited to assess devices for ISA/IEC 62443 
(such as ISASecure or Wurldtech Achilles - see Section 3.2).  

(5) ISA/IEC 62443-2 and 62443-3 provide standards by which secure facilities may be 
designed and configured. This could range from an electrical substation up to an entire 
power station. The standards would ensure that there was a security management 
system in place that provided the relevant processes for designing and implementing a 
network of connected industrial control systems, how those systems could be configured 
and operated in a secure manner, and the processes for managing a security incident. 

3.1.2 IEC/ISO 15408 – Common Criteria 
(1) This subsection summarises the standard from the perspective of an international 

information technology standard. For information describing the certification process see 
Section 3.2.2. 

(2) The ENISA website “ISO/IEC Standard 15408” [1] provides a succinct summary of the 
three components of the standard: 
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a) Part 1, Introduction and general model, is the introduction to ISO/IEC 15408. It defines 
general concepts and principles of IT security evaluation and presents a general model of 
evaluation. Part 1 also presents constructs for expressing IT security objectives, for 
selecting and defining IT security requirements, and for writing high-level specifications 
for products and systems. In addition, the usefulness of each part of ISO/IEC 15408 is 
described in terms of each of the target audiences. 

b) Part 2, Security functional requirements, establishes a set of functional components as 
a standard way of expressing the functional requirements for TOEs [Targets Of 
Evaluation). Part 2 catalogues the set of functional components, families, and classes. 

c) Part 3, Security assurance requirements, establishes a set of assurance components 
as a standard way of expressing the assurance requirements for TOEs. Part 3 catalogues 
the set of assurance components, families and classes. Part 3 also defines evaluation 
criteria for PPs and STs and presents evaluation assurance levels that define the 
predefined ISO/IEC 15408 scale for rating assurance for TOEs, which is called the 
Evaluation Assurance Levels (EALs). 
Reproduced from: https://www.enisa.europa.eu/activities/risk-management/current-risk/laws-
regulation/rm-ra-standards/iso-iec-standard-15408 

(3) Evaluations are performed on computer products and systems that provide levels of 
security enforcing functionality.  

(4) The following are key concepts of the evaluation process. 

Concept Definition 

Target of Evaluation (TOE) The product or system, or part of a product or system, that is to be 
evaluated. The TOE can be just a small component of a much larger 
system, for example just the core kernel of an operating system. 

Protection Profile (PP) A document that defines a set of security requirements for a specific 
class of security devices. 

Security Functional 
Requirements (SFRs) 

A set of individual security functions that may be provided by a 
product, and which are enforced by the TOE.  

Security Assurance 
Requirements (SARs) 

The measures that are taken during development and evaluation to 
provide assurance that the TOE has implemented the SFRs (which 
are listed in the PP) 

Evaluation Assurance Level 
(EAL) 

A numerical rating describing the depth and rigor of the evaluation, 
which corresponds to a set of the SARs. A higher rating indicates 
that higher numbers of SARs have been assessed (and have been 
verified). The EAL does not directly equate to a level of security, only 
to a level of assessment 

3.1.2.1 Protection Profiles 

(1) At the time of writing there were 185 different protection profiles across 13 different 
categories [2]. 

(2) A protection profile is composed of a number of primary sections: 

(a) Security Problem Definition 

• Defines the threats, organisational security policies and assumptions 

(b) Security Objectives 

• Security objectives for the Target of Evaluation 

• Security objectives for Operational Environment 

• Security objectives rationale 
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(c) Security Requirements 

• Individual requirements, their relationships and notes 

(3) A product must implement all of the mandated security requirements in order to be 
compliant with the specific protection profile to a particular EAL grade: 

• Access Control Devices and Systems – 3 Protection Profiles 

• Biometric Systems and Devices – 2 Protection Profiles 

• Boundary Protection Devices and Systems – 13 Protection Profiles 

• Data Protection – 8 Protection Profiles 

• Databases – 2 Protection Profiles 

• ICs, Smart Cards and Smart Card-Related Devices and Systems – 58 Protection 
Profiles 

• Key Management Systems – 4 Protection Profiles 

• Multi-Function Devices – 3 Protection Profiles 

• Network and Network-Related Devices and Systems – 14 Protection Profiles 

• Operating Systems – 3 Protection Profiles 

• Other Devices and Systems – 42 Protection Profiles 

• Products for Digital Signatures – 18 Protection Profiles 

• Trusted Computing – 3 Protection Profiles 

(4) An official protection profile for industrial control systems has not been produced, 
however NIST produced an unofficial profile – “System Protection Profile – Industrial 
Control Systems version 1.0” [3] that included a number of SARs particular to the 
requirements of IACS products: 

• Configuration Management 

• Delivery and Operation 

• Guidance Documents 

• Life Cycle Support 

• Security Awareness 

• System O&M Security Controls 

• System Architecture 

• Tests 

• Vulnerability Assessment 

• Assurance Maintenance 

(5) Since the document was not an official protection profile and contained extensions to 
ISO15408 it was not adopted and no products have been certified. The document does, 
however, provide a formalised set of security requirements that could be adopted. 

3.1.3 ISO/IEC 17011 – Conformity assessment – General requirements for 
accreditation bodies accrediting conformity assessment bodies 

(1) ISO/IEC 17011:2004 defines the general requirements for accreditation bodies that 
assess and accredit conformity assessment bodies (CAB). A CAB is defined as an 
organisation that provides testing, inspection, management system certification, 
personnel certification, product certification and calibration. The use of this international 
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standard for accreditation allows mutual recognition of a CAB’s certification and provides 
them with a global market. 

3.1.4 ISO/IEC 17025 - General requirements for the competence of testing 
and calibration laboratories 

(1) This is an international standard used by testing and calibration laboratories to 
demonstrate their competence to undertake testing and calibration activities. The 
standard provides the laboratory with specific requirements for competence and the 
management system. Without accreditation to this standard a laboratory may struggle to 
find customers as this is seen as a must have standard. An accreditation body is used to 
used attest the technical competence of the laboratory. Laboratories are accredited under 
ISO/IEC 17025 and not certified or registered as with other ISO standards. The standard 
is now working at a second version that was released in 2005 to align its quality system 
with ISO 9001.  

3.1.5 ISO/IEC 21827 - Systems Security Engineering - Capability Maturity 
Model (SSE-CMM) 

(1) This standard is used to describe the characteristics of the security engineering 
processes within a security engineering organisation. The standard does not specify 
processes or systems that must be undertaken but looks at what practices are used in 
industry to ensure good security engineering and covers the following: 

• Product lifecycle 

• Organisation 

• Interactions with other engineering disciplines 

• Interactions with other organisations 

(2) The aim is raise the maturity of the security engineering processes within an organisation 
by providing a framework to conform to, and sets of graded capability levels that increase 
in the level of process detail and conformity that is required. 

(3) The SSE-CMM provides the following: 

(a) Describes the essential systems security engineering and management tasks that 
any organization must perform. 

(b) Road map for systems security engineering & management process improvement. 

(c) Systems security engineering and management process measurement tool. 

(4) The benefits to a manufacturer that were to implement the SEE-CMM, or a similar 
methodology, include: 

(a) Assurance that the engineering group’s security practices are capable of delivering 
products that have been designed and built with security in mind. 

(b) Reduced risk of vulnerabilities throughout product lifecycle. 

(c) Assurance to customers that security is taken seriously. 

3.1.6 ISO 27000 Family - Information Systems Management 
(1) The ISO 27000 family of standards for Information Security Management Systems 

explains the purpose of the management system which is similar to those in ISO 9000 
(Quality Management System) and ISO 14000 (Environmental Management). The 
standard covers a broad range of security issues and is applicable to all sizes of 
organisations and industries. ISO 27036-3 – Information Security for Supplier 
Relationships provides guidelines for information and communication technology supply 
chain security. 
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(2) The core benefits to an organisation are summarised as follows: 

It provides a framework for the management of information security risks, which ensures 
you take into account your legal and regulatory requirements  

It requires you to identify risks to your information and put in place security measures to 
manage or reduce them 

It ensures you implement procedures to enable prompt detection of security breaches  

It is based around continual improvement, and requires you to regularly review the 
effectiveness of your information security management system (ISMS) and take action to 
address new and emerging security risks 

It ensures that authorised users have access to information when they need it 

It demonstrates that information security is a priority, whilst reassuring stakeholders that a 
best practice system is in place 

It makes sure you continually improve your information security provisions 

Gives you a framework for identifying risks to information security and implementing 
appropriate management and technical controls 

Is risk based – delivering an appropriate and affordable level of information security 

It provides a way of ensuring that a common set of policies, procedures and controls are 
in place to manage risks to information security 

It gives organizations a straightforward way for responding to tender requirements around 
information governance 

It ensures senior management recognize information security as a priority and that there 
is clear tone from the top 

It requires you to implement a training and awareness programme throughout your 
organization 

It requires management to define ISMS roles and responsibilities and ensure individuals 
are competent to perform their roles 
Reproduced from: http://www.bsigroup.com/LocalFiles/en-GB/iso-iec-27001/resources/BSI-
ISOIEC27001-Features-and-Benefits-UK-EN.pdf 

3.1.6.1 ISO 27001 - Information technology - Security Techniques - Information security 
management systems — Requirements 

(1) The ISO 27001 standard that specifies how to operate an ISMS (Information Security 
Management System). An organisation that conforms to ISO 27001 may then be certified 
as ISO 27001 compliant. 

(2) ISO/IEC 27001:2013 has ten short clauses, plus a comprehensive annex, which cover: 

1. Scope of the standard 

2. How the document is referenced 

3. Reuse of the terms and definitions in ISO/IEC 27000 

4. Organizational context and stakeholders 

5. Information security leadership and high-level support for policy 

6. Planning an information security management system; risk assessment; risk treatment 

7. Supporting an information security management system 

8. Making an information security management system operational 

9. Reviewing the system's performance 
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10. Corrective action 

Annex A: List of controls and their objectives. 

3.1.6.2 ISO 27002 – Code of practice for information security management 

(1) ISO 27002 provides information on security controls and control mechanisms that may be 
implemented in order to conform to the requirements set out in ISO27001. 

0. Introduction 

1. Scope 

2. Normative references 

3. Terms and definitions 

4. Structure of this standard 

5. Information Security Policies 

6. Organization of Information Security 

7. Human Resource Security 

8. Asset Management 

9. Access Control 

10. Cryptography 

11. Physical and environmental security 

12. Operation Security- procedures and responsibilities, Protection from malware, 
Backup, Logging and monitoring, Control of operational software, Technical vulnerability 
management and Information systems audit coordination 

13. Communication security - Network security management and Information transfer 

14. System acquisition, development and maintenance - Security requirements of 
information systems, Security in development and support processes and Test data 

15. Supplier relationships - Information security in supplier relationships and Supplier 
service delivery management 

16. Information security incident management - Management of information security 
incidents and improvements 

17. Information security aspects of business continuity management - Information security 
continuity and Redundancies 

18. Compliance - Compliance with legal and contractual requirements and Information 
security reviews 
Reproduced from: http://www.27000.org/iso-27002.htm 

3.1.6.3 ISO 27019 - Information security management guidelines based on ISO/IEC 27002 
for process control systems specific to the energy utility industry 

(1) This set of guidelines extends ISO 27002 to include security controls and control 
mechanisms that are specifically relevant to industrial controls in the energy industry. 

ISO/IEC TR 27019:2013 provides guiding principles based on ISO/IEC 27002 for 
information security management applied to process control systems as used in the 
energy utility industry. The aim of ISO/IEC TR 27019:2013 is to extend the ISO/IEC 
27000 set of standards to the domain of process control systems and automation 
technology, thus allowing the energy utility industry to implement a standardized 
information security management system (ISMS) in accordance with ISO/IEC 27001 that 
extends from the business to the process control level. 
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The scope of ISO/IEC TR 27019:2013 covers process control systems used by the 
energy utility industry for controlling and monitoring the generation, transmission, storage 
and distribution of electric power, gas and heat in combination with the control of 
supporting processes. This includes in particular the following systems, applications and 
components: 

• the overall IT-supported central and distributed process control, monitoring and 
automation technology as well as IT systems used for their operation, such as 
programming and parameterization devices; 

• digital controllers and automation components such as control and field devices or 
PLCs, including digital sensor and actuator elements; 

• all further supporting IT systems used in the process control domain, e.g. for 
supplementary data visualization tasks and for controlling, monitoring, data archiving 
and documentation purposes; 

• the overall communications technology used in the process control domain, e.g. 
networks, telemetry, telecontrol applications and remote control technology; 

• digital metering and measurement devices, e.g. for measuring energy consumption, 
generation or emission values; 

• digital protection and safety systems, e.g. protection relays or safety PLCs; 
• distributed components of future smart grid environments; 
• all software, firmware and applications installed on above mentioned systems. 
 
Outside the scope of ISO/IEC TR 27019:2013 is the conventional or classic control 
equipment that is non-digital, i.e. purely electro-mechanical or electronic monitoring and 
process control systems. Furthermore, energy process control systems in private 
households and other, comparable residential building installations are outside the scope 
of ISO/IEC TR 27019:2013. 

Telecommunication systems and components used in the process control environment 
are also not directly part of the scope of ISO/IEC TR 27019:2013. These are covered by 
ISO/IEC 27011:2008. 
Reproduced from: 
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=43759 

3.1.7 ISO/IEC 61508 – Functional Safety of Electrical / Electronic / 
Programmable Electronic Safety-related Systems 

(1) The intention of IEC 61508 is to provide a functional safety standard that is applicable to 
all kinds of industry. The standard covers the complete safety lifecycle and can be tailored 
to meet the needs of a specific industrial sector and works around the principles that risk 
must be reduced to a tolerable level and safety must be considered from the start. 
Functional safety relies upon active systems such as smoke detectors that trigger fire 
suppression systems when they detect smoke. 

(2) IEC 61508 is broadly considered the safety equivalent of IEC 62443, and is may be a 
requirement in many of the same environments that industrial control systems are used. 
As such any implementation where IEC 61508 is a requirement would also benefit from 
IEC 62443. 

3.1.8 IEC 61850 – Communication networks and systems for power utility 
automation Part 10 

(1) IEC 61850 provides specifications for layered power utility communication architectures. 
Part 10 gives the methods and test cases for conformance testing of client, server and 
devices as well as the engineering tools used in power utility systems. This is intended for 
use by the developer, test engineers and test system developers of the systems to allow 
them to integrate devices into systems and operate them effectively. 
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(2) This standard defines many of the requirements for communications protocols that must 
subsequently be assessed from a cyber-security standpoint, even though this standard 
itself is not concerned with security. As such it can be seen to feed into the requirements 
for IEC 62443. 

3.1.9 NERC CIP 002-009 
(1) North American Electric Reliability Corporation (NERC) is an international regulatory 

authority who aims to assure the reliability of the bulk power system in North America that 
is subject to oversight by US and Canadian government departments. They have 
produced Critical Infrastructure Protection Standards 002 through to 009 that are used to 
secure the bulk electric systems.  

Table 2  NERC CIP Guideline Documents 

Code Name 

CIP-002 BES Cyber System Categorisation 

CIP-003 Security Management Controls 

CIP-004 Personnel & Training 

CIP-005 Electronic Security Perimeters 

CIP-006 Physical Security of BES Cyber Systems 

CIP-007 Systems Security Management 

CIP-008 Incident Reporting and Response Planning 

CIP-009 Recovery Plans for BES Cyber Systems 

CIP-010 Configuration Change Management and Vulnerability Assessments 

CIP-011 Information Protection 

3.2 Product Certification  
(1) The key product certification schemes are shown in the following sub-sections with more 

detail on these and additional certifications set out in in Appendix 3 [APPENDIX 6 TO 
BELOW THIS SECTION]. 

3.2.1 ISASecure 
(1) The ISASecure scheme is operated by the ISA Security Compliance Institute (ISCI), a 

group of industry organisations, and was set up explicitly to certify products, systems and 
manufacturers that conform to the emerging ISA/IEC62443 standard (formerly known as 
ISA99). The scheme offers three forms of certification: 

• ISASecure Embedded Device Security Assurance (EDSA) Certification 

• ISASecure System Security Assurance (SSA) Certification 

• ISASecure Security Development Lifecycle Assurance (SDLA) Certification 

(2) In summary the ESDA certification is for an individual product, the SSA is for a set of 
products in a system (possibly from different vendors) and the SDLA is for the 
development processes that a manufacturer uses for developing products. 

(3) A detailed review of the individual components of the ISASecure scheme is provided in 
Section 4.1.1 Wurldtech Achilles. 

(4) In contrast to the ISASecure scheme and certifications, the Achilles scheme does not 
align as explicitly with the ISA/IEC 62443 standards. The scheme, operated by Wurldtech 
provides two forms of certification: 
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• Achilles Communications Certification (ACC) 

• Achilles Practices Certification (APC) 

(5) The ACC process is intended to only verify whether a product’s network communications 
provide a predetermined level of robustness. ACC is offered in two different levels where 
the second level requires additional levels of assessment. 

(6) The APC process draws on ISA/IEC 62443-2-4 (Security program requirements for IACS 
service providers) for the security requirements that would be assessed. It is intended to 
provide certification for a particular product or set of products. 

(7) Additional detail of the Achilles programmes is provided in Section 4.1.2. 

3.2.2 Common Criteria for Information Technology Security Evaluation 
(1) This section describes the Common Criteria certification programme that assesses 

systems against the ISO standard ISO 15408, as described in Section 3.1.2. 

(2) Whilst the name accorded to the programme infers IT and therefore computers, 
hardware, software and all that IT entails, the standard and certification scheme are 
designed to be able to work with any system or process where information is handled. As 
such even paper based systems could, in theory, be certified through Common Criteria. 
As such Operational Technology (OT), that includes IACS products, are as suited to 
being certified as traditional IT. 

(3) The Common Criteria is operated under the Common Criteria Recognition Arrangement, 
where member countries recognise the Common Criteria certification of a product without 
the requirement for further evaluation of the product. Each laboratory operating under the 
scheme needs to be authorised by one of the Certificate Authorizing Schemes and will 
need to comply with ISO 17025. 

(4) Evaluation of a product will look to establish the level of confidence that a user can place 
in a product’s security features by evaluating the product’s security properties (Security 
Target) against the security requirement for that class of product (Protection Profile).  

(5) Products are assigned a numerical EAL (Evaluation Assurance Level) grade according to 
the degree to which testing occurred. The assurance level titles are: 

• EAL1: Functionally Tested 

• EAL2: Structurally Tested 

• EAL3: Methodically Tested and Checked 

• EAL4: Methodically Designed, Tested and Reviewed 

• EAL5: Semiformally Designed and Tested 

• EAL6: Semiformally Verified Design and Tested 

• EAL7: Formally Verified Design and Tested 

(6) The German BSI implementation of Common Criteria also provides a facility to certify a 
site where development of multiple products takes place, if all those products will share a 
common development environment. The supporting document “Supporting Document 
Guidance – Site Certification” [26] defines how are Target of Evaluation (TOE) may be 
defined for a single site and multiple products. 

3.2.3 CESG CPA 
(1) CPA evaluates commercial off-the-shelf security-enforcing products and their developers 

against published security and development standards and is suitable for lower threat 
environments protecting information at OFFICIAL.  
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(2) The scheme is very similar to Common Criteria, and the assurance certification 
“Foundation Grade” can be achieved through either scheme. Where Common Criteria has 
Protection Profiles, CPA has Security Characteristics. 

(3) Details of the CPA scheme are provided in Section 4.1.3. 

3.2.4 UL 
(1) UL is an independent safety science company that provides certification, validation, test, 

inspection, audit, advice and education services for a wide range of technology 
companies. 

(2) UL does provide assessment, testing and certification of PLCs and other process control 
equipment, however these are against the 61010 standard (developed by ISA, UL and 
CSA) for safety. 61010-1 is concerned with the electrical safety, protection against 
hazards, heat, fluids, and radiation. 61010-2 concerns safety requirements for electrical 
equipment for measurement, control and laboratory use with particular requirements for 
control equipment. 

(3) The organisation has recently released the UL 2900 standard, on which the UL 
Cybersecurity Assurance Program (CAP) has been developed. No details on the standard 
are publicly available, and no products have been certified as of writing. 

(4) Further details are provided in Section 4.1.5. 

3.2.5 CE 
(1) CE marking is intended for products that are traded on the single market in the European 

Economic Area (EEA). Many different types of products are subject to CE marking.  

(2) The mark shows that: 

(a) The manufacturer has checked that the product meets EU safety, health or 
environmental requirements. 

(b) Is an indicator of a product’s compliance with EU legislation. 

(c) Allows the free movement of products within the European market.  

(3) The following product categories that are relevant to IACS are: 

• Electromagnetic compatibility 

• Low voltage 

• Machinery 

• Measuring instruments 

• Radio and telecommunications terminal equipment 

(4) Additional information is provided in Section 4.1.6.  

3.2.6 EU JRC Future Programme 
(1) The European Union Joint Research Centre is funding a project to implement a European 

IACS certification scheme. In [20] a proposal for an EU IACS Cyber Security C&C 
Scheme is presented – ICCS (IACS Compliance and Certification Scheme), for 
implementation between 2015 and 2020. The scheme is intended to draw upon existing 
standards such as NIST SP800-82, ISA/IEC 62443, and ISO15408 (Common Criteria). 

(2) The scheme is divided into four sub-components: 

• ICCAR – IACS Cybersecurity Common requirements 

• ICPRO – IACS Components standard security profiles 
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• ICCP – IACS Cybersecurity certification process 

• ICCEUR – IACS Product Register 

(3) The first deliverables for the project are due to be publicised in Q3 2016. 

(4) Additional information is provided in Section 4.1.6. 

3.3 CPNI Guidelines 
(1) The CPNI have released a series of guidelines documents for SCADA and process 

control which cover aspects from the business level through to the technical level.  

Process control and SCADA security guide 1 - Understand the Business Risk 

The first step in improving the security of process control systems is to gain a thorough 
understanding of the business risk in the context of electronic security. Business risk is a 
function of threats, impacts and vulnerabilities. Only with a good knowledge of the 
business risk can an organisation make informed decisions on what should be the 
appropriate levels of security protection. 

Process control and SCADA security guide 2 - Implement Secure Architecture 

Designing a secure architecture for a control system can be a difficult exercise as there 
are so many different types of systems in existence and so many possible solutions, 
some of which might not be appropriate for the process control environment. Given 
limited resources it is important that the selection process ensures that the level of 
protection is commensurate with the business risk and does not rely on one single 
security measure for its defence. 

Firewall deployment for SCADA and process control networks 

This guide, produced by the former NISCC, documents the pros and cons of architectures 
used to separate the SCADA and process control network from the Enterprise network.  
These range from hosts with dual network interface cards to multi-tiered combinations 
using firewalls, switches and routers. 

Process control and SCADA security guide 3 - Establish Response Capabilities 

The capability to respond to both alerts and incidents is an important part of a process 
control security framework. Obtaining management support, determining responsibilities, 
establishing communication channels, drafting policies, and procedures, identifying pre-
defined actions, providing suitable training and exercising the whole process prior to 
incidents enables a quick, effective and appropriate response which can minimise the 
business impacts and their cost, possibly avoiding such incidents taking place in the 
future. 

Process control and SCADA security guide 4 - Improve Awareness and Skills 

Raising awareness is potentially the single most valuable action in the on-going task of 
process control security. Raising awareness endeavours to ensure all relevant personnel 
have sufficient knowledge of process control system security and the potential business 
impact of lapses in security. Personnel need to know what to do to prevent attacks and 
what to do in the event of an incident. 

Process control and SCADA security guide 5 - Manage Third Party Risk 

The security of an organisation's process control systems can be put at significant risk by 
third parties, e.g. vendors, support organisation and other links in the supply chain, and 
therefore warrants considerable attention. Technologies that allow greater 
interconnectivity, such as dial-up access or the internet, bring new threats from outside of 
the organisation. Third parties must therefore be engaged as part of the process control 
security programme and steps should be taken to reduce the associated risk. 
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Process control and SCADA security guide 6 - Engage Projects 

Process control systems are usually installed with an expectation of a long service life 
and minimal changes to these systems during their lifetime. However saying this for all 
control systems in use is probably an over generalisation. In many organisations there are 
often a number of process control system related projects underway at any point in time, 
any of which could have security implications. 

Process control and SCADA security guide 7 - Establish On-going Governance 

Formal governance for the management of process control systems security will ensure 
that a consistent and appropriate approach is followed throughout the organisation. 
Without such governance the protection of process control systems can be ad-hoc or 
insufficient, and expose the organisation to additional risk. 
Reproduced from: https://www.cpni.gov.uk/scada/ 

3.3.1 NIST SP800 
(1) NIST (National Institute of Standards and Technology) SP800 range of publications cover 

computer, cyber and information security guidelines, recommendations and reference 
material. 

3.3.2 NIST 800-115 Technical Guide to Information Security Testing and 
Assessment 

(1) The NIST 800-115 provides a guide for the technical aspects of conducting information 
security assessments looking at methods and techniques that are available to an 
organisation and the possible impact that they may have on the systems/networks being 
tested. The information in the guide is intended for use in a variety of purposes from 
testing a network’s vulnerabilities to verifying that a specific security control meets the 
requirement. 

3.3.3 NIST 800-53 Security and Privacy Controls for Federal Information 
Systems and Organisations 

(1) NIST 800-53 is a list of security and privacy controls that are to be used by federal 
information systems and organisations. The controls can be selected and are 
implemented as part of the organisation wide process that manages the information 
security and privacy. The document also provides guidance on how to produce a 
specialised set of controls for a specific business function, technology or environment. 
Implementation of the controls produces products and systems that are trustworthy as 
they have both functional security and assurance that the control provides the capability. 

3.4 Other schemes and standards: Product Vulnerability 
Resources 

(1) Table 3 summarises the National and Open Vulnerability Databases that are available 
with further detail provided in the following subsections. 

Table 3  Vulnerability Databases 

Database URL Type 

ICS-CERT https://ics-cert.us-cert.gov/advisories Public, free 

CERT-UK https://www.cert.gov.uk/resources/advisories/ Public, free 

MITRE CVE https://cve.mitre.org/ Public, free 

MITRE CWE https://cwe.mitre.org/ Public, free 

JVN http://jvn.jp/en/nav/jvn.html Public, free 
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Database URL Type 

Flexera Secunia https://secunia.com/community/advisories/ Commercial, free to 
browse online 

OSVDB https://blog.osvdb.org/ Public, discontinued 

CVE Details https://www.cvedetails.com Commercial, free to 
browse 

National Vulnerability 
Database 

https://web.nvd.nist.gov/view/vuln/search Public, free, API 

3.4.1 ICS-CERT 
(1) The US ICS-CERT programme, operated by the National Cybersecurity and Integration 

Center (NCCIC), has a goal to manage risk of control systems through successful 
coordination efforts. The programme’s website [8] claims the following responsibilities: 

1. Responding to and analyzing control systems-related incidents; 

2. Conducting vulnerability, malware, and digital media analysis; 

3. Providing onsite incident response services; 

4. Providing situational awareness in the form of actionable intelligence; 

5. Coordinating the responsible disclosure of vulnerabilities and associated mitigations; 
and 

6. Sharing and coordinating vulnerability information and threat analysis through 
information products and alerts. 
Reproduced from: https://ics-cert.us-cert.gov/About-Industrial-Control-Systems-Cyber-Emergency-
Response-Team 

(2) As well as providing the vulnerability database listed, ICS-CERT also provides an 
assessment programme that provides the following services: 

• Design Architecture Review 

• Network Architecture Verification and Validation 

• CSET Cyber Security Evaluation Tool 

3.4.2 MITRE CWE and CVE 
(1) The MITRE Corporation’s CWE (Common Weakness Enumeration) and CVE (Common 

Vulnerabilities and Exposures) lists (sponsored by US-CERT) provide, respectively, lists 
of common security issues and specific vulnerabilities in products.  

(2) The CWE is intended to catalogue the different set of software weaknesses that result in 
vulnerabilities that are present in products, which become (when identified) an entry in the 
CVE set. As such a CVE entry will be associated with one or more CWE entries. 

(3) The vulnerability database is downloadable in its entirety; however it is not fully indexed 
and so not easily searchable for vendor and product specific data.  

3.4.3 Flexera Secunia 
(1) The Secunia commercial vulnerability database has fully cross referenced data that 

associates vulnerabilities with other databases (including CVE) and includes indexed 
software vendor, product and version data. It is possible to browse the database as a 
community member for free, however commercial access for automated access to the 
database can be purchased with an end-user licence. 
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3.4.4 OSVDB 
(1) The OSVDB (Open Source Vulnerability DataBase) had a facility to search for IACS, 

however the database has been discontinued and is no longer accessible. 

3.4.5 NIST National Vulnerability Database 
(1) The NVD maps to CVE, US-CERT alerts and US-CERT notes, but does not provide a 

facility to report vulnerabilities directly into it. Raw data files may be downloaded from the 
site. The database provides functionality to allow vendors to assert which CVE 
vulnerabilities apply to their products, this then allows for correct association of products 
to vulnerabilities. 

3.5 Vendor Provided Vulnerability Databases 
(1) The vendors listed in Table 4 provide data in various different formats, typically provided 

such that searching for products and model numbers allows for rapid access to 
vulnerability information and patches. Access to the sites is often open, however access 
to download software may require registration and some form of proof of product 
ownership.  

Table 4  Vendor Vulnerability and Security Bulletins 

Vendor URL 

ABB http://new.abb.com/about/technology/cyber-security/alerts-and-notifications 

Checkpoint http://www.checkpoint.com/advisories/ 

Cisco http://www.cisco.com/en/US/products/products_security_advisories_listing.html 

Fortinet http://fortiguard.com/rss/ir.xml 

GE-IP https://ge-ip.force.com/communities/en_US/Article/GE-Intelligent-Platforms-Security-
Advisories 

HP https://h20565.www2.hp.com/portal/site/hpsc/public/kb/secBullArchive/ 

Invensys http://iom.invensys.com/en/pages/CyberSecurityUpdates.aspx 

Juniper 
Networks 

http://kb.juniper.net/InfoCenter/index?page=content&channel=SECURITY_ADVISO
RIES 

Microsoft http://www.microsoft.com/technet/security/current.aspx 

Oracle http://www.oracle.com/technetwork/topics/security/alerts-086861.html 

Rockwell 
Automation 

http://www.rockwellautomation.com/global/products-technologies/security-
technology/overview.page 

Schneider 
Electric 

http://www2.schneider-electric.com/sites/corporate/en/support/cybersecurity/cyber-
security-vulnerabilities-sorted.page 

Siemens http://www.siemens.com/cert/en/cert-security-advisories.htm 

VMWare http://www.vmware.com/uk/security/advisories 

Yokogawa http://www.yokogawa.com/dcs/security/ysar/dcs-ysar-index-en.htm 

3.6 Laboratories and Testing Facilities 
(1) A complete breakdown of the labs for IACS research and accreditation is beyond the 

scope of this research since there are a wide variety of organisations at the commercial, 
academic and governmental levels operating at different levels of capability. 

(2) There are a number of different definitions for labs that are used in the industry and have 
slightly different meanings.  
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Table 5  Laboratory Definitions 

Term Definition 

Test range An area, or arena, virtual or physical, in which tests may be conducted.  

Cyber range A dedicated test range that specialises in providing tests against information 
systems, communications and technology 

Test bed A platform for conducting specific tests, either virtual or physical.  

Laboratory A facility that conducts research in a repeatable manner, and may be certified. 
 

(3) The ‘cyber’ variations (cyber-range, cyber test-bed and cyber-lab) can be considered to 
be specialisations of the above. A cyber-range does not refer to just a physical area, but 
to the network environment and systems that are constructed for testing and training 
purposes. Such a cyber-range would provide all the assets required to construct 
individual test-beds. This may include networking equipment, virtualised computer 
systems, specialised simulators and the required personnel and processes to manage it. 
The individual test-beds would be platforms designed with specific testing requirements 
and outcomes. A test-bed might be designed to assess IACS for electricity distribution 
(such as the CITR Program at the Idaho National Laboratory (INL)) and include a purpose 
built, functional, sub-station, and the pre-requisite IACS and SCADA systems.  

(4) Table 6 summarises a number of labs based on combinations of the following criteria: 

• Conducts certification to a known scheme 

• UK based 

• National laboratories of significance 

(5) The key resources for identifying test labs are: 

• ERNCIP Labs: https://erncip.jrc.ec.europa.eu/ 

• CPA Certified Labs: https://www.cesg.gov.uk/articles/cpa-test-labs 

• Common Criteria Certified Labs: https://www.commoncriteriaportal.org/labs/ 

• ISASecure Labs: http://www.isasecure.org/en-US/Certification-Bodies/Accredited-
ISASecure-Certification-Bodies 

• ICS Security Related Working Groups – Standards and Initiatives [6] 

Table 6  Selected Lab Data 

Lab Type Location Accreditations Notes 

CSSC-CL Accredited Japan ISASecure National lab for 
IACS research 

NSTB (National SCADA Test 
Bed) 

Research US None National lab for 
IACS research 

Exida Accredited US/EU/APAC ISASecure Commercial lab 

MWR Consultancy UK None Reverse 
engineering lab 

NCC Group PLC Consultancy UK CPA Reverse 
engineering lab 

Portcullis Consultancy UK None Pentest 

IRM Consultancy UK None Pentest 
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Lab Type Location Accreditations Notes 

NGPSRC Research UK None National grid 
power systems 
research centre 

CGI Consultancy UK CPA Commercial lab 

Context IS Consultancy UK CPA Commercial lab 

Info Assure Ltd Consultancy UK CPA Commercial lab 

CESG Government UK CPA CESG Certified 
Labs Page 

KPMG LLP Consultancy UK CPA Commercial lab 

Roke Consultancy UK CPA Commercial lab 

Dekra Accredited EU ? Commercial lab 

Adelard Consultancy UK None Commercial lab 

RITICS Academic UK None Academic  

INL Idaho National 
Laboratory 

Academic US None Academic 

NGPSRC -  The National 
Grid Power Systems 
Research Centre 

Research UK Unknown  

Mississippi State University 
SCADA Security Laboratory 
and Power and Energy 
Research laboratory 

Research 
Testbed 

US   

National SCADA Test Bed 
(NSTB) 

Research 
Testbed 

US   

ICS SandBox Research 
Testbed 

CA   

TRUST-SCADA 
Experimental Testbed 

Testbed US   

Industrial Instrumentation 
Process Lab 

Research 
Testbed 

US   

Viking project Research US/SE   

The Virtual Power System 
Testbed (VPST) and Inter-
Testbed Integration 

Research 
Testbed 

US   

The Critical Infrastructure 
Test Range (CITR) Program 

Research 
Testbed 

US  Part of the Idaho 
National 
Laboratory 

CRUTIAL (Critical Utility 
InfrastructurAL resilience) 
project 

Research 
Project 

IT   

ENEA Test Bed Research 
Testbed 

IT   

European Network for Cyber 
Security (ENCS) 

Research NL   
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Lab Type Location Accreditations Notes 

European Network of Secure 
Test Centre 

Research 
Testbed 

BE   

European Reference 
Network for Critical 
Infrastructure Protection 
(ERNCIP) 

Research EU   

JRC Test Bed Research 
Testbed 

IT   

SfP 983805 - SCADA 
Testbed Simulator: 
Emergent phenomena 
testbed simulator for 
improving SCADA 
performance in power 
system security 
management 

Research 
Project 

HR   

SCADALAB Research 
Project 

ES   

Idaho National Laboratory 
(INL) 

Research 
Testbed 

US   

3.6.1 Research Lab Details 
(1) The following are brief details of the larger and more complete test labs. 

Name Web Site URL 

CITRC – Idaho 
National 
Laboratory, US 

https://www.inl.gov/ 

NSTC – National 
SCADA Test Bed, 
US 

http://energy.gov/oe/technology-development/energy-delivery-systems-
cybersecurity/national-scada-test-bed 

NGPSRC – 
Manchester 
University, UK 

http://www.eee.manchester.ac.uk/industry/strategicpartners/thenationalgridpsrc/ 

 

3.6.1.1 CITRC – The Critical Infrastructure Test Range Program 

(1) The CITRC (Critical Infrastructure Test Range Complex) at the US’ Idaho National 
Laboratory provides a full set of programmes for researching, developing and testing 
technologies for infrastructure. 

(2) The facilities that it provides include: 

(a) Full scale, isolatable, 61-mile high voltage transmission line, with 7 substations, 
control rooms and line sensors. 

(b) Full SCADA system integration. 

(c) Cyber Security Test Bed. 

(3) The facility represents the most complete electrical CNI test range available in the world, 
however the overall objectives of the INL are to support research into nuclear related 
technologies. 
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(4) The document “Idaho National Laboratory 2014-2023 Ten Year Site Plan” [9], provides 
details on how the lab will extend research, and which demonstrates a significant amount 
of effort being placed on cyber-security. 

3.6.1.2 NSTB – National SCADA Test Bed 

(1) The NSTB works in collaboration with a number of academic and research organisations 
including the INL described above. It is focussed on addressing challenges of cyber-
security in energy delivery systems. 

(2) Core projects include: 

1. Los Alamos National Laboratory is researching quantum key distribution (QKD) to 
exchange cryptographic keys that are then used in traditional algorithms to encrypt 
energy sector information, including smart grid data. In December 2012, the lab 
successfully demonstrated QKD on the University of Illinois test bed in collaboration with 
the CEDS-funded Trustworthy Cyber Infrastructure for the Power Grid (TCIPG) project. 

2. Idaho National Laboratory is developing a methodology to allow energy sector 
stakeholders to analyze technical, cybersecurity threat information and understand how 
those threats affect their overall risk posture. The methodology provides a framework for 
analyzing technical security data and correlating that data with threat patterns, allowing 
stakeholders to formulate an appropriate response to a given threat. 

3. Sandia National Laboratories is investigating moving target defenses to better secure 
the energy sector against attack by eliminating the class of adversaries that relies on 
known static addresses of critical infrastructure network devices. This project is 
automatically reconfiguring network settings and randomizing application communications 
dynamically to convert control systems into moving targets that proactively defend 
themselves against attack. 

4. Lawrence Berkeley National Laboratory is considering the physical limitations of 
devices to develop specifications and enhanced monitoring techniques that can 
determine when a system does or is about to violate a protocol, which may be the result 
of external or internal threats. This project is also researching methods of delegating 
cyber and physical protection responsibilities to low level sensors and actuators. 

5. Argonne National Laboratory supports efforts to develop and deploy control system 
standards, including the International Electrotechnical Commission (IEC) 61850 
substation automation standard and trustworthy wireless standards through the Industrial 
Society of Automation (ISA) working groups. Argonne applies its oil and natural gas 
industry subject-matter expertise in these and other NSTB efforts. 

6. Pacific Northwest National Laboratory and projects partners are developing an 
integrated suite of open source tools and techniques to identify compromise in the 
hardware, firmware, and software components of energy delivery systems both before 
commissioning and during period of service. The suite includes a range of stand-alone 
tools that can be run locally to provide hardware supply chain assurances, to large-scale 
high-performance computing services that can statistically analyze systems of systems to 
identify potential concerns in critical infrastructure supply chains. 

7. Oak Ridge National Laboratory and project partners are developing a Quantum Key 
Distribution (QKD) capability for the energy sector. The solution decreases cost by 
enhancing traditional QKD, allowing for multiple clients to communicate over a single 
quantum channel using low-cost quantum modulators, called AQCESS (Accessible QKD 
for Cost-Effective Secret Sharing) nodes. 
Reproduced from: http://energy.gov/oe/technology-development/energy-delivery-systems-
cybersecurity/national-scada-test-bed 
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3.6.1.3 NGPSRC - The National Grid Power Systems Research Centre 

(1) Based at the University of Manchester, the NGPSRC has a full scale high voltage 
laboratory and works with National Grid and works in the following research areas: 

(a) Better prediction of the remaining life of power system components and where 
appropriate, management of the operating conditions to maximise life. 

(b) Improvement of power system stability and security through better 
communications, control and protection. 

(c) Successful integration of renewable sources. 

(d) Improvement of the performance of power system components and power quality. 

(e) Impact of competitive markets on investments and secure supply. 

(f) Sustainable rural electrification schemes to help alleviate poverty. 

(g) Use of higher voltages in extreme environments including those connected with 
more electric vehicles. 
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4 PRODUCT CERTIFICATION PROGRAMMES 
(1) The certification terminology for products is shown in the following table.  

Term Definition 

Product A device 

Certification The process of verifying that a product has been manufactured in 
conformance with a set of predefined standards and or regulations by an 
organisation, that is accredited to conduct the certification process 

Accreditation The process of verifying that an organisation is capable of conducting the 
tests and assessments against a product that are required to for it to be 
certified 

Certification Scheme The processes, paperwork, tools, and documentation that define how a 
product or manufacturer is certified 

Certification Body An organisation that has been accredited by an accreditation body to certify 
products against a certification scheme.  

Accreditation Body An organisation that has been accredited to verify organisations that wish to 
become a certification body 

4.1 Schemes 
4.1.1 ISASecure 
(1) The ISASecure scheme is operated by the ISA Security Compliance Institute (ISCI), a 

group of industry organisations, and was set up explicitly to certify products, systems and 
manufacturers that conform to the emerging ISA/IEC62443 standard (formerly known as 
ISA99). The scheme offers three forms of certification: 

• ISASecure Embedded Device Security Assurance (EDSA) Certification 

• ISASecure System Security Assurance (SSA) Certification 

• ISASecure Security Development Lifecycle Assurance (SDLA) Certification 

(2) In summary the ESDA certification is for an individual product, the SSA is for a set of 
products in a system (possibly from different vendors) and the SDLA is for the 
development processes that a manufacturer uses for developing products. 

4.1.1.1 EDSA 

(1) The EDSA certification is designed to assess an embedded device, and is currently in its 
second version. The certification is given in three different levels that represent increasing 
levels of assurance.  

 

Figure 3  EDSA Levels 
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(2) It is intended to verify conformance against IEC 62443-4-2 (Technical Security 
requirements for IACS Components) and contains three technical assessments: 

• Functional Security Assessment (FSA) 

• Software Development Security Assessment (SDSA) 

• Communication Robustness Testing (CRT) 

(3) The scheme is defined by the following documents: 

• Technical specifications, shown in solid light blue, that describe the technical criteria 
applied to determine whether a device will be certified. 

NOTE ISASecure EDSA program development has followed and leveraged the parallel 
ISA99 standards effort underway for embedded device cyber security requirements. 
When the ISA-99.04.01 standard is completed, the ISASecure Embedded Device 
certification technical specifications will be updated to serve as a compliance program for 
that standard. 

• Accreditation/recognition, shown in gold diagonal stripe, that describe how an 
organization can become a chartered laboratory or a tool supplier can obtain recognition 
for a CRT tool 

• Symbol and certificates, shown in blue horizontal stripe, covers the topic of proper 
usage of the ISASecure symbol and certificate. 

• Structure, shown in an orange brick pattern, used to describe and operate the overall 
program. 

• External references, shown in solid dark grey, are documents that exist outside of this 
particular program that are referenced by ISASecure EDSA program documents. 
Reproduced from: http://www.isasecure.org/en-US/Certification/IEC-62443-4-2-EDSA-Certification 

(4) Figure 4 represents structure of the different components: 

 

Figure 4  ISASecure EDSA Specifications 
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Category Component 

Embedded Device Security Assurance (EDSA) 
Certification Scheme Description 

EDSA-100 ISASecure Certification Scheme 

EDSA-102-Errata 

Lab Accreditation Requirements and Tool 
Recognition Requirements 

EDSA-200 Chartered Lab Operations and 
Accreditation 

EDSA-201 Recognition Process for 
Communication Robustness Testing Tools 

EDSA-202 Chartered Lab Application and 
Contract 

EDSA-204 Use of Symbol and Certificates 

EDSA-205 Certificate Document Format 

EDSA-206 CRT Lab Operations and 
Accreditation 

ASCI Chartered Test Lab 2009 Approval Process 

ISASecure-111 Transition to ISO/IEC 17065 

ISASecure-112 Transition Guidance to EDSA 
2.0.0 and SSA 2.0.0 

ISASecure-113 Transition Policy to EDSA 2.0.0 
and SSA 2.0.0 

Initial Certification and Maintenance of 
Certification Policies and Criteria 

EDSA-300 ISASecure Certification Requirements 

EDSA-301 Maintenance of ISASecure 
Certification 

Certification Requirements Specifications for 
EDSA (Three Assessment Categories FSA, 
SDSA, CRT) 

EDSA-311 Functional Security Assessment 
(FSA) 

EDSA-312 Security Development Artifacts for 
Embedded Devices 

EDSA-310 Requirements for Embedded Device 
Robustness Testing 

CRT Test Requirements for Protocols in EDSA 
Certification 

EDSA-401 Ethernet robustness test specification 

EDSA-402 ARP robustness test specification 

EDSA-403 IPv4 robustness test specification 

EDSA-404 ICMPv4 robustness test specification 

EDSA-405 UDP robustness test specification 

EDSA-406 TCP robustness test specification 
 

(5) The documents 310-312 and 401-406 define exactly which parts of the ISA/IEC 62443-4-
2 standard are verified and define specifically what should be assessed. 

4.1.1.2 SSA 

(1) The SSA certification is a programme for certifying a set of control systems that may be 
from one or more suppliers. 

• The control system consists of an integrated set of components and includes more 
than one device. 
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• The control system is available from and supported as a whole by a single supplier, 
although it may include hardware and software components from several manufacturers. 

• The supplier has assigned a unique product identifier to the control system which the 
supplier uses in the marketplace to refer to the integrated set of components as a whole. 

• The system product is under configuration control and version management. 
Reproduced from: http://www.isasecure.org/en-US/Certification/IEC-62443-3-3-SSA-Certification 

(2) The supplier of an SSA system must pass a Security Development Lifecycle Assessment 
(SLDA) in addition to these four elements: 

• Security Development Artifacts for systems (SDA-S) 

• Functional Security Assessment for systems (FSA-S) 

• Functional Security Assessment for embedded devices (FSA-E) 

• System robustness testing (SRT) 

 

Figure 5  ISASecure SSA Elements 

(3) The following represents the relationship of the individual components. 
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Figure 6  ISASecure SSA Documents 

 

Category Component 

System Security Assurance (SSA) Certification 
Scheme Description 

SSA-100 ISASecure Certification Scheme 

SSA-102 Errata 

Security Development Lifecycle Assurance 
Certification Specification 

SDLA-100 ISASecure Certification Scheme 

SSA Lab Accreditation Requirements SSA-200 Chartered Lab Operations and 
Accreditation 

SSA-204 Use of Symbols and Certificates 

SSA-205 Certificate Document Format 

ASCI Chartered Lab 2009 Approval Process 

ISASecure -111 Transition to ISO/IEC 17065 

ISASecure-112 Transition Guidance to EDSA 
2.0.0 and SSA 2.0.0 

ISASecure-113 Transition Policy to EDSA 2.0.0 
and SSA 2.0.0 

Initial Certification and Maintenance of 
Certification Policies and Criteria 

SSA-300 ISASecure Certification Requirements 

SSA-301 Maintenance of ISASecure Certification 

Scope SSA Certification Requirements SSA-310 Requirements for System Robustness 
Testing (SRT) 
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Category Component 

SSA-311 Functional Security Assessment for 
Systems (FSA-S) 

SSA-312 Security Development Artifacts for 
Systems (SDA-S) 

SDLA-312 Security Development Lifecycle 
Assessment (SDLA) 

SSA-420 Vulnerability Identification Test (VIT) 
Policy Specification 

4.1.1.3 SDLA 

(1) The Security Development Lifecycle Assurance (SDLA) programme assesses a 
manufacturer’s product development lifecycle processes and is not associated with a 
specific product. 

An SDLA certification is granted for: 

•  named development organization or organizations 

• a specific version of a named, documented development lifecycle process under 
version control that is used by that organization(s) 

• a certification level of 1, 2, 3, or 4 designed to match SAL in IEC 62443. 

The four certification levels for a process offer increasing levels of development lifecycle 
security assurance. These certifications are called ISASecure SDLA Level 1, ISASecure 
SDLA Level 2, ISASecure SDLA Level 3, and ISASecure SDLA Level 4. 

The documented process itself shall specify: 

• whether it applies to development of components, systems or both; and 

• the scope of products to which the organization applies the process (which may be all 
products). 

In order to carry out an ISASecure SDLA certification to a particular certification level, the 
certification body conducting the supplier’s SDL process assessment will: 

1. evaluate the specific documented version of the organization’s process to assess 
whether it meets the requirements stated in the SDLA specification; and 

2. review representative artifacts to verify that each ISASecure SDLA requirement is 
being followed for products under the scope of the process. 

The supplier provides a list of products for which such artifacts are available to be 
reviewed against the SDLA certification requirements. The certifier may, at their 
discretion, select artifacts from among these to review. 
Reproduced from: http://www.isasecure.org/en-US/Certification/IEC-62443-4-1-SDLA-Certification  
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Figure 7  ISASecure SDLA Documents 

 

Category Component 

Security Development Lifecycle 
Assurance Certification Specification 

SDLA-100 ISASecure Certification Scheme 

SDLA-102 Errata 

Accreditation Documents SDLA-200 Chartered Lab Operations and Accreditation 

SDLA-204 Use of Symbols and Certificates 

Technical Specifications SDLA-300 ISASecure Certification Requirements 

SDLA-312 Security Development Lifecycle Assessment 

4.1.2 Wurldtech Achilles 
(1) In contrast to the ISASecure scheme and certifications, the Achilles scheme does not 

align as explicitly with the ISA/IEC 62443 standards. 

 

Reproduced from: http://devices.wurldtech.com/data/content/file/WUR_ACC_Data%20Sheet_LR.pdf 

4.1.2.1 Achilles Communications Certification – ACC 

(1) The ACC process is intended to only verify whether a products network communications 
provide a predetermined level of robustness. 

(a) Level 1: An established industry benchmark for the deployment of robust industrial 
devices recognized by the major automation vendors and operators. 

• Level 1 Certification tests and monitors Ethernet, ARP, IP, ICMP, TCP and UDP 
implementations on the tested device to verify that it demonstrates pre-defined 
levels of reliability and robustness in OSI layers 2-4. 

(b) Level 2: Expansion of Level 1 Certification by employing more tests and more 
monitor pass/fail requirements. 

• Level 2 Certification expands on Level 1 Certification by employing more 
rigorous tests and more monitor pass/fail requirements. Level 2 tests each 
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protocol in greater depth by generating more test values, examining more 
protocol states and using higher denial-of-service storm rates. 

(2) Four categories of product are intended to be certified by the ACC process: 

(a) Embedded Devices 

• Typical IACS components design to monitor, control or actual industrial 
processes such as PCLs, SIS controllers and RTUs and DCS. 

(b) Host-based Devices 

• Devices that run general-purpose operating systems on generic hardware that 
are required to perform one of more functions such as HMIs, engineering 
workstations and domain controllers. 

(c) Control Applications 

• Software programs executing on the infrastructure (such as the embedded and 
host-based devices). This includes HMI software, historian servers and PLC 
ladder controllers. 

(d) Network Components 

• The category of devices that include switches, gateways, firewalls and wireless 
access devices. 

(3) ACC tests are intended to be conducted directly through the use of the Achilles test 
device which connects directly to and monitors inputs and outputs from the Device Under 
Test (DUT).  

4.1.2.2 Achilles Practices Certification – APC 

(1) The APC process is designed to assess the people, processes and technologies that a 
manufacturer uses to develop and build products and associated software. Wurldtech 
define the certification as follows: 

Certification Processes 

Phase 1 – Scoping 

• Manufacturer determines the desired outcomes of the certification 

• Define the specific system to be certified 

• Scope of project is designed specifically to achieve outcome goals 

• Desired level of certification is dependent on purpose, current security practices and 
resources 

Phase 2 – Vendor Preparation 

• Manufacturers gather all applicable information 

• Internal review to ensure they meet requirements as best as possible 

• Correct ambiguities and other planning parameters 

Phase 3 – Appraisal 

• Manufacturer submits documentation to Wurldtech 

• Wurldtech verifies submittal as accurately depicting best practices 

• Looks at specific process areas and the applicable requirements ensuring all relevant 
criteria are met 

Phase 4 – Reporting 

• Wurldtech reports in detail manufacturer’s practices and assesses conformance to 
regulations 
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• Responses and findings verify that program requirements have been met 

• Solution information is confidential and owned by manufacturer 
Reproduced from: 
http://devices.wurldtech.com/device_manufacturers/certifications/achilles_practices_certification/ 

4.1.3 CESG CPA 
(1) CPA evaluates commercial off-the-shelf security-enforcing products and their developers 

against published security and development standards and is suitable for lower threat 
environments protecting information at OFFICIAL. 

https://www.cesg.gov.uk/scheme/commercial-product-assurance-products-foundation-
grade 

(2) The scheme is very similar to Common Criteria, and the assurance certification 
“Foundation Grade” can be achieved through either scheme. Where Common Criteria has 
Protection Profiles, CPA has Security Characteristics. At the time of writing the following 
were available: 

(a) Data at rest encryption 

• Full Disk Encryption - Authorisation Acquisition (CC Mapping): CPA SC 

• Full Disk Encryption - Encryption Engine (CC Mapping): CPA SC 

• Data at Rest Encryption - Always-on Mobile Devices (CC Mapping) 

• Enterprise Management of Data at Rest Encryption: CPA SC 

• Hardware Media Encryption: CPA SC 

• Software Full Disk Encryption: CPA SC 

(b) Data at rest encryption / Data Sanitisation 

• Software Encryption of Removable Media: CPA SC 

• Degaussers: CPA SC 

• Flash Based Storage Media: CPA SC 

(c) Data Sanitisation / Email Encryption 

• Overwriting Tools for Magnetic Media: CPA SC 

• Desktop Email Encryption: CPA SC 

• Gateway Email Encryption: CPA SC 

(d) Endpoint Lockdown & Control / Mobile Device / Remote Desktop 

• Software Execution Control: CPA SC 

• Mobile Device Management (CC Mapping): CPA SC 

• Remote Desktop: CPA SC 

(e) Firewall 

• IP Filtering Firewall: CPA SC 

• Stateful Traffic Filter Firewall (CC Mapping): CPA SC 

• Web Application Firewalls: CPA SC 

(f) Secure real-time communications 

• Secure Real-Time Communications Client: CPA SC 

• Secure Real-Time Communications Gateway: CPA SC 

https://www.cesg.gov.uk/scheme/commercial-product-assurance-products-foundation-grade
https://www.cesg.gov.uk/scheme/commercial-product-assurance-products-foundation-grade
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(g) Virtualisation 

• Client Virtualisation: CPA SC 

• Server Virtualisation: CPA SC 

(h) VPN 

• IPsec VPN Gateway: CPA SC 

• IPsec VPN Client: CPA SC  

• TLS VPN Client: CPA SC 

• TLS VPN Gateway: CPA SC 

(i) Smart Metering Security Characteristics 

• Gas Smart Metering Equipment: CPA SC 

• Electricity Smart Metering: CPA SC 

• Smart Metering - Communications Hub: CPA SC 

• Smart Metering - HAN Connected Auxiliary Load Control Switch: CPA SC 

(3) The security characteristics define a scope, use cases and the operating environment, in 
a similar way to the Common Criteria TOE (Target of Evaluation), and a set of 
requirements. An example requirement is given as follows: 

DEV.1.M866: Check firmware update signature 

This mitigation is required to counter unauthorised modification to a firmware update in 
transit 

At Foundation Grade the product is required to check a secure signature over 
downloaded firmware on receipt of the firmware update. 

If the signature check defined in [d, 11] fails then the firmware update shall be rejected. 
The  failure shall be recorded in the Security Log and an alert shall be sent as identified in 
[d, 16] to the recipients specified in [d, 16] 
https://www.cesg.gov.uk/content/files/protected_files/document_files/SMLT-SC-
0002_ESME_v1_2.pdf 

4.1.3.1 Evaluation Process 

(1) The evaluation process is described in “Process for Performing CPA Foundation Grade 
Evaluations” [27]. An entire product, individual components and also product families may 
be certified. An example of a component would be where there is a self-contained unit of 
functionality such as a software library or a third party application or product. The process 
documentation gives an operating system’s network stack as an example. A product 
family can cover different versions of a set of products provided that the evaluation team 
are “satisfied that the differences between different versions of the product within the 
family are not security-related, and that the assurance work they have performed applies 
equally to all versions of the product the certificate is intended to cover”. 

(2) The security characteristic described above contains technical, physical and procedural 
mitigations that the evaluation team will assess. The three mitigation types are: 

Development Mitigations are features which the developer must include during the 
product’s implementation. For example –“implement AES-128-CBC as a supported 
cipher” or “provide filtering of IPv4 packets by source and destination IP address, IP 
protocol and UDP/TCP port number”. The existence of these mitigations is verified by the 
Evaluation Team. 

Verification Mitigations describe evaluation activities which must occur. These generally 
represent more holistic properties of a product (such as robustness against malformed 
data, via fuzzing) or end-to-end properties (such as decrypting data using a reference 
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implementation in a cryptocheck). These activities are performed or witnessed by the 
Evaluation Team. 

Deployment Mitigations are the basis for deployment and user guides for the product. 
They describe the deployment and operational controls for the product, for example “set 
strong passwords for both the remote and local management accounts”, or “do not leave 
the device unattended when powered up”. Deployment mitigations help to ensure the 
product remains secure throughout its deployed life. The Evaluation Team will incorporate 
these into Security Procedures for the product at the end of a successful evaluation. 
Reproduced from “Process for Performing CPA Foundation Grade Evaluations” [27] 

(3) A significant part of the evaluation is the “Build Standard Validation”. This examines the 
product developer’s overall security engineering approach.  This results in a Build 
Standard Validation Report that will be made public amongst the CPA Authority, and CPA 
labs. The build standard validation report is required for but separate to any product 
evaluation and applies to the product developer. 

4.1.4 CE 
(1) CE marking is intended for products that are traded on the single market in the European 

Economic Area (EEA). Many different types of products are subject to CE marking. The 
mark: 

shows that the manufacturer has checked that the product meets EU safety, health or 
environmental requirements. 

is an indicator of a product’s compliance with EU legislation 

allows the free movement of products within the European market 
Reproduced from “GOV.UK – Business and Enterprise Guidance – CE marking” [28] 

(2) The following product categories that are relevant to IACS are: 

• Electromagnetic compatibility 

• Low voltage 

• Machinery 

• Measuring instruments 

• Radio and telecommunications terminal equipment 

(3) For each of the categories there exist sets of directives [29] that specify requirements and 
whether a certification body needs to be notified and therefore whether independent 
verification is needed. 

(4) The directive for measuring instruments (Directive 2004/22/EC of the European 
Parliament and of the Council of 31 March 2004 on measuring instruments) [30] contains 
the following scope:  

Article 1 

Scope 

This Directive applies to the devices and systems with a measuring function defined in the 
instrument-specific annexes concerning water meters (MI-001), gas meters and volume 
conversion devices (MI-002), active electrical energy meters (MI-003), heat meters (MI-
004), measuring systems for continuous and dynamic measurement of quantities of 
liquids other than water (MI-005), automatic weighing instruments (MI-006), taximeters 
(MI-007), material measures (MI-008), dimensional measuring instruments (MI-009) and 
exhaust gas analysers (MI-010). 
Reproduced from “Directive 2004/22/EC” [30] 
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(5) As such this particular product category would include home smart meters for both gas 
and electric. None of the categories appears to be directly suitable for industrial control 
systems, although many IACS systems would fall into multiple categories, with the 
electromagnetic compatibility and radio and telecommunications terminal equipment 
categories being most significant. 

(6) Since the certificate is intended to indicate that a manufacturer claims compliance with 
relevant EU legislation and there is no (current) legislation that concerns the ability of an 
electronic component or software to withstand cyber intrusions, or to demonstrate secure 
development. 

4.1.5 UL 
(1) UL is an independent safety science company that provides certification, validation, test, 

inspection, audit, advice and education services for a wide range of technology 
companies. 

(2) UL does provide assessment, testing and certification of PLCs and other process control 
equipment, however these are against the 61010 standard (developed by ISA, UL and 
CSA) for safety. 61010-1 is concerned with the electrical safety, protection against 
hazards, heat, fluids, and radiation. 61010-2 concerns safety requirements for electrical 
equipment for measurement, control and laboratory use with particular requirements for 
control equipment. 

Our technical expertise enables us to accurately assess, test and certify products 
featuring innovative technology against established standards: UL/CSA 61010-1 (Process 
Control Equipment) or UL/CSA/IEC 61010-2-201 (Programmable Logic Controllers) in 
conjunction with 61010-1. We offer product development support, including engineering 
consultations, prototype reviews, reliability testing and model shop services to help our 
customers quickly bring their new products to market. 
Reproduced from: http://services.ul.com  

(3) They do provide a component certification programme that: 

…drives supply chain and product integrity through rigorous examinations and follow-up 
surveillance. The program covers a wide range of component types, ranging from plastics 
and printed wiring boards to complex high-tech subassemblies and industrial controls. 
Reproduced from: http://services.ul.com/service/component-certification/ 

(4) There is a single software related standard, UL1998, however this is relevant only in the 
context that a microprocessor should not result in a safety risk: 

These requirements apply to non-networked embedded microprocessor software whose 
failure is capable of resulting in a risk of fire, electric shock, or injury to persons. 
Reproduced from: http://ulstandards.ul.com/standard/?id=1998&edition=3&doctype=ulstd 

(5) The site contains a report on collaboration between UL and Codenomicon to conduct 
testing on industrial automation equipment and medical devices: 

NORTHBROOK, Ill., April 13, 2015 — UL and Codenomicon have collaborated to 
develop and perform security testing on network connected devices. Initial testing will be 
on industrial automation equipment and services and medical devices, with planned 
expansion into security testing in other industries. 

Codenomicon and UL will work together to provide Fuzz and Binary Analysis testing 
services. Fuzz Testing is a mechanism in which the communication protocols of the 
device under test are subjected to random exception messages to discover coding and 
security errors. The Binary Analysis identifies known vulnerabilities found in compiled 
software that could possibly be deployed in a production environment. 
Reproduced from: http://ul.com/newsroom/pressreleases/ul-llc-collaborates-with-codenomicon-to-
test-industrial-automation-equipment-and-services-and-medical-devices-for-digital-security-
vulnerabilities/ 
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(6) UL has developed the UL 2900 standard, which is not publicly accessible. Information 
regarding the assessment scheme is, as of writing, limited: 

• Scanning the product’s software executables and libraries for known vulnerabilities 
and exposures. 

• Static code analysis on all source code that is made available to the laboratory by the 
vendor of the product, to look for software weaknesses as identified in the SANS Top 
25 and OWASP Top 10. 

• Static analysis of all compiled executables and libraries of the product for known 
malware and vulnerabilities. 

• Dynamic runtime analysis of all software in the product to look for software 
weaknesses that cannot be discovered by using static code analysis. 

• Robustness testing for all external interfaces and communication protocols of the 
product, using generational fuzz testing techniques, if available, and template-based 
fuzz testing techniques otherwise. Robustness testing aims to test the product’s 
resilience against unexpected or malformed input. 

• Limited penetration testing. 
Reproduced from: http://industries.ul.com/software-and-security/product-security-
services/product-testing-and-validation 

4.1.6 EU IACS Cyber Security Compliance and Certification Scheme 
(1) In [20] a proposal for an EU IACS Cyber Security C&C Scheme is presented – ICCS 

(IACS Compliance and Certification Scheme), for implementation between 2015 and 
2020. The scheme is intended to draw upon existing standards such as NIST SP800-82, 
ISA/IEC 62443-3-3, and ISO15408. 

 

Figure 8  ENISA IACS Certification Scheme Project Components 
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(2) The scheme is divided into four sub-components: 

• ICCAR – IACS Cybersecurity Common requirements 

• ICPRO – IACS Components standard security profiles 

• ICCP – IACS Cybersecurity certification process 

• ICCEUR – IACS Product Register 

(3) The project is organised into 7 core parts, with the first deliverables being made available 
around Q3 2016. As of writing no other information is available on the project. 

 

Figure 9  ENISA IACS Certification Scheme Milestones 

(4) The programme is intended to be implemented by the different EU countries based on the 
different security profiles that are generated. These will determine what aspects of a 
product must be assessed and how. 

4.2 Testing Tools 
(1) A number of testing tools and platforms have been created specifically for testing 

industrial controls systems and performing fuzzing tests against network stacks. 

Table 7  Accredited Testing Tools 

Product Certification URL 

Codenomicon 
Defensics 

ISASecure 
EDSA 

http://www.codenomicon.com/products/defensics/ 

Codenomicon 
Appcheck 

n/a http://www.codenomicon.com/products/appcheck/ 

Wurldtech 
Achilles Test 
Platform 

Achilles http://devices.wurldtech.com/device_manufacturers/products/ac
hilles_test_platform/ 
http://devices.wurldtech.com/device_manufacturers/products/ac
hilles_test_software/ 

Hitachi Raven ISASecure 
EDSA 

http://www.hitachi-
systems.com/solution/t01/shield/controlsystem.html (Japanese) 

Beyond 
Security 
beSTORM 

ISASecure 
EDSA 

http://www.beyondsecurity.com/bestorm.html 

4.2.1 Codenomicon  
(1) Codenomicon offer a number of solutions to assist in testing and verification. AppCheck 

assists in analysing software and reporting on where software components originated: 

AppCheck brings total visibility to the digital assets that organizations of all sizes regularly 
use to build and expand their digital infrastructure. Leaving no stone unturned and no 
component unchecked, AppCheck performs a patent-pending, non-destructive static 
binary analysis on your digital assets to provide a comprehensive and up-to-date bill of 
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materials (BOM). With AppCheck, you gain unprecedented situational awareness and 
visibility to the risk posture an organization. 
Reproduced from: http://www.codenomicon.com/products/appcheck/ 

(2) The Defensics product is a comprehensive fuzzing system that can conduct black-box 
negative testing against over 200 protocols, and includes a variant designed specifically 
for the ISASecure EDSA programme. 

4.2.2 Wurldtech Achilles Test Platform 
(1) The Wurldtech Achilles test platform, design specifically for the Achilles accreditation 

programme is a hardware and software solution that is able to perform fuzzing testing 
against a suite of different IACS protocols. The total number is much less than the 
Defensics product described above, but the use of a hardware platform allows for the 
direct testing of products that use specific IACS busses and protocols. 

(2) Three primary test types are offered: 

(a) Achilles Grammars 

• Test for protocol boundary conditions, iterating over each field and combination 
of fields. Sends invalid, malformed or unexpected packets. 

(b) Achilles Storms 

• Produces high rates of packets to test for denial-of-service style conditions. 

(c) Known Vulnerabilities 

• Exploit traffic for known vulnerabilities is delivered to the device under test. 

4.2.3 Beyond Security beSTORM 
(1) The beSTORM product offers a comparable set of protocols to that of Codenomicon 

Defensics. The company claims the ability to perform dynamic testing of any protocol 
through a learning system. Testing for ISASecure includes: 

• EDSA 401 Ethernet  

• EDSA 402 ARP  

• EDSA 403 IPv4  

• EDSA 404 ICMPv4  

• EDSA 405 UDPv4  

• EDSA 405 UDPv6  

• EDSA 406 TCPv4 
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5 ANALYSIS OF CERTIFICATION SCHEMES  
(1) This section provides an analysis the certification schemes and the underlying standards: 

(a) Summary of the purpose of testing and certification. 

(b) An overview of what product assessment techniques. 

(2) The product specification spreadsheet provides further information on previous testing 
conducted on OT/ICS products relevant to the energy sector, including what was tested 
and how, the test criteria and results. The certification scheme mapping spreadsheet 
provides details on how the underlying standards for the schemes map to a common 
product lifecycle and the security activities that would be expected to take place. 

5.1 Purpose of testing and certification 
(1) Certification of devices is not a guarantee that there will be no vulnerabilities. 

(2) Certification does: 

(a) Provide a level of assurance that a product has been manufactured and tested to 
certain tolerances and/or is conformant to recognised standards. 

(b) Provide a level of assurance that a manufacturer is willing to demonstrate their 
commitment to secure. 

(3) Certification does not: 

(a) Guarantee there will be no vulnerabilities. 

(b) Guarantee that the organisation can be infiltrated and vulnerabilities introduced. 

(c) Guarantee that a technology that they are dependent upon will not be 
compromised. 

(d) Provide any assurance that a product has been installed into a system in a secure 
manner. 

(e) Provide any assurance that an OT site environment is secure. 

5.2 Certification Scheme Analysis 
(1) The certification schemes and underlying standards were analysed according to the IACS 

lifecycle described below, to determine whether the scheme performed assurance 
activities during that stage. Appendix 9 contains a matrix of the lifecycle against ISA/IEC 
62443, Common Criteria and CESG CPA. 

Table 8  IACS Lifecycle 

Product Phase Deals with the ability to bring to market products 
and/or components that will be used in an IACS 
environment 

 Design Where the functional, technical and operational 
specification of a product will be finalised 

 Manufacture Deals with the quality and standard of manufacture to 
ensure the final product meets the functional and 
operational requirements agreed as part of the design 

 Factory Acceptance 
Test(FAT)/Compliance 

Looks at the requirement to demonstrate the product 
meets both the design specification and where applicable 
any external standards. This should include Security as 
well as all other operational standards (power, level of 
intrusion etc.). 
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System Phase Relates to the creation and acceptance of an IACS that 
provides a range of capabilities developed from 
multiple systems, products or components. Whilst 
price (cost to complete) will always be a key 
consideration there any many other factors to be taken 
into account 

 Risk Analysis Looks at the operational risks associated with the 
enterprise. It can be undertaken using a number of 
methodologies but will need to understand the risks 
associated with the failure of all or any part of the 
enterprise 

 Design Develops the functional and operational objectives to be 
achieved by the enterprise taking into account and specific 
design requirements identified during the risk assessment; 
such as ‘Fail to Red’ within the rail industry. The design will 
also form part of the Safety Case for the enterprise and be 
subject to external scrutiny 

 Supplier Selection The quality of the Supply Chain security has been 
identified as a critical issue on risk and threat assessment. 
The selection of appropriate suppliers will be a 
combination of the product quality; including post 
production support including flaw remediation (patch 
management) 

 Install Covers the programme of installing the components, 
testing the sub-systems and operational process in 
preparation for acceptance testing 

 System Acceptance Testing Prior to bringing any IACS into service full SATs need to 
be carried out. This must test not only the functional and 
operational capability defined in the design stage, but all 
the environmental, operational, risk and threat 
assessments developed during the risk assessment. This 
will include full Disaster Recovery and Business Continuity 
(DCBR) testing. Training of the operational staff should 
also be concluded as part of the SAT 

Operate Phase Commences once full the full SAT has been conducted 
and signed off 

 Hand Over (H/O) Deals with the transfer of responsibility from the 
development teams to the operational teams 

 Operate & Maintain Deals with the day to day responsibility to ensuring the 
IACS delivers the functional and operational objectives 
identified in the design. The IACS may well have been part 
of a Safety Case and signed off by an external agency. In 
additional to normal ‘plant maintenance’ activities there is 
an increasing requirement for this stage to incorporate 
Patch Management (flaw remediation) activities. Under 
both Common Criteria and CPA manufacturers are 
required to publish details on any vulnerabilities, their 
severity and appropriate patches. It is the IACS operator 
who must implement these remediation activities to ensure 
the security and integrity of the IACS is maintained over its 
life 
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 End of Life (EoL) Deals with the decommissioning of redundant IACS. This 
will include dealing with hazardous materials, waste that 
can be recycled as well as destruction of confidential 
material. Increasing many of these elements are covered 
by European and UK regulations and guidance 

5.2.1 ISA/IEC 62443 
(1) For detailed information on this standard’s documents please refer to Appendix 6. 

(a) Part 1 includes 4 documents (one of which is still to be developed) and provides a 
common taxonomy to ensure consistent use of terms and abbreviations for each 
stage, component and system throughout the life-cycle of an IACS as well as the 
security metrics to be used. 

(b) Part 2 includes 4 documents (one of which is still to be developed) and deals with 
the security management of an IACS including considerations relating to the supply 
chain. This is conceptually similar to ISO27001 and its associated guidance 
documents. 

(c) Part 3 includes 3 documents and deals with risk assessment, design and 
technologies to mitigate risk in and IACS environment. 

(d) Within part 4 there are two product related documents that have a high degree of 
correlation with both CPA and Common Criteria; this deals with product and 
component level considerations. 

(2) ISA/IEC 62443 has a higher degree of correlation with the System and Operate phases 
than either CPA or Common Criteria. Currently End of Life considerations are not covered 
but Thales would expect these to be covered in the development of part 1-4 (use cases). 
There is strong correlation with both CPA and Common Criteria in part 4 relating to 
product or component level considerations. 

5.2.2 IEC/ISO 15408 – Common Criteria 
(1) The established profiles frequently used with Common Criteria, whilst dealing with 

differing technologies and industries, are most frequently used at the component or 
product level and not the system. The areas of direct correlation with an IACS life-cycle 
are shown in Appendix 9 and the key summary is shown as follows: 

(a) Common Criteria does have correlation and relevance with the product phase of 
the IACS life-cycle. 

(b) The Class ADV: Development elements of Common Criteria can be used by 
operators during the System Phase as part of their risk assessment, design and 
supplier selection to ensure that appropriate components and suppliers are used. 

(c) Both the Class AGD: Guidance Documents and Class ALC: Life-Cycle Support 
have a high degree of relevance to an operator during the System and Operate 
phases. 

5.2.2.1 Common Criteria and CESG CPA 

(1) CESG CPA has 13 defined evaluation topics; all have at least one direct correlation to a 
specific evaluation test in Common Criteria. In all there are only 28 points of correlation. 
All fall into specific tests within the following areas: 

(a) CLASS ALC: Life-Cycle Support 

(i) CM Capabilities 

• Labelling of the Target of Evaluation (TOE) 

• Use of a CM System 



DECC OFFICIAL  
 
 

Use, duplication or disclosure of data contained on this sheet is subject to the restrictions on page 2 of this document. 

Status: RELEASED  1077/10/2015 

Page 58 of 118 OFFICIAL Issue 1 
 

• Authorisation Controls 

• Production Support, Acceptance Procedures and Automation 

• Advanced Support 

(ii) Development Security 

• Identification of Security Measures 

(iii) Flaw Remediation 

• Basic Flaw Remediation 

• Systematic Flaw Remediation 

(b) CLASS ATE: Tests 

(i) Coverage 

• Evidence of Coverage 

(ii) Depth 

• Testing: Basic Design 

(iii) Functional Tests 

• Functional Testing 

(2) Both have been widely used for product evaluation, but structurally Common Criteria has 
the capability of being used at a system level with the creation of appropriate profiles. 

(3) Common Criteria provides a much higher level of scrutiny than CESG CPA; Common 
Criteria has over 200 evaluation tests. The use of common profiles would allow CESG 
CPA to become an entry level standard leading towards either Common Criteria or 
IEC/ISA62443 capabilities. 

5.2.3 CESG CPA 
(1) CESG CPA is used to evaluate non high grade COTS security products and comprises 

13 evaluation areas, all of which have some correlation to Common Criteria, but the 
correlation is at a very low specific and not capability level within Common Criteria (as 
described above). 

5.2.3.1 CESG CPA to IACS Life-Cycle 

(1) CESG CPA is aimed at products and not systems. Therefore, as shown in Appendix 9 
there is a high degree of correlation with the Product Phase. 

(2) Whilst there is no direct correlation with the System or Operate Phases this standard is 
useful to operators in ensuring they are using suppliers and products that will contribute 
to mitigating risks identified at the start of the System Phase. 
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6 FINDINGS AND RECOMMENDATIONS 
6.1 Key Findings 
(1) The key findings are broadly aligned to the requirements stated in the executive summary 

for this research work. 

6.1.1 Standards, Certification and Accreditation Programmes 

6.1.1.1 European and Global 

KF1. The European Union Joint Research Centre is actively conducting research 
and running workshops to create European standards and certification of IACS 
products and the environments they are installed into. 

(1) The EU-JRC has a significant piece of work in the financial year 2016-2017 to implement 
a certification programme based on ISA/IEC 62443 and other common standards, led by 
Thales France employee Paul Theron. This is described in more detail in Section 3.2.6 
above and Appendix A4.2. 

KF2. ISA/IEC 62443 has been designed to provide standardised security 
requirements for the development, implementation and verification of systems that 
contained embedded computers, with a focus on IACS and OT products. 

(2) The emerging ISA/IEC 62443 standard is well recognised as the leading (and in many 
respects the only) single standard that contains substantive elements in it for the 
assessment of product vendors operating in the IACS arena.  

KF3. The ISA/IEC 62443 based certifications (ISASecure and Achilles1) do not 
currently examine device functionality where that device is specifically designed to 
be security enforcing. 

(3) The assessment of products has a focus on communications protocols and does not 
examine the implementation of all security enforcing capabilities. Security capabilities that 
are not examined include: 

• Intrusion prevention/detection 

(4) The implementation of ISA/IEC 62443-3-3 is such that all devices must provide security 
functionality to protect their normal operations. As such functionality is described in the 
security functional requirements, and includes identification and authentication control, 
system integrity, confidentiality and others. This is due to the requirement that the 
standard is functionality agnostic, and that it must be restricted to the security enforcing 
that are common to all systems and devices. Where additional security enforcing 
capabilities are provided by the system these are viewed as product functionality and not 
specifically as security enforcing.  

(5) As such a device such as an Intrusion Detection System may be accredited fully to an 
IEC standard such as Achilles because it provides the required level of security for its 
networking stack, access control and other functions. There would be no requirement to 
be able to measure the capability of the actual core IDS functionality. It might therefore be 
that such a product would not be able to perform to any useful degree where intrusion 
detection was required, but would be certified. 

(6) This issue could be in part addressed by the creation of specific sets of security 
characteristics that are aligned directly to the requirements for a particular security 
enforcing function. Such sets could be combined together where a product provided 
multiple sets of features. 

1 Note that Achilles refers to the Wurldtech Achilles certification programme, and not the company 
Achilles which provides software and services for supply chain risk management. 
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KF4. The current ISA/IEC 62443 based certifications (ISASecure and Achilles) 
provide little assurance of the supply chain used in the manufacture of products. 

(7) A supply chain audit is not required as part of the EDSA device certification, however 
ISA/IEC 62443-2-4 does reference ISO/IEC 27036-3-3 – guidelines for information and 
communication technology supply chain management.  

KF5. Common Criteria does not provide a Protection Profile for Industrial Control 
Systems 

KF6. CESG CPA does not provide a Security Characteristic for Industrial Control 
Systems 

(8) The Common Criteria Protection Profile and the CPA Security Characteristic are very 
similar entities, defining a Target of Evaluation (that which is to be assessed) and a set of 
security requirements that must be fulfilled. Neither of the programmes currently offer an 
official profile that is specifically targeted at the requirements of a CNI environment, 
although a draft for Common Criteria has been produced. The current position of the 
CESG CPA team is that new Security Characteristics will be produced if they meet the 
following loose criteria: 

(a) Government need for assurance on such products that is not met elsewhere. 

(b) Is the Government need for certified assurance as opposed to bespoke guidance. 

(c) Does CESG have a wish to drive the assurance of a set of products in order to 
encourage the use of secure capabilities. 

KF7. The cost and effort of on-going certification for a product or product version is 
viewed as too expensive and therefore not a significant factor for manufacturers. 

(9) The costs are variable and are based on the specific lab that a manufacturer selects and 
the characteristics of the work required, and are therefore not listed here. A 
recommendation is made below to investigate the true cost of certification. Table 9 
provides the certification bodies fees, and not the cost of an assessment. 

Table 9  Certification Costs 

Certification Cost 

ISASecure – EDSA Registration Fee – Member - $7,500 
Maintenance Fee – Member - $2,500 

ISASecure – SSA Registration Fee – Member - $7,500 
Maintenance Fee – Member - $2,500 

ISASecure – SDLA Registration Fee – Member - $5,000 
Maintenance Fee – Member - $3,000 

Achilles – ACCCP Unknown 

Achilles -  APC Unknown 

CESG CPA – Foundation Grade £4,600 

CESG Common Criteria £4,600 
 

KF8. Current accreditation programmes provide no methods for assessing products 
during the design, integration and maintenance of an asset in an automation 
solution.  

(10) The accreditation programmes reviewed were all designed to assess the products (or the 
product manufacturers) security capabilities, and did not provide any level of assessment 
of the product when in use in an operational environment. The use of a certified-secure 
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device in an environment does not mean that that device has been installed in an 
appropriate or secure manner itself. 

(11) ISA/IEC 62443-2-[1-4] will provide detailed guidance for the implementation of an IACS 
system, however there is not yet any accreditation programme for the design, 
implementation and maintenance of any specific solutions. In the future this part of the 
ISA/IEC 62443 standard may provide the basis for a scheme that could independently 
verify the installation of a solution. 

6.1.2 Product Certification 
KF9. The ISASecure, Achilles, CPA and Common Criteria certification programmes 

all provide lists of products that have been certified. 

(1) Lists of certified products and services are available online for the most relevant 
certification programmes. The locations (at time of writing) for the current product lists are 
provided as follows. 

Table 10  Master Certified Product Lists 

Programme Data Location Information Provided 

ISASecure http://www.isasecure.org/en-US/End-
Users/ISASecure-Certified-Devices 

Device Details 
Certification Level 

Achilles – ACC http://devices.wurldtech.com/device_manufacturers/c
ertifications/certified_products/ 

Device Details 
Compliance Level 
Certificate 

Achilles -  APC http://devices.wurldtech.com/device_manufacturers/c
ertifications/achilles_practices_certified_solutions/ 

Company 
Solution Name 
Certification Level 
Certificate 
Scoping Document 

CPA – 
Foundation 
Grade 

https://www.cesg.gov.uk/scheme/commercial-
product-assurance-products-foundation-grade 

Product Details 
Certificate 

Common Criteria https://www.commoncriteriaportal.org/products/ Device Details 
Compliance Level 
Certification Report 
Security Target 
Protection Profile 

 

(2) A spreadsheet is delivered with this report that contains a full list of Common Criteria, 
ISASecure, Achilles and CESG CPA certified products together with the certification level. 
The data was current at 29/03/2016. 

KF10. The number of products certified to ISASecure or Achilles is very low compared 
to the product base available. 

(3) The statistics are taken from the product certification spreadsheet. 

(4) In Table 11, the Common Criteria EAL equates to Evaluation Assurance Level and allows 
the specific requirements and characteristics to be specified for any product. The higher 
the EAL, the higher and more rigorous the requirements. The EAL levels are described in 
Section 3.2.2.  

http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices
http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices
http://devices.wurldtech.com/device_manufacturers/certifications/certified_products/
http://devices.wurldtech.com/device_manufacturers/certifications/certified_products/
http://devices.wurldtech.com/device_manufacturers/certifications/achilles_practices_certified_solutions/
http://devices.wurldtech.com/device_manufacturers/certifications/achilles_practices_certified_solutions/
https://www.cesg.gov.uk/scheme/commercial-product-assurance-products-foundation-grade
https://www.cesg.gov.uk/scheme/commercial-product-assurance-products-foundation-grade
https://www.commoncriteriaportal.org/products/
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Table 11  Certification Statistics 

Scheme Level Count 

Common Criteria EAL1/EAL1+ 74 

Common Criteria EAL2/EAL2+ 325 

Common Criteria EAL3/EAL3+ 389 

Common Criteria EAL4/EAL4+ 961 

Common Criteria EAL5/EAL5+ 635 

Common Criteria EAL6/EAL6+ 59 

Common Criteria EAL7/EAL7+ 6 

ISASecure EDSA 2010.1 Level 1 10 

ISASecure EDSA 2010.1. Level 2 1 

Achilles Level 1 75 

Achilles Level 2 5 

CESG CPA Tbc Tbc 
 

KF11. There are no energy sector domain specific products certified by any of the 
certification schemes. 

(5) The statement above is based on identification of vendors that do produce energy sector 
specific products (for example Siemens, Nortroll) and examination of the certified 
products using the spreadsheet.  

6.1.3 Testing Laboratories 
KF12. The European JRC has conducted a project to gather data on European testing 

and accreditation labs. 

(1) The ongoing ERNCIP project have developed and maintain a site for searching for 
European testing accreditation labs for a variety of different requirements including 
product verification, and may be searched via multiple dimensions including threats, 
hazards and critical infrastructure sector. 

(2) It is not possible to easily extract data from the site, and therefore the complete data is 
not reproduced in this report; however the license does permit reuse of elements of the 
data if the source is acknowledged.   

https://erncip.jrc.ec.europa.eu/ 

KF13. There is a lack of dedicated UK based test-ranges and test-beds for assessing 
the capabilities of industrial control system technology. 

(3) There are a number of laboratories in consultancy firms that have been accredited to the 
standards required for assessments; however these are generic and not specialised 
towards industrial control systems or energy.  

6.1.4 IACS Products 
KF14. The level of complexity associated with industrial control systems is increasing. 

KF15. Industrial control systems are being integrated with commodity technical 
components. 

(1) It is generally acknowledged that where system complexity increases so does the risk in 
the introduction of vulnerabilities. Modern IACS counter complexity with commodity, by 

https://erncip.jrc.ec.europa.eu/
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integrating COTS components and integrated circuits (IC). This is increasingly relevant as 
it poses the risk that the manufacturer of ICs and components that were used by different 
IACS vendors could be infiltrated, so leading to the possible compromise of many 
different products. If, for example, the manufacturer of a common networking processor 
had been infiltrated and back-door code inserted into the processor’s code, then there 
could be a substantial risk that any device that used that networking processor would be 
at risk of being remotely compromised by the attacker. 

(2) This problem will become more critical as ‘smart’ consumer devices are installed at 
consumer premises and exchange information with the IACS of both distribution and 
generation organisations. Typical examples are Smart Metering and the ability to deliver 
excess consumer generated electricity back into the national supply. 

KF16. IACS products are being designed specifically to be operated over public IP 
networks in a service oriented model. 

(3) Multiple IACS products are being targeted at the ‘cloud’ market, whereby a device is only 
required to be plugged into power and registered with a specific account, and it is then 
accessible via a centralised web-based interface. Such products, if they were to be used 
widely in CNI solutions introduce a new set of risk dimensions, but also present possible 
cost and management savings. Devices targeted specifically at the oil and gas sector 
could present a level of risk if widely used and concentrated on only a small number of 
cloud based SCADA vendors.  

KF17. Small manufacturers do not have product vulnerability bulletins and public 
cyber security information 

(4) A review of smaller manufacturers (for example, Nortoll, Remsdaq, Signalhorn) revealed 
that they do not provide information regarding any software vulnerability information for 
their products. This is likely due to the cost involved in providing such a service. 

6.1.5 Prevalence of IACS Products 
KF18. A comprehensive asset list of IACS products that are in use in CNI facilities in 

the UK is not available 

(1) An original requirement of this research was to review OT and IACS products used in or 
relevant to the energy sector. This information was determined to only be available to 
operators, and through discussions with the research project co-ordinators was found to 
be at different states of completeness for different operators and facilities. As such it 
would not be possible to perform any meaningful assessment of systemic risk based on 
products. 

6.2 Recommendations 
6.2.1 International and Regional Certification Schemes 

RC1. Use of a globally recognised certification scheme or schemes where a 
common standard prevails is preferential to bespoke schemes 

(1) The broad view of vendors and also of CESG is that a globally recognised certification 
scheme, or the use of a set of common international standards is preferable to the 
introduction of regional based certification schemes. The reasoning behind this is: 

(a) Reduction in cost of certification for vendors – only a single scheme needs to be 
paid for and supported. 

(b) Increased market competition. 

RC2. Integration with the work that the European JRC (Joint Research Centre) is 
conducting would lead to the ability to create a certification capability that 
was aligned to a European scheme that is aligned to an international 
standard – the project and scheme should be fully appraised when work 
products are available 
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(2) Whilst the scheme, described in Section 3.2.6 is designed to be implemented regionally, 
the foundation is based in a set of standards that are intended to be ISO standards. Since 
the scheme is not yet launched it is not possible to determine whether it would be a 
feasible scheme to support. 

RC3. Provide self-certification capability with staging to full certification 

(3) Mirroring the work conducted for the EU JRC in [7] the ability for product vendors to begin 
certification should be provided by a self-certification capability with subsequent stages to 
allow them to move up to full certification, both of their organisational capability and for 
individual products. This could be implemented as part of a sovereign or a European 
programme.  

RC4. Provide a mapping between future and existing certification programmes 

(4) Mapping should be provided between any future European certification programmes and 
the existing ISASecure and Achilles programmes and any sovereign capability. This 
would permit the rapid certification of products in the UK that had already been through 
the process of being certified. This would provide a natural extension to a self-certification 
capability.  

RC5. Provide sovereign capability for certification of CNI solutions and facilities 
that incorporate IACS 

(5) The development of metrics that indicate systemic risk according to the number of 
certified products alone should be avoided. A certified product may still exhibit unknown 
vulnerabilities that a skilled attacker could exploit when needed, and such products may 
be certified but still pose a risk. The provision of a certification or accreditation scheme for 
installations and facilities that ensures that there is not a reliance upon specific products 
and that the risks associated with individual installations is measured appropriately.  

(6) Such a scheme could be implemented on the ISA/IEC 62443-2 standards once they are 
complete and built into a scheme like the CESG Check programme.  

RC6. Accreditation programmes should provide access to the organisations, 
service, and devices that they have accredited or certified in a tabular, 
detailed format for use in performing comparisons 

(7) The data regarding which products and services have been accredited or certified is not 
given in a readily accessible manner and cannot easily be extracted for comparison 
purposes. In order for the information to be more useable and to allow for comparison by 
the end-users of certification schemes each of the programme operators should provide 
the data in tabular (spreadsheet) format, potentially in a standardised format. 

6.2.2 Laboratories 
RC7. Support the creation of UK cyber test-ranges and test-beds that have a 

focus on IACS and the energy sector 

(1) Dedicated UK cyber test-ranges and test-beds should be provided where products can be 
assessed in highly realistic environments, and where not only accreditation can be 
performed. The benefits of such facilities include: 

• Accreditation of products 

• Verification of security architecture designs 

• Training of technical security personnel for IACS – penetration testers 

• Research into IACS security 

6.2.3 Other 
RC8. Conduct investigation into the actual costs associated with certification of IT 

and OT products  
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(1) The true cost associated with accreditation was not determined during this research and 
would require vendors to spend time to perform an internal assessment of one or more 
products. This information would assist in understanding the reluctance of vendors to 
undergo accreditation. The investigation would need to determine the actual costs 
incurred by vendors to develop a product such that it was viable for certification, and then 
to undergo assessment and maintenance for a particular certification programme. 

RC9. Hold a UK workshop on systemic risk and certification in existing and future 
CNI installations, disseminate and discuss report findings, and develop a 
schedule for implementing any recommendations 

(2) A workshop should be held with relevant representatives from DECC, E3CC, CPNI, 
CESG and other interested parties to discuss the issues of systemic risk in CNI 
environments, and whether certification of products could help to measure current risk 
and help to mitigate future risk. 

RC10. Development of a sovereign methodology and tools for accurate 
assessment of IACS product-based systemic risk that incorporates 
information on certification and also known vulnerabilities 

RC11. Develop a plan for the creation and maintenance of an asset register of OT 
and IACS systems in use at CNI facilities 

(3) The measurement of systemic risk cannot be conducted without accurate details of which 
systems are in place at different sites. By combining asset information together with lists 
of certified products (such as the spreadsheet of certified products provided with this 
work) and known vulnerabilities a reliable set of metrics regarding systemic risk can be 
created. Such a product could be provided directly to operators and combined with a feed 
containing different information. This information could be sourced from accreditation 
schemes and also from vulnerability databases such as CVE and from CERTS such as 
ICS-CERT. 
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APPENDIX 2 GLOSSARY 
Acronym Definition 

ACC Achilles® Communications Certification 

ACL Access Control List 

ALARP As Low As Reasonably Practical 

AM Application Module 

AMADAS Analyzer Management and Data Acquisition System 

ANSI American National Standards Institute 

APC Achilles Practices Certification 

APC Achilles Practices Certification 

APC Advanced Process Control 

AS Automation System 

ATP Achilles Test Platform 

ATS Achilles Test Software 

BCP Business Continuity Plan 

BES Bulk Electric System 

BoM Bill of Materials 

BPS Bulk Power System 

CCA Critical Cyber Asset 

CIS Critical Infrastructure Security 

CVA Cyber Vulnerability Assessment 

CVE Common Vulnerability & Exposure 

DCS Distributed Control System 

DER Distributed Energy Resources 

DNP3 Distributed Network Protocol 

DPI Deep Packet Inspection 

E&MN Engineering & Management Network 

EAP Electronic Access Point 

EDI Electronic Data Interchange 

EDSA Embedded Device Security Assessment 

EEA European Economic Area 

EMS Energy Management System 

ENISA  

ERNCIP European Reference Network for Critical Infrastructure Protection 

ESP Electronic Security Perimiter 

EU-JRC European Union Joint Research Group 

FAT Factory Acceptance Testing 
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Acronym Definition 

FCS Field Control Station 

GICSP Global Industrial Constrol Systems Professional 

HIS Human Interface Station 

HMI Human Machine Interface 

HMI Human Machine Interface 

IAAA Identification, Authentication, Authorisation and Auditing 

IACS Industrial Automation and Control Systems 

ICS-CERT Industrial Control Systems Cyber Emergency Response Team 

IED Intelligent Electronic Device 

IPF Instrumented Protective Function 

IPSEC Internet Protocol SECurity 

JRC Joint Research Centre 

LAN Local Area Network 

MMS Manufacturing Message Specification 

NAT Network Address Translation 

NCR Network Control Room 

NIM Network Interface Module 

NIST National Institute of Standards and Technology 

OPC Open Platform Communications 

PACO Process Automation, Controls and Optimization 

PAN Process Area Network 

PAS Process Automation System 

PCAD Process Control Access Domain 

PCS Process Control System 

PHD Process Historian Database 

PI Process Information 

PIMS Plant Information Management Systems 

PLC Programmable Logic Controller 

PMU Phasor Measurement Units 

PRM Plant Resource Management 

RTG Remote Tank Gauging 

RTU Remote Terminal Unit 

SAT Systems Acceptance Testing 

SCADA Supervisory Control And Data Acquisition 

SER Sequential Events Recorder 

SIOS System Integration OPC Station 
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Acronym Definition 

SIS Safety instrumented Systems 

ToR Transfer of Responsibility 

UAC User Access Control 

VLAN Virtual Local Area Network 
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APPENDIX 3 RELEVANT STANDARDS 
Name Type Org Family Code 

Cryptographic Protection of 
SCADA Communications 
Background, Policies & Test Plan 

Report AGA AGA12 AGA12-1 

Pipeline Security Standard API 1164  

CVD - Cisco Validated Design Guidelines CVD   

Critical Infrastructure Protection: 
Challenge and Efforts to Secure 
Control System 

Recommendations GAO   

Telecontrol equipment and 
systems 

Standard IEC 60870 60870 

Transmission Protocols Standard IEC 60870 60870-5 

IEC60870-6 Standard IEC 60870 60870-6 

Standards for low-voltage 
switchgear and controlgear 

Standard IEC 60947  

Safety of information technology 
equipment 

Standard IEC 60950  

Safety requirements for electrical 
equipment for measurement, 
control and laboratory use 

Standard IEC 61010  

Programmable Logic Controllers Standard IEC 61131 61131 

General information Standard IEC 61131 61131-1 

Equipment requirements and 
tests 

Standard IEC 61131 61131-2 

Programming languages Standard IEC 61131 61131-3 

User guidelines Standard IEC 61131 61131-4 

Communications Standard IEC 61131 61131-5 

Functional safety Standard IEC 61131 61131-6 

Fuzzy control programming Standard IEC 61131 61131-7 

Guidelines for the application and 
implementation of programming 
languages 

Standard IEC 61131 61131-8 

Single-drop digital communication 
interface for small sensors and 
actuators (SDCI) 

Standard IEC 61131 61131-9 

Fieldbus Standard IEC 61158 61158 

Overview and guidance for the 
IEC 61158 series 

Standard IEC 61158 61158-1 

Physical Layer specification and 
service definition 

Standard IEC 61158 61158-2 

Data Link Service definition Standard IEC 61158 61158-3 
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Name Type Org Family Code 

Data Link Protocol specification Standard IEC 61158 61158-4 

Application Layer Service 
definition 

Standard IEC 61158 61158-5 

Application Layer Protocol 
specification 

Standard IEC 61158 61158-6 

Nuclear power plants - 
Instrumentation and control 
important to safety - Classification 
of instrumentation and control 
functions 

Standard IEC 61226 61226 

Nuclear power plants - 
Instrumentation and control 
important to safety - Data 
communication in systems 
performing category A functions 

Standard IEC 61500 61500 

Industrial communication 
networks – Profiles 

Standard IEC 61784 61784 

Security profile for fieldbus Standard IEC 61784 61784-4 

Communication Networks and 
Systems for Power Utility 
Automation 

Standard IEC 61850 61850 

Conformance Testing Standard IEC 61850 61850-10 

System and project management 
- Ed.2 

Standard IEC 61850 61850-4 

Communication requirements for 
functions and device models 

Standard IEC 61850 61850-5 

Configuration language for 
communication in electrical 
substations related to IEDs - Ed.2 

Standard IEC 61850 61850-6 

Basic communication structure for 
substation and feeder equipment 

Standard IEC 61850 61850-7 

Specific communication service 
mapping (SCSM) 

Standard IEC 61850 61850-8 

Specific communication service 
mapping (SCSM) 

Standard IEC 61850 61850-9 

Application integration at electric 
utilities – System interfaces for 
distribution management 

Standard IEC 61968 61968 

Application integration at electric 
utilities  – Energy management 
system application program 
interface (EMS-API) 

Standard IEC 61970 61970 

Power systems management Standard IEC 62351 62351 

Introduction Standard IEC 62351 62351-1 

Security Architecture Standard IEC 62351 62351-10 
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Name Type Org Family Code 

Security for XML Files Standard IEC 62351 62351-11 

Glossary of terms Standard IEC 62351 62351-2 

Security for profiles including 
TCP/IP 

Standard IEC 62351 62351-3 

Security for profiles including 
MMS 

Standard IEC 62351 62351-4 

Security for IEC 60870-5 and 
derivatives 

Standard IEC 62351 62351-5 

Security for IEC 61850 profiles: 
GOOSE & SV 

Standard IEC 62351 62351-6 

Objects for Network Management Standard IEC 62351 62351-7 

Role-Based Access Control : 
RBAC 

Standard IEC 62351 62351-8 

Key Management Standard IEC 62351 62351-9 

IEC TC 57 Committee IEC   

IEEE Guide for Electric Power 
Substation Physical and 
Electronic Security 

Standard IEEE 1402 1402-2000 

Standard for Substation IED 
Cyber Security Capabilities 

Standard IEEE 1686  

Standard for Electric Power 
Systems Communications-
Distributed Network Protocol 
(DNP3) 

Standard IEEE 1815  

Industrial Automation and Control 
Systems Security 

Standard ISA/IEC 62443 62443 

Terminology, Concepts and 
Models 

Standard ISA/IEC 62443 62443-1-1 

Master glossary of terms and 
abbreviations 

Standard ISA/IEC 62443 62443-1-2 

System security compliance 
metrics 

Standard ISA/IEC 62443 62443-1-3 

Requirements for an ICS Security 
Management System 

Standard ISA/IEC 62443 62443-2-1 

Implementation guidance for an 
IACS security management 
system 

Standard ISA/IEC 62443 62443-2-2 

Patch management in the IACS 
environment 

Standard ISA/IEC 62443 62443-2-3 

Requirements for IACS solution 
suppliers 

Standard ISA/IEC 62443 62443-2-4 

Security Technologies for IACS Standard ISA/IEC 62443 62443-3-1 

Security risk assessment and 
system design 

Standard ISA/IEC 62443 62443-3-2 
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Name Type Org Family Code 

System security requirements and 
security levels 

Standard ISA/IEC 62443 62443-3-3 

Product Development 
Requirements 

Standard ISA/IEC 62443 62443-4-1 

Technical Security requirements 
for IACS Components 

Standard ISA/IEC 62443 62443-4-2 

Quality management system Standard ISO 9001  

Information technology -- Open 
Systems Interconnection -- 
Conformance testing 
methodology and framework 

Standard ISO 9646  

Common Criteria Standard ISO 15408 15408 

Good Manufacturing Practices 
(GMP) -- Guidelines on Good 
Manufacturing Practices 

Standard ISO 22716  

IT Security – Identity 
management: A Framework for 
Identity Management 

Standard ISO 24760 24760-1 

IT Security – Identity 
management: Reference 
architecture and requirements 

Standard ISO 24760 24760-2 

IT Security Techniques – Identity 
management: Practice 

Standard ISO 24760 24760-3 

Energy Management Standard ISO 50001  

Conformity assessment -- 
General requirements for 
accreditation bodies accrediting 
conformity assessment bodies  

Standard ISO/IEC 17000 17011 

Conformity assessment -- 
Requirements for the operation of 
various types of bodies 
performing inspection 

Standard ISO/IEC 17000 17020 

General Requirements for the 
Competence of Testing and 
Calibration Laboratories 

Standard ISO/IEC 17000 17025 

Conformity Assessment Standards Family ISO/IEC 17000  

Security Requirements for 
Cryptographic Modules 

Standard ISO/IEC 19790  

Systems Security Engineering - 
Capability Maturity Model (SSE-
CMM) 

Standard ISO/IEC 21827 21827 

Software Engineering Standards Family ISO/IEC 25000 25000 
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Name Type Org Family Code 

Systems and software Quality 
Requirements and Evaluation 
(SQuaRE). Requirements for 
quality of Ready to Use Software 
Product (RUSP) and instructions 
for testing 

Standard ISO/IEC 25000 25051 

Information Security Management 
Systems Family 

Standards Family ISO/IEC 27000 27000 

Information security management 
systems — Requirements 

Standard ISO/IEC 27000 27001 

Code of practice for information 
security controls 

Guidelines ISO/IEC 27000 27002 

Information security management 
system implementation guidance 

Standard ISO/IEC 27000 27003 

Information security management 
— Measurement 

Standard ISO/IEC 27000 27004 

Information security risk 
management 

Standard ISO/IEC 27000 27005 

Requirements for bodies 
providing audit and certification of 
information security management 
systems 

Standard ISO/IEC 27000 27006 

Information security managmeent 
guidelines for process control 
systems specific to the energy 
industry 

Standard ISO/IEC 27000 27019 

Smart Grid Standards Publication  NEMA   

BES Cyber System 
Categorisation 

Regulatory NERC CIP v5 CIP-002 

NERC-CIP Cybersecurity 
Standards 

Regulatory NERC CIP v5 CIP-002 - 
CIP-011 

Security Management Controls Regulatory NERC CIP v5 CIP-003 

Personnel & Training Regulatory NERC CIP v5 CIP-004 

Electronic Security Perimeters Regulatory NERC CIP v5 CIP-005 

Physical Security of BES Cyber 
Systems 

Regulatory NERC CIP v5 CIP-006 

Systems Security Management Regulatory NERC CIP v5 CIP-007 

Incident Reporting and Response 
Planning 

Regulatory NERC CIP v5 CIP-008 

Recovery Plans for BES Cyber 
Systems 

Regulatory NERC CIP v5 CIP-009 

Configuration Change 
Management and Vulnerability 
Assessments 

Regulatory NERC CIP v5 CIP-010 

Information Protection Regulatory NERC CIP v5 CIP-011 




OFFICIAL DECC 

 
 

Use, duplication or disclosure of data contained on this sheet is subject to the restrictions on page 2 of this document. 

1077/10/2015  Status: RELEASED 

Issue 1 OFFICIAL Page 77 of 118 
 

Name Type Org Family Code 

Guidelines for Smart Grid 
Cybersecurity 

Guide NIST IR 7628 

Technical Guide to Information 
Security Testing and Assessment 

Guide NIST SP 800-115 

The NIST Definition of Cloud 
Computing 

Guide NIST SP 800-145 

Supply Chain Risk Management 
Practices for Federal Information 
Systems and Organizations 

Guide NIST SP 800-161 

Guide for Conducting Risk 
Assessments 

Guide NIST SP 800-30 

Guide for Applying the Risk 
Management Framework to 
Federal Information Systems: A 
Security Life Cycle Approach 

Guide NIST SP 800-37 

Guide for the Security 
Certification and Accreditation of 
Federal Information Systems 

Guide NIST SP 800-37 

Guide to Enterprise Patch 
Management Technologies 

Guide NIST SP 800-40 

Security and Privacy Controls for 
Federal Information Systems and 
Organizations 

Guide NIST SP 800-53 

Guide for Assessing the Security 
Controls in Federal Information 
Systems 

Guide NIST SP 800-53A 

Security Considerations in the 
System Development Life Cycle 

Guide NIST SP 800-64 

Guide to Industrial Control 
systems (ICS) Security 

Guide NIST SP 800-82 

Guidelines for Media Sanitization Guide NIST SP 800-88 

Guide to Computer Security Log 
Management 

Guide NIST SP 800-92 

 Guide to Intrusion Detection and 
Prevention Systems (IDPS) 

Guide NIST SP 800-94 

A Framework for Assessing and 
Improving the Security Posture of 
Industrial Control Systems (ICS) 

Guidelines NSA n/a  

Information security for industrial 
automation 

Guidelines VDI 2182  

Power system control and 
associated communications 

Standard IEC 62357 62357 

DHS CFATS         

Process Control Domain (PCD) – 
Security Requirements for 
Vendors 

Regulatory    
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APPENDIX 4 LITERATURE REVIEW 
A4.1 Reviews and Surveys 
(1) The review “A survey of cyber security management in industrial control systems” [8] by 

Knowles et al, is a thorough paper that covers a number of highly relevant aspects of 
cyber security for IACS systems. It broadly covers approaches for measuring and 
managing industrial control system security, and covers maturity model frameworks, 
secure architecture and product development, security evaluation tools, technology 
standards, and metrics. Of particular importance to this report is a complete section that is 
dedicated to discussing standards from the perspective of Information Security standards 
(such as ISO/IEC 27000 series, FIPS 199 and 200 and the NIST 800 series) and then 
IACS security standards, guidelines and best practices. The latter is further researched 
according to the different industries – cross-industry, oil and gas, chemical and energy. 

(2) The review reports on the analysis that the researchers conducted which divided the 
publications from government, industry and standardisation bodies, into the following 
categories. 

Category Sub-Category Criteria 

(Type) of Publication  The publication has been produced by a 
government, industry or standardization 
body. 
Publications are marked as providing 
guidance (G) or standards (S) for cyber 
security 

(Scope) of Publication (RMA) Risk Management 
and Assessment 

The publication clearly defines a substantial 
risk management or assessment process. 
The term substantial is qualified as an 
extensive or novel treatise that goes beyond 
conventional approaches or wisdom for 
achieving information security. Novelty 
maybe achieved through design or example 

 (AI&C) Asset Identification 
and Classification 

Guidelines are outlined for identifying and 
compiling an inventory of industrial control 
system assets and/or the provision of a 
methodology for classifying assets (e.g., 
safety critical assets)  

 (TA) Threat Assessment The publication describes at the minimum a 
transparent methodology for identifying 
potential threats or threat agents. The term 
transparent is qualified as one or more 
activities that can be readily conducted 

 VA) Vulnerability 
Assessment 

The publication describes a substantial 
methodology for the vulnerability 
assessment process or sub-activities that 
contribute to its consummation. The term 
substantial is qualified in the same terms as 
for risk management 
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Category Sub-Category Criteria 

 (RLE) Risk Level 
Evaluation 

The publication outlines a methodology for 
combining metrics to compute one or more 
measures of risk. Risk is treated as a distinct 
concept beyond vulnerability or threat, and 
can be represented as a quantitative or 
qualitative measure 

 (RoC) Recommendation of 
Countermeasures 

The publication outlines a catalog of 
tangible(e.g., firewalls) or intangible (e.g., 
business processes) security controls that 
can be used to mitigate risk in industrial 
control system environments 

 (CM) Change Management The publication describes a robust 
methodology for developing a change 
management process that is designed to 
improve the security posture. The term 
robust is qualified as a series of activities 
that can be readily conducted. Activities may 
be at a high level, but must be described in 
clear and actionable terms 

(Metric) Availability (Ql) Qualitative Qualitative metrics are outlined at any level 
of scope. Qualitative metrics are metrics that 
describe the qualities of an entity and whose 
inputs and outputs are textual or numerical 

 (Qn) Quantitative Quantitative metrics are outlined at any level 
of scope. Quantitative metrics are metrics 
that describe the quantities of an entity and 
whose inputs and outputs are numeric 

(S) Safety-SecurityLink  The publication contains one or more 
unambiguous references to a link between 
security and safety. The term unambiguous 
is qualified as a description that goes 
beyond a declaration of the importance of 
safety in industrial control system 
environments 

 
Reproduced from “A survey of cyber security management in industrial control systems” [8] 

(3) Of the standards analysed the ISA/IEC 62443 family appears as the only one that is a 
true standard (as opposed to a guideline) and covers assessment of components, 
manufacturers and installed systems. 

(4) The report highlights that research efforts have been focused on attack methodologies 
and vulnerabilities and that research is required in the area of evaluating the efficacy of 
industrial control system security controls and risk mitigation. 

(5) The overall conclusions of the report highlight the following points: 

(a) The standards with regulatory grounding are almost predominantly US-based. 

(b) The publications exhibited a widespread failure to meet all the criteria in the table 
above. 

(c) Research into functional assurance and security metrics for industrial control 
systems is required as opposed to the fail-secure approach of traditional 
information security. 
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(d) Five significant areas of research are: 

• Component security 

• System-wide assessments 

• Interdependency modelling 

• Real-time risk assessments 

• Security control efficacy 

(6) Cherdantseva et al, in “A Review of Cyber Security Risk Assessment Methods for SCADA 
Systems” [9], provide a detailed review of 24 risk assessment papers by performing a 
literature search and manually identifying discussions of unique, or novel, methods. In 
each instance of the reviewed papers the focus is on systems and the review does not 
mention that any of the reviewed papers described risk assessment for individual 
products. Many of the methods could, however, easily be adapted for conducting 
assessments of individual products in test-range or test-bed situations as they could then 
be assessed in-situ in a normalised environment with repeatable conditions. 

(7) CLUSIF (Club de la Sécurité de l'Information Français) [10] produced a technical study – 
“Cyber Security of Industrial Control Systems: How to Get Started?” [11] that provides a 
succinct report of standards and guidelines in energy and generic industrial control. The 
document does not give an analysis of the documents, only comparing their location in 
reference to wider standards. 

A4.2 European Research: ENISA, ERNCIP and EUROSCSIE 
(1) ENISA (The European Union Agency for Network and Information Security) has 

conducted work that examined IACS and SCADA security and released a number of 
publications in late 2013 with more during 2014 and 2015. Their website [12] contains a 
large number of resources relating to IACS systems. This work has been conducted in the 
larger scope of their CIIP & Resilience group which in turn exists at a top level with CERT, 
Identity & Trust, and Risk Management. 

(2) The following section presents the reports of significance that ENISA has produced. 

(3) In “ICS Security Related Working Groups, Standards and Initiatives” [6], released 
December 2013, a comprehensive list of the different working groups, standards and 
pilots in the area of industrial control system testing are presented in a tabular format. It is 
split into three primary categories: 

• Working Groups (European and International) 

• Guidelines, Standards and Regulations 

• Initiatives (European and International) 

(4) The first section on Working Groups describes the mission, objectives, and activities of 15 
groups ranging from the very large (NIST) through to the small (EuroSCSIE). The second 
section on Guidelines, Standards and Regulations lists 15 different guidelines and 
standards and cross references the related standards where possible. Due to the high 
level of relevance each of these items has been included in the Section 2 in this report.  

(5) The last, and potentially more significant, part of the report describes 26 initiatives 
(projects of which 9 are European), from both academia and industry. The majority of the 
projects described are test-ranges, test-beds for IACS and SCADA systems where 
simulation or small scale infrastructure environments are created; some of these are 
presented in more detail in Section 3.6. Of those projects that are listed a small number 
include references to objectives that included information on assurance or certification. 
That related to the European Reference Network for Critical Infrastructure Protection 
(ERNCIP) project [13] of the Joint Research Centre (JRC), which subsequent to this 
paper launched two thematic groups for cyber-security: Case Studies for Industrial 
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Automation and Control Systems and Industrial Automated Control Systems and Smart 
Grids. 

(6) “Good Practices for an EU ICS Testing Coordination Capability” [14], released together 
with the paper above as part of the same research, presents qualitative analysis of the 
desktop research and surveys and interviews. The first phase of the research collated 
guidelines, standards and reports, and involved the creation of questionnaire that was 
sent to 100 experts, of whom 32 participated, including interviews. The second phase 
performed analysis on the data gathered and from which a number of key findings were 
identified. 

(7) Those key findings were: 

Current status of ICS testing:  

There is growing interest in ICS security testing in Europe. This has led to the current 
situation in which several initiatives have emerged. Unfortunately, they are mostly 
considered immature, with poor or no coordination between them and room for 
improvement in methodologies, standards and educational resources. Most experts 
consider that leveraging these efforts under a coordinated programme could help to raise 
the status of ICS security testing. 

Objectives for a European ICS Testing Coordination Capability: 

In order to provide ICS security testing capabilities in the European Union, it is important 
to understand the needs of the community, and the main objectives that must be taken 
into consideration. An independent testing coordination capability, aligned with current 
standards, supported by public institutions and able to provide value to all involved 
stakeholders is required, but some other topics, such as the importance of making testing 
mandatory, are still under discussion. 

Consideration about the model and operations: 

In this section the discussion is about how to model a Testing Coordination Capability to 
best address those needs. Testing facilities are considered necessary but opinions 
regarding a certification framework are divided. In any case, most of the experts consider 
that the acceptance of the results is a key issue for the entity success and consider that a 
distributed model of operations, engaging centres across the European Union would be 
adequate for the current and future scenario. 

Overview of available resources: 

The next point is to identify the available resources that could be used to facilitate and 
speed up the process. It has been pointed out that funding could come through a public–
private partnership and knowledge could be engaged from the industry and some 
European and international experiences. 
Major constraints, risks, threats and limitations: 

The experts have warned about their biggest concerns regarding the creation of a Testing 
Coordination Capability in the European Union. Building trust among the stakeholders 
was one of the most recurrent topics, but also the enormous diversity of technologies 
involved, they way they are used, the heterogeneous regulatory environment and the 
need for a clear funding model.  

Relationships with other stakeholders: 

This section outlines how the Testing Coordination Capability should relate to the rest of 
the ICS security community. Taking into account all stakeholder types through 
representation in the Executive Board and other tasks, recommendations were to 
maintain fluid communications with CERTs and other institutions, to be especially careful 
concerning vulnerability disclosures and taking advantage of the Testing Coordination 
Capability for educational purposes. 
Reproduced from: Good practices for an EU ICS testing coordination capability [14] 
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(8) These key findings (which were expanded into 36 individual parts) in turn led to 7 
recommendations: 

1. The creation of a Testing Coordination Capability under public European leadership 

2. The establishment of a trusted and functional Executive Board to enforce leadership 

3. On the creation or involvement of working groups for specific activities 

4. Definition of a financial model appropriate to the European situation 

5. Carrying out a feasibility study for a Distributed Model of Operation 

6. Establish collaboration agreements with other organisations dealing with ICS security 

7. Establish a knowledge management programme for ICS testing 
Reproduced from: Good practices for an EU ICS testing coordination capability [14] 

(9) “Analysis of ICS-SCADA Cyber Security Maturity Levels in Critical Sectors” [15] 
(published in 2015) describes research into the state of maturity of ICS-SCADA across 8 
different member states, and identifies 4 different maturity profiles, and provides 6 
different recommendations. The research does not appear to have taken into account any 
work conducted by the United Kingdom as references to historical public work by CPNI 
and CESG are not present. The paper only briefly discusses product certification, noting 
that “A separate, but interesting and important case, is a certification program which is 
being currently developed in France”. The paper fails to reference any information that 
allows for identification of such a programme. 

(10) The recommendations produced in [15] were: 

1. Align ICS-SCADA efforts with national cyber security strategies and CIIP efforts 

2. Develop good practices specific to ICS-SCADA cyber security 

3. Standardize information sharing among critical sectors and Member States 

4. Build ICS-SCADA cyber security awareness 

5. Foster expertise with ICS-SCADA cyber security trainings and educational 
programmes 

6. Promote and support ICS-SCADA cyber security research and test beds 
Reproduced from: Analysis of ICS-SCADA Cyber Security Maturity Levels in Critical Sectors 
[15] 

(11) “Certification of Cyber Security skills of ICS/SCADA professionals” [16] (published 
December 2014) presents a number of certification schemes for professionals, of which 
three are listed in Appendix 5. The authors conclude thusly: 

This report concludes that the development of an overarching certification scheme is of 
paramount importance to allow European professionals to achieve the degree of 
measured knowledge needed to deal with the cyber security issues in ICS/SCADA 
systems. This would create a suitable workforce for European industrial organisations to 
face the cyber security challenges related to these systems. Certification should be multi-
level to allow reaching a wide range of professionals from different fields of practice ; it 
should include not only operational but managerial topics and it should contain practical 
aspects, to guarantee that the knowledge of certified professionals is not only theoretical 
and can be directly applied to industrial operations. 

Reproduced from: Certification of Cyber Security skills of ICS/SCADA professionals [16] 

(12) ENISA have also produced other reports in the IACS arena. “Good practice guide for 
CERTs in the area of ICS” [17] (published October 2013) which describes how a CERT 
should be set up and operated, and “Window of Exposure a real problem for SCADA 
systems” [18] (published December 20/13) that provides recommendations for Europe on 
SCADA patching. “Protecting Industrial Control Systems: Recommendations for Europe 
and Member States” [19] (published December 2011) represents the first report 
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conducted by ENISA on IACS, and contains the research approach, key findings and 
recommendations. 

(13) The European Reference Network for Critical Infrastructure Protection (ERNCIP) [13], 
which is part of the European Joint Research Centre (JRC) was launched in 2011 and 
consists of multiple thematic groups which conduct deliverables in a particular area of 
focus. Recent thematic groups of relevance to this work include “Case Studies for the 
Cyber-Security of Industrial Automation and Control Systems” [20] and “Industrial 
Automated Control Systems and Smart Grids” [21].  

(14) Both groups have completed their current project objectives and have delivered reports 
and recommendations. The former group was managed by Thales France and had a core 
focus on IACS standards, test protocols and procedures. The second group concluded 
operations in 2013 after contributing to the Global Information Assurance Certification 
(GIAC) initiative to create the Global Industrial Cyber Security Professional (GICSP) (see 
Appendix 5) certification. 

(15) The work conducted by the case studies group consisted of engaging industry experts 
and operators that worked with IACS environments (as opposed to the manufacturers of 
individual components) from a variety of different sectors. The questionnaire and 
subsequent engagement with the operators was designed to answer the following 
questions: 

“Do European critical infrastructure operators need to get IACS’ components or sub-
systems tested and ‘certified’ (T&C)2 with regard to their cyber-security?” 

“What are (roughly) the conditions of feasibility for successfully implementing a European 
IACS T&C scheme?” 
Reproduced from “Case Studies for the Cyber-Security of Industrial Automation and Control 
Systems” [20] 

(16) The questions focussed on understanding vulnerabilities of IACS components and threats 
against systems. 13 responses were gathered from members of the thematic group and 
analysed in the report, resulting in the following conclusions: 

TG members are well aware of the cyber threat; 

TG members see the full picture of it but could not prioritise threats, motivations, vectors, 
etc; 

TG members might currently resort to internal scanning techniques to detect attacks; 

TG members might also wish for suppliers to take their share of the effort to identify 
vulnerabilities and to reduce them before IACS components are put into operation. 
Reproduced from “Case Studies for the Cyber-Security of Industrial Automation and Control 
Systems” [20] 

(17) The report contains a brief literature review, examining a small subset of the papers 
examined in this report, and reports on the overall structure of the two primary product 
assurance schemes – IEC62443 (ISASecure and by extension ACHILLES), and 
ISO15408 (Common Criteria) before concluding that two options exist a European 
solution for product verification. The first option was to promote one of either IEC62443 or 
ISO15408 or to conduct additional study into what a European solution may look like. The 
report observes that the market felt it was hard to decide solely on the first option. As 
such the remainder of the report examines a proposed Compliance and Certification 
(C&C) for the EU as opposed to the existing Testing and Certification (T&C) approaches: 

Level 1: Self-declaration of compliance (generic product profile); 

Level 2: Third-party compliance assessment (generic product profile); 

Level 3: Third-party product certification (L2 plus robustness tests); 

2 T&C – Testing and Certification 
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Level 4: Third-party full certification (L3 plus process certification). 
Reproduced from “Case Studies for the Cyber-Security of Industrial Automation and Control 
Systems” [20] 

(18) A definition of these levels is provided in tabular format. The report is completed with the 
definition of 7 projects for the implementation of such a C&C scheme: 

1: Stakeholders consultation & project planning 

2: Product Register development 

3: Cyber-security Common Requirements 

4: Generic IACS Cyber-security Profiles 

5: Compliance & Certification Process 

6: Transition & Implementation Plan 

7: Launch of the C&C Scheme 
Reproduced from “Case Studies for the Cyber-Security of Industrial Automation and Control 
Systems” [20] 

A4.3 Future European Work 
(1) “ENISA Work Programme 2016” [22] the work described above has been adopted in a 

Key Process Indicator under Strategic Objective 3: 

WPK3.1.A. Contribution to EU policy linked to secure infrastructures and services 

Number of contributions to EU policy or to policy discussions in different areas (such as 
smart grids, industrial control systems (ICS)-Supervisory control and data acquisition 
(SCADA), information technology (IT) security certification, finance). 

Desired impact 

• By 2017, 15 companies and five MS competent authorities contribute to ENISA’s efforts 
in the area of cloud computing. 

• By 2017, 15 companies and five MS competent authorities contribute to ENISA’s efforts 
in the area of smart grids and/or ICS‑SCADA. 

• By 2017, 10 companies and five MS competent authorities contribute to ENISA’s efforts 
in the area of certification of components and systems. 

• By 2017, 10 companies and five MS competent authorities contribute to ENISA’s efforts 
in the area of finance. 
Reproduced from “ENISA Work Programme 2016” [22] 

A4.4 RITICS – Research Institute in Trustworthy Industrial 
Control Systems 

(1) Based at Imperial College London, the RITICS project phase 2 [23] (EPSRC Reference : 
EP/L021013/1) was launched to investigate the threat of cyber-attack against critical 
infrastructure. Of a total of £3.5M funding made available by EPSRC four projects have 
been funded to a total of £1.5M, with £2.1M remaining unfunded. The project has an 
operational period of 7th January 2014 to 6th October 2017. Only one publication has been 
published from the MUMBA project (number 3 below) at the University of Lancaster – “On 
the role of latent design conditions in cyber-physical systems security” [24] which is not 
yet available. 

(2) The four projects are as follows: 

1. A Systematic Evaluation Process for Threats to Industrial Control Systems 
(GOW: EP/M002845/1) 
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£395,222 Professor Clive Roberts, University of Birmingham 

The University of Birmingham team will carry out a detailed security analysis of the 
National Grid and The Rail Safety and Standards Board to build an understanding of 
possible failures. Industry partners are TRL and Parsons Brinckerhoff. 

"The project will produce a systems engineering inspired analysis method that can be 
applied to critical infrastructure systems. This will take the form of a process that can be 
followed by industry and software modelling tools that allow susceptible subsystems to be 
identified, and solutions to be recommended. The approach will be applicable to both rail 
and power systems. Within the grant, the research team will work with industry to trial and 
validate the approach." 

"A cyber-attack on the railways wouldn't affect safety as the trains are designed to be fail-
safe but it would cause major disruption as trains would stop all over the network. At the 
moment the challenges are to understand the vulnerabilities," says Professor Roberts. 

2. Communicating and evaluating cyber risk and dependencies (GOW: 
EP/M002802/1) 

£402,738 Professor R Bloomfield, City University London 

The research focuses on risk evaluation and risk communication. The project partners are 
Adelard LLP and Alstom Group. 

Professor Bloomfield says, "The research will produce a methodology supported with 
modelling software that will be able to be deployed in the risk assessment of critical 
infrastructures. It will take a scenario-based approach to risk assessment addressing 
uncertainties and doubts in intelligence, the systems themselves as well as the impact of 
attack." 

"The risk communication is an important component of the project and will consider the 
needs of different stakeholders, not just highly technical people. Some of the modelling 
work will be published as case studies and made publicly available." 

3. Multi-faceted Metrics for ICS Business Risk Analysis (GOW: EP/M002780/1) 

£393,867 Professor Awais Rashid, Lancaster University 

The multi-disciplinary team of researchers are working with industry partners: Airbus, 
Thales, Atkins-Global and Raytheon to provide decision makers with metrics to 
understand the business risks posed by cyber security breaches of industrial control 
systems. 

"Our project is about understanding the cyber security risks at the intersection of people 
and technology. If you give people lots of technical metrics that they don't understand you 
get poor decision making. Risk decisions are made not only at board and management 
level but also by those working with industrial control systems on a day-to-day basis. Our 
project will produce a software tool that will allow professionals to more effectively 
understand and visualise risks to industrial control systems. Given the long operational 
life of such systems, we will also study the implications of security decisions on them in 
20-30 years' time. This will provide much needed future-proofing," says Professor Rashid. 

4. Converged Approach towards Resilient Industrial Control systems and Cyber 
Assurance (GOW: EP/M002837/1) 

£394,306 Professor Sakir Sezer, Queen's University Belfast 

Researchers will investigate vulnerabilities within the national grid as wind or solar 
generated electricity comes on stream. Where the grid operates over the telecoms 
network it could be vulnerable. Project partners are Scottish and Southern Energy, 
Statnett and Thales Ltd. 

Professor Sezer, QUB, said: "Presently, Ireland frequently operates with over 50 per cent 
of electricity supplied by wind generation. Operating the system with such high levels of 
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renewable generation is a challenge, and requires complex wide area monitoring and 
control." 

"Should the telecoms systems that support the control system be compromised, the 
impact of the resultant loss of electricity supply would have far-reaching consequences for 
society. This would involve loss of consumer supply, supply to hospitals, industry, and 
would even affect the gas, water and sewage networks." 

"The researchers will demonstrate assured and improved operational decision making 
and lay the groundwork for a new, cyber-threat resilient, control architecture for the grid." 
Reproduced from: 
https://www.epsrc.ac.uk/newsevents/news/cyberattackthreatscriticalinfrastructure/ [25] 
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APPENDIX 5 TRAINING COURSES 
Name Provider Type URL 

CREST Certified 
Host Intrusion 
Analsyt (CCHIA) 

CREST 6 hour exam http://www.crest-approved.org/ 

CREST Certified 
ICS (TBA) 

CREST 6 hour exam http://www.crest-approved.org/ 

CREST Certified 
Network Intrusion 
Analyst (CCNIA) 

CREST 6 hour exam http://www.crest-approved.org/ 

CREST Registered 
Tester (CRT) 

CREST 3 hour exam http://www.crest-approved.org/ 

Cybersecurity for 
Automation, 
Control, and 
SCADA Systems 

EIT  http://www.eit.edu.au/professional-certificate-
competency-cybersecurity-automation-
control-and-scada-systems 

Professional 
Certificate of 
Competency in 
Programmable 
Logic Controllers 
(PLCs) & SCADA 
Systems 

EIT  http://www.eit.edu.au/professional-certificate-
competency-programmable-logic-controllers-
plcs-scada-systems 

Certified SCADA 
Security Architect 
(CSSA) 

IACRB  http://www.iacertification.org/cssa_certified_s
cada_security_architect.html 

Cyber Security 
Industrial Control 
Systems 

ICS-CERT 10 online 
courses, 
certs 

https://ics-cert-
training.inl.gov/lms/index.php?r=player&cours
e_id=13#training 

ICS Cybersecurity 
(301)  

ICS-CERT 5 day course, 
certificate 

 

Intermediate 
Cybersecurity for 
Industrial Control 
Systems 

ICS-CERT 1 day course, 
certificate 

 

MOOC Cyber 
Security Advanced 
Course in Controls 
Systems and 
Industrial 
Automation 

INCIBE   

SCADA Security 
(CSSA) 

Infosec 
Institute 

CSSA exam http://www.infosecinstitute.com/courses/scad
a_security_training.html 

Securing 
ICS/SCADA 
Systems 

Red Tiger 
Security 

5 day course https://781.yssecure.com/training-page-
landing 
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Name Provider Type URL 

Global Intrustrial 
Control Systems 
Professional 
(GICSP) 

SANS 112 
questions, 1 
hour 

http://www.giac.org/certification/global-
industrial-cyber-security-professional-gicsp 

ICS410: 
ICS/SCADA 
Security Essentials 
(GICSP) 

SANS 5 day course 
+ exam 

https://www.sans.org/course/ics-scada-cyber-
security-essentials 

Cyber Security for 
Industrial Control 
Systems  

ScadaHacker 20 hour 
online course 

https://scadahacker.com/training.html 

Industrial Control 
System 
(DCS/SCADA) 
Cyber Security 
Training 

ScadaHacker 5 day course 
+ exam 

https://scadahacker.com/training.html 

SCADA 
Certification 

Schneider  http://www.schneider-
electric.com.au/sites/australia/en/products-
services/training/automation-
training/sce.page 

SCADA Security 
Training 

Tonex 2 days + 
exam 

http://www.tonex.com/training-courses/scada-
security-training/ 
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APPENDIX 6 ISA/IEC 62443 STANDARDS TABLES 
A6.1 General 
General 

62443-1-1 Terminology, Concepts and Models is currently published 
and under review to align it with the rest of the documents in 
the standard and discusses the concepts used throughout 
the standard. 

Published (under 
review) 

62443-1-2 Master glossary of terms and abbreviations used by the ISA 
99 committee in the development of the standard. This 
document is still in draft format. 

Development 

62443-1-3 System security compliance metrics identifies a set of 
compliance metrics for IACS. This document is still in draft 
format. 

Development 

62443-1-4 Security life cycle and use cases will define the IACS security 
life cycle and use cases. This document has not been 
started. 

Planned 

 

A6.2 Policies and Procedures 
Policies and Procedures 

62443-2-1 Requirements for an ICS Security Management System 
defines how to establish an IACS security program. This 
document has been published and is under review. 

Published (under 
review) 

62443-2-2 Implementation guidance for an IACS Security Management 
System and addresses how to establish an IACS security 
program. This document has been proposed. 

Planned 

62443-2-3 Patch management in the IACS environment is a report on 
patch management in IACS environment. This document has 
been published. 

Published 

62443-2-4 Requirements for IACS solution suppliers looks at the 
certification of the IACS supplier security policies and 
practices. This document has been published. 

Published 

 

A6.3 System 
System 

62443-3-1 Security Technologies for IACS is a technical report about 
suitable technologies for IACS security. This report is 
published and under review. 

Published (under 
review) 

62443-3-2 Security risk assessment and system design is the part of the 
standard defines the security measures that will be used by 
an organisation to assess the risks of a particular IACS and 
identifying and applying suitable countermeasures that will 
reduce the risk of operating the system. The concepts of the 
application of security zones and conduits are used to 
mitigate the identified risks. This document is currently draft 
out for comment. 

Out for comment/vote 
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62443-3-3 System security requirements and security levels and 
provides detailed technical requirements for IACS security 
associated with the seven foundation requirements identified 
in 62443-1-1. This document has been published. 

Published 

 

A6.4 Component 
Component 

62443-4-1 Product Development Requirements defines the 
development process that should be used when producing of 
secure IAS products. This standard can be applied to the 
development of embedded, host, network devices and the 
application software. This document is currently draft out for 
comment. 

Out for comment/vote 

62443-4-2 Technical Security requirements for IACS Components is for 
use by system integrators and product suppliers and defines 
the detailed technical requirements for the IACS components. 
The standard recognises that a single product may not meet 
target security levels in their own right but will when used as 
part of a higher level system. This document is currently draft 
out for comment. 

Out for comment/vote 

 

A6.5 ISA/IEC 62443-4-2 Functional Requirements 
(1) ISA/IEC 62443-4-2 provides the detailed technical control system requirements for the 

seven Functional Requirements (FR). For each of the FRs a set of Component 
Requirements (CR) are derived, each of the CRs shall not affect the essentials functions 
of the product. The CRs for each of the FRs are identified in the following tables. 

FR 1 – Identification and authentication control 

CR 1.1 Human user identification and authentication 

CR 1.2 Software process and device identification and authentication  

CR 1.3 Account management  

CR 1.4 Identifier management 

CR 1.5 Authenticator management 

CR 1.6 Wireless access management 

CR 1.7 Strength of password-based authentication 

CR 1.8 Public key infrastructure certificates 

CR 1.9 Strength of public key authentication 

CR 1.10 Authenticator feedback 

CR 1.11 Unsuccessful login attempts 

CR 1.12 System use notification 

CR 1.13 Access via untrusted networks 

CR 1.14 Strength of symmetric key authentication 
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FR 2 – Use control 

CR 2.1 Authorization enforcement  

CR 2.2 Wireless use control 

CR 2.3 Use control for portable and mobile devices 

CR 2.4 Mobile code 

CR 2.5 Session lock 

CR 2.6 Remote session termination 

CR 2.7 Concurrent session control 

CR 2.8 Auditable events  

CR 2.9 Audit storage capacity 

CR 2.10 Response to audit processing failures 

CR 2.11 Timestamps 

CR 2.12 Non-repudiation 
 

FR 3 – System integrity 

CR 3.1 Communication integrity  

CR 3.2 Malicious code protection 

CR 3.3 Security functionality verification 

CR 3.4 Software and information integrity 

CR 3.5 Input validation 

CR 3.6 Deterministic output 

CR 3.7 Error handling 

CR 3.8 Session integrity 

CR 3.9 Protection of audit information 

CR 3.10 Originality 
 

FR 4 – Data confidentiality 

CR 4.1 Information confidentiality  

CR 4.2 Information persistence  

CR 4.3 Use of cryptography  
 

FR 5 – Restricted data flow 

CR 5.1 Network segmentation 

CR 5.2 Zone boundary protection  

CR 5.3 General purpose person-to-person communication restrictions 

CR 5.4 Application or device partitioning 
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FR 6 – Timely response to events 

CR 6.1 Audit log accessibility 

CR 6.2 Continuous monitoring 
 

FR 7 – Resource availability 

CR 7.1 Denial of service protection  

CR 7.2 Resource management 

CR 7.3 Control system backup 

CR 7.4 Control system recovery and reconstitution 

CR 7.5 Emergency power 

CR 7.6 Network and security configuration settings 

CR 7.7 Least functionality 

CR 7.8 Control system component inventory 
 

Application requirements 

ACR 2.4 Mobile code 

ACR 3.2 Malicious code protection 
 

Embedded device requirements 

ECR 2.4 Mobile code 

ECR 3.2 Malicious code protection 

ECR 3.10 Originality 
 

Host device requirements 

HCR 2.4 Mobile code 

HCR 3.2 Malicious code protection 

HCR 3.10 Originality 
 

Network device requirements 

NCR 1.6 Wireless access management 

NCR 1.13 Access via untrusted networks 

NCR 2.4 Mobile code 

NCR 3.2 Malicious code protection 

NCR 3.10 Originality 

NCR 5.2 Zone boundary protection 

NCR 5.3 General purpose, person-to-person communication restrictions 
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APPENDIX 7 PRODUCT TAXONOMY 
A7.1 Section Summary 
(1) The provision of a taxonomy for asset management and risk assessments allows for the 

creation of a common database of products that contains information that is highly 
relevant to IACS. The type of function that is provided plus the typical location (or position 
in a stream) combined with vulnerability data (see Section 3.4) could provide a highly 
accurate measure of risk for an operational environment and if combined with data from 
multiple sites could provide measurements of systemic risk. 

(2) The taxonomy presented here is intentionally basic and high-level to ensure that it would 
not discourage any users of it from generating information that relied upon it. This could 
allow it to be used in a shared database system and asset management tool for CNI 
operators. Such a tool is discussed in the recommendations. 

(3) This section presented an example of a product that had undergone the certification 
process but had subsequently been found to contain significant vulnerabilities, and whilst 
only a single example it is a clear indicator that accreditation does not mean free from 
vulnerability. 

A7.2 Product Taxonomy 
(1) In order to understand the problem environment it is necessary to determine the types of 

product that are available and the different characteristics that they exhibit. As such a set 
of dimensions were developed in order to be able to categorise the different products and 
to be able to determine the levels of assurance that may be necessary. 

(2) This section will introduce the different dimensions used to categorise products, what the 
dimensions mean, and an analysis of selected examples of product types and specific 
product models.  

(3) The purpose of developing a taxonomy is to provide an understanding of what aspects of 
an IACS should be assessed and why, and to assist in the recording of information that 
may be presented from different operators regarding the assets that they use within their 
OT environments. 

(4) The taxonomy would likely be incorporated into a database system and would have 
certain elements that would be extensible over time.  

A7.3 Dimensions 
Table A7 1  Basic IACS Taxonomy 

Category Dimension Description 

Functionality Presence of standard functionality 

 IP Networking Standard IP networking functionality – router, 
switch 

 Firewall Firewall security capability 

 IDS/IPS IDS/IPS security capability 

 PLC/DCS Programmable Logic Controllers and Distributed 
Control Systems 

 RTU Remote Terminal Unit 

 SCADA SCADA software 

 HMI Human Machine Interface 
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Category Dimension Description 

Functionality Characteristics that are related to functionality; focussed on security 
functionality 

 Security Enforcing This describes the degree to which a product 
provides functionality the performs a security 
enforcing characteristic 

 Domain Specificity This describes how specific to a particular 
functional domain a component lies. The functional 
context is restricted to the problem domain – that 
is Energy distribution 

 Remote management The ability to be remotely managed 

 Updateable The ability to be updated, or patched, with new 
software components 

 Monitoring The degree to which a component is designed to 
monitor a physical process 

 Actuating The degree to which a component is designed to 
actuate a physical other process 

Implementation  

 Software The degree to which a component is implemented 
in software 

 Hardware The degree to which a component is implemented 
in hardware 

 Modularity How the component is implemented with respect 
to a modular system: 
Standalone 
Backplane 
Module 

Installation Where and how the device would be installed in production use 

 Stream Position Location in the stream that the product would be 
used – from generation (electricity) and extraction 
(gas and oil) through distribution to consumption, 
or generic 

 Location The primary location in which a component would 
be installed: 
Field 
Data Center 
Third Party 
Control Center 
Back Office 

A7.4 Functionality 
(1) The functionality dimension relates to the intended and distinguishing functionality of the 

IACS component. It does not include functionality that is secondary (or required) – as is 
the case of much security functionality. As an example consider the security functionality 
provided to encrypt communications, or to securely permit users to log on to an 
administration console (or the administration console itself). Such functionality is 
secondary to other functionality that the system provides.  
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(2) As an example consider the following devices (note that only certain elements of the 
functionality have been selected): 

(a) Remote Terminal Unit (RTU): The device provides functionality for physical devices 
to be remotely controlled and managed over an encrypted TCP/IP network.  

(b) IACS Intrusion Detection System: The device provides functionality to analyse 
network data that is sent over a TCP/IP connection and to detect malicious traffic 
that is indicative of an attack. 

(3) The following are technical definitions of the two illustrated devices: 

The RTU has primary functionality that is intended to encapsulate and de-encapsulate 
field-bus protocols to and from TCP/IP, with physical field-bus interfaces and an Ethernet 
interface. It may be considered to be a protocol-bridge, or switch, or protocol converter. 
As with many devices it is likely that it would be required to have one or more 
administration interfaces, to configure the bridges physical connections and logical 
addresses. Any security enforcing functionality is secondary to the purpose of the device 
as a bridge – even if some it is entirely necessary. Other functionality such as TCP/IP 
encryption could be provided, however that would be an extension of the feature set and 
not a requirement for supporting the bridge functionality. 

Typical security functionality that may be provided by a bridge include: 

• Basic field-bus message validation 

• Identification, Authentication, Authorisation and Auditing (IAAA) 

• IPSEC certificate based encryption 

In contrast the IACS IDS device exhibits primary functionality that is security enforcing 
together with its secondary functionality. It provides the ability to monitor communications 
over a variety of protocols and to detect, based on a combination of rulesets and 
signatures. This functionality allows for the detection of certain classes of attack against 
systems closer to the process. Such a device may also provide the same functionality as 
a bridge, connecting a TCP/IP network to a field-bus network, however the key 
differentiator lies in the provision of the primary security enforcing functionality. 

A7.4.1 Security Enforcing 
(1) The security enforcing attribute describes whether the primary functionality is related to 

enforcing security as opposed to performing operational activities or other functions. 
Examples of security enforcing functionality include: 

• Intrusion detection and prevention 

• Firewall 

(2) The attribute may be described as one of High, Medium and Low. 

A7.4.2 Energy Domain Specificity 
(1) This attribute describes whether the functionality is specific to the energy domain or 

whether it is generic to IT or OT products. 

(2) Examples of energy domain specific OT products include: 

• Electrical switchgear 

• Gas calorimeter 

• Oil flow gauge 

(3) The attribute may be described as one of High, Medium and Low. 
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A7.4.3 Remote Management 
(1) This attribute indicates whether or not the product has remote management, configuration 

and administration capability, such as through serial connectivity or via an IP based 
service (such as Web, Telnet or SSH). 

(2) The attribute may be described as one of High, Medium and Low. 

A7.4.4 Measuring 
(1) The degree to which a component is able to measure physical events through some form 

of sensor. 

(2) Examples of OT measurement devices include: 

• Electrical fault passage indicators 

• Electrical synchrophasors 

• Gas and oil flow meters 

• Temperature sensors 

(3) The attribute may be described as one of High, Medium and Low. 

A7.4.5 Actuating 
(1) The degree to which a component is able to invoke a physical operation through some 

mechanism. Examples of OT actuators include: 

• Pumps 

• Motors 

• Electrical switchgear 

(2) The attribute may be described as one of High, Medium and Low. 

A7.4.6 Implementation  

A7.4.6.1 Software 

(1) This represents the degree to which the primary functionality is implemented in software. 
This allows for an understanding of a product in which a primarily generic system is used 
as the basis for multiple products that are differentiated based on the software is installed. 

(2) The attribute may be described as one of High, Medium and Low. 

A7.4.6.2 Hardware 

(1) This represents the degree to which the primary functionality is implemented in hardware. 

(2) The attribute may be described as one of High, Medium and Low. 

A7.4.6.3 Modularity  

(1) Modularity is a characteristic used to determine whether a product is designed to be 
installed within another component. This is typical in many IACS products where a 
backplane rack is used onto which different components are installed, as in the example 
(see Figure A7 1). 
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Figure A7 1  Typical modern rack based IACS implementation 

(2) The modularity of the component may be described in terms of: 

(a) Backplane – the core of the modular system, including power supply 

(b) Component – an individual component that may be installed in a modular 
backplane or into a standard desktop computer 

(c) Standalone – a product that is not part a modular system 

A7.4.7 Installation 
(1) The installation category is used to define the physical and logical location in an 

environment in which a product would be installed and used. This allows for a mapping 
into the likely security zone that a product would be used in, as described in IEC62443-1-
1 (see Section 3.1.1). 

A7.4.7.1 Stream Position 

(1) This refers to the position in the logical energy stream that a product would likely be used, 
with variations according to the energy source. 

Table A7 2  Stream Position Comparison 

Position Label Electricity Gas Oil 

Generation G    

Extraction E    

Transmission T    

Refinement R    

Distribution D    

Consumption C    

Generic G    

 

(2) The generic category indicates that the product would be suitable for installation at any 
point in the stream.  

A7.4.7.2 Location 

(1) The location contrasts with the stream position in that it represents where the product 
would be used and installed physically.  

• Field – unmanned remote operation sites 

• Field – manned operation sites 

• Control center 

• Data center 
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• Third party 

• Back office 

Table A7 3  Taxonomy Location 

Level Systems 

4 Enterprise Systems (Engineering, Business Planning & Logistics) 

3 Supervisory Control, Operations & Systems Management 

2 Supervisory Control, Site Monitoring & Local Display 

1 Safety & Protection, Basic Control 

0 Process (Equipment under control) 

A7.5 Case Studies 
A7.5.1 Siemens Simatic S7-1500 
(1) The Simatic series are a range of PLCs from Siemens which come in a variety of modular 

designs. As such the system comprises a base CPU unit, power supplies, signal modules 
and other technology and communication modules. A review of the S7-1500 product 
configuration reveals the following different module versions: 

Table A7 4  Siemens SIMATIC Components 

Module Versions Model Numbers 

CPU 14 CPU 1511-1 PN, CPU 1513-1 PN, CPU 1515-2 PN, 
CPU 1516-3 PN/DP, CPU 1517-3 PN/DP, CPU 1518-
4 PN/DP, CPU 1511F-1 PN, CPU 1513F-1 PN, 
CPU 1515F-2 PN, CPU 1516F-3 PN/DP, CPU 1517F-
3 PN/DP, CPU 1518-4 PN/DP, CPU 1511C-1 PN, 
CPU 1512C-1 PN 

I/O Modules 26 Modules shown as series with number of individual 
variations in brackets 
SM521 (7), SM522 (12), SM523 (1), SM531(3), SM532(3) 

Technology Modules 3 6ES7550-1AA00-0AB0,  6ES7551-1AB00-0AB0, 
6ES7552-1AA00-0AB0 

Communication 13 Modules shown as series with number of individual 
variations in brackets 
CM PtP (4), CM1542(3), CM1541(1), W774 (2), W734(2) 

Operator Modules (HMI) 24 Modules shown as series with number of individual 
variations in brackets 
SIPLUS HMI KPT Series (24) 

 

(2) The list excludes components such as power supplies and some other ancillary parts. 
The core component is the CPU module which receives external communications (from a 
larger IACS network) and performs operations and executes programs which are enacted 
by RTUs connected to the I/O modules. As such the primary attack surface of an attacker 
that is within an IACS network is likely to be that of the CPU. 
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A7.5.1.1 Classification 

(1) Owing to the complexity of the product a small number of different components have 
been selected: 

• CPU 1511-1 PN 

• Digital I/O Module SM 521 (6AG1521-1BH00-7AB0) 

• Communications Module CM PtP (6AG1540-1AB00-7AA0) 

• HMI Module 

Table A7 5  Siemens SIMATIC S7 Module Comparison 

Category Dimension CPU 1511-1 
PN 

SM 521 
(6AG1521-

1BH00-7AB0) 

CM PtP 
(6AG1540-

1AB00-7AA0) 

HMI KTP600 
(6AG1647-

0AD11-2AX0) 

Functionality 

 IP Networking Yes No No Yes 

 Firewall No No No No 

 IACS Protocol 
Aware 

No Yes Yes Yes 

 IDS/IPS No No No No 

 PLC/DCS Yes PLC No No 

 RTU No No Yes No 

 SCADA No No No No 

 HMI No No No Yes 

Functionality 

 Security 
Enforcing 

Low Low Low Low 

 Domain 
Specificity 

Low Low Low Low 

 Remote 
management 

High Low Low Med 

 Updateable High Low Low  

 Monitoring n/a High Med High 

 Actuating n/a High Med Low 

Implementation 

 Software High Low  Low High 

 Hardware Low High High Low 

 Modularity High High High Med 

Installation 

 Stream 
Position 

    

 Location Field Field Field Field 
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A7.5.1.2 Certification 

(1) Under the Achilles CC (Communication Certification) scheme Simatic S7-1500CPU series 
with firmware version 1.8.x (covering all CPU modules listed above) achieved Level 2 
certification in July 2015. Prior to this each of the individual modules were listed, with 
certification taking place a number of different times. 

http://devices.wurldtech.com/device_manufacturers/certifications/siemens_certified_produ
cts/ 

A7.5.1.3 Vulnerabilities 

(1) Three vulnerabilities were reported through ICS-CERT that directly related to the 
SIMATIC S7-1500 range. 

Table A7 6  Siemens SIMATIC S7-1500 Vulnerabilities 

ICS-CERT ID CWE Vulnerability Affects 

ICSA-14-073-01 CVE-2014-2249 SIMATIC S7-1500 CPU Firmware 
Vulnerabilities 

 

ICSA-14-226-01 CVE-2014-5074 SIMATIC S7-1500 CPU Denial of Service <V1.6 

ICSA-16-040-02 CVE-2016-2201 SIMATIC S7-1500 CPU Vulnerabilities <V1.8.3 
 

(2) The last vulnerability identified (CVE-2016-2201) was identified after the product range 
was certified to Achilles CC Level 2. As described in Section 4.1.2) this product would 
have been assessed using a certified laboratory likely using certified protocol fuzzing 
software or hardware. The vulnerability presented a high risk due to the ability for an 
attacker on the network to cause a denial of service condition against the CPU – in effect 
causing the complete failure of the system and stopping all control processes that are 
reliant on it. 

SSA-253230:  Vulnerabilities in SIMATIC S7-1500 CPU 

Publication Date  2016-02-08 
Last Update   2016-02-08 
Current Version  V1.0 
CVSSv2 Overall Score   6.1 

SUMMARY 

Siemens has released a firmware update for the SIMATIC S7-1500 CPU family which 
fixes two vulnerabilities. The more severe of these vulnerabilities could allow attackers to 
cause a Denial-of-Service under certain conditions. 

AFFECTED PRODUCTS 

SIMATIC S7-1500 CPU family: All versions < V1.8.3 

DESCRIPTION 

Products of the Siemens SIMATIC S7-1500 CPU family have been designed for discrete 
and continuous control in industrial environments such as manufacturing, food and 
beverages, and chemical industries worldwide. 

Detailed information about the vulnerabilities is provided below. 

VULNERABILITY CLASSIFICATION 

The vulnerability classification has been performed by using the CVSS scoring system in 
version 2 (CVSSv2) (http://www.first.org/cvss/). The CVSS environmental score is specific 
to the customer's environment and will impact the overall CVSS score. The environmental 
score should therefore be individually defined by the customer to accomplish final scoring. 

http://devices.wurldtech.com/device_manufacturers/certifications/siemens_certified_products/
http://devices.wurldtech.com/device_manufacturers/certifications/siemens_certified_products/
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Vulnerability 1 (CVE-2016-2200) 

Specially crafted packets sent to port 102/tcp (ISO/TSAP) could cause a Denial-of-
Service condition on the affected devices. The CPU will automatically restart and remain 
in STOP mode. To recover from this condition the CPU needs to be manually put into 
RUN mode again. 

Base Score   7.8 
Temporal Score     6.1 
Overall Score  6.1 (AV:N/AC:L/Au:N/C:N/I:N/A:C/E:POC/RL:OF/RC:C) 

Vulnerability 2 (CVE-2016-2201) 

The replay protection efficiency at port 102/tcp (ISO/TSAP) of the affected devices could 
be reduced by remote attackers under certain conditions. 

Base Score   2.6 
Temporal Score     1.9 
Overall Score  1.9 (AV:N/AC:H/Au:N/C:N/I:P/A:N/E:U/RL:OF/RC:C) 

Mitigating Factors 

The attacker must have network access to the affected devices. Siemens recommends 
operating these devices only within trusted networks [2]  

SOLUTION 

Siemens has released SIMATIC S7-1500 firmware version V1.8.3 [1] which fixes the 
vulnerabilities and recommends customers to update to the new fixed version 
Reproduced from: Siemens Security Advisory SSA-253230 [31] 

(3) The second vulnerability listed, when the previous certification dates are examined in 
detail show that the vulnerability was identified prior to the certification of the V1.6 
firmware. 

(4) As such this demonstrates that certification does not in any way guarantee that a product 
is free from serious defects. The vulnerabilities identified were also network based – 
which are precisely the type of vulnerability that the Achilles Communication Certification 
is designed to identify. 

(5) Another significant aspect of this product family is that the HMI units (which are small 
computer systems with processing and networking capabilities) are not included in the 
certification process. The HMIs would exist in the same security zone as the main CPU, 
and therefore an attacker that was in a position to attack the CPU would also be able to 
attack the HMI. Attacks that could be conducted against the HMI would include denial of 
service, manipulation of information amongst others. 

A7.6 Security Enforcing Products and Functionality 
(1) This section presents a high level comparison of products for IACS that have a primary 

function that is security enforcing, of which there are limited number of different products 
available.  

(2) Table A7 7 shows eight products selected to demonstrate this taxonomy and their 
classification according to the taxonomy. 
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Table A7 7  Comparison of Security Enforcing IACS Products 

Category Dimension 
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Functionality 

 IP 
Networking 

        

 Firewall         

 IACS 
Protocol 
Aware 

        

 IDS/IPS         

 PLC/DCS         

 RTU         

 SCADA         

 HMI         

Functionality 

Security 
Enforcing 

H H H H H H H H  

Domain 
Specificity 

M M M M M M M L  

Remote 
management 

H H H H H H H H  

Updateable H H H H H H H H  

Monitoring n/a n/a n/a n/a n/a n/a n/a n/a  

Actuating n/a n/a n/a n/a n/a n/a n/a n/a  

Implementation 

 Software H M H H H H H H 

 Hardware L L L L L L L H 

 Modularity L M M M L M M M 

Installation 

 Stream 
Position 

* * * * * * * * 

 Location 234 123 123 123 123 123 1-5 1-5 
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(3) None of the products have been put through a certification process, including the 
Wurldtech Opshield which is manufactured by the same company that oversees the 
Achilles certification scheme. 

(4) The products all provide some level of intrusion detection, and with the exception of the 
Industrial Defender (although some versions of that product are available that do). All of 
the products claim to be ‘IACS aware’ – that is that they are implemented specifically to 
understand and analyse network traffic that contains IACS commands. As intrusion 
detection (and prevention) devices targeted at protecting this is essential functionality, 
however there are no standardised techniques to measure the effectiveness of one IDS 
system against another.  

A7.6.1 Asset Management 

Product: Industrial Defender 

Description: IACS asset management and intrusion detection 

Manufacturer: Lockheed Martin   

Product Data: http://cyber.lockheedmartin.com/products/industrial-control-systems-
management 

Security Enforcing 
Functionality: 

Asset management 
Policy management 
Patch management 

Event management 
Compliance 
management 
Intrusion detection 

Configuration 
management 
 

Certification: None   
 

A7.6.2 Firewall 

Product: 1031 Secure Ruggedized Gateway 

Description: Secure ruggedized gateway 

Manufacturer: Radiflow   

Product Data: http://radiflow.com/1031-secure-ruggedized-gateway/ 

Security Enforcing 
Functionality: 

IACS Firewall 
IACS Protocol Aware 

User identity 
management 

Deep packet 
inspection 

Certification: None   
 

Product: 4i Edge 515 

Description: Industrial Firewall 

Manufacturer: Endian   

Product Data: http://www.endian.com/wp-content/uploads/2015/12/endian_4i-edge-
515_techSheet-en.pdf 

Security Enforcing 
Functionality: 

IACS Firewall IACS Protocol Aware Intrusion Detection 

Certification: None   
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Product: Bayshore IT/OT Gateway 

Description: Industrial Firewall 

Manufacturer: Bayshore   

Product Data: https://www.bayshorenetworks.com/wp-
content/uploads/2015/06/Bayshore-IT-OT-Gateway-.pdf 

Security Enforcing 
Functionality: 

IACS Firewall IACS Protocol Aware Intrusion Detection 

Certification: None   
 

Product: Iguanablue 

Description: Industrial Firewall 

Manufacturer: Iguana Security   

Product Data: http://www.iguanasecurity.com/pdf/iguanablue-brochure.pdf 

Security Enforcing 
Functionality: 

IACS Firewall IACS Protocol Aware Intrusion Detection 

Certification: None   
 

A7.6.3 IDS 

Product: iSID SCADA Intrusion Detection 

Description: IDS – Intrusion Detection System 

Manufacturer: Radiflow   

Product Data: http://radiflow.com/products/isid-intrusion-detection-system/ 

Security Enforcing 
Functionality: 

Intrusion Detection Intrusion Prevention IACS Protocol Aware 

Certification: None   
 

Product: Opshield 

Description: IDS 

Manufacturer: Wurldtech   

Product Data: https://www.wurldtech.com/product/opshield 

Security Enforcing 
Functionality: 

Intrusion Detection 
IACS Firewall 

Intrusion Prevention 
Asset identification 

IACS Protocol Aware 

Certification: None   
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Product: Xenon 

Description: IDS/IPS 

Manufacturer: Tofino   

Product Data: https://www.tofinosecurity.com/products/tofino-xenon-security-appliance 

Security Enforcing 
Functionality: 

Intrusion Detection 
IACS Firewall 

Intrusion Prevention 
 

IACS Protocol Aware 

Certification: None   
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APPENDIX 8 PRODUCT AND SYSTEM ASSESSMENT 
TECHNIQUES 

(1) This section introduces the product and system assessment techniques that can be 
conducted to provide assurance of a product or system’s security. It is not intended to be 
a complete review of assessment techniques, and is instead intended only to introduce 
the concepts that are involved in product development lifecycle and the security activities 
that are commonly conducted. 

(2) There are a huge number of different product development and engineering approaches 
and methodologies; this section will use the simplistic linear model that moves through 
inception, design, develop and manufacture, testing and verification and in-service. 

 

Figure A8 1  Security Engineering Activities 

A8.1 Product Engineering and Development Lifecycles 
(1) There exist many different product engineering and development lifecycles. For the 

purposes of this section the most simplistic lifecycle will be used, but seen from the 
perspective of both the manufacturer and a consumer. This lifecycle is also broadly 
applicable to both hardware and pure software development, which is required for this 
report as some IACS components such as SCADA software like OSISoft are software 
only solutions. 
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Reproduced from: https://insights.sei.cmu.edu/sei_blog/2013/11/using-v-models-for-testing.html 

Figure A8 2  Traditional V Model 

A8.1.1 Conception 
(1) The activities that take place prior to the creation of a new product will typically revolve 

around high level concepts and an understanding of the marketplace. An entirely new and 
novel product may require significant work to determine whether a new product would 
actually have a market and whether such a product would be profitable. 

(2) The significant part of this phase is the development of the specifications. This is typified 
by activities such as: 

• Market analysis 

• Strengths, Weakness, Opportunity and Threat (SWOT) analysis 

• Requirements gathering 

• Stakeholder analysis 

• Conceptual design 

(3) In an ideal, security-aware, organisation it would be at this stage that initial work into the 
security lifecycle would being: 

(a) Threat modelling 

• Develop understanding of the threat actors in the field 

• Conceptual threat scenarios 

(b) Mis-use cases 

• How could the product be used maliciously 

(c) Security model 

• What aspects of a security model should be incorporated?  



DECC OFFICIAL  
 
 

Use, duplication or disclosure of data contained on this sheet is subject to the restrictions on page 2 of this document. 

Status: RELEASED  1077/10/2015 

Page 108 of 118 OFFICIAL Issue 1 
 

(d) Security engineering capability 

• Review of secure development lifecycle capabilities 

• Onboarding of staff 

(4) An organisation at the inception stage would need to investigate whether the required 
security engineering capabilities were in place to be able to support the product through 
its lifecycle. This would include ensuring that a product security programme was in place, 
or was capable of working with the proposed development project. It would be at this 
stage that strategic decisions regarding security about the product would also be made. 
Such questions may include: 

(a) Certification – will the product, or components, or the development process need to 
be certified? Are the appropriate processes in place to ensure that the product or 
processes can be designed to meet the relevant standards required by the 
certification body? 

(b) Lifespan – how long should patches and security support be made available? 

A8.1.2 Design 
(1) The design process is where product realisation takes place.  

• Requirements analysis 

• Technical design 

• Prototyping 

• Architectures 

• Manufacturing process architecture and design 

(2) During this stage it is important that significant input from security teams is provided and 
that the process of integrating security is conducted. 

(3) Typical security activities through design would include: 

• Secure development lifecycle initiation 

• Technical risk assessments 

• Vulnerability management programme 

• Security architecture 

• Supply chain development 

• 3rd party component selection 

(4) Where a complete security lifecycle is in place it is at the design stage at which the core 
technical documents to support the secure development will be produced. An example of 
such a document is the Security Target (ST) for Common Criteria, which describes the 
Security Functional Requirements (SFRs) that a product must implement. Where a 
certification standard such as ISASecure was deemed to be required the relevant 
components of the standard would be incorporated into the designs. 

A8.1.3 Manufacture 
(1) Manufacture takes all the outputs of the previous phase and transforms builds them into a 

saleable product. For physical items this will involve real manufacture of components, 
assembly, testing and to a degree distribution. 

(2) Whilst it may not be conventional to consider software as being manufactured there are 
distinct elements in the software development lifecycle that require consideration. The 
manufacture of a software component will be performed by a programming team, with unit 
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assembly and quality assurance conducted throughout. Distribution is the process of 
delivering the final software product to its intended operational destination.  

• Manufacturing of components 

• Integration of 3rd party components 

• Manufacturing supply chain integration 

• Quality assurance 

• Penetration and application testing 

• Documentation 

• Software development 

• Certification 

(3) At the manufacturing phase there are significant security activities that must be 
conducted, and it is during this phase that current product certification schemes are 
focussed.   

(a) Protection of intellectual property 

(b) Software development 

• Secure software development lifecycle 

• Continuous integration, with vulnerability assessment 

• Definition of vulnerability management programme 

• Bug and patch lifecycle management 

(c) Hardware manufacture 

• Third party component assessment 

(d) System assessments and certification 

• Verification of conformance to security standards 

A8.1.4 In Service 
(1) This phase of the lifecycle refers to the part where the product is actually in use with a 

client. Whilst a product may go through a number of design-manufacture-service cycles 
during its entire lifespan, this phase specifically refers to a single instance of a released 
product. This phase is concerned with ensuring that users of the product are able to use it 
effectively and productively – and securely. 

(2) Activities at a product level may include the following: 

• Distribution to end user 

• Installation and configuration 

• Repairs and returns 

• Development of incremental functionality 

(3) The security activities of the in-service phase include: 

• Software updates and patching 

• Vulnerability management 

• Penetration testing (of installations) 

• Secure configuration 
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• Supplementary security controls 

• Maintenance of certifications 

A8.1.5 EOL 
(1) The end of life phase moves away from the responsibility of the manufacturer and into the 

hands of the users. There are however activities that a manufacturer may still need to 
conduct: 

• Extended support 

(2) The users end of life will rarely match the manufacturers, and IACS components and 
software are a good example of where they can have a lifetime that is considerably longer 
than the in service life. This can lead to multiple issues that require specific remediation: 

• Unresolved vulnerability management 

• Defensive security controls 

• Vulnerability assessments 

A8.2 Product Assessment 
A8.2.1 Vulnerability Assessment 
(1) Using commercial tools products may be assessed to see if they are vulnerable to known 

exploits that have been demonstrated to create unintended device behaviour. Such 
automated assessments should be conducted in conjunction with a manual assessment 
by a qualified penetration tester to determine whether there are other vulnerabilities that 
have not yet been identified. Tests should take place in a suitably configured laboratory 
test-bed where the product is operating in a condition that is as near to the environment it 
would actually operate in.  

A8.2.2 Product Breakdown and Reverse Engineering 
(1) This section describes methods by which a product is designed, manufactured and 

implemented and how those aspects may be broken down into components against 
which the dimensions described above may be applied.  

(2) A reverse engineering approach to product assessment lies within the category of ‘Black 
Box’ testing, and involves breaking apart a product – often very literally – into individual 
components to determine how each of them were designed and built. It can provide 
information about vulnerabilities in a product that may not have been detectable through a 
design and manufacturer based process assessment. It is also possible to provide 
information on the successful subversion of security controls intended to protect a device 
during manufacture. An example of this may be the introduction of modified firmware into 
a system during the final phases of product assembly which would not have been 
otherwise detected. 

(3) In [32] the key stages in reverse engineering products with embedded electronic 
components are described as: 

• Information gathering 

• Hardware teardown 

• Software and Firmware reverse engineering 

• External interface analysis 

• Silicon die analysis 
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A8.2.3 Hardware Teardown 
(1) The teardown is a process by which all the individual physical components are identified 

and how they are seemingly interconnected determined. This process is typically not 
intended to be destructive but may result in damage to a product where the product has 
been designed to resist disassembly. 

(2) The primary output of this phase is the BOM (Bill of Materials) which is a list of all the 
individual components. The level of detail required from the teardown will determine the 
exact list of components that are described. For the purposes of product assessment it is 
likely only necessary to identify key elements such as integrated circuits and common 
interfaces.  

(3) The useful data required and information generated will include: 

(a) IC identification data 

• IC functionality 

• CPU information 

• Memory and storage information 

(b) Common interfaces – serial, JTAG, SPI 

(c) Block diagram 

(d) Core components 

• Firmware and flash memory 

• Bootloader 

• CPU 

A8.2.4 Software and Firmware Reverse Engineering 
(1) Software in a product may be in the form of the common desktop and server variety, and 

it may be as firmware built into a component. The software that is installed onto a 
commodity computer such as a PC may be accessed relatively easily, and the process of 
analysing its software components conducted. 

(2) The software stored on a module such as an embedded system may be held on a form of 
RAM that is not readily accessible, and must be extracted by some means. This could 
involve using an onboard diagnostic protocol such as JTAG or in extreme cases the 
physical removal of memory modules  (ICs) through de-soldering such that they can be 
examined in an offline memory reader. 

(3) Once software has been extracted it may be analysed and itself disassembled into 
individual components. During a security assessment the security enforcing functions are 
more important for analysis than other areas, and may reveal flaws or vulnerabilities in 
the software.  

(4) An example of a high risk vulnerability that was identified through the reverse engineering 
of product firmware was that of an authentication backdoor that had been discovered in 
Juniper Netscreen firewalls in the ScreenOS operating system [33]. In that instance an 
unknown attacker had been able to implant source code directly into the source code 
repository of the ScreenOS platform. 

(5) Objectives in reverse engineering software components (from security perspective) 
include: 

(a) Identification of vulnerabilities 

(i) Unintentional coding 

(ii) Intentional back-door 
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(iii) Cryptographic 

• Hidden keys 

• Weak implementation 

(b) Hidden functionality 

A8.2.5 Communications Protocol Analysis 
(1) A significant part of a modern device’s attack surface is the set of communications 

protocols that are supported when operating in a networked environment. These 
protocols, be they on a field bus such as Modbus, or an IP network such as TCP/IP, must 
have a network stack implemented to encode and decode network data and interoperate 
with the relevant functional software components. 

(2) Historically IACS components have had very weak network stack implementations that 
have led to devices that could be crashed or disabled with very little effort.  

(3) A common part of security assessments is to utilise protocol fuzzing to identify 
weaknesses. Protocol fuzzing iteratively tests many different combinations of the 
messages that a protocol defines, submitting valid and invalid messages. They may also 
combine higher level tests such as conducting brute force attacks against authentication 
mechanisms. These tests may identify the following classes of vulnerability: 

(a) Denial of service 

(i) Weak network stack leads to device crashing. 

(ii) Memory exhaustion. 

(b) Authentication bypass 

(iii) Brute force attack against administrative passwords and interfaces. Fuzzers 
may utilise publicly available password lists. 

(c) Information leakage 

(iv) Device may leak information in error messages or when it enters a failed 
state encountered due to fuzzing activities. 
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APPENDIX 9 CERTIFICATION SCHEME COMPARISON 
TABLES 
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IEC/ISO 62443 

62443-1-1 Concepts and models.            

62443-1-2 Master glossary of terms and 
abbreviations. 

           

62443-1-3 System Security conformance metrics.            

62443-1-4 IACS security life-cycle and use-cases.            

62443-2-1 Requirements for an IACS security 
management system. 

           

62443-2-2 Implementation guidance for an IACS 
security management system. 

           

62443-2-3 Patch management in an IACS 
environment. 

           

62443-2-4 Requirements for an IACS solutions 
supplier. 

           

62443-3-1 Security technologies for IACS.            

62443-3-2 Security risk assessment and system 
design. 

           

62443-3-3 System security requirements and security 
levels. 

           

62443-4-1 Product development requirements.            

62443-4-2 Technical security requirements for IACS 
components. 

           

Common Criteria 

CLASS APE: PROTECTION PROFILE EVALUATION             

 PP introduction             

 Conformance claims             

 Security problem definition             

 Security objectives             
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 Extended components definition             

 Security requirements             

CLASS ASE: SECURITY TARGET EVALUATION             

 ST introduction             

 Conformance claims             

 Security problem definition             

 Security objectives             

 Extended components definition             

 Security requirements             

 TOE summary specification             

CLASS ADV: DEVELOPMENT             

 Security Architecture             

 Functional specification             

 Implementation representation             

 TSF internals             

 Security policy modelling             

 TOE design             

CLASS AGD: GUIDANCE DOCUMENTS             

 Operational user guidance             

 Preparative procedures             

CLASS ALC: LIFE-CYCLE SUPPORT             

3 CM capabilities             

 CM scope             

 Delivery             

 Flaw remediation             

 Life-cycle definition             

 Tools and techniques             

3 A ‘tick’ here indicates a direct correlation with at least one element of CPA. 
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CLASS ATE: TESTS            

 Coverage             

 Depth             

 Functional tests             

 Independent testing             

CLASS AVA: VULNERABILITY ASSESSMENT            

 Vulnerability analysis            

CLASS ACO: COMPOSITION            

 Composition rationale             

 Development evidence             

 Reliance of dependent component             

 Composed TOE testing             

 Composition vulnerability analysis             

DEVELOPMENT             

 Supplementary material on security 
architectures 

           

 Supplementary material on TSFIs            

 Supplementary material on TSF internals            

 Subsystems and Modules            

CESG CPA 

1 Released versions of the Developer’s 
products must be uniquely identified. 
Released versions must be able to be 
completely recreated at a later date, with 
traceability provided by the identifier(s).  

           

2 Updates that fix security flaws must be 
actively advertised to supported customers 
and categorised according to the severity 
of the flaw.  

           

3 All configuration items used in the 
Developer’s products must be uniquely 
identified. 
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4 The Developer must use an audit 
mechanism that identifies the author of any 
change to a configuration item.  

           

5 The Developer must use defined 
processes for flaw remediation, and show 
that Developers are trained in these 
processes. The Developer must also show 
that mechanisms are in place to ensure 
that this process cannot be bypassed.  

           

6 The Developer’s configuration 
management system(s) must be protected 
from malfeasance from both internal and 
external sources. All configuration items 
must be protected at all times.  

           

7 The way that products are assembled must 
be consistent and repeatable i.e., the build 
process should be automated.  

           

8 All Changes to the Developer’s products 
must be purposeful, necessary and have 
very little impact on the overall quality of 
the product.  

           

9 Flaw remediation is performed in practice.             

10 The Developer’s products must behave as 
designed. i.e. they should have reason to 
believe that they are correct. Using non-
trivial test cases, Developers should be 
able to demonstrate evidence of security 
and functional testing. This testing should 
cover the whole scope of the product.  

           

11 Security enhancing features of the 
underlying platform, implementation 
language and tool chain should have been 
considered and used unless evidence is 
presented as to why this is not necessary 
or possible.  

           

12 Externally reported flaws in the developer’s 
products must be handed appropriately.  
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13 The Developer should use a coding 
standard that is applied to all code in their 
finished products (including third-party 
components). The coding standard and 
associated processes must ensure that 
common software defects and easily 
avoided security weaknesses are not 
introduced into the product’s code.  
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