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Mr Robert Gauld 

Network Rail  

 

Freedom of Information 

By email: xxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxxxxxxxx.xxx

The Quadrant  

 

Elder Gate 
Milton Keynes  
MK9 1EN 
 
T 01908 782405 
E xxx@xxxxxxxxxxx.xx.xx  

27 June 2018 

 

 
Dear Mr Gauld 
 
Information request  
Reference number: FOI2018/00769 
 
Thank you for your email of 16 June 2018, in which you requested the following 
information: 
 

‘Please can I have a list of the tiplocs between Stonehaven station and Dyce 
station. The list should include Craiginches, Clayhills, Aberdeen Waterloo and 
any other lines branching from the main line. 
Please provide it a computer friendly text file (e.g. CSV) and include the 
following details for each tiploc: 
  * 7 character string as used in your open data's schedule feed 
  * A human friendly name / description of the tiploc's location (e.g. 'Aberdeen 
Station') 
  * If possible the OS grid reference (or failing that latitude and longitude)’ 

 
I have processed your request under the terms of the Freedom of Information Act 
2000 (FOIA). 
 
I can confirm that we hold the information you requested. Please find attached the 
information in CSV format. 
 
In relation to the locations of TIPLOCs at Aberdeen, Dyce, Porthleven and 
Stonehaven stations, I can advise you that data on northings and eastings of stations 
is available in a zipped CSV format from data.gov.uk at: 
http://naptan.app.dft.gov.uk/DataRequest/Naptan.ashx?format=csv 
 
Please refer to the file ‘RailReferences’ at the above link for the information. 
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Under section 21 of the FOIA, we are not required to provide information in response 
to a request if it is reasonably accessible to you by other means; please note that this 
section is being applied to the locations of these four TIPLOCs. 
  
We are withholding the information on the OS grid reference for the other TIPLOCs 
as this information is exempt from disclosure under section 31(1)(a) and section 
38(1) of FOIA. 
 
This is because a disclosure under FOIA is considered a disclosure to the world at 
large. When information is released into the public domain it can then be distributed 
or shared without any restrictions, including to anyone who might wish to attack the 
railway network. In this case, there are security concerns in respect of the protection 
of the rail infrastructure as there have been numerous attempted attacks on public 
transport in recent years in the UK and the rest of the world. For example, on 25 May 
2017, an individual was convicted of planning to carry out a bomb attack on the West 
Coast Main Line. 1  
 
In August 2017 it was reported that: 

‘Propagandists for al-Qaeda have urged their followers in the West to commit 
mass murder by derailing 'vulnerable' trains with a homemade tool. 

The Islamist terror group laid out its plan in an article titled 'Train Derail 
Operations', which was published in the latest issue of its magazine Inspire.  

Would-be murderers are told: 'It is time we instill fear and make them impose 
strict security measure to trains as they did with their Air [sic] transportation.'  

The elaborate 19-page tutorial uses the United States as an example target but 
stresses that the UK and France also have long stretches of unguarded 
railways…’  2 

On 15 September 2017, an improvised explosive device detonated on a London 
Underground train at Parsons Green station; it was reported that: 
 

‘Had it worked as intended, it would have killed everyone around it and maimed 
everyone in the train carriage for life…’ 3 

                                                 

1 http://www.bbc.co.uk/news/uk-england-birmingham-40046773 
 
2 http://www.dailymail.co.uk/news/article-4792366/Jihadists-West-urged-DERAIL-trains-al-Qaeda.html 
 
3 http://www.bbc.co.uk/news/uk-41278545 
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I consider that the above examples demonstrate that there are a number of 
determined individuals who would like to commit crimes or attacks and that, at this 
time, there is a heightened risk of such crimes and attacks, both on public transport 
and more widely in the UK.  

Section 31(1)(a) of the FOIA provides an exemption for information where disclosure 
of that information would, or would be likely to, prejudice the prevention or detection 
of crime. We consider that the information about the precise location of points on the 
railway network would be useful for anyone planning an attack on the railway network 
or seeking to plot the exact location of trains. 
 
Section 38(1) of the FOIA provides an exemption for information, the disclosure of 
which would, or would be likely to, endanger the physical or mental health of any 
individual, or endanger the safety of any individual. We consider that disclosing the 
information would be likely to endanger passengers and staff on this part of the 
network because the information would provide detailed insight about specific points 
which would be useful for anyone planning to carry out an attack.  
 
These exemptions require consideration of the public interest factors favouring 
disclosure of the information, and those in favour of maintaining the exemptions. 
 
The factors in favour of disclosure are that the requested information would provide 
some transparency about the detailed locations of timing points on one part of the 
railway network. However, there are significant factors in favour of withholding the 
information. These are that disclosing the information into the public domain would 
not provide an insight into matters such as decisions made by Network Rail or the 
spending of public money. Disclosing the information would increase the amount of 
information available to anyone seeking to carry out hostile reconnaissance in 
relation to the railway network, which is part of the critical national infrastructure. We 
believe that the strongest public interest lies in ensuring that we take every possible 
step to protect the safety of those who work and travel on the network. Consequently,  
the strongest public interest lies in maintaining the exemption. 
 
Having considered the public interest, our decision is therefore to withhold the 
information under sections 31(1)(a) and 38(1) of the FOIA. 
 
If you have any enquiries about this response, please contact me in the first instance 
at xxx@xxxxxxxxxxx.xx.xx or on 01908 782405.  Details of your appeal rights are 
below. 
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Please remember to quote the reference number at the top of this letter in all future 
communications. 
 
Yours sincerely 
 
Colin Bendall 
Information Officer 
 
The information supplied to you continues to be protected by copyright.  You are free 
to use it for your own purposes, including for private study and non-commercial 
research, and for any other purpose authorised by an exception in current copyright 
law.  Documents (except photographs) can also be used in the UK without requiring 
permission for the purposes of news reporting.  Any other re-use, for example 
commercial publication, would require the permission of the copyright holder. Please 
contact me if you wish to re-use the information and need to seek the permission of 
the copyright holder.  
 
Appeal Rights 
 
If you are unhappy with the way your request has been handled and wish to make a 
complaint or request a review of our decision, please write to the Head of Freedom of 
Information at Network Rail, Freedom of Information, The Quadrant, Elder Gate, 
Milton Keynes, MK9 1EN, or by email at xxx@xxxxxxxxxxx.xx.xx

. Your request must be 

submitted within 40 working days of receipt of this letter.  
 
If you are not content with the outcome of the internal review, you have the right to 
apply directly to the Information Commissioner for a decision.  The Information 
Commissioner can be contacted at: 
 
Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire SK9 5AF 
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