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Privacy Impact Assessment Template  
 
This template is to record the Privacy Impact Assessment (PIA) process and results where 
personal data is being processed in a new manner.  Details should be completed from the 
beginning of the project; step one of this form will identify if a full PIA is required due to the 
potential high-risk nature of the processing activity. 
 
PIAs are used to help us identify the most effective way to comply with our data protection 
obligations and meet our customers’ expectations of privacy. They are designed to identify 
‘privacy risks’ or data protection concerns at an early stage and reduce associated costs and 
damage to reputation caused by non-compliance. This guidance follows the standards set out by 
the Information Commissioner’s Office (ICO) together with the Article 29 working group and 
applies to personal data relating to customers and employees. 
 
Information privacy risks relate to the ability of a person to control, edit, manage and delete 
information about themselves and to decide how and to what extent such information is 
communicated to others. Intrusion can come in the form of collection of excessive personal 
information, disclosure of personal information without consent or reasonable expectations, 
misuse of information, as well as through surveillance and monitoring.   
 
The General Data Protection Regulations (GDPR) and accompanying Data Protection Act 2018 
(DPA) requires the completion of Data Privacy Impact Assessments, as defined in Article 35 of the 
Regulations, when there may be high risk to the rights and freedoms of the individuals whose 
personal data we process. Within UCAS Data Privacy Impact Assessments will be known as Privacy 
Impact Assessments for continuity purposes. 
 
Under GDPR, all completed full PIAs must be sent to the Information Governance Manager, via 
datagovernance@ucas.ac.uk, in their role as Data Protection Officer to be reviewed and 
approved. If a PIA has risks that cannot be eradicated, but are significant, then the Information 
Governance Manager will have to consider further discussion at the Data Governance Board, with 
the Senior Information Risk Owner (SIRO), or it may require review by the Information 
Commissioner’s Office (ICO) as part of the ‘prior consultation’ process.  This can take a significant 
period of time, so early engagement with Information Governance is encouraged. Ultimately the 
ICO has the power to require organisations to cease intended or actual processing activity if it 
considers the activity to be an unpalatably high risk. 
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harm from identify theft 
or unsolicited contact. 

 
If you answered yes to any of the above, please go the Step 2 and engage at this stage with the 
Information Governance Team.   

If you answered No to all questions, you do not need to complete a PIA.  If you are not sure you 
can contact the Information Governance team at datagovernance@ucas.ac.uk for advice.   



 

Security marking:  INTERNAL USE ONLY    Page 5 of 22 
Document owner:  Information Governance    25 June 2020 

Step Two – Provide a background to the project and consultation 
 

1. Explain what the project aims to achieve, what the benefits will be to UCAS, to our 
customers and any other relevant party.   

2. Draw on what was identified within the initial screening questions to summarise why the 
need for a PIA was identified. 

3. If helpful, please link to other relevant documents related to the project, for example a 
project proposal. 

The provision of a programme of Virtual Events is an initially tactical solution to the Covid-19 control 
measures and impact on UCAS’ events offer. This initial provision also provides an initial foothold in 
the virtual events market going forward for exhibitors and visitors. 
 
The PIA is required as this incorporates the use of new technology to provide a service to UCAS 
customers following a successful initial proof of concept event. The virtual events offer will be 
accessed by users under 18 primarily, and therefore in accordance with ICO guidance is seen as a 
higher risk form of processing. 

 
Consultation requirements  
 
In order to ensure that UCAS identifies all privacy risks, consider who might need to be consulted, 
both internally and externally. This should be linked to all relevant stages of the project and can 
be done at any stage. 
 

A proof of concept event was provided in June 2020 to allow for the review of Ivent together with 
preparing the groundwork for a full roll-out. The event involved a range of interested parties 
including registrants, parents, advisors and exhibitors. Feedback from the event was provided and 
used to review the value of the offer to participants across the board and develop the rollout of a 
wider virtual event process. 
 
Wider consultation on the virtual events offer has included a student webinar and direct feedback 
from advisors in advance of setting up the proof of concept event. 
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Step Three – Describe the information flows  
 
The collection, use and deletion of personal data should be described here.  It may be useful to do 
this in the form of a flow diagram and link it into this document. This section should provide brief 
details of what data is collected and why, where it will be held and how it is managed and the 
categories of data subjects (i.e. learners, advisors, representatives, UCAS or provider staff etc.).   
 
Please include the potential number of individuals that are likely to be affected in the above flow. 
 

Personal data will be obtained direct from pre-applicants, parents, advisors and exhibitors as part of 
the relevant registration processes. Registration is completed on a UCAS.com page incorporating the 
requirements of the Ivent registration process. 
 
Data collected reflects information currently collected to support physical events including: 
 
Exhibitors: 
First name *  
Last name *  
Organisation name*  
Email address *  
Mobile number  
 
Advisors: 
First name *  
Last name *  
Position/Job title*   
Email address *  
Mobile number  
School/college name*  
Address *  
School type  
 
Parents: 
First name *  
Last name *  
Email address *  
Mobile number  
Address *  
Which subjects is your son/daughter interested in studying at a higher level? * 
When would he/she like to start university?* 
IS he/she interested in studying an apprenticeship* 
 
Student: 
First name *  
Last name *  
Email address *  
Mobile number  
DOB*  
School/college name*  
Address *  
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Which subjects are you interested in studying at a higher level?*  
When would you like to start university?* 
 Are you interested in studying an apprenticeship* 
 
 
With all attendees’ interactions with stands, including the use of chat functionality to ask questions 
about the course provision etc. will be retained and accessible. As the offer is reviewed in terms of 
the provision of 1 to 1 video chat this PIA will be expanded further as per the initial risk identified 
within this PIA document.  
 
Pilot and strategic architect designs available at: 

 
 
Wider integrations may not be available in full with the tactical 2020/21 solution; but learning from 
these events will assisting requirement gathering for future developments/ procurement activity in 
this area.  
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Sharing personal 
data with third 
parties 

If information is part of regular 
information sharing with a third party 
organisation i.e. HESA, is an 
Information Sharing Agreement in 
place? 

An exhibitor will receive a copy of 
the contact details of attendees 
that visit their stand under the 
terms of their exhibitor terms and 
conditions. Once data is shared 
they take data controller 
responsibility and must handle 
that information in accordance 
with data protection law 
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Step Four – Identify privacy and other related risks  
 
Use the table below to identify the key privacy risks and any associated compliance and corporate 
risks. If any larger risks are identified, then consideration needs to be given to whether they 
should be recorded on the corporate risk register as related compliance risks. 
 
Due to the significantly high penalties for the loss, misuse, damage and inappropriate disclosure 
of personal data, we must identify and mitigate the risks identified within this document 
wherever possible. 
 
The common risks are the loss, theft or physical damage of personal data; unauthorised access, 
alteration or deletion of personal data; the breach of confidentiality of personal data.  These risks 
can have potential consequences for the individuals concerned, as well as UCAS, and our partners 
or contractors, potentially causing physical harm, distress or embarrassment to individuals and 
resulting in reputational damage, loss of public trust, extensive financial penalties or legal action.  
 
Use the table below to list the privacy risks associated with this processing of personal data, the 
solutions to treat the risk and the decision.  The ‘Mitigation activity/ Project requirements’ 
column must state the risk control and decision actions may include efforts to Accept, Reduce, 
Remove or Transfer the risk in accordance with the UCAS risk management process.  
 
The most common risks have been listed in the table below as a guide, but you will need to add 
your own risks, or expand on or delete those listed, according to your own project. 
 
If you have any queries about the privacy risks, contact the Information Governance Team 
datagovernance@ucas.ac.uk. 
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Opt out to commercial comms provided 
within marketing communications and 
unsubscribe list management 

5 Personal data is unlawfully 
destroyed, lost, altered, or 
disclosed due to insufficient 
electronic security 
countermeasures in the transfer 
or storage of that data. 

Security A security assessment has been made of the 
of Ivent and security requirements identified 
within the associated contract 

 
 

 
 

 
 

Reduced 25/06/2020 

6  Security Data is hosted with the EEA, in this case 
Ireland reducing risk or non-UK DPA or GDPR 
compliance issues. 

 

 

Removed 25/06/2020 

7  Security  Data is suitably encrypted during end to end 
use including during transfer and at rest in 
storage systems. Confirmation provided 
within security checklist review. 

 
 

 
 

 
 

Reduced 25/06/2020 

8 Personal data is unavailable 
because of electronic or physical 
access to the information 
repository  

Lawfulness Procurement and contract discussions confirm 
the viability of suppliers and data processors 
in terms of system resilience and recovery. 
Requirements detailed within contract and 
associate service level requirements. 

 
 

Reduced 25/06/2020 

9  Adequate and 
relevant 

Back up, disaster recovery and business 
continuity plans are in place to recover 
information or regain access as quickly as 
possible. Ivent data hosted with supported 
AWS environment and UCAS extractions 
mitigated by UCAS recovery and backup plans. 

 

 
 

Reduced 25/06/2020 
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14  Security  Personal data is sent securely to external third 
parties i.e. secure email encryption, recorded 
delivery, etc.  
Exhibitors will have access to the secure 
details of their exhibition data to review and 
securely download interactions with their 
stand. Events and Analysis Teams will securely 
share data using Moveit or encrypted email if 
third party disclosure is required outside of 
the system. 

 

 

Reduced 26/06/2020 

15 Personal data held is accurate 
and, where necessary, kept up to 
date 

Accurate and up 
to date  

Procedures are in place to manage changes to 
core personal data held in systems, like name, 
address and contact details, etc., to prevent 
information being sent to the wrong person or 
address. 
Registrations are provided on a per event 
basis ensuring that up to date personal data is 
used in a timely fashion and entered directly 
by data subjects reducing the risk of data 
quality issues. 

 Mitigated 26/06/2020 

16 Personal data is kept for longer 
than necessary 

Adequate, 
relevant and 

limited  

Record keeping procedures make it clear to 
staff what personal data is needed and where 
it needs to be held, e.g. In applications, 
Network Drives, Outlook, SharePoint, physical 
file, etc.  
Virtual events records will be retained in 
accordance with the UCAS retention schedule. 

 Reduce 26/06/2020 

17  Retention There is a facility to delete records either on a 
come to notice basis (request to be forgotten) 
or on a staged basis in accordance with the 
retention requirements. 

 

 
 

Reduce 26/06/2020 
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IG to review and action such requests with 
support of Events Team. Any unsubscribe 
requests to UCAS’ marketing activity can be 
completed by through normal processes 

18 Video chat functionality, 
heightened level of privacy 
intrusion 

Privacy and 
safeguarding 

The one to one live video chat function is not 
being used with the initial event provision in 
July. This functionality is seen as an enhanced 
provision for UCAS in the virtual events offer, 
but does highlight potential privacy and 
safeguarding concerns. 
As a result a review is currently underway to 
consider the impact and mitigation in the 
provision of this service specifically in 
reference to the annotation of any 
outstanding risks and technical or other 
controls available to mitigate the risk 

 
 

 
 

Risk review in 
progress 

26/06/2020 

 
  



Step five - Sign off and record the PIA outcome 

Who has approved the ongoing privacy risks involved in the project? 

Data Protection Officer (DPO) I 
Summary of DPO advice: The movement to a virtual events provision provides a more technically focused form of processing that our standard physical 

events. The data governance and security checklist has been reviewed by both Information Governance and Enterprise Security to ensure that the new 

supplier provides an adequate level of protection with the data obtained, hosted and shared through their system. As this is a new venture use of, and 

any weaknesses in the systems or related processes should be monitored and reported to our Team where appropriate to review the impact on data 

privacy. 

Step six - Integrate the PIA outcomes into the project plan 

Who is responsible for integrating the PIA outcomes into the project plan and updating any project management paperwork? Who is responsible for 

implementing the solutions that have been approved? Who is the contact for any privacy concerns which may arise in the future? 

Contact points for future privacy concerns and role: 

I I Events Systems and Support Manager
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I 

This PIA will be kept under review by: 

II I to support

developments as they are introduced such as 1:1 video. 

Page 21 of 22 

25 June 2020 
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The DPO will also review (where appropriate) ongoing 
compliance with the PIA and Data Protection legislation 

 
 




