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Privacy Impact Assessment Template  
 
This template is to record the Privacy Impact Assessment (PIA) process and results where 
personal data is being processed in a new manner.  Details should be completed from the 
beginning of the project; step one of this form will identify if a full PIA is required due to the 
potential high-risk nature of the processing activity. 
 
PIAs are used to help us identify the most effective way to comply with our data protection 
obligations and meet our customers’ expectations of privacy. They are designed to identify 
‘privacy risks’ or data protection concerns at an early stage and reduce associated costs and 
damage to reputation caused by non-compliance. This guidance follows the standards set out by 
the Information Commissioner’s Office (ICO) together with the Article 29 working group and 
applies to personal data relating to customers and employees. 
 
Information privacy risks relate to the ability of a person to control, edit, manage and delete 
information about themselves and to decide how and to what extent such information is 
communicated to others. Intrusion can come in the form of collection of excessive personal 
information, disclosure of personal information without consent or reasonable expectations, 
misuse of information, as well as through surveillance and monitoring.   
 
The General Data Protection Regulations (GDPR) and accompanying Data Protection Act 2018 
(DPA) requires the completion of Data Privacy Impact Assessments, as defined in Article 35 of the 
Regulations, when there may be high risk to the rights and freedoms of the individuals whose 
personal data we process. Within UCAS Data Privacy Impact Assessments will be known as Privacy 
Impact Assessments for continuity purposes. 
 
Under GDPR, all completed full PIAs must be sent to the Information Governance Manager, via 
datagovernance@ucas.ac.uk, in their role as Data Protection Officer to be reviewed and 
approved. If a PIA has risks that cannot be eradicated, but are significant, then the Information 
Governance Manager will have to consider further discussion at the Data Governance Board, with 
the Senior Information Risk Owner (SIRO), or it may require review by the Information 
Commissioner’s Office (ICO) as part of the ‘prior consultation’ process.  This can take a significant 
period of time, so early engagement with Information Governance is encouraged. Ultimately the 
ICO has the power to require organisations to cease intended or actual processing activity if it 
considers the activity to be an unpalatably high risk. 
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previous decision 
making by applicants is 
used to support the 
development of the 
Clearing Plus algorithm 
as noted above the 
options of courses 
provided to applicants 
within clearing does not 
meet the definition of 
profiling which would 
cause ‘significant 
effect’. Individuals 
retain choice over which 
courses to indicate 
interest and request 
more information. 

Biometrics: Are you intending to process biometric information i.e. 
fingerprint IDs or facial recognition?  

No 

Data matching: Are you intending to use the personal data for data 
matching purposes e.g. combining, comparing or matching personal data 
obtained from multiple sources?  

No 

Invisible Processing: Are you carrying out invisible processing e.g. where 
the information has been obtained from third parties and not the data 
subject and where we have not notified the data subjects of that 
processing? 

No 

Tracking: Are you tracking or monitoring data subjects e.g. geolocation, 
behaviour, online activity etc.?  

No 

Targeting of children: Are you processing personal data to target children 
or vulnerable adults for marketing purposes, profiling or other 
automated decisions, or offering online services to children?  

Yes, extended online 
service to children 17-
18 

Risk of physical harm: Are you processing personal data which, if 
compromised by a data breach, it could jeopardise the health and safety 
of the individuals? 

Yes, there is a potential 
risk that exposure of 
data from Clearing Plus 
or the wider UCAS 
application service 
could expose individuals 
to harm from identify 
theft or unsolicited 
contact. 

 
If you answered yes to any of the above, please go the Step 2 and engage at this stage with the 
Information Governance Team.   

If you answered No to all questions, you do not need to complete a PIA.  If you are not sure you 
can contact the Information Governance team at datagovernance@ucas.ac.uk for advice.   
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Step Two – Provide a background to the project and consultation 
 

1. Explain what the project aims to achieve, what the benefits will be to UCAS, to our customers and 
any other relevant party.   

2. Draw on what was identified within the initial screening questions to summarise why the need for 
a PIA was identified. 

3. If helpful, please link to other relevant documents related to the project, for example a project 
proposal. 

 Clearing Plus is a new product that UCAS is looking to offer to Providers and applicants for Clearing 
2020. Providers will be able to choose which courses, entry and acceptance criteria they want to 
feed into a matching algorithm. The matching algorithm will show relevant and available courses to 
unplaced applicants from early July. The unplaced applicants will be able to view the matched 
courses via a secure portal, that they can access via Track. Applicants will then indicate whether 
they want to express an interest in a course or not, with their details being passed on to the course 
provider if they choose to express an interest. Providers will then be able to review the information 
provided through Clearing Plus and weblink to identify if they wish to contact the applicant with 
further details of course options or to discuss an offer. Individuals will then be able to make an offer 
and the applicant can add it as a Clearing choice. 

  

 
Consultation requirements  
 
In order to ensure that UCAS identifies all privacy risks, consider who might need to be consulted, 
both internally and externally. This should be linked to all relevant stages of the project and can 
be done at any stage. 
 

The majority of research with applicant/ student groups has been done via the Learner Focus Group, 
last time this was a topic was back in November 2019 when the group discussed clearing plus as a 
replacement for DCS: Courteney outlined some of the proposals for the DCS replacement - the 
majority were bought into with the ideas and felt that they would help reduce some stress, in an 
already stressful time. They clearly found the additional information and help being offered would 
be of benefit to those in a difficult situation. 
 
Additional webinars and communications have been completed with HEPS to engage them with the 
process. This engagement activity has continued during testing and initial rollout to providers for 
course submissions. Feedback received has been used to develop the initial release of the product 
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and develop an initial roadmap for future developments. Two Learner webinars have been held to 
support development and consideration of the product the latest held on the 23rd June. 

Step Three – Describe the information flows  
 
The collection, use and deletion of personal data should be described here.  It may be useful to do 
this in the form of a flow diagram and link it into this document. This section should provide brief 
details of what data is collected and why, where it will be held and how it is managed and the 
categories of data subjects (i.e. learners, advisors, representatives, UCAS or provider staff etc.).   
 
Please include the potential number of individuals that are likely to be affected in the above flow. 
 

Data flow documentation for Clearing Plus (MVP view) 
 

 
 
The latest Clearing Plus architectural design can be view here: Clearing Plus Architectural Design 
 
Minimum valuable learner journey (including provider and UCAS requirements) 
Clearing Plus available to unplaced applicants and learners going direct to clearing (including 
international) from Clearing opening until closure (not during embargo). Available before & after 
results with predicted grades and post SQA/A Level results with actual grades. Learner can opt-in 
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easily and information will explain expression of implications in terms of receiving communications 
from providers on the selected or similar course options which may be suitable. 
 
Learner sees list of courses with an option to select their interest in a course and receive additional 
information. A&I algorithm produces results and User Interface displays. Courses they see have 
been selected by providers as available in Clearing and match criteria set as people they are looking 
for. 

When learner clicks ‘Interested’ course / provider details available using link (Search).  Learner 
details passed to provider. Interested course stays in list distinguished from others. List refreshes 
when courses availability changes. Learner adds clearing choices in Track once received offer and 
once they accept the place, they will no longer have access to or visibility of Clearing Plus as they 
will no longer be unplaced. 
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personal contact details and 
related course to support contact 
with the individuals. Full 
application details will only be 
surfaced directly once a clearing 
choice has been submitted by the 
applicant with the relevant 
provider. Providers can use 
weblink products to review 
additional information based on 
the applicants PID before they 
confirm a place through clearing. 
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Step Four – Identify privacy and other related risks 

Use the table below to identify the key privacy risks and any associated compliance and corporate 
risks. If any larger risks are identified, then consideration needs to be given to whether they 
should be recorded on the corporate risk register as related compliance risks. 

Due to the significantly high penalties for the loss, misuse, damage and inappropriate disclosure 
of personal data, we must identify and mitigate the risks identified within this document 
wherever possible. 

The common risks are the loss, theft or physical damage of personal data; unauthorised access, 
alteration or deletion of personal data; the breach of confidentiality of personal data.  These risks 
can have potential consequences for the individuals concerned, as well as UCAS, and our partners 
or contractors, potentially causing physical harm, distress or embarrassment to individuals and 
resulting in reputational damage, loss of public trust, extensive financial penalties or legal action.  

Use the table below to list the privacy risks associated with this processing of personal data, the 
solutions to treat the risk and the decision.  The ‘Mitigation activity/ Project requirements’ 
column must state the risk control and decision actions may include efforts to Accept, Reduce, 
Remove or Transfer the risk in accordance with the UCAS risk management process.  

The most common risks have been listed in the table below as a guide, but you will need to add 
your own risks, or expand on or delete those listed, according to your own project. 

If you have any queries about the privacy risks, contact the Information Governance Team 
dataxxxxxxxxxx@xxxx.xx.xx. 









 

Security marking:  INTERNAL USE ONLY    Page 19 of 22 
Document owner:  Information Governance    25 June 2020 

update contact information either through 
Apply or via CXC where changes are required. 

14 Personal data is kept for longer 
than necessary 

Adequate, 
relevant and 

limited  

Record keeping procedures make it clear to 
staff what personal data is needed and where 
it needs to be held. In the case of Clearing Plus 
individual level data should not be removed 
from the system except by exception. 
Personal information will only be retained 
during the relevant cycle and then removed.  

 Reduce 11/02/20 
 

Deletions 
required at 

end of 
cycle. 

15  Retention There is a facility to delete records either on a 
come to notice basis (request to be forgotten) 
or on a staged basis in accordance with the 
retention requirements. The risk of right to be 
forgotten requests is considered low as data is 
only retained during the relevant admissions 
cycle. Data can be removed from source 
systems if required. 

 Reduce 11/02/20 

16    
 

 
 

 

 

 

 
 

 

17 Removal of “I’m interested 
option” 

Lawful basis/ 
Accurate and up 

to date  

Under the MVP release of Clearing Plus for the 
2020 cycle Clearing Plus users will not be able 
to remove their “I’m interested” option in 
real-time. As noted above individuals are 
advised to contact a provider if they no longer 
wish to be contacted. Due to the csv 

 Reduce 25/06/2020 
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download provided to HEPS and likely 
differing approaches to the management of 
enquires between HEPs UCAS cannot control 
the contact between the HEP and the 
individual. The ‘consent’ to share via the 
interested in option is a snapshot and HEPs 
must take into consideration the wishes of the 
applicant when communicating with them. I.e. 
once they are placed with another provider or 
no longer wish to pursue a place at their 
institution. 
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 (Lead Project Manager) 
 (Product Owner) 

 (Lead Project Manager) 
 (Product Owner) 

 
The DPO will also review (where appropriate) ongoing 
compliance with the PIA and Data Protection legislation 

 




