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OFFICIAL 

 

Florian Ellebrecht 

Network Rail  

By email: xxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxxxxxxxx.xxx 

Freedom of Information 

 

The Quadrant  

 

Elder Gate 
Milton Keynes  
MK9 1EN 

 

23 October 2023 

 
 
 

 
Dear Florian,  
 
Information request   
Reference number: FOI2023/01098 

 
Thank you for your emails concerning signalling diagrams, after reviewing all the 

diagrams we held I wrote to you on 14 September 2023 to confirm we would process a 
request for five diagrams between Faversham and Rochester and this was logged as 
received on 27 August 2023.  

 

I have processed your request under the terms of the Environmental Information 
Regulations 2004 (EIR).1 

 
I can confirm we hold this information please find attached five signalling diagrams 
covering Rochester to Faversham. Please note I have withheld some information under 
regulation 12(5)(a) (public safety) and 13(1) (personal data) of the EIR.  

 

1 The EIR, like the Freedom of Information Act 2000 (FOIA), allows people to access information held by 
public authorities like Network Rail. When people ask for environmental information, we need to consider 
the request under the EIR rather than the FOIA. In this case, I am of the view that this information meets 

the definition of environmental information at regulation 2(1)(a) of the EIR because it is information on 

Network Rail’s infrastructure which forms part of the landscape. 
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Regulation 12(5)(a) EIR 

 
I have withheld some details from the diagrams which show details of the signalling 

system and how they work in practice under regulation 12(5)(a) of the EIR.  
 
Under regulation 12(5)(a) of the EIR, a public authority can withhold information where 
its disclosure would adversely affect public safety. The Regulations do not specify the 
meaning of ‘public safety’, but the Information Commissioner’s Office makes it clear that  

the term is to be understood as having broad implications:  
 

…to protect the public as a whole, a specific group, or one individual who would be 

exposed to some danger as a result of the disclosure. 2 

 

In this case, I have withheld certain details which reveal information about the Train 
Protection & Warning System locations (the system in place to automatically slow or stop 
trains which are moving too fast or have passed a signal at danger); the technical 

relationships between assets and details of concealed safety and/or security overlay 
detection systems which are used to determine whether a train is permitted to enter a 
section of the track. Publishing this information would make our signalling infrastructure 
vulnerable to attack from those wishing to damage the railway infrastructure or plan 
terrorist attacks on the railway. This position has been supported by the Information 

Commissioner in decision notice IC-235699-G8F5.3 
 
This regulation is subject to a public interest test. I have set out my findings for and 
against disclosing this information below.  
 

 

2 https://ico.org.uk/media/for-
organisations/documents/1633/eir_international_relations_defence_national_security_public_safety.pdf  

See page 18 
 
3 https://ico.org.uk/media/action-weve-taken/decision-notices/2023/4026061/ic-235699-g8f5.pdf  
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I understand that there is a public interest in general transparency and openness, as this 
helps to improve the accountability of organisations like Network Rail. We are committed 

to providing information where appropriate through proactive publication and disclosures 
under the FOIA and EIR.  
 
Set against the general presumption in favour of transparency is the need to protect the 
security of the rail network and those who use it. It is particularly important to remember 

that disclosures made under the EIR are disclosures to the ‘world at large’; any 
information disclosed is released into the public domain, not just provided to one 
individual in a private transaction. We therefore have to consider the wider impact of any 
disclosure and cannot take into account the motives of an individual requestor, even when 
they are well-intentioned.  

 
Disclosure of this level of detail which shows the inner workings of the signalling system, 
would pose a risk to public safety since disclosing this level of detail could place the 
railway at risk of attack from those wishing to carry out terrorist attacks or disrupt and 
damage the railway infrastructure. Such a disclosure would place passengers and those 
who work on the railway at risk. This would clearly not be in the public interest. 

 
We are required to consider whether the public interest in disclosure outweighs the public 
interest in maintaining the exception. In this case, the intricate details in the diagrams 
which I have withheld does not detract from overall understanding of the topic you have 
asked about. It is unlikely that the wider public would benefit much from its publication. 

  
There are strong arguments in favour of maintaining the exception in this case, given the 
severe risks associated with disclosure. It is strongly in the public interest that Network Rail 
protects operational information that would facilitate attacks on railway infrastructure.  
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Having considered all the circumstances relevant to this case, it is my decision that at this 
time the greatest public interest lies in maintaining the security of the railway and keeping 

those who use the network safe. I am therefore withholding this detailed information 
from the documents. 
 
Regulation 13(1) EIR 

 
I have withheld some names and initials from the diagrams. I have redacted these under 

Regulation 13(1) of the EIR. This regulation allows us to withhold personal data where its 
disclosure would breach the data protection principles set out at Section 35 of the Data 
Protection Act 2018 and Article 5 of the General Data Protection Regulations. In this 
instance, publishing the personal data of our employees would breach the first principle, 
which states that data should be processed lawfully, fairly and in a transparent manner. 

The individuals in question would have had no reasonable expectation that their details 
would be provided to the world at large through the EIR and it would therefore not be fair 
for us to disclose them. 
 
If you have any enquiries about this response, please contact me in the first instance at 

xxx@xxxxxxxxxxx.xx.xx. Details of your appeal rights are below. 
 
Please remember to quote the reference number at the top of this letter in all future 
communications. 
 

Yours sincerely 
 
Danielle Stratton 
Information Rights Specialist 
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You are encouraged to use and re-use the information made available in this response 
freely and flexibly, with only a few conditions. These are set out in the Open Government 

Licence for public sector information. For further information please visit our website. 
 
Appeal rights 
 

If you are unhappy with the way your request has been handled and wish to make a 
complaint or request a review of our decision, please write to the Compliance and Appeals 

team at Network Rail, Freedom of Information, The Quadrant, Elder Gate, Milton Keynes, 
MK9 1EN, or by email at xxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxxxxx.xx.xx . Your request must 
be submitted within 40 working days of receipt of this letter.   
 
If you are not content with the outcome of the internal review, you have the right to apply 

directly to the Information Commissioner for a decision. The Information Commissioner 
(ICO) can be contacted at Information Commissioner's Office, Wycliffe House, Water 
Lane, Wilmslow, Cheshire, SK9 5AF or you can contact the ICO through the 'Make a 
Complaint' section of their website on this link: https://ico.org.uk/make-a-complaint/ 
 
The relevant section to select will be "Official or Public Information".  
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