I8i reference
number
(1si22hxxx)

151221003

Isi22/033

Isi22i0s7

Isi22/103

Isi22/325

181221343

Isi221371

Isi2zia27

Is221431

1s122/436

Is22/477

Isi22/513

Date
reported

050172022

1801

12022

270172022

0910212022

2000512022

2710812022

1610612022

1300712022

1510712022

1810712022

0010812022

3106

12022

ident Time incident
roported

15:39

16:05

1232

10:40

10:40

1458

1439

1131

1446

13:30

1601

Date of incident *

*ifknown. ifnot, Time of incident  Directorates. Incident
use approximate

Ghildren, Young People Chid in Care Review minutes for an adopted chid

osio12022 and Education ‘was sent to birth mother in error
. Rafonl Adptn  Alegedbreac of confdniaty on 3 acasons 2
Telonz0zz ‘Agency part of the adoption application process
o o, Young Pl Sudnt s acessed 3 i s boangng 0
Tolo0zz and Education provider SupaJar
- g, Young Pelo
G 0t Pt ek oo i pary omer
Pesonsl mobl umber v ubihed n a Pay I
19/05/2022 Chiidren. Young PEODIS ¢ ar poster whilst member of staff was employed
i Eovaton
. Ao Soca are & Emisent o pycrlot s KNP and GO i
2600512022 140z Health to client with similar name in error
Anonrodacied verion ofro Dugness O S
Sraeea Corpste 8 ana ey pan wes
oaten s 2o KGG waste
R —
a0z Chidren. YOuN3 P99 yhon i, bl phone and usk sack sl with
v s kg a3 .
Ina caso wharociron aro g in o
v, Ear ol aiaciodrons moer
e | e O Yo Pl e s
vt s pacted 1o oo na o
o
e— L
09/08/2022 (Children, Young People |y i5c,rg of clients: personal data to a third party
o Eosaton
o, Erionmans. Ercie i G5kt e e

Personal data
involved?

Source of report

Senior Business Support Lead for
South Kent

Complainant

FE High Needs Funding and
Monitoring Offcer

Team Manager, Margale CSWT

Programme Manager Head Start Kent

Action taken

Data breach report form completed. The Birth
mother shouid not have had the minutes and the

Cormpanant sscamed 160,160 enquis
recaived 2577122

‘SupaJam have reported this (0 police and ICO.
and are caying out investigation to establish
They

are taking steps {0 ensure this does not
happening agai
Datbreach rpotfom compled, WA o
police of this breach as it was their data. Al
ol 1C0, SW isted TP, Manager visted Margate CSWT
data subjects who do o want to complan at

is ime.

Data breach form completed. The poster has

now been removed from Kels, But oterareas (e o

pparenty
10 0ur attention before - was anything done.
Data breach form completed. Recall was

Senior - North
Kent (Dartford, Gravesham, Swaniey ™
‘and Swale) Business Support Team
supporting Menal Healtn

Kent Resilience Team Manager

ovPE

attempled.
el Hov conaced eclnt 0 pobgee

et Reaparsathoes ik e st
uless we deal with her ongoing compleins.
Notiy the ICO. Consider sending a s170 leter
Part 1 data breach report form completed -
furher mitigating acton required - Part 2
completed as part of detaled investigation and
Dueto Team

mut agency involvement agreed to refer 0 1O
- 207122 nolificaton from ICO ot taking any
action

Data breach report form completed. Provider
has carried out a thorough invesiigation: Police
have been informed - reference number: SP-

ICT have checked to see f there has been any
‘access attempts. They notfied ICO - no further
actio

Data trach fom compieiod St cale
el polgeed o Reinr st

Operations Manager, Complex
Investigations, Trading Standards

Fostering

Strategic Programme Manager,
rowth and Communtios

tear Early Help Unit 1
roocuerce Femalaplogy ter o e
issued. ICO ey
o s corltod. O any
bcame aware last week and they wanied fo
haustahposto horesboutbeore T Sandads
confirming loss. Reported to ICO - received

decision - no further action required.
Data breach report completed. Both individuals

oach thr. Th o has i tat e
it share th nformaton wit anyone
Wansgor i meotwin e caer s s
this breach of confidentiaty.
Data breach form completed. Currently
‘Suspended. Has a job in another LA. HR,
Fraud, Legal Services all involved. Need fo
recover the nformaon. Report 0 1CO. ‘Growth and Communities

organisations whose deta s involved.
1CO decision no further action 6.9.22 - copy of

711

ot Kot 1 Fostariog Support

:am Responsible for Breach

‘South Kent Children in Care Service

Breach of Data

Yes

he volume of
personal data lost
compromisad

<m.m numy 1coif

10000+

The sensitiviy of the

wst oy 0O if
mqmy sensitve data

saniican
harm to individual(s))

High

High

High

High

High

High

High

High

1c0 Ca:
Escalated t01CO? Reference wher
applicable

e

1C-149280-L4P5

Ic-167755.2304

1C-155827-W1G3

Ic72147:T191

ICA7a472-H2Y6

1C-177153-V8X6

1C-181690-v4P2.

1C-182134-P8B8

1C-186284-M1K3.

1C-190008-K9Z3

Rationale if not notified to
0/ Outcome of Risk
Assessment

Does not meet ciera for
notfcation

Deys between | Reason for delay

more than 3
and v o epor, coye 72 hours)

1310172022

0410212022

2810212022

00812022

040712022

220072022

1000712022

270712022

2200812022

o7nrz022

roport

Allocated IG

Specialist

Michelle

Sandra

Michelle

Michelle

Michelle

Michelle

Sandra

Michelle

Jamie

Michelle

Michelle

Michelle

Category of Incident

Disclosure to 3rd

Alloged Unauthorised
Disclosure

Misuse of data

Disclosure to 3rd
ty
Misuse of data

Disclosure to 3rd
party

Disclosure to 3rd
party

‘Stolen personalinfo
Disclostre to 3rd
Lostpersonal info

Disclosure to 3rd
party

Misuse of data

Secondary
Category




