Data Protection:
Assessing Good Practice

Alvin West

Audit Team Manager

Information Commissioner’s Office
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Good Practice Audit

« Seen as being key to educating and assisting organisations
to meet their obligations

e Use audit, assessment and practical advice and
recommendations to improve the way organisations deal
with information rights issues

e Assist the ICO to share knowledge and promote good data
protection practice through publishing audit outcomes

e Allow organisations to show their commitment to, and
recognition of, the importance of data protection

e Risk based approach
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Audits: consensual and compulsory

e So far, all of our audits have been consensual - i.e. scope
and time agreed with the data controller or point of contact

e Consensual audits review the control framework for
complying with the Data Protection Act, ICO codes of

practice and guidance

« Now have powers to conduct a ‘compulsory’ audit following
the issue of an Assessment Notice,

1CO.
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Our audit approach — overview

» Agree a scope of work with the organisation

e Carry out an off-site check of an organisation’s documented policies and
procedures

Carry out an on-site review of the procedures in practice for processing
personal data

* Provide a report with recommendations

e \Write an executive summary that we can publish on our website, with the
consent of the organisation

e Carry out a follow-up review - dependent upon the outcome of the original
audit

ico.
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Governance —

Policies and procedures

e« Making sure policies cover all aspects of DPA not just SARs and

security
e Ensuring policies are dated and version controlled and available in

one location
« Communication of policies

Governance structures

e« Ensuring someone at a senior level has ownership of data
protection matters and that role is clear to others in the

organisation

ico.
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Training & awareness

Induction

 Making sure permanent, temporary, contract and third party staff are aware of
policies

Role based training

Refresher training

E learning

« Maintaining records to identify gaps

IT access

» Ease of access to information

« Access to personal data after data protection training

ico.
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Security

IT

Information Security Framework including Policy and Controls
Asset Management - fixed and mobile media including laptops, memory sticks, decommissioning etc
Incident Management

Training

Identity Access Management - joiners, leavers, movers, regular review
third party contractors

Network Access Controls = firewalls, anti-virus updates, encryption
Remote Working

Web application and Cloud computing
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Requests for personal data

Procedures

*» Retrieval process from all ‘likely’ sources of personal data
Responsibilities in job descriptions for processing SARS
Reporting performance

Complaints handling

Monitoring

» SARs logs

* Application of Redactions and Exemptions
* Disclosures procedures

Data sharing

» Ownership

» Use of data sharing protocols/ updating
» Records of data sharing

1CO.
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ICO audit activity

e Growing number of audits
e Growing team
* More diversity of organisations audited

* Greater sharing of outcomes and good practice

1CO.
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Two important questions!

1. Are you a data controller?
You will know the many changes adopted in reorganising
barrister's chambers in recent years. These are one of the
many reasons most barrister’s are now considered to be
data controllers in their own right, and hence must notify as
such.

If at all unsure you must check your status.

2. Does your Bar Mutual policy cover you for actions
attracting an I1CO CMP?

1CO.

Infarmation Commissioner s Offce
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Informal Resolution

By far the majority of our breaches are dealt with by finding a
mutually agreeable ‘Informal Resolution” with the DC.

As the title states, this is INFORMAL regulatory action and
permits room for common sense in the lesser, every day
cases.

Informal Resolutions are completed simply by the exchange of
letters, although we are always happy to speak with you on
the telephone.

1CO.
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Undertakings.

Undertakings are again an INFORMAL procedure NOT catered
for within the DPA 1998.

In exchange for the Commissioner not exercising his powers
under section 40 of the Act (Enf. Notice) the DC enters into a
written undertaking to complete an agreed course of remedial
action. The Undertaking is published on the ICO web site and
may be accompanied by a press release.

Undertakings can be agreed simply by exchanging
correspondence, or the Case Officer may wish to visit the
breach site.

ico.

e o



JO '22130U 3yl UIYIIM
panads aJe se sdais yons (bupje) wody uledjal 10) axe) e

03 Wiy Buiinbal a2130U B Wiy aAIas Aew

Jauoissiwwon) (3nsad ‘o3 A|@1| SI 10 ‘sey ssaJisip 10 abewep

pue) sajdipund 4g ay3 Jo Aue buluaAeIjuod S| 10 pauaAeRIJuOdD
sey 19||0J3u0D Blep e jey) palisiies Ssi IauoISSILWo) 9yl 41 e

‘9661 Yda 0+S Japun samod Alojejnbad jewioq e

9OTION JUSWIDIIOJUH



Enforcement Notice

e refrain from processing any personal data (or to refrain from
processing PD for a purpose specified within the notice) -
after such time as specified.

e In deciding whether to serve an enforcement notice, the
Commissioner shall consider whether the contravention has
caused or is likely to cause any person damage or distress.

e Breach of an Enforcement Notice is a Criminal Offence.
Summary conviction = fine not exd. £5,000.
On indictment = Unlimited fine.

ico.
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Civil Monetary Penalties (Origins 2.)

*+ Enhanced power for ICO to impose monetary penalties.

e Sanction and a deterrent to data controllers who may
otherwise ignore their responsibilities under the Data
Protection Act.

« Encourage data controllers to approach ICO and promote
compliance.

e Improve public confidence.

ico.
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FAX Machines!!

I

ico.
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Barristers - antecedents!

Prosecution case file left unattended for 4 minutes in Crown
Court. Picked up and part read by one of the defendants.
SPD ++.

Full case file in care proceedings left in foot well of car
overnight in supermarket carrier bag. Car broken into and file
stolen. SPD +++

Unencrypted laptop, containing copious case notes, stolen by
means of domestic burglary. No physical security. SPD ++

Judge leaves unencrypted laptop on train. SPD ++

Barrister gets puncture in car tyre and changes wheel at roadside. Cleans
hands on case file papers and places in nearby public street waste bin. SPD +

ico.
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How to avoid a data breach 2.

Never fax PD unless absolutely necessary, then you must use
‘Ring ahead’ / safe haven.

When travelling set a reminder on your phone / watch etc. to ensure
that you have collected all your papers / data just prior to the arrival
of your transport at your destination!

If you incur a breach do all you can to recover the situation.
The ICO can advise on whether you need to report it to our
office and, if so, how to do so. (Your actions post breach are
important!)

Keep an absolute minimum of data at your home for the minimum of
time. (i.e. None when you are on holiday!)

ico.
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Freedom of information
and research data

Victoria Cetinkava, Senlor Policy Officer, Information
Commissioner's Office

13 September 2011




The Information Commissioner's
Office

The ICO’'s mission is to uphold information
rights in the public interest, promoting
openness by public bodies and data privacy
for individuals.

ico.




ICO’s role

Enforce and regulate
- Freedom of Information Act
- Data Protection Act
- Environmental Information Regulations

- Privacy and Electronic Communications
Regulations

Provide information to individuals and organisations
Adjudicate on complaints
Promote good practice

ico.




Our performance — 2010/11

c 206,585 - calls bo our helpline
c 2.4m - visits to our wiebhsite

Data protection
s 26,227 - data protection cases recelved
» 29 685 - data protection cases closad
= ¢ 339,298 - organisations notifying

Freedom of information
» 4 374 - freedom of Information cases recelved
s« d 369 - freadom of information cases closed

ico.




What is FOI?

A general right of access to
information held by public authorities

ico.

- accountability and transparency
- spending of public money

NB — it is access to the public at large, not just an individual.

Also note that reference to 'FOI' in general terms here includes the
Environmental Information Regulations, which are very similar.



Important parts of the FOIA

- Section 8 - valid reguest

- Section 10 - time for compliance

- Section 12 - cost limits

- Section 14 - vexatious / repeated requests

- Section 16 - duty to provide advice and
assistance

- Section 17 - refusal of a request

- Section 19 - publication schemes

ico.

Section 8

In writing {email OK). Include name, address for correspondence.
Twitter OK

Section 10

20 working days to reply. Clock stops if need further info, perhaps to
narrow down the request

Section 12

Costs - E450.00 max charged at £25.00 per hour. NOT the costs of
locating or redacting the information. Includes cost of printing, paper
atc, |fexceed, speak to applicant to try to narmrow the reguest to bring it
within cost limits.

Section 14

Vexatious requests, not requestors, Consider

- fairly seen as obsessive?

- harassing the authority or causing distress to staff?

- compliance impose a significant burden re expense / distraction?
- designed 1o cause disruption or annoyance?

- fack any serious purpose ( value?



Important parts of the FOIA

| - Section 8 - valid request

- Section 10 - time for compliance

- Section 12 - cost limits

- Section 14 - vexatious / repeated requests

- Section 16 - duty to provide advice and
assistance

- Section 17 - refusal of a request

- Section 19 - publication schemes

ico.

Section 16
Duty to provide advice and assistance. Se s45 CoF (MoJ)

Section 17
Refusal nofice — issue asap and always within 20 working days
Clear, specific. Why info is being withheld.

Section 19
Publication schemes — proactive release of information.

Adopt the ICO model scheme and routinely disclose. If gel a request,
can refer to publication scheme,

ICO going to start work on updating the HE publication scheme
definition document in conjunction with the HESP.

Link with RCUK Common Principles on Data Policy and guidance on
data management plans.



The exemptions

Over 20 in total
Tightly drawn up; their use is limited
Presumption of disclosure
Cover areas such as:
- National security; defence
- Law enforcement; court records
- Parliamentary privilege
- Formulation of government policy
Legal professional privilege
ThE public interest test

ico.

Some exemptions are absolute; some are qualified and require a
further public interest test —e.g. LPP can be overridden if it is in
the public interest to disclose, especially if advice old and the
Issue no longer ‘live’.



Exemptions especially relevant to HE
and research

- Information accessible by other means

- Information intended for future publication

- International relations

- Prejudice to effective conduct of public affairs
- Personal Information

- Information provided in confidence

- Commercial Interests

ico.
| ==




| Impact of FOI

«[nformation released routinely
«MPs’ expenses

sAcademic impact

ico.

Routine release s now common — e.g. salaries and expenses of CEOs
of local authorities, or chief police officers

MPs — use of FOI showed a corrupt process, and that some MPs were
abusing it. Resulted in prison sentences for a few.

Academic impact - UEA | QUB / UCLAN

UEA

The complainant made a number of requests for information related to
the involvement of some of UEA's staff in the Intergovemmental Fanel
on Climate Change. The Commissioner has found that the public
authority breached regulation 14(2) of the EIR by failing to provide a
response to a request within 20 working days and breached regulation
5(2) by failing to provide a response to other requests

(UEA tried to rely on exemptions within the FOIA (812 cost limits, 827
international relations, 36 prejudice to effective conduct of public
affairs, s41 info provided in confidence) but the information was in fact
environmental as defined in the EIRs and therefore had to be dealt with
under the EIRs).



Impact of FOI

eInformation released routinely
«MPs' expenses
e Academic impact

ico. |

auB

The complainant requested electronic data relating to tree ring research
(dendrochronology). QUB confirmed that it held the requested
information but refused to provide it citing section 12 of the Act. The
Commissioner indicated to the public authority that the withheld
information fell within the definition of environmental information under
the EIR. The public authority subsequently cited the exceptions al
regulations 12(4)(d), 12(4)(b), 12(5)(c) and 12(5){e) to refuse the
information. The Commissioner finds that none of the exceptions is
engaged and the withheld information should therefore be disclosed.
The Commissioner also recorded a number of procedural breaches In
the public authorty's handling of the request.

QUB argued that the requested information should be withheld under
the following exceptions:

» Regulation 12({4)(d) — information that is unfinished or in the
course of completion, - But ICO said that the data is not
unfinished or incomplete, rather that, whilst the research utilising
this data is ongoing i.&. the analysis of the data, the data itself
has already been collected and is therefore not unfinished or
incomplete



Impact of FOI

«Information released routinely
«MPs’ expenses
sAcademic impact

ico.

= Regulation 12(5)(c) — intellectual property rights — but ICO said
that in order to engage the exception, it is necessary to
demonstrate that QUB hold intellectual praperty rights in respect
of the raw tree ring data and that an adverse effect to those
rights would arise as a result of disclosure of that data. The ICO
was not persuaded that QUE does in fact hold intellectual
property rights in relation to the withheld information. Whilst the
research that was undertaken and published by QUB using the
data as a tool might well attract intellectual property rights, it is
unclear to the Commissioner as to how the raw tree ring
measurement data itsell could attract such rights. No clear
argument receved

* Regulaton 12(5){e) — commercially confidential information —
but QUB collected the data itself, so it does not attract a duty of
confidence provided by law as it is primary information generated
by QUE itself and not shared with a third party. The information
does not have the quality of confidence.

regulation 12(4)(b) on the grounds that the request was
manifestly unreasonable (time taken to extract, copy, collate and
prepare info for release).

QUB also said the info would be meaningless for the
complainant in its current format - but ICO said there is no
requirament for applicants to demonstrate how they would use
the info



Impact of FOI

Information released routinely
+MPs’ expenses
sAcademic impact

ico.

UCLAN

The complainant requested copies of the course malerials issued
to undergraduate students for the BSc (Hons) in Homeopathy
UCLAN withheld the requested information by virtue of the
exemptions contained in sections 21, 43(2), 41, and 36(2)(c).
The Commissioner found section 41 was engaged in respect of
specific portions of the course materials but that none of the
other exemptions were engaged, and ordered the disclosure of
the requested information apart from the portions withheld under
section 41, He also found the public authority in breach of
sections 1(1)(b), 10{1), and 17(1). Information Tribunal appeal
number EA/2009/0034 dismissed.

521 - reasonably accessible by other means (pay fee, enrol on
course) — ICO said fee for 3 years' tuition not reasonable in
comparison with fees which may be charged by PAs for
complying with FOI requests.



Impact of FOI

eInformation released routinely
*MPs’ expenses

sAcademic impact

ico.

S543(2) — prejudice commercial interests (of UCLAN or 3™ party)
— UCLAN concemed that private providers would use their
course content, thus prejudicing UCLAN's position. The |ICO
found that section 43(2) was Incarrectly engaged by virtue of the
fact that the public authority’s ability to recruil students is nol a
commercial interast within the contermnplation of section 43(2). In
addition to his finding on commercial interests the Commissioner
finds thal section 43{2) would in any case not be engaged as the
likelihood of prejudice to the public authority's ability to recruit
siudenis as a resull of disclosure under the Act is no more than
the likelihood of prejudice resulting from the availability of the
course materials to students already enrolled on the course.

541 - information provided in confidence (case studies) — ICO
found this was correctly applied



Impact of FOI

eInformation released routinely
*MPs' expenses
eAcademic impact

ico.

£36(2)(c) - prejudice the effective conduct of public affairs - The
ICO recognises that if as a consequence of disclosure in this
case, the public authonty received a large number of requests for
the course materials for all or most of its courses, it could be so
disruptive that section 36(2)(c) might be engaged. However, he
does nat consider that it is at all plausible that this would happen,
and that the public authority has not considered if there is any
evidence in support of the likelihood that this would be the case.
As already noted by the public authority, course materials which
are available to students enrolled on a course are already at risk
from further dissemination, and it is unlikely that disclosure in this
case would lead to substantial applications for the course
materials for the BSc in homeopathy or any other courses
offerad by the public authority in light of the fact that they are
readily available to potentially thousands of students therefore
making them quite easily accessible to anyone determined
enough to have them. He does not accept that for the material
other than the case studies a strong level of control exists, as
argued by the public authority.



ICO work with the HE sector

- ICO higher education sector panel on FOI
and DP

- Research subpanel

ico.

16



ICO Guidance for Higher Education:
research information and the FOIA/EIRs

- due for publication September 2011
- to include guidance on;:

- future publication

- commercial interests and IPR

- academic discourse

- peer review

- international relations

- personal information

- vexatious requests

ico.

17



The work continues: publication schemes

- updating of publication scheme definition
document for the HE sectar

- proactive disclosure of research information

18



Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews

ico.
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The Information Commissioner's
Office

The ICQO’s mission is to uphold information
rights in the public interest, promoting
openness by public bodies and data privacy

for individuals.

ico.
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Our performance — 2010/11

c 206,585 - calls to our helpline
c 2.4m - visits to our website

Data protection
e 26,227 - data protection cases received

e 29 685 - data protection cases closed
e ¢ 339,298 - organisations notifying

Freedom of information
¢ 4,374 - freedom of information cases received
e 4 369 - freedom of information cases closed

ico.
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Important parts of the FOIA

- Section 8 - valid request

- Section 10 - time for compliance

- Section 12 - cost limits

- Section 14 - vexatious / repeated requests

- Section 16 - duty to provide advice and
assistance

- Section 17 - refusal of a request

- Section 19 - publication schemes

ico.
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Exemptions especially relevant to HE
and research

- Information accessible by other means

- Information intended for future publication

- International relations

- Prejudice to effective conduct of public affairs
- Personal information

- Information provided in confidence

- Commercial interests

ico.
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ICO work with the HE sector

- ICO higher education sector panel on FOI
and DP

- Research subpanel

iCO.
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The work continues: publication schemes

- updating of publication scheme definition
document for the HE sector

- proactive disclosure of research information
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Building A Stronger Future

CSA and DBSG Annual Canference and
Exhibition 2011
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Personal data and security: update
from the ICO

Alastair Barter, Information Commissioner’s Office
September 2011

ESR aErErer Eeenitises g |

CS a.'ﬂi Annual Conference and Exhibition 2011 db Sg

Good afternoon dnd thank you to the organisers at the C5A for giving me the opportenity to speak to
wou foday

i'm hare to give an brief overview of data security from the paint of view of the 100 - the data
protectlon regulstar

The ICD has an enforcement and advisory remit which assists us in upholding data protection law and
offer guidance to data processors and data subjects.

Diata securlty issues aften make the haadlines = lost laptop:, siolen records, intrusive CCTV systams,
hacked datw 5 and identity theft = all ganerates interast. Why such human interest f Because it
could happen to anyone = we could all be the data subject who's persanal information has: gone
mitdaing or the data controlier who kost ik

Advancing technal has cresled seemingly infinite possibilitbes bn the way diata is collectad, shared,
stored, anabrsed, sold — the list goes an

The pace of change has been so quick that it has become difficult 1o evaluste the true data protection
risks of new technologies at the same pace as the technology B imegrated into the way we live and
work. Social networking, doud computing, geolocation data, biometrics and facial recognition to name
a few modern examples, all raise data protection issues

in fact; the legislation itself is changing to reflect the fact that the way waé process personal
information today differs so much from that of the mid-1990°s when the DPA was drafied. A key part
of the review of the EL data protection directive i3 how the legislation can address the impact of new
technologies



Introduction and contents

Legal requirements

Penalties

Payment cards
Risks
Good practice

‘ Csaq Annual Conference and Exhibition 2011 dbsg
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I'm going to focus on some of the data protection basics In terms of data security

Legal Requirements; What obligations does the DPA place on the data controller?
Legal Requirements: What rights does it provide to the data subject?

Penalties: What powers does the |ICO have to penalise data
controllers that do not adhere to the DPA?

Payment Cards:  Recent stories have shown that protecting one element of
personal data — payment card data — is important to

avoid obvious consequences to those who have had their data lost and those who
have compromised it

Risks: What risks does poor data governance
and security pose to businesses?

Good Practice; Some advice on how DPA compliance can be achieved and a
mention of the ICO audit function - a free service
available to public and private sector organisations.



Data Protection — the basics

+ Legislation designed not only to protect the
individual but also to provide a framework for
processing personal data

* Three elements:

— Principles of good information handling practice
— Enforcement

— Education and promaotion

csa’ dbsg
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The DPA provides a framework based araund 8 principles of information handling which, if followed
correctly, should serve to protect the individual and help the data controller maintain complisnce with
the DPA

A main lunction of the legislation — and the ICO - is to promaote these principles — the cornerstene of
pood data governance - through education and promation of good practice

Achievied through Codes of practice which use real world examples to explain how the principles work
im practice

puidance
helpling available 1o the busimasses and the general public

lakson funchions wheare the D éngage with major stakeholders be they Govermiment Departments or
private sector Organisations

The legislation gives the 00 enforcement pawers which allow the commissioner to fine organisations
up Lo E500,000 for serious breaches of the DPA

Adopt a problem arientated approach — identifying issues that could bring with them DFA concerns
and work [o mitigate the risks before they become full-blown cases of data protection breaches. Mot
pasy hence much waork on Cloud computing. geolocation data, behavioural advertising and
biometricTacial racognition



The data protection principles

Fair and lawful processing

Specified purposes

Personal data shall be adequate, relevant and not excessive
Accurate and up to date

Personal data shall not be retained longer than is necessary
Individuals have rights

Appropriate technical and organisational measures to
secure the personal data

8. Mo transfer outside of the European Economic Area except
where there is adequate protection at destination.

csa’ dbs
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Brief look at those principles

Apaologies to those of you that are well versed already

Each brings with it too much detall to cover in 25 mins or so

As long as you can justify processing personal data for a specific purpose

As lang as you don't overde the amount of data you record te achieve that purpose
and what you do hold |s accurate, up to date and disposed of when no longer
required. If all rights of the data subject are understood as well as the restrictions
surrounding disseminating it outside the EU - compliance can be achieved without
being an onérous task.

As this is an update on data security I'd like to focus on the seventh DP principle -

appropriate technical organisational measures being in place to secure the perso nal
data

Oft-discussed topic as it is not within the legislation what constitutes ‘appropriate
measuraes’



Data protection in a corporate

environment

» Personal data is a business asset — think about what
you use it for and try to think how you would cope
without it,

* Protecting that data builds trust and engenders
confidence in the organisation’s ability to comply
with the law,

« Breaches cost money, compliance with the data
protection principles makes business sense.

* Protecting personal data matters to customers, staff,
clients and partners.

csa’ dbso
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Valuing data in manetary terms is perhaps something of a new concepl

Everything else in business is assigned a monetary value — peaple, stock, property —
50 it would be strange to consider data, say of customers as anything other than an
ELUT

If someane is trying to steal it via hacking or if its loss is newsworthy or detrimental
to individuals, it clearky has a value.

Whether you have assigned a monetary value to your data, or a value in relation your
reputation, it's time to take a look at risk.

The loss of any data that you maintain, particularly if that data contains information

subject to regulatory control carries a certain amount of risk if that data were to be
lost, damaged or stolen. As you accurnulate more of that data, the risk of loss goes
up,

So analyse the risk versus return: If you're not getting a return on your data but it
presents yvou with significant risk, should you hold on to it?

The ultimate financial risk may paying a monetary penalty to the ICO...



Getting it wrong

* Monetary penalty notices can be imposed:

— Applicable to serious infringements likely to cause
damage or distress

— Either deliberate or knew (or should have known)
the risks

— |f standards are widely known and used and you
are not using them this will stand out

=P Bkl ST ikl bepi B @ilem oo
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MPs are a last resort but have been used — majority of cases relate to security
breaches

Was it serigus?
How much data did you lose?

How sensitive was it — how likely to cause damage or distress to the people that the
data referred to? Could be loss of money, could be distress caused by harassment,
for example by mistracing

Risk assessment vital — if you don’t know what can go wrong and how bad it could
be, how can you show the ICO that a breach was not caused by negligence?

The ICO does not reqguire that a data controller adopts a particular standard, rather
that they put in place security measures that guard against the level of risk that exists
bearing in mind the nature of the personal data they process and the nature of the
processing.



Getting it wrong

= Recent case highlights risks

* The risk based approach has to take into
account the risk of a MPN

* “With over 31 million people having shopped
online last year, retailers must recognise the
value of the information they hold and that
their websites are a potential target for

criminals”
csa’ _dbsg

Recent case is Lush — they weren't fined because they did take some reasonable
steps but they should have done more — next time a monetary pen is much more
likely

Does your business take this seriously?

Quote is from Sally Poole re Lush case — same goes for anyone though, not just
retallers and not just online {which leads to next slide....)



Good practice

» Recognise that online and offline are
connected not distinct

* Clean up after yourself — too often legacy
systems lead to risks

* Reducing risk requires:
— Leadership — e.g. data minimisation

- D,uit;‘tthrlng what can go wrong (how, how often, how
mu

— Keep up to date and aglle
— See ctaff not just as a vulnerability but also as a first line of

csa dbso
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Think of security as a whole not just as discrete bits of the business — think of the
data journey/lifecycle, where it comes in, how it's used, who sees it, where does it
go? Don't sit back and think the website is secure because your physical premises
might not be. Egs useful (staff training etc)

Adding more processing without getting rid of things you don't need anymore
increases risk

Leadership — who is willing to tell the business that this data isn’t good enough or we
don‘t need it?

Just hecause something worked last year doesn't mean it's any good now

Listen to staff concerns ("1 can never find what | need” might also mean "We don't
know where we keep things and can’t therefore know whether it's safe”



The positive sides of an audit

« How can the ICO help without an in-depth view of how you
aperate and how you handle processing in the context of your
day to day operations?

* Public concerns - data controllers who handle lots of personal
data have lost a lot of public trust, doesn’t it make sense for
the ICO to be able to point out how seriously you take this
and the steps taken to avoid the risks we read about all the
time?

* Payback for all the time and money invested in security and
an opportunity to allow ICO to take notice of the good
practice.

* Avoids risk that money spent on privacy Is wasted if you've
missed that one aspect that leads either to a major privacy

C Sl::ami"l or to customer complaints, db Sg
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The audit function is there to help

Mot identify potential enforcement cases

Compulsory audits In public sector/Not in private

A way of rebuilding trust for data controllers with previous breaches?

Be sure that the investment in security has paid off or identify where more |s needed.

An audit covers the full spectrum of security, Identifies potential chinks in the armour
when assessed as a whole

Mot simply a technology audit — governance (policy and procedures, physical security
assessed, records management, staff training, also assessed



» Subscribe to our e-newsletter
« at www.ico.gov.uk

« Follow us on Twitter
» at www.twitter.com/iconews

csa _dbsg
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Upholding Information Rights:
A Data Protection update from
the ICO

David Smith
Deputy Information Commissioner
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Where are we now?

« Information Rights Strategy consultation

More integrated

Improved efficiency and effectiveness

Using new powers and penalties

Where It's at

* Looking to the future

ico.




Information Rights Strategy

Integrated approach
QOur goal, purpose and outcomes

Enforcing; promoting good practice;
educating and informing; influencing

Maximising our impact
Our tactics

Importance of independence

ico.




Protection of Freedoms Bill

» ICO independence
* Regulation of biometric data
* Regulation of surveillance

+ Safeguarding vulnerable groups, criminal
records etc.

* Vehicles left on land

ico.




Transparency and accountability
agenda

Open data consultation

Commitment to preserve privacy and protect
personal data

Anonymisation and pseudonymisation
Crime mapping example

Forthcoming ©'Hara report on privacy and
transparency

Possible IC0O Code of Practice

ico.




Leveson Inquiry

= To inquire into ... ... the extent to which the current
policy and regulatory framework has failed including
in relation to data protection

= Phone hacking or blagging?
= “What Price Privacy?" and “What Price Privacy Now?"
« Custodial sentences for section 55 DPA offences

= First POCA confiscation

ico.

General Approach

strengthening our teeth — no longer a “toothless tiger’ but education,
awareness, ancouraging good practice still our primary focus;

retaining our commitment to “strengthening public canfidence in data
protection by ... simplifying and making it easier for the majority of
organisations who seek to handle personal information well, and tougher for
the minority who do not” {if you want to keep this);

committed {o principles of good regutation;
regulatory activities should be carried out in a way which
& transparent, accountable, proportionate and consistent,

regulatory activities should be targeted only at cases in
which action is needed;

developing nsk based processes — based on minimising
risk to individuals and society through improper use of
personal information;

working with other regulators to ensure joined up
approach, no double jeopardy etc;

international co-operation on cross border enforcement
ag case we referred to Spanish DPA on marketing of
timeshare led to fine of 60,000 euros,



Powers and penalties

Civil monetary penalties

Five penalty notices issued

Increased audit activity

-

Summary reports published

Positive feedback and lessons learned

ico.




Changes to the Privacy and
Electronic Communications Regulations

« Additional supervisory powers

- Monetary penaities
= Audit

- Information notices
« Mandatory breach notification
« Mew rules for cookies

« [CO advice published

ico.
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Future legal framework

» Reviews of international instruments

European Commission proposals awaited

Regulation or Directive?

Harmonisation or light touch regulation?

What other changes can we expect?

What is worrying you?
ico.




Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...
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Content.

e Privacy Electronic Communications Regulations 2011

e The ICO powers and how it will affect your organisation
e How the Regulations affects cookies

e Data Protection and privacy, the future

« Monetary Penalties and review of recent cases
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Privacy and Electronic
Communications Regulations

Intended to ‘particularise and complement’ DPA
Provide specific rules for:

e Processing of traffic and location data

e Cookies and similar devices

« Direct marketing by electronic means (phone, fax, email)

Can apply to corporate subscribers and in situations where no
personal data is being processed

Where personal data DPA rules will also apply

ico.
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Commissioner's new powers

e Power to serve a monetary penalty of up to £500,000
on organisations that seriously breach the rules:

Where the contravention was of a kind likely to cause
substantial damage or substantial distress. In addition the
contravention must either have been deliberate or the
organisation must have known or ought to have known that
there was a risk that a contravention would occur and failed
to take reasonable steps to prevent it.

 Third party information notices

ico.
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Mixed reaction

“EU unleashes the cookie monster”

“Is this the Way the Cookie Crumbles?”
“"Will the cookie crumble?”

“Does your website take the biscuit?”

“Beware of this new, half-baked cookie law”

ico.
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Going forward

e Will continue to work with industry and European colleagues
to address difficult areas

e Keen to hear from you about practical suggestions and
solutions

e Will develop and add to our cookies guidance as we become
aware of innovative solutions or suggestions

e Update of ‘Personal Information Online Code of Practice’
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Data protection & privacy, the way
forward

Issues

¢ Control - data subject should be in control of the use of
their data

e Transparency

 Freely given — no deception, intimidation, coercion or
significant negative consequence if he/she does not consent

e Specific — must relate clearly to the scope and consequences
of the processing in question

e Informed - must be based on an appreciation of the facts
an implications of an action

ico.
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Review of the Data Protection

Directive
New Challenges

e Technological developments
e Globalisation

e The collection of data is now more complex and less
detectable
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Key Objectives

« Making remedies and sanctions more effective
¢ Reducing the administrative burden
+ Clarifying the rules on applicable law

e Encouraging self regulation and exploring EU certification
schemes

e Clarifying rules for international data transfers

« Promoting universal principles

ico.
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Prosecutions

Cases

e T- Mobile Hames & Turley - ordered to pay confiscation cost
of £28,700 and £45.000 failure to pay within 6 months
would result in 18 months and 15 months prison sentence

e Campbell - NHS employee passing patient information to
accident claims company employee - £1,050 fine

1cO.
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Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...

E www.twitter.com/iconews
You(I[l)  Linkedf

ico.
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