Statutory Code of Practice
on Data Sharing

[ain Bourne
Group Manager — Policy Delivery
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Background to the CoP

« Government vision statement 2006
e ICO Framework Code of Practice 2007
e Thomas/Walport data sharing review 2008

e Coroners and Justice Act 2009
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What ‘statutory’ means

e Required by law to produce it

e Approved by Secretary of State and parliament
e Admissible in court proceedings

e But code still provides '‘good practice’ advice

e Not following the code isn't necessarily a DPA breach

ico.
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Chapter-by-chapter

1-3: Foreword, introductory stuff, definitions

4: Lawful basis for data sharing
- Powers, obligations, information gateways

5: Deciding to share
- Questions to consider before sharing

-~ Conditions for processing

6: Fairness and transparency
- What to include in a privacy notice
- Sharing without telling the individual
- Specific advice on mergers and emergency response planning

ico.

e Do



091

adioeld peq Jo sajdwexa awos -
ploae 0] sbuly| 0T

suol30alqo pue syys yym buieaqg -
sybu ,sjenpialpu] 16

buiuiesy ‘spouad uonualal ‘Aceandoe ‘Ayijignedwo) e
Buuieys 2J0jaq spiepuels ejep buipalby -
sjuswasalbe buueys ejeq -
3JUBUIDAO0D :8

a|dipund /2 ym aoueldwo) -
AJUND3sS £

191deyo-Aq-1a1dey)



Chapter-by-chapter

11: ICO powers and penalties
12: Notification
13: Fol

14: Data sharing agreements
- Guidance on drafting an agreement
- Template data sharing request and disclosure forms

15: Data sharing checklists
- Useful overview of questions. Also available separately.

ico.
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Deciding to share

e Legal provisions for sharing

e What benefits are sought from the proposed
sharing?

e What risks are there?

e What are the likely effects on individuals/society?

e Consider the consequences of not sharing.

e Consent? Choice? Transparency?

e Make the citizen/client/consumer the focus of the
decision.

1CO.
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Fairness and transparency

e Consent — not the only basis to share information and in
some cases clearly not achievable

e Generally organisations will need to tell individuals who is
processing their data and how it will be used to comply with
the fair processing requirements in the DPA

e Should consider what you should tell individuals about how
you intend to share their data and how you will provide
them with this information

ico.
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Data sharing agreement

Should include:

eThe purpose or purposes of the sharing

eWho will have access

eWhat will be shared

eQuality issues - accuracy, relevance and usability
eData security

eRetention and deletion

eIndividuals’ rights

eReview of effectiveness of sharing
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Other help from the ICO

e Guide to data protection

e Personal information online CoP
e Privacy Notices CoP

e Modern, accessible, realistic

e Guidance review

ico.
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Supporting the technical
needs of the ICO:
Investigations, complaints
and policy

Simon Rice
Principal Policy Adviser (Technology)
13 July 2011

Thank you for the invitation to speak at this event and for the
opporiunity to meet with many of you in the audience over the pasl
couple of days.

| was Initially invited by Stewart to offer comments at some of the other
sessions during the conference

Whilst we were discussing those he asked the question (paraphrasing)
“s0 what exactly do you do at the 1ICO7"

That is where the idea for next 30 minutes came from!



The latest developments in the RSA SecurelD
breach

Expansion of facial recognition technology on
Facebook

IMF hit with ‘sophisticated cyberattack’, report
claims

IEE,E}[}G website passwords exposed by LulzSec

Codemasters warns customers after hackers steal
data

Spanish police arrest Anonymous hacking suspects

Mac malware get commercial

Citibank victimized by hackers, insists cardholders
aresafe - R

Before we put my job specification under the microscope | invite you to
put the role of the ICO into context.

In the week that | was putting these slides together here is a list of the
tities from a daily biog from a well known security firm.

CLICK(S)

The picture | am trying to present is that technology is a source of
threats to information nghts to UK citizens but also worldwide.



The role of the ICO

+ Enforce and regulate
- Freedom of Information Act
- [tata Protection Act
- Privacy and Electronic Communications Regulations
- Enviranmental Information Regulations
* Provide information to individuals and
organisations

» Adjudicate on complaints
* Promote good practice

ico.

So how does this impact on the work of the ICO?

| am sure many of you may have seen this slide before,

but | thought it worth reviewing it again specifically in the context of the types
of headlines we have just seen as well as many others | am sure you can think
of,

Freedom of Information Act

When the collation government came to power, David Cameron outlined the
Government’'s Transparency agenda with the objective to become the most
open government in the world, This has propelled the advancing demand from
individuals to the data they have paid to be collected in addition to exercising
their right to inspect public finances, decisions and information,

Ve have a wealth of information being published both proactively and in
response to formal FOI requests. With all this data comes the ability for robust
analysis. We can apply the power of social media, mash-ups and data mining
being applied to publically available datasets, for example on data gov uk.

Importantly, we also have the computing power available to analyse it. A note

published by the New York Times said that they used Amazon's Elastic Cloud
computing to process a 4TE raw image file into 11 million finished PDFs in the
space of 24 hours at a computation cost of about 5240 (not including



The role of the Principal Policy
Adviser (Technology)

* A source of technical expertise
- Gathering / presenting the facks

« [nternal Training
= External liaison
« Horizon scanning

ico.

Turning ihe atbention to my role
Essanta(ly, to ensbie to IC0 1o daliver each of those Bullel paints whare |sennology fkas an impect
CLICK

This ineans &5 & soures of Echnlcal uum_l‘u for aach of ins wids rahgs af ssuss desl wih. O o phl s
miare amply, b gathar and pressnt he

For guarmpls, lq_ll.l‘l:nl could come thrsigh 12 (he find aoaul & fopic fhat e call handier has never
nmard of before. This cannat redlect badly an tha handler Bacauss wa catnol posslsy sepad (ham (o

krow ihe Ins and owls of evary lechnology in aasience

‘What they can do. howsiwer, |6 take down the facis @nd contact me fof furiber guidance @nd clanfication,
‘We can hen togelher, fennalabe 8 response 10 the callar

Radbes than gel spend lime saarching ihe inlemet, | can give tham tha im L facts bul ing mmake i
relEviard o L pl.l'"ﬂ.]l.l‘l' Circumstances, Thia resans he Sall or dompiain] mddar can ﬂﬂﬂﬂ e e
seraling wih tha case rathar (e jusd irping 1o wark aul what i is all sbout!

It he ql.ﬂ%l‘ﬂdlﬂ g furthar, o it 8 & complanl, we can syiew I8 evidence and prepare & (sl of
gueslions lar e wegel of ha coimplain, Bnd of course review ihell respanse

These |:.'r:a| -nd'qPL:Eml B come fram (ke ﬂ-uﬂ:r cefivary and airateghc lialean wams. For example, sinoe
Ihe revialons ba PECH we hiwe hed B numbar ares refarsing siralegeEs (o Iy werth the Iu%l!lml'nﬂ
and glsa suggesbad sokitsans wih regarding lnnyxﬂu cangent for coteles. Tha Iauul Eepedts are able (o
sk (s | ril 88 by whather ar nol ihe informed consent was achieved where 88 | wes able o
explore e underdying aspechs and identify the passible loopholes or echnical pitlets

CLMIK

Agaln, ws CEn nevel §xpac averyona witnin the office to Knpe svergihing, we can dapact mosk people b
v 8 graso of the Daeacs

Bo g sacand compeonant of rods i b0 idantily areas of waakness and delvad iradning 1o membsrs af
stall. For ex . & 45 minuips sassion on al & chaud compuling ™ ar “The besice in [T sscurity”. OF
courss these will anly toach on ihe besics bul thay can sbways be extenosd mbo B 1/2—day woskshop for &
small greap or finding an Bppropdiate astemal colirss.

CLICK



Liaison

» External speaking engagements
« Meet with key stakeholders
« Working Party membership
+ Technology Reference Panel

- Impartial panel of externally appointed
representatives

ico.

As I've already mentioned, a key role is engaging with “the outside
world” in order to keep up to date with the topics and concerns being
faced by organisations and individuals.

CLICK

Obviously one such way of achieving this is attending and speaking at
external engagements such as this one. Mot so much for the speaking
component but the listening and dialogue with people such as
yourselves during the coffee breaks.

CLICK

Outside of the formal conference arena, | am in regular discussions with
individuals and technical organisations to discuss their data protection
ISBUES

CLICK

These can all be brought to working party groups to form a firm
evidence base for any policy decision or review of a technical
implementation. With this approach | can be sure that | am representing



What's next?

Cloud Computing
- The wide-scale adoption of public cloud
services
- An insecure private cloud
IPvB
Automated decision making
Digital litter
Breach of biometric data

ico.
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Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...

facebook = AS N
viwrw bwliter.comficonews

You[[[j  LinkedH

ico.







Information rights in the
balance:
Where do transparency and

accountability end and privacy
and data protection start?

Christapher Graham, Information Commissionear

Privacy Laws & Business Conference
12 July 2011




Theme

« [C0O: the authoritative arbiter
- Mission
= Performance
— Information rights strategy
« Transparency and accountability
= [CO approach
- Saying yes
- Saying no
+ Projecis
= Dats sharing
= LChme mapping
- Anomymisation

ico.
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Our mission

The 1CO’s mission Is to uphold information rights
in the public Interest,
promoting openness by public bodies
and data privacy for individuals.

ico.




Our vision

By 2012 we will be recognised by our stakeholders
as the authoritative arbiter of Information rights,
delivering high-quality, relevant and timely outcomes,
responsive and outward-looking in our approach,
and with committed and high-performing staff
-a model of good regulation,
and a great place to work and develop.

ico.




How's it going?

Efficiency and effectivenass
- 85% drop in DPA cases over six months old (cf 2009/10)
- 73% drop in FOLA cases over nine months old (cf 2009/10)
« Civil Monetary Penalties
* Guidance
» Cookles
* Consensual audits by ICO - including Google

ico.
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We want your views...

We are consulting on our draft information rights strategy.

This strategy Is being introduced in light of our commitment to
integrate our data protection and freedom of Information
activities wherever we can.

it replaces our former, separate data protection and freedom
of infermation strategies.

The strategy describes the role of the 1C0O and explains how we
go about our work and set priorities.

ico.




How to take part...

+ Please visit the consultations page of the 1CO website:

WWW.iCO.gov.uk

Homepage = About the ICO > Consultations
= Current consultations

« Consultation closes 12 August




Context

Transparency and Accountability agenda
= Whitehall
- Public services

Open Data

Data Sharing

Crime mapping

Big Society

ico.




What we’re for

* Upheolding Information

What we do is where it's at
rights Iin the public interest,

On the spat, in the
promoting openness by spotlight

public bodies and data

At the centre of events
privacy for individuals”

The authoritative arbiter of
information rights
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Fit for purpose

Statutory responsibilities

Public policy agendas

Technology/business

Consumers/citizens

ico.

Effective
Independent
On the ball
On the case




How to strike the balance

Technology drives possibilities, but "because we can' |s not
justification In jtself

Data Protection Act and the DP Principles aren’t suspended

™

-

Propartionality judgement, not simply an equation balancing
privacy against openness

A key test is whether information relates more to the public
life ar the private life of an individual

ico.




Senior salaries

+ Cabinet Office ordered to publish the salaries of 24 public
servants earning more than £150k pa who were resisting
publication

s« Information Commissioner concluded that for public
servants of this senlority there would be an expectation of
publication

* Senlor public responsibility will sometimes require the
disclosure of personal information

« Cahinet Office accepts ruling

ico.




Bolton Council

» Ordered disclosure of certaln sections of senior council officers’
entries in the register of interasts

= The register records the name of council officers and any personal
Interests they have, such as ownership of property, family
associations, business Interests, shareholdings and membership of
organisations that could conflict with their decision-making role

« Information Commissioner acknowledged that releasing some of
this infarmation would Intrude into the officers’ private lives and
might cause them distress

= Public Interest favoured disclosure because the officers are
responsible for decisions that affect the local community and
involve spending public money

ico.




Cornwall Council

« An example of drawing the line and saying non disclosure
was appropriate

= Case Involved pension entitlements following early
retirement of Chief Executives following local government

reorganisation

* More about private life than public role

ico.
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Data sharing

Data protection myths - ‘computer says no’

-

Easiest/least risky approach is not to share

More dangerous not to share than it is to share responsibly

Privacy by design approach

L

ICO Data Sharing Code of Practice




Crime mapping

« Conflict between utility and privacy

« First stage was fair compromise in terms of level of
granularity

» Possible for some disclosures to go down to lower levels
where risks are less eg antisocial behaviour in public places

« Offender outcomes with photographs on the maps or on the
site?

ico.




Anonymisation

« [CO seminar at Wellcome Trust on 30 March
« Jigsaw identification by mashing datasets?
= What zealots want to believe

« Conference report shortly

s Further guidance will be produced

ico.




Next steps

* Transparency and privacy can be complementary concepts,
eg transparency about how personal data is processed (s
vital

= Success of the government's transparency programme will
be undermined if privacy of Infarmation in datasets is not
protected

« Role of the Information Commissioner as referee bullds
confidence and acceptance

ico.




ICO as referee

» Enforce the rules - but let the game flow

» [CD as effective and engaged partner

» Enabler - from a position of credibility and respect

« ICO has to be independent - and be seen to be independent

» If not like the Ombudsman, then what?

ico.




Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...

facebook IS
www. twitter.com/iconews

(11 Tube Linked [T

ico.
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ICO approach to information sharing

« DPA is not a barrier where information sharing is
justified, necessary and proportionate

* DPA provides a framework for sharing in a secure,
lawful and reasonable way

e Limitations and safeguards are essential

1CO.
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Consultation responses

e« Over 100 responses from public, private & third sector,
trade associations and individuals

As a result of this process we have:

Clarified the the scope of the code

Included a section on mergers & takeovers

Included more examples from private sector

Included checklists for one-off and systematic sharing
Provided more detail on specific conditions for processing
personal data

 Included a glossary of key terms

1CO.
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What does the code cover?

Applies to data controllers in all sectors

Data sharing includes the disclosure of data:

« from one data controller to another

« from a data controller to a data processor

» data controllers pooling information

e separate departments within an organisation

Data sharing can be:

e systematic, routine data sharing for an established purpose

» exceptional, one-off disclosures of data for any of a range of
purposes

ico.
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Issues to consider

e Do you have the power to share the information?
e What is the sharing intended to achieve?

e Do you need to share personal data?

e What information needs to be shared?

e When should it be shared?

e Who does it need to be shared with?

e How should it be shared?

ico.



= . ——

'0DI

uonewdojul siyl yym woayj
apinoJd ||IM NOA moy pue ejep Jiayj aJeys 03 puajul noA
MOY In0ge S|eNPIAIPUI |[93 PINOYS NOA JeYM J3pISU0D p|noys e

Ydq 2ul ul syuswadinbaus buissadoud Jiey aud
yum Ajdwod 03 pash a4 ||Im JI moy pue ejep Jiayl buissano.d
S| OYM S[ENPIAIPUI |[3] 03 Paau ||IM suoljesiuebio Ajjessuss e

a|geAaiyde jou Ajl4ea|d sesed aWos
Ul pUB UOIJRWIOJUI 34RYS 0] Siseq Ajuo 3yj JoU — JUISU0D)

Aduaredsuer) pue SSOULIRY



Managing the sharing

Security = crucial to consider appropriate
arrangements for security of shared data

Data standards — Compatibility of format
Accuracy
Retention and deletion
Staff training
Reviewing arrangements
Individuals’ rights
Notification

iCo.
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How the code can help

e The code provides good practice advice that will be relevant
to all organisations that share personal data

e« The ICO has the power to take action against organisations
that do not comply with the DPA when they are sharing an
individual’s data

« Following the advice in the code will help you to:

decide whether or not to share personal data; and
collect and share personal data in a way that is fair,
transparent and in line with the rights and expectations
of individuals
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We want your views...

We are consulting on our draft information rights strategy.

This strategy is being introduced in light of our commitment to
integrate our data protection and freedom of information
activities wherever we can.

It replaces our former, separate data protection and freedom
of information strategies.

The strategy describes the purpose for which the ICO exists
and explains how we go about achieving this purpose.

mp———— p— R
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Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...

facebook

www.twitter.com/iconews

(11 Tube Linked [T]
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Myths and Legends

e DPA is a barrier to change

e Sharing personal data is bad

e DPA can be used as an excuse not to share and therefore not
to change

e The data controller can transfer responsibilities to
others

ico.
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Information Rights in a
Time of Change

The Data Protection Act exists to safeguard personal information

It's also an access regime - it gives people a right to access data
held about them

FOIA provides a right to official information proactively as well as
reactively

In a time of change these are essential rights

DPA is not a barrier to change - It requires consideration of the
principles, identification of risks and mitigating actions

FOIA is not a threat a time of change but an opportunity to keep
citizens informed and enable them to contribute.

ico.
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Information Governance and

Present perceptions

Experienced and willing IG staff

High percentage of reported breaches

Security issues

Lack of ‘front line’ staff awareness

¢ Lack of senior management ‘buy in’

e IG seen as ‘backroom’ service

o Difficulties with storage

e Inconsistencies of policy, procedure and practices

¢ Concentration on Infrastructure rather than information
e Past difficulties with data management when organisations
have merged leading to confusing relationships

1CO.
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What do we know?

¢ De creased Centralisation

e Lack of consistent frameworks

e Increased Data Sharing

e Increased release of data sets

e Changes to roles and responsibilities

e Changes to accountabilities

e IG could be the key to success or the Achilles heel
depending upon how it is handled

e |Less Resources

e New systems for information management

L]

1CO.
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How can that be achieved?

« Going back to basics - Who is the Data Controller?

Thinking and acting upon IG issues at the beginning rather than at

the end

Development of consistent frameworks

Identification of what, why, who, when and how

Checks for purpose and processing

Protocols for sharing

Gap analysis

Being open and transparent with one another

Ensuring staff at all levels treat data like any other important and

valuable asset

» Being clear with everyone internally and externally what you are
doing and why

*« Being methodical and pragmatic

*® & & @B ]

1CO.
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Subscribe to our e-newsletter
at www.1co.gov.uk

Follow us on Twitter
at www.twitter.com/iconews

ico.



