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Outcome

» Complaint to Parliamentary Ombudsman
« Detajled investigation
« Adverse outcome - maladministration

» Cost - actual and reputational
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Failed 10 take rensonable steps to
prevent the contravention

& [RERLLODE DPRCMILINEL, JUNCER. [IFDOEIEET B pravinoes i
i

@ CEE Wi et Scomss ey

@ Pabubs i i EEnE uidunm o codes of gearisce mifieserd
I BEID & i b

ico,

What happens? - Nuotice of Intent

o 100 Mt =eree b dith dontrollar wikhop Nokkoe af
vt aebting il Bie propesad Aot

& The Nisbice ikl B0 CoNLmn P““ﬂh’d
inarrmatan nad aronode 1he data controlsr with
ud lensd J | gy b0 royidie stk
teprmmeniationg to the LCD

ico.

MPN Sumnmary

& Apiplies to #lL Dats Covitrolers

& Only applend 1o serious tontravertins of e
data peobectien princioley

& Fotice of [riLesn
& Hometnry PEreaity Notioe

= hpnenl to the Tribune?

ico.




MPNg so far

i, Harttordshire County Cacnell « 100K
2.Mde - EGOK
3. Hounskgw - [T0¥

4. Ealing - EBOK ,
5, ACS - £1K [E200K]
ico,
P
1 FEAGR A
b Fedl o ol F Lk | Ll Wil
Maonetary penalties — the future
l 2 = My — Ceomandy |
AL - s ¢ '
MDRE [P ftelynd A i & !
Y
|.u-~_|-"-:'r o
.]I' :._: i Co i ||
ico, Sl
Y
JI"F'F"J,_JE ? [ r""' Ll

We want vour views. ..

e Rt T it N inhorsildBesn SRR BTEDD

Fien BERALEGY L By Di=stlueer (1 laged Bl s GEsSUAMBIT 5T
ewighitd me AELE [EERCTeE aad] eewslne o pd|aaion

= Ui aRETTE A

Tl PR e Bindr, weparsll ddlw atarTies wne (resdnm
il fgrmuliun g

Thie stretpyy Sesasties e purisss sl M 100 s
il awaiiE Peey dn D0 BT DO ERD e

ico,

'l;.'l.,':'1 (] e N P T

¥

L g |
1 1

"_{-1 N g

|_'1""'."L e ‘." LI I—'JII'I-'-

Tisttl Ebsmbigtiddag v oG ghon wiivwe




How to take part...

Pesitd will e (oommahioes page ol e 1T sdhuls

wiww.lca.gov.uk

e Sl wd o COMEBUNANINES JurTerd innist e

ico. |
Keep in touch
Saibsirilie b our e-newaletler Bl www o ioogeydb
ar Fnd A on
Ea[Ebuﬂ: mmm :.u—r TR s

YoulT3) Linked [}

ico,







™ EG -

s (b baorryey st
Mual, @ %

s e L ‘_‘}F "":ilr'::':";_ ‘L".'_J
e = el g y

= p—"u"' B e s et = 'l.--..--'-Fu--l--|\.--{-'-""“"i5I I"'lfqﬂ
.5*'"‘“,:.!"‘"“-? N et |

Yiget 3 bt gl e

':‘Ilnl-n-'ur" L-.L-..“-ll‘l—l-" "
1 226l
o AT 4
rivacy and legal
considerations: developing
biometric systems

Jniiian Hamilaed
Hemad of Suasagle i

|_.ﬂ:* HI.“
i L r ia{r‘-MiuaLJ.-_Aqu*'-rpﬁj.?l—
Lo et A
Al Lt -.-Ji-'w.rf-'- PRrgreat
lﬁm"-’:jﬁu"g[—&;_m “j,_,l.q..l-ti-’-n-:.d..
pueds”  lenlaar Ly AN e
L e L e
iy B . L= i oo,/
,-;_.l{zg —ped bl aglilice

(y acela o

M llhll.-l".‘il,.'u--'

IIH__E-_ WWW;

el ey g U DA

The role of the 1CO

« Enfarce nnid reptete
- Fresdoe af |ifeomatse A
= DstW Pridechee 0
= Envumimsepks Tnksrmmsbars Lepuilgiiong
- Priary dinl Blactresiy Camemunicmion Regutetsmm

» Praids intarmation to mdstdnnil end seganisalinnm
® Bgjudculs wli St

= Bromifle gl GFRIteE

» DinFargh LI ielairatisnsl cohgannng

ico.

l'( uavw LT P NI TR

Md~ o Grf i s) ﬂ*/;&’"-w‘-; [ et o 2
- O e T =Y Al j kg~ u_.”'-ﬂruL'J"-""—

o o o Bloas [T o € Tore weade bofes
i
e e s 4 'j:“ﬁ‘t:

L= T - _-td.v‘-_j-

The Data Protection Principles
rairty ang laafully processed
Proceased fﬂ'F'I'rI'I'IH:E:l PUTPOSES
Accurate

Kept secura

sdeguate protection

ico.

ﬁ'—-—mﬁpﬁ-j .-'Fu:l]'-f-i..-..u.-.. - -.nr,fu-st-j‘,
Adequate, relevant and not excessive . [

Mot kept for longer than mnh_‘ﬁh—ﬁ"‘—uﬂ [x ‘_JJ!E

Processed In line with individuals” fights -]

i}%ﬁﬁg (ol B tee, beu
2,

- th s

“'-_..-'r:r-l' l}"l--.:dq.-t...-

P > S ST LR

R Y e V=
Mol transferred to countries wltmu?ﬁﬁ“hxﬂ-\—_m.tﬂwﬂ—

BOa oA agel (ounlec
foruss  Da St f""'c"ii"'j

Frl, N e 5 2y TL":’JL{';
SL"'\..—-I - @-L-. nr*:,...

r }Ej.ﬂh



Information rights are central
to new Government policies
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Privacy issues and biometrics
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Monetary penalties

s Introdusad in Apcll 2010

s Criminal Justice and Immigration Act 2008

« Penalty of up to £500,000 for serfous
breaches of OF Principkes, committed
knowingly/reckiessly

o 1CO statutory quldance

Assessment notices

& Coroners and Justice Act 2009
« Power of audit in the absence of consent
& Government Departments = butb could be
ixtended to other public bodies ana
orivabe sacior
- MH5 Trusts?
= Finance ancbar?
= Woluntary audliis whers cahcems
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Content

Organisational Change
Legislative Change
Our Guidance

The ICO Approach

ico.

Information Commissioness Office
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ICO organisational structure

L]
HnOI Upholding information rights
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ICO Performance

DP / PECR Casework

March 2011

Casework received - 28,837
Casework completed - 32,173

Caseload - 3775
(Caseload March 2010 - 7230)

0.15% of cases > 1 year old
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Criminal Justice & Immigration Act 2008

Provisions:

s77 Power to alter penalty for unlawfully obtaining
etc. personal data

s78 New defence for purposes of journalism and
other special purposes

s144 Power to require data controllers to pay
monetary penalty
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Coroners & Justice Act 2009

Provisions:
s173 Assessment notices

s174 Data-sharing code of practice
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Protection of Freedoms Bill 2011

Bill in Progress
Majority of provisions extend only to England & Wales
Devolution may result in different approaches UK-wide

NIA currently considering changes to DNA rules
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Our Guidance

The Privacy Dividend

Preparing a financial case for data protection
Personal information is an asset

Assess costs and benefits

Don’t forget the reputational cost !
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The role of the ICO
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NIRO Contacts

Admin / PA Fionnula Torney

Advice Nigel Treanor / Catherine Vint
(Policy & Practice)

t: 9026 9380 € : ni@ico.gsi.gov.uk
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Transparency and privacy:

from policy into practice
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Information rights are central
to new Government policies

Transparency and privacy working togathes]

o Righit to dets and daTE s
« Crime datadmapping
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Information rights:
embraoce, don't ignon

= Tools Lo help get i right Tirst Cime;
- Condos of practice
wilsts sharing code publshed 10 May 2011
= Privany by Design
- Privacy Impaut Assessmant kandhopsk
— Tha Privacy Dividend-business cass
= Porponal Infoerrmatinn Promise
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Monetary penalties

« Introduced in Aprl 2010

« Crimingl Justice ana mmigrabion Act 2008

» Penalty of up to £500,000 for seérlous
broaches af OF Principles, committed
knowingly/recklessly

& [T0 stmtutory guidance
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Assesament notiees

# Corohers 4nd Justioe Act 2009
« Power of audit in the absence of consent
L] Eﬂ'-':l‘hﬂ‘ll_:ﬂl Déparfrments — bl coukd b
extended to other public bodies and
privale spctor
= NHS Truss?
- Flnance ssLior’
= Voluntary audils whare concarmns
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Revised Privacy and Electronic
Communication Regulations

« Changes ta Privacy and Socronic Communication
Aibguilariong om
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s Draft 1C0 [nfareration Rights- Strategy poblished
« Girgtegy Infarms our regulatory sparosch and
sotE out;
= Thie gubtofiEs We ange sncking
=Haw wi go aboul dchiguing thase
How we S22t aur priethes wthen the lirmited
resabroed Svallanhs

s Consuitnbon eserdise gioses 17 Aagust I011
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....Breaking news....Breaking news....

Subseribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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TRANSPARENCY AND FOI:
An Update from the ICO

Graham Smith
Deputy Commissioner and Director of FOI

FOI Live
London - 23 June 2011
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The Government’s Transparency Agenda

e Emphasis on proactive disclosure

e The right to data

e FOI and re-use of public sector information
e Datasets in re-usable formats

e Amendments to section 19 - publication
schemes

e Extension of FOI Act

ico.
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The Transparency/Privacy Fit

e Applying the data protection principles

e Information about an individual - redacted
details

¢ Aggregated information - identification
ISSUes

e Can personal data be truly anonymised?

e Is this a block to transparency?
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Aggregated Information

e Statistics and datasets

e Department of Health v IC
(co/13544/2009)

e Definition of personal data
e Disclosure of anonymised personal data

e Applying Lord Hope’s judgment in CSA (HL)
case

ico.
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Current ICO Issues

e Information Rights Strategy - draft for
consultation

e Action on timeliness
e Efficiencies and Savings

e Streamlining procedures

ico.
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Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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Shared Services, Shared
Data

Ken Macdonald
Assistant Commissioner
Scotland & Northern Ireland
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Services delivered with partners

« DPA is not a barrier where information sharing is
justified, necessary and proportionate

e DPA provides a framework for sharing in a secure,
lawful and reasonable way

¢ Limitations and safeguards are essential

ico.
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Services delivered with partners

e Do you have the power to share the information?
e What is the sharing intended to achieve?

e Do you need to share personal data?

e What information needs to be shared?

« When should it be shared?

¢ Who does it need to be shared with?

e How should it be shared?
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Services delivered on behalf of partners

Data Controller v Data Processor
Seventh Principle :

Appropriate technical and organisational measures
shall be taken against unauthorised or unlawful
processing of personal data and against accidental
loss or destruction of, or damage to, personal data.

ico.
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Services delivered on behalf of partners

Specific Seventh Principle requirements:

A contract under which the data processor is to act
only on instructions from the data controller and
which requires the processor to comply with
obligations equivalent to those imposed on a data
controller by the seventh principle must be made or
evidenced in writing

ico.
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Keep in touch

Contact us on 0131 301 5071 or at
scotland@ico.gsi.gov.uk

Subscribe to our e-newsletter at www.ico.gov.uk

facebook

www.twitter.com/iconews

(1] Tube: Linked [T}

ico.
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UK Data Protection:
A Regulatory Update

David Smith
Deputy Information Commissioner
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[CO Audit

e Assessment Notices introduced April 2010
 Power of audit in absence of consent

e Government departments - but could be extended
e (Code of Practice published

e ICO aims for co-operation

« Growing numbers of consensual audits
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Some Lessons

e Theft/loss of portable media significant
e Retention/lack of weeding a problem

e Poor communications/training/awareness a frequent
factor

e Policies/procedures not related to jobs
e Need to monitor contractors/processors
¢ Still room for improvement in governance

e Not just security eg subject access

ico.
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Changes to Privacy and Electronic
Communications Regulations

» Specific security requirements for service providers
e Compulsory breach notification for service providers
e Extended supervisory powers for ICO

e Consent for cookies

e« Implementation from May 2011

ico.
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What does the ICO want?

e (Clarity of scope

¢ High level of protection

e Clear responsibility and accountability
e Focus on risks

e Effective, simple rights for individuals

e Better rules for international transfers

ico.
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Draft Information Rights Strategy

e Integrated approach

e Qutcome focussed

e Regard to Regulators’ Compliance Code
e Identification of priority areas

e Our tactics - the strategy in practice

e Includes measurement and evaluation

ico.
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How to take part...

Please visit the consultations page of the ICO website:

WWW.iCO.goV.uk

Homepage > About us > Consultations> Current
consultations

ico.
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Upholding
information rights:
working with the ICO

Christopher Graham, Information Commisslianer

ACPD Information Practitioner Professional Development Event
15 June 2011




Working with the ICO

¢ ‘What the 1CO does

How the 1CO enforces the Acts

How the ICO can heip

Current Issues
- Protection of Freedoms BIll
- Data Protection
- Freedom of Information

Infarmation Rights Strategy

ico.




Public social concerns

3z 1 am gidng o read out @ I8t of issues that coubd be considered of social imparfance.
Tabis slvvws respondents who were either ‘very concernad’ of Tairky concemsd” ateeut

wach Pl
Social Issus et
Tl 2008
Preveriing olme B5% L
Frofecting people’s personal information 0% Bl
Umsinglpgrant iy By
Tha favanal Heplth Service TN, e
Impreang standerds i sducabion Ty B
Exguiiil Flghibs e @y arpors rat B,
) Protecting frecdom af speech B g%
Nntionisl Sty T1% i
Erndirunrneraas isnies = D%,
Access o hlormstion held by public autharities 4E% %
i:ﬂ'. Soyree s LD Annsial Trace I010/11

« For all issues there are lower levels of concern than 2008
« Less concern about access to public information
« Very high levels of concern regards protecting personal information



Our mission

The ICOs mission is to uphold information rights
in the public Interest,
promoting openness by public bodies
and data privacy for individuals.

ico.




Our vision

By 2012 we will be recognised by our stakeholders
as the authoritative arbiter of information rights,
delivering high-quality, relevant and timely outcomes,
responsive and outward-looking In our approach,
and with committed and high-performing staff
-a mode!l of good regulation,
and a great place to work and develop.

ico.
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The role of the ICO

= Enforce and regulate
- Freedom of Information Act
- Data Protection Act
- Environmental Information Regulations
- Privacy and Electronic Communications Regulations

+ Provide Information to Individuals and organisatlans
« Adjudicate on complaints
+ Promote good practice

ico.




ICO latest

» Record FOI business
- 5 50 complaints up 17%
- Record number of Decision Notices
DPA powers
- Civil Monetary Penalties
- 5 55 fines
New rules on 'cookies’
Data sharing code of practice
Consultation of information rights strategy

ico.




How the ICO enforces the Act

LUndertakings
Information Notices
Enforcement Notices
Civil Monetary Penalties
- = E500k
- Substantial damage or substantial distress
- Deliberate or reckless:
s Knew or ought to have known
« Failed to take reasonable steps to prevent
Five CMPs to date; two mora in prospect
Criminal sanctlons - sec 55
Assessment Notices

ico.
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How the ICO can help

ICO website www,|co.gov.uk

Newsletter
Helpline 0303 123 1113
Codes of Practice
- Personal Information Online
- Data Sharing
Resources
- Publications
- CD-Roms

» Privacy by Design
» (Good Practice Audits

Support for DPOs

ico.




Coalition agenda

» Protection of Freedoms Bl
- DMA database
- CCTW
- Criminal records
= Transparency and accountability
- Proactive disclosure
- Extension of Freedom of Infarmation

— Data sharing
« Open Data

- Publishing data sets, &g crime mapping
- Publication in reusable form

- et a thousand flowers bloom

- Open ¥ privacy

ico.




Protection of Freedoms
Bill




DNA retention

« Welcome greater ciarity over retention of biometric
information of individuals who are of no ongoing concern

= BUT regret that there does not appear to be a provision to
delete the allied biographical information, as in the arrest
record, contained on either Police National Computer (PNC)
or Police National Database (PND)

= No justification for the police to continue to retain a PNC
identity record which is linked to other biometric records
that the police are required to delete having served their
purpose. This engages concerns about compliance with the
Fifth Principle of the Data Protection Act 1998,

ico.
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Vetting and barring

« There does not appear to be any specific provisions to:

—  filter to remove gld and minor conviction infoarmation
frorm criminal records checks;

-~ ensure penalties and sanctions for employers
knowingly making unlawful criminal records checks are
rigorously enforced; or

- to introduce basic level criminal record checks in
England and Wales

« Dutlaw Enforced Subject Access

« Commence s 56 of the Data Protection Act 1998 and the
relevant provisions in Part V of the Police Act 15997

ico.




CCTV

» Minister has confirmed that ICO remains responsible for
data protection

= Clarity and co-ordination

= Surveillance Camera Code applies to police and local
authorities

« Why not Whitehall departments, eg Transport or Home
Office?

» There's still more mischief with private sector operators




Joined up

« Co-ordinating the Commissioners
- Information Commissioner
- Interception of Communications Commissioner
- Interim CCTV/Biometrics Commissioner
- Surveillance Commissioner
Avolding gaps/overiap
Liaison
Memoranda of Understanding
Bullding confidence

ico.
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Data protection
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Data protection

« Abuse of personal Information still teo common
- Blagging from databases, eg DVLA
« ANPR
- Potential for abuse
- MPIA software for deletion after 2 years, unless required
- Retention periods under review
« DF Audits
= Crown Prosecution Service
- Metropolitan Police
- Lancashire Constabulary
- Criminal Records Bureau

ico.




Freedom of information

18



FOI

Monltoring compliance
- 2010
* Metropolitan Police
= British Transport Police
- 2011
=« City of London Police
= Surrey Police
Speeding up all round
20 days window. It's the law

Post-legislative scrutiny
Police and Crime Commissioners and Panels subject to FOLA

" 8 & @&
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Information rights
strategy consultation

20



We want your views...

We are consulting on our draft information rights strategy.
This strategy Is being Intreduced In light of our commitment to
Integrate our data protection and freedom of Information
activities wherever we can.

It replaces our former, separate data protection and freedom
of Information strategles.

The strategy describes the rofe of the ICO and explains how we
go about our work and set priorities.

ico.




How to take part...

* Please visit the consultations page of the ICO website:

WWW.iC0.goV.uk

Homepage > About the ICO > Consultations
= Current consultations

« Consultation closes 12 August

ico.
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Keep in touch

Subscribe to our e-newsletter at www.ico.gov.uk
or find us on...

facebook WiCee
W twitter.comyficonews

(11l Tube Linked 1)
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