Next generation data protection law

lain Bourne

Information Commissioner’s Office
(UK)

Corporate DP & Privacy
Compliance: Berlin 1-3-11
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Our performance

c 212,000 - calls to our helpline
c 2.06m - visits to our website

Data protection
e 33,234 - data protection cases received
e 32,714 - data protection cases closed
e C 328,164 - organisations notifying

Freedom of information
¢ 3,734 - freedom of information cases received
e 4,196 - freedom of information cases closed
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A new data protection Directive
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Review of EU legislative framework

e The law must provide greater clarity about what is
personal data, with a more contextual approach
to the sensitivity of information.

- What sort of information should data protection law
apply to?

- Serious problems re: ‘identified’ / ‘identifiable’ - esp.
online

— Structure of information?

- What is sensitive? Geo-location, finances, biometrics?
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Review of DP legislative framework

e The approach the law takes to the responsibilities
of data controllers and processors should better
reflect modern business relationships.

- Processors not passive entities

- Degree of control over data processing

- Stronger concept of collective responsibility
- Shared liability - e.g. in enforcement cases
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Review of EU legislative framework

e The law needs to be more in tune with the Freedom of
Information regime and to recognise the impact of modern

technology on what private individuals do with personal
information.

- Transparency Vs privacy tensions (technical and more
fundamental)

- 'Citizen bloggers’ and freedom of speech
- Responsibilities of online companies - e.g. social networking
-~ Role of Data Protection Authorities?

- Phenomena the Directive probably didnt anticipate
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Subscribe to our e-newsletter
at www.1co.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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Freedom of Information
Disclosure

March 2011

Dawn Monaghan, Group Manager Public Services

1Co.
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Background

e The ICO believes that generally universities cope well with
information requests, however a few key high profile cases
within the sector have;

a) Created a storm in the press with ‘knock on effects’

b) Created ‘fear’ within the sector regarding requests

c) Caused concern about the ICO approach to research data
d) Generated ‘The Muir Russell’ Report
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Proactive Release s19

e Adoption of the Model Scheme

e Using the HE definition documents produced by
the ICO publish a ‘guide to information’

e Expand and maintain that ‘guide’ on a regular
basis with reference to new material and
information provided through requests

e Possible expansion of routinely released datasets
through ‘right to data’
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Answering Requests for Information

e Respond within 20 working days

e If information is exempt, redact as appropriate

e Provide a refusal notice which clearly states what exemption/s
have been applied and WHY

o If qualified exemptions, state a PIT has been applied and clearly
explain the considerations for and against release

e Cannot withhold the complete document because some of the
information is exempt

« When refusing information concentrate on the specifics of the
case, don't base the refusal on general principles or assertions

« Explain the appeals process

e If requested conduct an Internal Review

e When communicating the outcome of review inform the applicant
of the right to appeal to ICO
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Universities and Research Data

e The public has an interest in universities contributing to the
UK'’s economic and reputational standing globally

e However, it is recognised open sharing of data at too early a
stage could dissuade international collaborators from
working with UK colleagues

e There are several exemptions which may apply to cases of
research data
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Research Data and Exemptions

e S36 Prejudice to effective conduct of public affairs. Could
the release of the information inhibit free and frank
exchange of views in the future?

e S41 Information in confidence, but must be actionable
breach of confidence

» S43 Commercial interests. Would disclosure prejudice the
commercial interests of any person, including the public
authority who holds it

ico.
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Research Data -
Other Considerations

e Cost of compliance exceeds appropriate
limit , in the case of universities £450

e \Vexatious or repeated requests

e Be specific, be specific and be specific

ico.
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Lessons from Past Experience

Universities can and do draw upon several exemptions when
considering the release of research data

When applying any exemption they must be clear and
specific about why they are doing so and be able to defend
their decisions

There have been some high profile ICO decisions which
have overturned the universities approach

There have also been some 1ICO decisions which have
upheld the decisions made by universities

FOIA must be compiled with

In this day and age the truth will out!

1CO.
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Subscribe to our e- newsletter
at www.1co.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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Regulating security:
stronger sanctions, stiffer penalties

Jonathan Bamford
Head of Strategic Liaison

1CO.

Inlarmatian Commissipner’s (e
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The Data Protection Principles

Fairly and lawfully processed

Processed for limited purposes
Adequate, relevant and not excessive
Accurate

Not kept for longer than necessary
Processed in line with individuals’ rights
Kept secure

Not transferred to countries without
adequate protection

ico.
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Monetary penalties

e Introduced in April 2010

e Criminal Justice and Immigration Act 2008

e Penalty of up to £500,000 for serious
breaches of DP Principles, committed
knowingly/recklessly

e ICO statutory guidance

1CO.
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Assessment Notices

e Coroners and Justice Act 2009
e Power of audit in the absence of consent
e Government Departments - but could be
extended to other public bodies and
private sector
- eg NHS Trusts
e Targeted consensual audit programme

ico.
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Regulation is tightening

¢ Government’s programme on openness,
transparency, privacy and information rights

e E-Privacy Directive: mandatory breach notification

e Likely amendment to DP legislative framework in
UK and EU

1CO.
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Preparing guidelines
and enforcing
compliance

March 2011

Dawn Monaghan, Group Manager Public Services
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Preparing Guidelines

Promoting to the public

e Leaflets and information on the website

e Answering mail and telephone enquiries

e Your rights

How to ask for information

What to do if you fail to receive the information
How to complain to the ICO

How to proceed to the Information Tribunal
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Preparing Guidelines

Criteria

e Clear and concise

e Targeted

e Timely

e Correct language

e Correct format

e Correct outlets primarily website but not solely

ico.
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Preparing Guidelines

What do authorities want to know?

¢ What is the minimum we need to put in place?

e Which exemption can we use as a catch all?

e When and how will we apply the public interest
test?

e What are the benefits?

e How do I get 'buy in’ at the top

1CO.



‘091

;asuodsad ayl yam Addeyun w,1 Jl Op I Op 1BUM o
¢3S0 1} [[IM JBUM e

¢11 SS220B [ UBD MOH e

¢11 SS320e [ Uk U3Yp\ e

;0] SS220e aARY ] UBD uolewW.IOjuUl JBYAN e

MO} 03 Juem oijqnd |esauab ayj op Jeym

sourEpIN. surredard



Preparing Guidelines

What is it really all about?

¢ Openness and trust

e Communication external and internal

e Changing culture and working practice

e Information handling, records management
e Customer service

e Accountability

1CO.
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Enforcing Compliance

e Complainants can apply to the Commissioner

e The Commissioner has powers to issue notices:
e Information Notices

e Decision Notices

e Enforcement Notices

e Notices can be appealed to the Information

Tribunal

1co.
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Enforcing Compliance

Decision Notice
e Issued to public authority and to the complainant

e States whether the Commissioner agrees or
disagrees with the PA and why, and details any

actions required

e Either party can appeal to the Tribunal



‘091

|leungld] uonewJloju] ayj o3 pajeadde aq ue) e
aWwayds e Jo uondope uop e

10
‘T 1ed Jo sjuswadinbad ayl yiym A|ldwod 03 ainjie e

:9oue|jdwod uou J1oj Ajuioyine dijgnd e Uo paAlas e
9JI1]10N juaW=0.10jUu;

doueldwo)) SUIOJU



Enforcing Compliance

Practice Recommendation

Served on a public authority if persistent or
serious breach of the Codes of Practice

Not enforceable, not a notice

Public authority can ignore

Breaches of Codes may also be failure to comply
with Part 1 and lead to enforcement
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Enforcement Strategy

e Use of enforcement notices for serious and
significant breaches

e Undertakings for FOIA and EIR as well as
DPA

e Approach to monitoring and use of trigger
points

ico.
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Enforcement Strategy

Triggers
e 6 or more failures to meet timescale in a 6
month period

e For Gov Depts. Less than 85% compliance
as shown in MOJ stats

e Delay of more than 15 days over limit (35
or 55 days)

ico.
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Enforcement Strategy

What happens next!
* Monitoring for up to 3 months
e Interacting with PA to make informed decisions about

appropriate ways forward
e Each month stats submitted to ICO
e If improvements seen monitoring ceased and no further

action taken
e Failure to improve could result in an enforcement notice

(s10/reg5)
e« Could also result in a practice rec. or an undertaking is other
issues discovered

ico.






The case for Privacy by
Design

SCL Privacy & Data Protection Group
Meeting, 16 March

Steve Wood, Head of Policy Delivery, Information
Commissioner’s Office







Public concern

e Individuals continue to show concern about the issue of
protecting personal information

@11 am going to read out a list of Issues that could be considered of social importance. Please fell me how
concermed you are about each of the following issues.?

Prompted 2004 2005 2006 2007 2008 2009 2010
Preventing crime 1% 6% P3% % 4% P6% 7%
_uaaﬂ“_.__m people’s persond 10 A% a3 g0 o4 04% 9o
information
Unemployment 50% 0% 7% 8% B3% 7.3% 0%
The Mational Health Service 8% 83% [ 9% . 1% BE% [ 0% 0%

*ICO Annual Track research 2010: individuals
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Privacy by Design: business case

e The privacy value of personal information

¢ The consequences of privacy failures

e« The benefits of protecting privacy

¢« The investment needed for the protection of privacy

e Organisations and the market need a ‘nudge’ or firmer
push?
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Privacy by Design: tools
and guidance

the business case for
investing in proactive
privacy protection
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Privacy by Design: challenges

e PETS - making the right investment choices

e Challenge of identification, pseudonymisation and
anonymisation

e More examples, case studies and evidence of benefits
needed

e Getting individuals to understand the risks and benefits of
putting more of their information in the public domain
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Subscribe to our e-newsletter
at www.1co.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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When things go wrong:
information governance
breaches and the role of the
We|zon  1CO

David Evans, Senlor Palicy Officer
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A salutary tale
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In briel

= HM Revenues and Custams
= Child Support Agemnicy

= Department for Work and Pensions
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What happened

o Complimant [Ms M) dapdng Wi g membes of
povt apancies had midresd incirrectly changed

o Efror dudilmaked
& Whan #rrof polmied gdl H was not oorracied

s Mo o book sespanal iy

—— - =1
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Consequences for Ms M
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Outcome

« Complaint to Parliamentary Ombudsman
+« Detailed investigation
« Adverse outcome - maladministration

« Cost - actual and reputational
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More outcomes
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More outcomies
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Data Sharing Code of Practice
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Status
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Benefils
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More benefits

= & DEEN UnAERIRieg of mhan, wrowheTr, 7 soepialie
0 ERATE raraninn esthel penples donmleige o s
wr 10ty dmoe ol ahjecion

& mpmgnnpel viekosl e e mpre] Lo’ §OTEDATIT
mci Ty il B0 e aihe rbgpaldbirs) mitil

& arfuned rsk of queeiess, coepl il Al @6 juies Aol
rhe may v shaw perpnme dels

o




If things go badly wrong

Containment and recovery

Assessmment of ongoing risk

-

Motification of breach

Evaluation and response
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What the 1CO can do
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Monetary Penalties
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Contravention wes deliberate
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MPN Summary

o ippiled o ALL Dmts Contriliers

& Dmry spplies to sarkggs contraveslisng of the
s proRclicn priniphes

Feafics of Trdmnit

& Fonelsry Pangity Notice
« Apposl to the THbURE
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