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[Data Protection Issues for
Financial Services Firms:
The ICO perspective
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Public social concerns
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Financial services complaints to ICO

T T P e ok g e 1. fp— L]

Gty Bt 127,

_HJ:'I-"I-..-"I L WA u—{ i/

Koo A o B aqfty
La“'lLi_q_ -'I-.-k..-"' 15
S5 Maa, Cur ) o oflp bt

— el lg'&fh t"dl-jll'*l-l:'jl'

|.;= hﬂ h-l:.-r‘...'l._.-"'" ) ‘.-' . W

L'| hbl;ﬁ

= b

Iy

!

I,T'nymwu"-.,

— 11\1—\ II"-"L .:] L flt_: l.-“-{'”.“w-j'-n—-?
= Ch el



So wnvalr S e

Finanecial services complaints to [CO

e 1!‘_"' .'f ;_‘:-;_-.."i-r_ﬁ.jl'.-c;\__mm'-
el el .f1_7,|._.{;'.lr_|r2lq [ uL,._,-...: 1 W
5‘?{'& R A

25 yuo DA

:"_. L I il = T L N
.} -
— EV A P Bun MUfs pade =Sl =

"I_"_-.:, A "‘*'L!I'{i-ut-' s orlE Iﬂ'-'—rT"'Z_ fl_.ru-.... =y o
Financial serviees compliance FoT saligiags a4 =ddh &J fu.is - ogw s = Hav
« 1C0 ralationship with FSA —— Ml Quitaat 3 Y v wif mlady pagdla
s« [mpasitien of monetary ponaltied =" LY S T 155 o i ek s | R =
» Zurich UK fine £2,375,000 v g '.aru, Bnid 2w saud 1 Lpts sl
* Risles mitlgated by breach notification to Sy e bndas

FSA and IC0 plus other prosctive steps

= Fine imposed reflected this T Lt o el el bed
ico.

— bt LLLIH s

A

Monetary penalties

# Introduted tn Aprll 2010

« Criminal Justice and Immigration Act 2008

» Penalty of up to £500,000 for serious
breaches of DP Principles, committed
knawhgly; reckiessly

» [0 stakutony guidance
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Amount of penalty

« Nature of contravention

= Effect of contravention

« Bahaviour of Daka Controfier =
+ Impact on Data Confroller i
s Other Considerations
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« Coraners and Justice Act 2009

» Power of Budit in the absence of consent

# Government Departments — but could be
extended to other public bodies and
privata sector

-
s Audit 25 an enforcement tool-Gooagle

P

._:-I"'- ""'t‘c.ﬂ-'l..pr"'i""' %L}- l:'t:-?',_-"'

G v LA o) ;T““’ﬂ" ol =1
i T L&_.Li..u iy A .JL-',

ico.

—-—Allru‘f_d-.j"u— I'm L"-'L\-:'l..-l w"'

Our approach

= fjo "toothiess watchdog', but primary focus
Is education, awarenesd, good practice
» Strengthening public copfidence by making
It
- eagigr for the magonty of organisations
who fegk to handle personal
infarmation well
- tougher for the minority whe do oot
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Subseribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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Context

e Information rights centre stage
e FOI embedded in public sector
e Compliance or culture change?
e Security concerns for personal data

e Government and European agenda
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Possible amendments to FOI

e Cabinet minutes — ministerial veto

e Communications with the Royal Family
e Reducing the burden - cost/benefit

e A new “right to data”

e Re-use of public sector information

ico.
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Concerns

e Impact of spending review/budget cuts

e Good information handling key to service delivery
and citizen empowerment

e Must not be relegated to "back office” function

e Proper safeguards for personal information

1CO.
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Upholding information
rights:

~ Hot topics in a cold

‘ climate

Christopher Graham, Information Commissioner
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Cold Climate

Recession

Public spending cuts

* Front line v back office
Distrust of authority
Disillusion and disengagement

ico.




Hot topics

Hanging on to customers
Transparency and accountability
Infermation rights on the front line
Citizens fight back

ICO never busier

& ® & @® @
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Our Mission

The ICO’s mission is
to uphold information rights
in the public interest,
promoting openness by public bodies
and data privacy for individuals.

ico.




Our Vision

By 2012, we will be recognised by our stakeholders
as the authoritative arbiter of information rights,
delivering high-quality,
relevant and timely outcomes,
responsive and outward-looking in our approach,
and with committed and high-performing staff
- a model of good regulation,
and a great place to work and develop.

ico.




Our values

Coarinitted

We are:
Committed
We care about upholding information rights

Team workers

We work together as one ICO team, sharing information and
expertise

Focused

We give priority to activities that make the biggest
contribution to achieving our mission

Effective

We work productively and efficiently to produce high quality
and timely outcomes, offering best value for customers and
citizens

A maodel of besi practice
Wi gle mof ask ol b0 3o ahal we ans ot p|mrm:| 16 do aursehiss

Alent
We Zra alarl 1o the parspecives snd neads of sl pur stakahoiders - and 1o the potential mpact af fow
davatopments @ our business

Falr
Wi braad everybiody we deal with Fairsy and with imegrty and respect We ane incluse in our approach

Alwaiyn arning
Win ame abways leaiming snd devaloping professsnaiy



Coalition priorities

What we do is where it's at
Accountability

Transparency

Freedom

Privacy

- & @& &

Efficiency
= Accountabllity drives savings
= Transparency identifies waste
= Right first time
- Proactive disclosure and ‘privacy by design’ are cheaper

ico.

PRESS NQTICE

Data sharing COP consultation would be good | think — it launches this
Friday and your talk would be a chance to show we're keen to take a
pragmatic approach, to position curselves as the authonty and that
we're taking the lead. It's useful to show we're not a hindrance to
sensible data sharing.




Powers

« New powers introduced April 2010
- Power of audit in the absence of consent

- Government departments - but could be

extended to other public bodies and private
sector

-~ Code of Practice published
« More on the way?

- Implementing PECR
- Compulsory breach notification

There's not a lot that | can add to the suggestions of others. The only
thing is that you might follow on from cockies and cansent to say
something more about the BIS consultation and in particular that the
first compulsory breach notification is on the way, albeit confined to
commiunication sarvice providers. Also that implementation of the

PECR Directive will require some increase in our powers (we think) but
just how much is still under discussion.




Penalties

* Civil Monetary Penalties introduced April 2010

+ Penalty of up to £500,000 for serious breaches
committed knowingly/negligently

« ICO statutory guidance available

» Amount depends on nature/effect of
contravention, behaviour of/impact on data
controller

= Watch this space

ico.




People

Human factor

Policies = Processes = People

Human error

Rogue activity

5.55 offences




Personal information online

Code of Practice

How the DPA applies to information processed
online

Marketing goods and services online

Privacy choices

Operating internationally

Individuals’ rights online

Things to avoid

- % =8 @& &
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Data sharing code consultation

‘Walk through' practical guidance and examples
Public, private and third sectors

Strong on transparency - esp. Fol

Clear explanation of "other law’ + DPA

Strong on "nuts and bolts’ issues

A 'proper’ statutory code: admissible in
proceedings

» Consultation ends January 5 2011 - please
participate

ico.




Information Security and Identity
Management in the Public Sector:
Keeping within the law

Christopher Graham
Information Commissioner

L s 2010
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Our Mission

The ICO’s mission Is
to uphold information rights
in the public interest,
promoting openness by public bodies
and data privacy for individuals.

ico.

FrEE—r




Our Vision

By 2012, we will be recognised by our stakeholders
as the authoritative arbiter of information rights,
delivering high-quality,
relevant and timely outcomes,
responsive and outward-looking in our approach,
and with committed and high-performing staff
- a model of good regulation,
and a great place to work and develop.

ico.




Our values

ico.

We are:
Committed

We care about upholding information rights
Team workers

We work together as one |ICO team, sharing information and
expertise

Focused

We give priority to activities that make the biggest
contribution to achieving our mission

Effective

We work productively and efficiently to produce high quality
and timely outcomes, offering best value for customers and
citizens

A mode) of beal practice
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The role of the ICO

» Enforce and regulate
- Freedom of Information Act
- Data Protection Act
- Environmental Information Regulations
- Privacy and Electronic Communications Regulations

= Provide information to individuals and organisations
« Adjudicate on complaints
» Promote good practice

ico.




Public social concerns

Preventing crime

Protecting personal information
Unemployment

The NHS

National security
Envirenmental issues

Equal rights far everyone
Improving education standards

P

96%
4%
93%
90%
90%
90%
B9%
B9%




DPA security requirements

+ Must take appropriate technical and
organisational measures taking account of:

- nature of data and potential harm

- state of technological development and cost
Ensure the reliability of employees with access
Ensure processors give security guarantees
Penalties of up to £500k can be imposed
Criminal offence committed if personal data
obtained or disclosed without consent of data
controller

ico.




Security: more than just technical

« Safeguards have not kept pace with increased information
risk
+ Lessons from HMRC and MoD data security breaches point
as much to cultural and human factors as technical ones
« Information governance and its role in setting organisational
culture is crucial
« This has been recognised by many and tools developed to
address this
- 1C0O: Personal Infarmation Promise
- Govt: Information Charters
- IAAC: person centric identity assurance
- BCS: Data Governance Code




No single silver bullet!

* Understanding responsibilities
Practical tools to help compliance
Privacy by Design

—aimed at minimising risk

- includes better identity management
Governance
Organisational culture
Effective enforcement

[ ]
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Assessment Notices

* Coroners and Justice Act 2009

* Power of audit in the absence of consent

* Government Departments - but could be
extended to other public bodies and
private sector

- eg NHS Trusts

ico.




Monetary penalties

e Introduced in April 2010

¢ Criminal Justice and Immigration Act 2008

» Penalty of up to £500,000 for serious
breaches of DP Principles, committed
knowingly/recklessly

e [CO statutory guidance

ico.




Amount of Penalty

» Nature of contravention

+ Effect of contravention

Behaviour of Data Controller

Impact on Data Controller

Other Considerations

ico.




Assessment Notices.

The Information Commissioner also has a duty under section
51 of the Act to promote the following of good practice among
data controllers and to perform his statutory functions in a

way that promotes compliance with the Act by data controllers.

Under section 51(7) of the Act the Information Commissioner
may, with the consent of a data controller, assess thelr
processing of personal information for the following of good
practice.

ico.




Assessment Notices.

Under section 41A of the Act the Information Commissioner
may serve certain data controllers with a notice (in the Act
referred to as an ‘assessment notice’) imposing specific
requirements on the data controller.

The ‘assessment notice’ is for the purpose of enabling the
Information Commissioner to determine whether the data
controller has complied or is complying with the data
protection principles. This process will be referred to as a
‘compulsory’ audit.

ico.




Assessment Notices.

Data controllers covered by section 41A Include government
departments, designated public authorities and other
categories of designated persons.

Any designations will be made by an order made by the
Secretary of State.

At present only applies to government departments.

ico.




Main features

« ICO may serve a Monetary Penalty Notice on a data
controller requiring payment of a Monetary Penalty which
must not exceed £500,000

= Applies to all data controllers in the private, public and
voluntary sectors except Crown Estate Commissioners or a
person who is a data controller by virtue of section 63{3)
DPA 1998-Royal Household

ico.
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Specific requirements
« Before the ICO can Impoese a Monetary Penalty It has to be
satisfied under section 554 DPA 19598 that:

- There has been a serious contravention of data
protection principles by the data controller,

- The contravention was of a kind likely to cause
substantial damage or substantial distress and either...




Specific requirements (contd.)

+« The contravention was deliberate or,

« The data controller knew or ought to have known that there
was a risk that the contravention would occur, and that
such a contravention would be of a kind likely to cause
substantial damage or substantial distress, but falled to
take reasonable steps to prevent the contravention

ico.
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General approach

-

Only applies to serious contraventions of data protection
principles

May be wide variations depending on the clrcumstances of
each case

Financlial resources will be a factor

New territory for the ICO and further guidance will be
produced based on actual precedents

ICO may stlll serve an Enforcement Notice

ico.
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Factors making imposition of a
Monetary Penalty more likely

« Seriousness of contravention
» MNature of personal data invalved
s  Duration and extent of contraventhon

o Number of individuals actually or potentially affected by the
contravention

« Matter of public importance

» Example - security breach

ico.




Factors making imposition of a
Monetary Penalty more likely

-

Contravention was of a kind more likely than not to
cause substantial damage or distress to one or more
individual

Considerable in importance, value, degree, amount or
axtent

Mot perceived but of real substance
Damage s financially guantifiable

Injury to feelings, harm or anxiety suffered by one or more
individual

ico.




Factors making imposition of a
Monetary Penalty more likely

« Contravention was deliberate
« The contravention was deliberate or premeditated

= Data cantroller was aware of and did not follow relevant
advice published by ICO and others

» Series of similar contraventions and no action taken by data
controller to rectify cause of original contraventions

ico.




Factors making imposition of a
Monetary Penalty more likely

« Knew or ought to have known

+ Contravention was or should have been apparent to a
reasonably prudent data controller

» Failure to carry out any risk assessment

« No evidence that data controller recognised risks of handling
personal data

« Cavalier approach to compliance

ico.




Factors making imposition of a
Monetary Penalty more likely

-

Failed to take reasonable steps to prevent the
contravention

Inadequate procedures, palicies, processes and practices in
place

No clear lines of accountability

Fallure to Implement guidance or codes of practice published
by ICO or others

Mot exhaustive

ico.




Factors making imposition of a
Monetary Penalty less likely

+ Contravention was caused or exacerbated by circumstances
outside direct control of data controller

« Data controlier has already complied with requirements of
another regulatory body

s There was genuine doubt or uncertainty that any relevant
conduct, activity or omission was a contravention

ico.
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Next steps — Notice of Intent

« ICO must serve a data controller with a Notice of Intent
setting out the proposed amount

= Motice of Intent must contaln prescribed Information and
provide the data controller with at least 21 days to provide
written representations to the ICO beginning with the first
day after date of service

B — ey




Next steps — Monetary Penalty Notice

« ICO must consider any written representations before
deciding whether to issue a Monetary Penalty Notice

« ICO may decide to issue a Monetary Penalty MNotice requiring
a data controlier to pay the amount specified

= Alternatively ICO will inform data controller that no further
action will be taken

ico.




Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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The new powers of the
ICO

IHRIM
November 2010

Dawn Monaghan, Group Manager Public Services
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Legislative Framework

e New power inserted into Section 5 of The
Data Protection Act 1998 through section
144 of the Criminal Justice and
Immigration Act

e S55A-E of Data Protection Act 1998 came
into force on the 6t" April 2010

ico.

il i § S



‘091

SI9MOd }IpNY Papualxy e

saljjeuad A1elauo|y e

SIOMOJ MIN



Monetary Penalties

e ICO may serve a Monetary Penalty Notice
on a data controller

e Require payment of a Monetary Penalty
which must not exceed 500,000

e Applies to all data controllers in the
private, public and voluntary sectors

1CO.
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Monetary Penalties

e The contravention was of a kind likely to
cause substantial damage or substantial
distress and either...

e The contravention was deliberate or,

1CO.
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Monetary Penalties

Seriousness of contravention

e Nature of personal data involved

e Duration and extent of contravention

e Number of individuals actually or
potentially affected

e Matter of public importance - e.g. Security
breach

1CO.
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Monetary Penalties

Contravention was deliberate

e The contravention was deliberate or
premeditated

e Data Controller was aware of and did not
follow relevant advice published by ICO
and others

e Series of similar contraventions and no
action taken by data controller to rectify
cause of original contraventions

ico.
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Monetary Penalties

Failed to take reasonable steps to

prevent the contravention

e Contravention was caused or exacerbated
by circumstances outside the control of the
data controller

e Data controller has already complied with
requirements of another regulatory body

e There was genuine doubt or uncertainty
that any relevant conduct, activity or
omission was a contravention

ico.
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What happens?: Notice of Intent

e ICO must serve a data controller with a
Notice of intent setting out the proposed
amount

e The Notice must also contain prescribed
information and provide the data controller
with at least 21 days to provide written
representations to the ICO beginning with
the first day after date of service

1CO.
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Summary

e Applies to ALL Data Controllers

e Only applies to serious contraventions of
the data protection principles

¢ Notice of Intent

e Monetary Penalty Notice

ico.
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Extended DP audit powers

The approach of the ICO - Gov departments

Instances where we need to undertake
compulsory audits where there is a risk that
individuals data will be compromised and the
organisation has been unwilling to engage

1CO.
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Audit Powers

« How to request an audit?

e What it would cover?

 How it would be carried out?

Can all be accessed on our website www.ICO.gov.uk
under the headings:

Data Protection

For organisations
What is an audit and how can I request one.
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