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Survelllance / dataveillance

+ Elecirosic fostprints

« Transactighs trocke:d, Interackions
ideptified, preferences profiied

» Retaned, shared, diaseminated

s |nereasingly detalled snd petertially
mebrugive picture of gur lives
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Private sector dataveillance ?

= On e saryices

s Communicalion sensices
» Behavioural advertising
s Lovalty chrds

FHnanoal data

Socinl networking

10 scarming
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No single silver bullet!

» Lnderstanding responsibiities
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= Practical tools to help compiiance
» Elfective enforcament
= Priviacy by Design
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« Organisational culture
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[CO Privoey by Design initiative
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» Incroasing ameunts of persanal
mformation, moressng risks o individuala

« Technology used ininnovative wayk to
ewpiialy persanal information But not
flwayn 1o protect it

= Techralogical ard propedural sefeguards
have lngged behind

= Better to bulld In protection rather than
bolt on
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1CO Privacy By Design work

s Pulding i not bBsikhg on

= Tools to hesn
- Bryscy Imiect Asssasmient HaRTEcs
— Privictei] e oy Bnkaniiing tEnnGogies —]
= Codes of prachce/ pisdancs
= Infarmatgn govamance

= Business £ase for awesting I Erivacy
profaction: "t privacy Gividemnd®
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Information Governance: Roles and
Resgponsibilities
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The role of the 1O~

» Eilforoe and nijjulsin
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Information governance
# Koy [esson from data loss incdents

# Dwnership and dirgction from the top
» Embeds transparancy, privacy and OF

« invest to reap The Privacy Dividend’
e Can't be left to chance \\
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Reputation and regulation:
mutters for the Board
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= Not a regulatory compliance koo

# Dpened for signature on European Daia
Protectiop Day (28 January 20:09)

= Signatories from all secors
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» Process to consider prvacy naks 1o =]
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= Widei n o3 L
# Started at an aarly stage of a project  r—— |
« Enables srganisations ol
- Foresee problems
- Fdwntify solutions

= Creata privacy friendly culturs in
arganssbion
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Amount of Penalty

» Mature of contrivention

# Effect of contravention

» Behaviour of Date Controlier
« Impact on Data Controller i B i Sl lokx oy -
» Other Considergtions o R | S P,

i_c.?_-. \_"‘\,_‘_H}_ @/‘IME ﬂdlb-r = ;"'ﬂ_jh-’l"—li.f >

gt

T~ Cear FJ..A,_;-;E‘J’ L':u._]

Assessment Notices

& Coroners and lustica Act 2009 :
» Pawer of audit In the absance ol consent _____,-—"‘"’1}= ;"‘-‘" m_ﬁ'-a_-)l Ca .;:..r_.l'L‘l. . W N |
« Government Departments = but could be
exterdnd to other public bodies and i~ u.)\.t_ M__J_-—"
privabe sector
=g MHS Trusts
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Why doa PLA?

s
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s [dantily and mitigate risks
= Raputaticn

= Public trust and confidence
= Avipid expengive "bolt on” solutions
= Emlightened self-intérest
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How to do o PIA?

« [iD0 handbook
s [nitial aszagsmeant
# Full scale or dmall scale PLAY
# Legal complance check

— Privacy lew

- Statutory powers and prohibibons
+ Data protection complisnce check
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Monetary penalties

# Introduced i April 2010

# Criminal Justice and Immigration At 2008

# Penalty of up to £500,000 for serious
breaches of OF Principles, committed
knowingly/reckieasiy

« [CO statubory guidance
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Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at wiww.twitter.com/iconews
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Providing Greater
Transparency through Ease of
Information Sharing

Information Sharing and Data Protection Conference - 14 October
2010

Graham Smith

Deputy Commissioner
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Information Sharing

e Acceptance of legitimate data sharing

e Public administration and citizen benefit
e Balancing advantages with privacy risk
e Importance of transparency

e Confidence and compliance
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Reform of FOI?

e Reducing the burden of FOI requests

e Addressing “unintended consequences”
e Communications with the Royal Family
e Government policy and Cabinet minutes

e International obligations — EIR, “Inspire” and Re-
use

1CO.
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The Shifting Scene

e FOI has changed the landscape

e Public accountability or personal privacy
e Individual and societal expectations

e Proactive or reactive

e Trust or resignation? Maintaining confidence
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Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/1iconews
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Enforcing Information
Rights

Christopher Graham, Information Commissioner
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The view from the Commissioner

« 1CO
- Mission
- Vision

- Values
* Transparency and accountability
« Better regulation

- Pawers
- Penalties

- People
* Revising the Directive

ico.
















Our Mission

The ICO's mission is
to uphold information rights
in the public interest,
promoting openness by public bodies
and data privacy for individuals.




Our Vision

By 2012, we will be recognised by our stakeholders
as the authoritative arbiter of information rights,
delivering high-quality,
relevant and timely outcomes,
responsive and outward-looking in our approach,
and with committed and high-performing staff
- a model of good regulation,
and a great place to work and develop.




Our values

ico.

We are:
Committed
\We care about upholding information rights

Team workers
\We work together as one ICO team, sharing information and
expertise

Focused

We give priority to activities that make the biggest
contribution to achieving our mission

Effective

We work productively and efficiently to produce high quality
and timely outcomes, offering best value for customers and

citizens

A model af bast practice
Wa do not 35k ofers 10 do what wa 8re nol prepired 1o do pusehes

Alert
Wis are gler o ihe perEpectives arm nesds of 8i our stekeigiders - 8nd to The palanbal imoact of rew
developmenls i Ul DUEMBES

Fair
iWa tmat svarybady we desl with fairly snd with infegrity and respecl Wa are inchigive in our approach

Abways learming
W= are slways Bamang and developing professionally



Coalition priorities

What we do is where it's at
+ Accountability

« Transparency

« Fresdom

# Privacy

Efficiency
« Accountability drives savings
« Transparency identifies waste
= Right first time
- Proactive disclosure and ‘privacy by design’ are cheaper
= Data Sharing Code of Practice

ico.

PRESS NOTICE

Data shanng COP consultation would be good | think — it launches this
Friday and your talk would be a chance to show we're keen to lake a
pragmatic approach, to position ourselves as the authority and that
we're taking the lead. It's useful to show we're not a hindrance to
sensible data sharing




Better regulation

« Better regulation
- Enabling
- Education
- Enforcement
= Enabling = everybody
+ Education = many
« Enforcement = few

e.g. Assessments

e An audit tool to help, not a process to be managed
» Compulsory Assessments?

ico.

Emphasising that audit isn't something to be "managed”, it's a tool to
help you improve your information rights handiing would be useful,

Possibly talking about the DP complaints handling process and the fact
that we will expect more from data controllers when they are
addressing requests for information,

Monetary penalties are coming. Soon



Powers

« New powers introduced April 2010
- Power of audit in the absence of consent

- Government departments — but could be
extended to other public bodies and private
sector

- Code of Practice published
« More on the way?
- Implementing PECR
- Compulsary breach notification

ico.

Thera's not a lot that | can add to the suggestions of others. The only
thing is that you might follow on from cookies and consent to say
something more about the BIS consultation and in particular that the
first compulsory breach notification is on the way, albeit confined to
communication service providers, Also that implementation of the
PECR Diractive will require some increase in our powers (we think) but
just how much is still under discussion.



Penalties
= Civil Monetary Penalties introduced April 2010

* Penalty of up to £500,000 for serious breaches
committed knowingly/negligently

« ICO statutory guidance available

« Amount depends on nature/effect of
contravention, behaviour of/impact on data
controller

« Watch this space
ico.




People

Human factor

Policies = Processes - People

Human error

Rogue activity

S.55 offences

ico.




International Transfers

« Growth of BCR

Mutual recognition requirement

Improving the current procedures

L]

More realism needed in legal framework

Mol call for evidence

ico.




Look ahead: Revising The Directive

« Current principles are sound

Rights and protections should be strengthened

Greater clarity/reduction of burdens needed

Privacy by design should be incorporated

International transfer rules must be realistic

L

Is there scape for an accountabllity requirement?

ico.
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Smart Metering : the
ICO Perspective

Data Privacy and The Smart Metering Implementation
Programme Prospectus

‘ m V¥ Q0 2010)




The ICO

The ICO's mission is to uphold information rights
in the public interest,
promoting openness by public bodies
and data privacy for individuals.

ico.




The role of the ICO

= Enforce and regulate the
- Data Protection Act
- Freedom of Informatlon Act
— Environmental Information Regulations
- Privacy and Electronic Communications Regulations

» Provide information to Individuals and organisations
= Adjudicate on complaints
* Promote good practice

ico.




Data Protection Principles

1. Fair and lawful processing

2. Processing for limited and specified processes

3. Adeguate, relevant and not excessive

4, Accurate and up-to-date

5. Not kept for longer than necessary

6. Processed In line with individuals' rights

7. Kept securely

8. Not transferred beyond the EEA without adequate
protection




Personal Data

s The Data Protection Act states that “porsonal data® means data which
refates to a living Indlvidual who can be identified from that data or from
that data which is in the possesgion of, or ikely to come into the
possession of, the data controller.

s S, copsumption data s Personal Data bacause it can be tracked hack to
an I?dlvldual and If the intent is to use it for billing purposes of value added
SETVICER.

» Ewen if data is aggregated and apparently anonymous and does nol contain
any direct references to an individual, it could still Fall Into the definition of
personal data if it s being used in order to make decislons about, or will
affect the treatment of, an individual,

# Just because data 18 personal data doesn’t mizan that it can't be processed,
it just needs to be processed according to the princples.

ico.
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Privacy by Design

* This approach encourages organisations to give due consideration to
S B L L T

+ Privacy Impact Assessments contribute to this process

+ Think through thae data flows.

* Make privacy the default: customers should only see data relsting to awn
Egn::mptl—nﬂ, suppliers should only sea data relating to own customers and

s The novelty of smart metering could laad to unforeseen threats, Think of
worst case scenarias.

s If roliout 5 accelerated, then this shouldn't be at the expense of privacy
planning,

" Deuu'elr training to underpin ownership and gwareness thrasghout the
argan

ico.




Individual Rights

s Close inter-reiationship pebapan fair processing of personsd daté and safeguarding
COfEETEr mbarests.

«  Sansnvicy o potental privecy intrusion, which could make or break acceptance of
srnart metering. ’

F 3 n'rﬂ':r read hawa the potential ta revoal insghts mto personal lives, &g
x uumrﬁeh!'purs WECS, ll.m;ttlmn w”p!ﬁt“ up.

»  Mandated smert metenng reliout in the Netherdands was delsyed because of the
strength of oppositon.

+« Inthe Pros = tha shoubd choose in which o
dnna. mllEb'E-f::d ] whiom, with the exception ﬂﬂhmwlmm fulfil
regulated dut
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Likely questions from consumers

« Think about what consumers will want to know, for example:
Who will be accessing my personal data?
Hew will T know?
How can T contact the arganisations who are processing
iy personal data?
Are they sharing It with anyone &lse?
What are they dong to make sure my personal data is safe?
What might happen to my data in the future?
Wil my fridge be turned off?

¢ Make sure that information Is communicated to consumers,
without them having to go out of their way to find out!

ico.




Privacy Policy

+ One of the guestions from the Prospectus;

» [CO would welcome this, or some type of Code;
« Improved access, transparency, accountability;
» ldentity of data controller;

« Purpose(s) for processing data.

ico.




Data Controllers and
Responsibilities

The Data Protection Act states that & data controller 15 & parson
wha determings the purpeses for which and the manner in which
any personal data are, or are to be, processed.

Not yet properly addressed as many declslons not yet made.

Crucial importance of establishing responsibility needs to be
embedded early on,

PataCommsCo - necessary to consider the relationship between
this and suppliers and third parties.

ico.




Security

& There must be absolute certainty.

« There must be protection against untawful processing: the key
risks are unauthorised access to personal data and the
unauthorised use of remote disconnection,

« Digital smart metering data is vulnerable to accessing, copylng.
matching, disseminating.

= Each device connected to the HAN will be a potentlal interface to
the overall smart metering system.

« Conslder all links in the chain - HAN - WAN - DCC {+ third
parties}.

ico.




Future Considerations

* The Smart Grid has been likened to the advent of the
internet, which was bullt without priv in mind; unlike the
internet, consumers cannot opt out of the smart grid
{Cavoukian).

« The escalation in the volume of personal data, presents new
opportunities and challenges,

« Just as relevant to foresee privacy Implications as technical
and commercial ones.

ico.




Key Points

» How personal data is defined;

= Embedding privacy into system design;
« The rights of consumers;

= ‘What consumers will want to know;

« Assigning data controllers and clearly defined
responsibilities.

ico.




Liaison with the ICO

« Malntain dialogue;
» Develop mutual understanding of the wider picture;

s Use our resources and ask us for advice.

ico.




To find out more, visit our website at
www.ico.gov.uk/

Subscribe to our e-newsletter at
www.ico.gov.uk

Follow us on Twitter at
www. twitter.com/iconews

ico.







A view from the
Commissioners’ offices:
ICO

Christopher Graham, UK Information Commissioner

First-Tier Tribunal (Information Rights) Annual Conference
12 October 2010




A year
of big
changes '
at the
ICO

ico.




Progress to date

More efficient complaints handling
- Fol backlog being successfully tackled
- Tougher approach to public authorities
- Speeding up all round
Management restructure
Greater integration of Fol and DP activities
Policy and strategy
End-to-end operational process
Reviewling processes o speed outcomes
New Data Protection powers and penalties
= Audit assessments
— Civil Monetary Penalties

ico.




Our Mission

The ICO's mission is
to uphaold information rights
in the public interest,
promoting openness by public bodies
and data privacy for individuals.




Our Vision

By 2012, we will be recognised by our stakeholders
as the authoritative arbiter of information rights,
delivering high-quality,
relevant and timely outcomes,
responsive and outward-locking in our approach,
and with committed and high-performing staff
- a model of good regulation,
and a great place to work and develop.




Our values

ico.

Committed
We care about upholding information rights
Team workers
Ve work together as one ICO team, sharing information and expertise
Focused
We give priority to activities that make the biggest contribution to
achieving our mission
Effective
We work productively and efficiently to produce high quality and timely
outcomes, offering best value for customers and citizens

A model of best practice
We do not ask others to do what we are not prepared to do ocurselves

Alert
We are alert to the perspectives and needs of all our stakehoiders -
and to the potential impact of new developments in our business
Fair
We treat everybody we deal with fairly and with integrity and respect
We are inclusive in our approach

Always leaming
We are always learming and developing professionally



Speeding up

FOI caseload Age of caseload

2000/

Ar 9N 56 T TEM

1474
1,925 P
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Significant reduction in the FOI backlog
FOI cases ongoing on 31 March 2009 were 1,474
One year later the figure was 1,035

& reduction of 30% - despite the fact that cases incoming were —and
are - at record levels

The profile of cases tells the story.

In 2008, a significant share of the caseload had bean with the ICO for
more than a year, two years, three years, even four years.

A year later that picture has been transformed, with the bulk of cases
taking between one month and one year to resolve,
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Has the |CO sacrificed quality to quantity. You will be the judges of
that.

Heare is the record fotal of ICO Decision Notices — a record 628 in
2009/10.

Some of these are coming your way on appeal.

But is thera any evidence that you are being asked to look at a bigger
proportion of DNs?

The evidence is that however many DNs the ICO processes, about
30% will always be appaaled

ls there a change in the proportion of appeals upheld or upheld in part
by the Tribunal? 27%, 30%, 22.6%

My imprassion is that that sort of proportion is continuing in 2010

And of course much of the 2008/10 and 2010/11 bulge has yel to reach
you.
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ICO's mission is
to uphnld infermation rights
in the public interest,
promoting openness by public bodies
and

data privacy for individuals

- P

Operations

ico.

Looking at our DP and FOI responsibilities, we want to achieve a clearer and
more logical distinction between Policy and Operations. Policy deals in the
general — new developments, lines to take, approaches to new problems,
consistency, and high level liaison with Whitehall, Brusseis and beyond
Operations deals with the specifics — this enquiry, that complaint, this data
controller, that public authority. We want to build an end-to-end operational
process —so that guidance, enquiries, complaints resolution and enforcement
are all of a piece. But we want Operations to work within a clear framework of
policy. And we want FOI and DP o be increasingly integrated.

All this means that some activities that are currently seen as just DF or just
FOI will work together. And same activities that have not thought of
themselyes as operational will be organised as part of the end-to-end
operational process — for example, pans of FOI Good Practice and
Enforcement or the audit function of RAD.



ICO approach

+ Less deteiled decision notices in certain circumstances,
maintaining appropriate levels of investigation
Referencing earlier Decislons, Guldance
« Making best use of limited [awyer resource
= [CO may not wish to address the Tribunal in case of
= Mew exemptions relled on by public authority
- Exemptions not considered because Information otherwise
exempt
- Mew information advanced by public authority past DN
= Written submissions by In house team whare
- Oral hearing required by complainant, but appears to ICO to
be unwarranied
- Public authority is a party and IC agrees info not held

In light of the increasing number of appeals / financial restrictions —

-the Tribunal rules (as of Jan 2010) require there to be an oral haaring
unless all the parties consent to the appeal being determined on the
papers. There may be appeals that we consider should be dealt with
on the papers, but whare one of the parties (often a complainant)
demands an oral hearing. In such cases, whilst it would appear that
the Tribunal must grant that wish, we may in the future want to restrict
oursalves to written submissions only

«there may be some appeals brought by complainants and where the
authority is also a party where we might want to confine ourselves to
written submissions only, for example where we have agreed with a
public authority that it doesn't hold the information requested.

swa may not always wish to address the Tribunal in detail on issues
that did not form part of our decision, 1.e. on new exemptions relied
upon by the public authority; exemptions relied upon before us but not
considered by us because we found the information to be otherwise
exampt, new information discovered by the autharity post decision
notice.



DP: Civil Monetary Penalties

« Introduced April 2010

= Penalty of up to £500,000 for serious breaches committed
knowingly/neglligentiy

= [CO statutory guidance available

« Amount depends on nature/effect of contravention, behaviour
affimpact on data controlier

= Calibration

« Watch this space

ico.




Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews
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information Commissioner s Offlce

Jonathan Bamford

Head of Strategic Liaison
ICO




| Protecting people’s personal information still ranks
high amongst the list of social concerns |
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The UK population are growing in confidence in the way
their personal information is handled...just about!

[
W
{
[t
irs
[

rid FAVE mm ZIernl B i LR
AmTedis & calEoad 8 snceEsad

Lrgmreantren FaaPe P ibrs gl
ey ezian s g3e e @ e oewd
FIENE! Es

[ &7 mad ind PRI
I A R CET premesey
ol yum pfprmEALL

| Fo=1i1]
t =]
Vs piEdpaEaia SO0 ar BRER
wgt gt | iSO R S0 )
"L (et T FIm EEL [ 15 LS &Y =

[ #4]



The public are generally very concerned about
organisations using their personal information
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What's your view?

Over the next 5 years will the risks to
our personal details that are held by
others:

Increase a little?

Increase a lot?

Decrease a little?

Decrease a lot?

Stay the same?

oV Bl o=




Lessons from research into public
attitudes to surveillance

« |CO research in 2007

— Widespread use of personal information now
part of modern lives

— Collection and use of personal information Is
of irritation and concern

— Safeguards to protect them are expected
— Problems should be foreseen and addressed

— There is a guardian angel looking after them




Demos: Private Lives: a people’s
inquiry into personal information

PEGPlE want;
« greater fransparency

+ the capacity to control and mitigate possible and sometimes
unforeseen harms

+ more guarantees about security.
» Findings suggest:

« organisations should presume that people want the means fo
make Iinfarmead decssions,

 based on clear and easily understood Information about the
consequences,

= about when information about them s shared and how it is




ICO Privacy by Design Initiative

L]

Increasing amounts of personal
information, increasing risks to individuals

Technology used in innovative ways to
exploit personal information but not always
to protect it

Technological and procedural safeguards
have lagged behind

| Better to build in protection rather than bolt
| on
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- ICO Privacy by Design Work

* Privacy by Design report launched 2008

* Tools to help:
— Codes of practice/guidance
- Privacy impact assessment handbook

— The Privacy Dividend, the business case for
investing in proactive privacy protection

— Promoting privacy enhancing technologies
— Information assurance
— Information governance




What's your view?

* Should the ICO continue with its work
encouraging ‘Privacy by Design' or
should we now leave it to others?

1. Leave it to others
2. Continue with the work

3. Privacy is dead. There is nothing further
anyone can do, it's all a waste of time and
effort! |
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If the ‘carrots’ don’t work, there
are new ‘sticks’

« Monetary Penalties introduced in April
2010
— Penailty of up to £500,000 for serious
breaches, committed knowingly/recklessly
« Assessment Notices:
— Power of audit in the absence of consent

— Government Departments — but could be
extended to public bodies and private sector

{'usn_}
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What's your view?

Is the £500,000 maximum penailty:
1. Too high?

2. Too low?

3. Just about right?

12



The future of privacy
in the digital society
The collection and use of personal information Is

expected as part of modern life

The public are uneasy and understand the
potential for intrusion/risk

They expect safeguards to protect them if they
are careless

Protecting personal information can't be left to
chance

....and if you do the ‘sticks’ just got bigger]
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1CO

Information Commiasioner's Office
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