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Main topics

#* The role and powers of the [nformation Commussionar's Office [1C0]
= Ancoduryiew of the Data Protection Act 1998

s  The ICO'% view on how the Data Probection Act appiies to Cloud Computing




The role and powers of the ICO

v Chur rode s io uphodd Information rights oy the pubiic interest, promoting
openiess by pubdic bodies and data privacy for mdhiduals.

« Enforca shd regulate
- Freadem of Infarmatsan Aet 2000
= Environmantal Informaton Reguelabons 2004
- D=tE Profeciin Acl 1998
= Privacy and Electronis Communicabons Reguiatons 2003




Our role

»  Froyvide mformabon i individuals and argansations
*  PFromtite good practios
«  Adfudicate on omplaints

» ‘Maintain an oificial public register of nobifled organisabons

ico.
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Provide information:

=First Contact department — telephone / written eng (used to be
Customer service depl — aliens joke?)

‘Produce guidance — see website
Presentations

Promote good practice:

issue codes of practice e.g. CCTV, Employment, PIO - mention data
sharing code and consultation

Adjudicate on complaints:
=Section 42 DPA - likely / unlikely

*Regulation 32 PECR - ask |CQO to enforce powers under extended part
5 of DPA.

«Section 50 FOIA
*EIR — also section 50 of FOIA,

Maintain an official public register of Notified organisations — see later |



Our powers

# |nformation notices
« Enforcement noboes
s Accpcsment notices

« Fme

ico.

Informabion nolces = demand any info.
*  Saction 43 DPA [offence - dec 47) and 51 FOIA = (comempl of courn sec 54)

Enforcemant nofices — do whal we decide
= Zection 40 DPA (offence = sac 47} saction 52 FOIA - [contempt of court sec-64)

Azzeazmant notices

*  gection 414 of the DPA [amend by sachion 173 of Comers and Josiice Aci 2009) 100 may
surun corimim data controfiers with a nolice 'assissmant notlce’)

1 mposing specific requirements on the DC detarming whether the data controlier has
compdied or is complying with the daia prolection principles

2 alflowe on sie compulsory Budit of cerain bodias =g, Govl degt o any PO desigraled by

«  gudits by parmisseon of DS for all other bodies under secton 51(T)

A notice served on government departments, any designated publc authorites or any
other organisabons within desighated categories for the purpose of enabling the
Information Commissioner o determing whether the data controller has complied
of i5 complying with the dala profection principkes i e, to enable the carrying aut of
g compulsory sudit (Section 41A Data Protecton act 1998)

Fine
Saction 554 of OF4 (amend by section 144 criminal justce snd immigranon ao 2008)
abifity 1o esue fine wup fo maximom of £500 000 for sencus breach of pnnciples [delioarate
or rechlass).



An overview of the Data Protection Act 1908

» Raplfaced the Data Proteiction Act 1984
=  Framawork for the Ose of parsonsl data
#  Technologicaly. neutral

# Imiplemeants the 1995 EU Djrective on Daks Protection
G5/46/EC

ico.

Received Roysl Asserd an 18% July 1858
' Emrrml'm;:m 1= 2000

NOT PROVACY LAY OnNLY!

ELf Direclive I5M4BEC

Raguilied 4l EU DP fo have basic minimum = requited changes 1304 act

«  ALL DC COVERED NOT JUST RQTEFIED )

*  APPLIES TO RFS-AS WELL AS COMPUTER. NOT JUST COMPUTER
thesmfore 1664 act

Can't ik abow rest of EU — but ODFA basies @il be @ ather EU countriss DPA liw

Disctive undar renties — BIC0 SUBMIESION DEEDS TO TECHMOLOEICAL CHANGES.
+  Consuitaton Juky-Dec 2008 — 5 greas cavared

Streniptnening indaidusts rghis
Datn conreler reapenadilily - hermanising sppresach | eduee adminsirive impad
The mtamslional transfer of infarmaticon

Haw 1o Incal chmnal [uslics drees imo new lepiElation - DIRECTWVE CURRENLTY MOT -
EVEMN THOWGH SOMWE ¥ HAVE mﬁmmﬂ
Raole of negulnioms - pariculs miseast o us!

[ R N

iLh

¢ Responees are currenlfy beng axammned
*  Shouid be communigué end of this year giving some details on fesponses
*  Legmlafion oorrse into Being mid 2011 = could be anolbier direcive ar regalation



Key terms: data

Dt | Information within:
= & rolgvant filing system {or with that inteston) e highly strucsred and
readily accessible paper file

«  Egquipment operating automatically i respanss to mstructans (or with: that
intantion) &8, computerised format

ico.
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Say more about RFS?

Accessible Record e.g health record, educational record or housing
record

Category e data — unstructured — FOIA - public authorities



Key terms: personal data

The DPA defines persooal data as
"t wiich varlate to @ Himg fralieichid who can be ldemtiflod-
il Frome phiise deste oF

fBi from thate data and giter infirsagton winch is i the posvession of, or
W ikaly o comeirte e poskession of, i dura comvallise,

artd Ircludes any expression of opinton about the individual and amy

midication of the mtentlons of the data controller or any ofher persan in
Fexprcy of the fegferdue™

ico.

MNot dead people
Possession (or likely) to come in possession explain — e g. disclosure
example?




Key Terms: sensitive personal data

The BPA dafines sensitive personal dats 23 relating bo;

Hacial or ethnic orkgin

Political ominions

Religious opinions (o similas @& netus)

Membarship of & trade union

Fiwyscal of mental condition

Sounual ife

Commission {or alieged commisskan) of an offencs

Any proceedings for any offence committed (or slleged (o hive boen
commitied), the disposal of swch procesdings or the sentence of any court
in suech procesdings.

T N
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Section 2

Some fairly obvious why sensitive others not e.g. May find odd trade
union listed but financial info not

Explain why trade unions on?



Other key terms

v Data Subject - an individual who s the subject of personal data

»  Processing - virtually anything you can do to personal data e.g. hold,
disclose, amand o delates

+ Dars Contrafler — & person who (erther slome or ooty o 5 oommon with
other persong) determines tha purposes for and the manner in which any
personal date are, or aro fo b, prooesced

= Data Processor = & person (other than an employes of the data contralker)
wiha processss the data on behalf of the data contraller

# Disclesurg — & data controdler passing personal data to third partes

ico.

THIRD PARITES EXCLUDE
*DATA SUBJECT
*DATA PROCESSOR



The eight principles

The DPA is based on alght principles of good personal data hardlimg
The data must be:

1, Falrll}l and lawfully pracessed land an appropriate Schedule 2 and 3
conditliaa for processing)

Procesged for imited purposes and not furcher proceissd in s
mannar which 2 incompatisle with thoss purposes

Adequels; relevant and not excassive

Accurale gnd up &0 dabe

Nok kept lofger Bhan necessary

Processed in atcordance iith the individusl's rights
Secure

Kot fransfermed o countries outside of European Boanamic Arma
unless adequate protection is prondded

Wikl

ico.

Most self explanatory — but require litthe more explaining PRINCIPLE 1
and some particularly relevant to CLOUD C PRINCIPLE 7 AND 8




First principle

The first principbe gretes that:

"Personal data shall be processed fairly and fewfully and, in
particutar, shall not be processed unless-fa) ar least e of the
cevcditicns in Schedule 2 s met, aidd (b) in the case of sensitive
personal data. gt least one of the conditions in Schedule 3 is
also met™

ico.




First principle

Schedule conditions are your reasons 1o process personal data
Personal data muist be processed lawiiully

Fair processing:

* Transparancy
= Effect on the data subject

ico.

DEAL WITHIN REVERSE ORDER - CONDITION — LAWFLUL - FAIR

EXAMPLE OF SCH 2 CONDITION

‘PROCESSING |5 NECESSARY FOR THE PERFORMANCE CF A CONTRACT TO
WHICH DE 15 A PARTY OR FOR TAKING STEPS AT THE REQUEST OF THE DS
WITH AVIEW TO ENTERING INTO A CONTRACT

EXAMPLE OF S3CH 3 CONDITION
‘D8 GIVEN EXPLICIT CONSENT

LAWFULNESS

*PUBLIC SECTOR BODY - NEED LEGAL POWER TO DO STUFF E.G. 1ICQO LEGAL
POWER COMES FROM DFA FOIA PECR EIR

-PRIVATE BODY - YOU JUST NEED TO MAKE SURE NOT BREAKING ANY LAW
E G COMMOM LAW DUTY OF CONFIDENCE?

FAIRMESS

HDENTITY OF DC / PURPOSES FOR WHICH GOING TO PROCESS PD / ANY
OTHER INFO WHICH FAR TO TELL DS EG DISCLOSURES TO OTHER PARTIES
(OR LEGITIMATE EXFECTATION OF DS)

‘GENERAL CONCEPT OF FAIRNESS — WILL PROCESSING CAUSE ANY
UNWARRANTED DAMAGE AND OR DISTRESE [ INHERENTLY UNFAIR



Sixth principle

Thie sinth principle stabes Huat:

" Pervong! data shall be processed in decordance witi the
rights of data subjects under this Act. ™

ico.

EXFLAIN F OF FOR TINE



Sixth principle

Data subject rights
#  Section F - Reght of access to personal date (Subpsct Access Roguest)

= Sechon 190 - Riget o prevant procedsing lkaly to cause substantial
unwarranted damage and disiress

= Spchon 11- Right to prevent direct marketing
= Spction 12 - Rsghis i refation @ subemalted decsion taking
= Sactign L3 - Compensazon for fafure to camply with certan requirements

* Section 14 - Rectification, blocking, erasure and destruction of inaccurate
personal data

1C0.

Bei—

SECTIONT

=W WRITING

10 BOMETIMES £50 FOR MEMMCAL RECORDS FEE

SFROOF OF IDENTITY

ANY INFORMATION OC NEED TO HELP LOCATE PR

SNFO TO BE PROVIDED 40 DAYS — UNLESS EXEMPTION EG. SECTION 28 - SAY MORE LATER

SECTION 10

iR WRITING RECGUEST STOF PROCESSING BECAUSE CALSHNG SUBSTANTIAL UNAARRANTED
DAMAGE AMD DISTHESS TO 05 OR OTHER

ME:DQTM TCHIN 21 DAYS INWRITING EN:F'LAFH'IHG THAT ITWILL DOMPLY R EXPLATH WY

Q5 CAN OO STRAIGHT TO COUST TO ENFORCE

SECTION 11
| WRITING ASE GC MOT USE PEREONAL DATA FOR RRECT MARKETIMNG PURPOSES
*ENFORCE THROUWGH COURT

Sactien 12

=an MiEividual can wiillan notice i cu nat bo jake utormated decs insg thyar
bl et give retuiring you any a Ng: LEIng

;:d;ﬂ # they have fol ghvmh nobice, an indavidual should be mformeod whan such @ decision has been taken:

=an hidvidual can ask you ooecgnsader a decision faken by ausomatmd means
“EMFORCE THROUGH COURTS

SECTHOMN 13
SCOURT AWARDS COMPENSATIIN

SECTION T4
F COURT SATISFIED INFO [N ACCURATE CAN ORDER REED



Seventh principle

The ssvishith principle statee thak:

"Appropriate technteal and organisational measwres shall be
faken againyt uncuthorised or unlawiul processing of personal
daia and against accidental loss ar destruction of, or damage
fo, pervonal dota™

ico.




Seventh principle

What needs io b pratactsd by information sacprty
arrangements?

What level of secunty 15 reguired?

what kind of security measimes might be approprate?
Managemant and organsatonal measures

Stalf

Pliyslisl security
Carmguites security

LN

‘What i the position when 8 data processar it involved?
What shoduld [ oo i thers s 8 security breach?

ico.

«design and organise your security to fit the nature of the personal data you hold and
the harm that may result from a secutity braach,

be clear about who in your organisstion is responsible for ensuring information
sacurity,

*make sure you have the nght physical and technical security, backed up by robust
policies and procedumes and reliable, well-trained staff, and

«be ready 1o respond to any breach of securnty swiftly and effectively
SECURITY BIG ISSUE - DATA LOSE HMRC

ENCRYPTION

PRIVACY BY DESIGN - PETS -
DATA MINMISATION
PSEUDCONYMS

«BLIND SIGNATURES
“TRUSTED THIRD PARTIES
ENCRYFTION

PRIVACY IMPACT ASSESSMENTS



Eighth principle

The giginh printiple states that:

"Pervongl data shall not be iransferred 1o @ coumiry or
ierritory ouiside the Furopean Economic Area uniess that
country or lerrilory ensures an adeguate level of protection for
the rights and frecdoms of data subjects in relation fo the
procexsing of personal data”™

ico.

A IPRTTE il Hfﬂ%ﬂdmllﬂﬂllmmmh prodw courey - BVEN T ITSWITHIN THE EAME COMPANY /
COATR CONTRO

A& LEniadai i il T saie e the Falisl ol formahan thowgs a cuy .Tm-ﬂ-ﬁgﬂmﬂpnlv il
I Fnalde Ay 1 & courtdty, rthel 1Rgn ui'nnﬂ;-u'qtbrg?ﬂhu“rm nw““

EEA « ELI jiba Mynwary, Licien and Ipsisnd
CECIDIMG "ADECUATE" mcior pou aicudd ke N accoyidl g make (he decision, Thies. bl o)

it Tty o thie paersanl dills beng e lwired
hiw thie dals wil be usad ord for how long; ard
Tres Saws &nd pracices al ihe couniy pou pre iemsderng it o

ASSETRMNG ldwvs orad prachees af e couniry you s Tooshernng i b

* e axisn 1 wnion e counoy e a3 QElE proIcion BBnanmE o JE g
- wivaitete here b @ way 1o make sure e SOETInnGs are gohigved n prachce . ard
=l s i @0 elleciied pioceduee for mdandunia b anforoe their gt ar ged compemnsaton i mgs Qo wnomg

COUNITaEs CORN e il S uAlE 1HEkeDe - Argetbinn Awetteriars. Carada Gusmmssy 2nd lgie of Man

Sae Haroour Agreament - USA . Personal information can also be frensferred fo companies in
the US Wl-hﬂwmﬁﬂ up 1o the “Safe Harbor' ﬁumi:mem Thess companies
rm'-ft:c r!!l;:u by a sat of rules similar to found in our own dais
[eiged an

EC model clauses

* ThaEu n Commission has ed three sets of standard contractual
clauses (known a5 model olausas) a3 providing an adeguate evel of protacton, I
you use these model clauses n their enfirety in your contract, you will not have 1o
make your own aasessment of adequacy.

+  Two of the sets of model clauses relste to ransferring personal data from one
company 1o another company, which whl then use it for its own purposes. In this
case you can choose aither set of clauzses depending on which suils your



Eighth principle

What i & tronsfer?
How do | onsure adequacy ™

Germeral factors to conslder

Non-EEA countries afready consldersd sdeguabe
European Comsmission Mode! claunes

Binding Corporats Rules

L ]

Esemptions from elghth principle include:

Consent

Performance of & contract
Subsiantial pubic mberest
Protecting vital interest
Publee regisiers

Legal chaims

@ & @ 8 @ ®

ico.

DECIEMMG "ADEQUATE" ns%am vou mhould tnke s acoaunt to maks thic decsion. Trsss islals 10

sitw nflume o |he pemonmi data g raneiemed,
show ihe dats &l ba usan s fo nﬁwmﬂd
+The lavs mnd prachces of i oouniny you &6 Eangtamng 0 o

ASSESEING luss ani praiiices of P chlning you Bl Fangimmng i =

ST T 1) W Feal NG SOy NS Sdogdetl dala pritsshin siancate i i
sshedd Faem in 0 way o make s50e Tie sEnduids 4 acrisved i practos; snd
=& Pl in B0 sffecilyve procsduie far mdniduale o enforoe her nghie or gl comsenEsson F Shrgs go emng

COLETINEN DOrB0RTad RdhigEs mdlude - Argerring, Seitsetiond. Canaga Lummsiey and lale of Man

Siate arbowr Agmament - U - Personal information can also be transfered o companias in
tha US that have signed ? to the 'Safe Harbor' ement These companies have
agread to abide by a set of rules similar to those found in cur own data protecton Bw

EC modesl clauses

*The European Commss:on has approved three sats of standard contractual clauses
(known as model clauses) as providing an adequate level of protection, If you use
these mode| clauses in their entirety In your confract, you will nat have to make your
own assessment of adeguacy.

*Two of the sets of model clauses relate to transferring personal data from one
company to another company, which will then use it for its own purposes. In this case
you can choose elther sel of clauses, depending on which sults your business
arrangements befter The other g8l of model clauses = for ransferring personal data
o a processor acting under Tuur instructions, such as a company thal provides you
with [T services or runs a call centre for you.

*The mode! clauses are attached as an annex to the European Commission decisions
of adequacy, which approve their use. The Information Commissioner has authonsed
the use of mnan_Enntmds Er transfars from contmoller o confrolles and controller o

———————— Fle = i - —— e eelamss bes afes sk sslasd lins Jsma ol aatoad



| Exemptions

| Section 29 - crime and [axalion:

| s the prevention or detectan of crome
= The apprehengion o prosecution of offenders
®  EesdegdrmEiil ar collection of 18X or similar ﬂuh‘

| Seclion 35 - discloaures reguinsd:

| ® by law, ar
= i conmechion with fegal procesdings

Secticn 36 - domestic purposes;

= individual’s personal,
farniby,

household aftairs, or

othar recreational purposes

ico.

DETAIL IF GOT TIME

THERE ARE OTHERS MORE MAY BE PARTICULARLY RELEVANT
TO PRIVATE SECTOR:

*Schedule 7(5) - management forecasts

«Schedule 7(6) — corporate finance

«Schedule 7(7) — negotiations

EXEMPT FROM SAR AND FAIR PROCESSING - IF LIKELY
TO PREJUDICE



Notification

»  The 100 maintains & pubilic register of notified data contrellers

& Tranaparency

= A dEe contraller st oty IF 18 I processing personsl data ina
computerised format

=  Notificaton costs £500 per year for large orgenisations and E35 for
EEryONe sas

» Exdsmpthons from notification

ico.

OETAIL #F GOT THE
THRANSPARENCY - Dala Subieds {Data Clésses ! Beopisnts
Tre haer-Tisr SiruaLse &= bass on OIgANEARIOT Site and lurnover

= forer frclificalion fes of £500 sppdes fo deta controllers wilh sither
8 lurngsear of C35.00 amd 250 of mare mambars of salf | o

of they B & puiblic authosty with 250 ar more membens of gtaff

All athar data coniraligrs resmain in fhe lower-lier calegory. paying E35 par anmem unless ihoy ane oxempd
Bu frhere are exampboms from notfication il the processmg = for

Oy domestic | recreational punpeses

Orly tha fediowing blsiness purposas

- Staff Admenistration
- Aczuimts and Hegords
- Advarismg, Markating ani Puaic fedabons [Tor your own purposss]

not-far-profit organisation — IF THEY

SHAVE REQULAR CONTACT WITH D5 E.G. NOT CAB
00 MOT SELL ON DATABASES

W0 COTV

Gy far tha memmnanice of & public regstsr
«FFENCES

«Section 21(1) processing withoul notifcation | you ale required to notify)
Saciiph 21020 falure b9 kesp rolifestien up ik deE



Offences

* Section 21(1); processing without notification (o you sre required to notify}
* ‘Gecton 21{2) falfure to Keep notification dup wo-daks
«  Section 47(1]: failuré to conply sith an informatien | enforcement notice

= Section 55: abtaining and f or disclosure of personal data withoot tha
consent of the datn cantrobiar

* Section 77 of the FOIA: altering / deleting records with intentioo to prevent
disciosure under section 7 af the DA

ico.

DETAIL IF GOT TIME




The 1CO’s view on how the DPA applies
to Cloud Computing

Advantage lor DPA complishos:

= Dats backup

Disadvaniages for DPA compliance:

= Unesrtalnty about whass persoans| deta = processed

*  Uncerainty about who 8 procedsing personal data

ico.

«CC NEW AND DIFFERENT TYPE OF COMPUTING APPROACH
-ADVANTAGE - ON SITE MAINFRAME FIRE EXAMPLE

‘DISADVANTAGES - COMPLEX CHAINS OF CONTRACTORS AND
SUBCONTRACTORS



The ICO’s view on how the DPA applies
to Cloud Computing

Ky message - DPA hakics stay the samai
# the data controller / data processor relabonship skl applies
« comply with the seventh principée

 coamipy wisth the sighth grncipie

*Maybe harder to implement DPA basic THAN COVENTIONAL
ARRANGEMENTS

LG PURCHASER - DC, ¢C PROVIDER DP

*SECURITY — CONTRACT / ENCRYPTION



Choosing a Cloud Computing
service provider

Wt rpEDmmEnD the Following muestons:

. Cah I guarantes [he reliability and training of & stalf, wherever
thiey. are basld? Do they have any form of professigna!
ETreEnaticn?

= What capacity does it heve far :n:nu'nrlnq fram a serfass
technalogeal ar procedieral fallere?

« What are i8 srmangements and recomd reghrding complaants ang
FedraEs = JoaE i eTer comaensaton fer [he load ar cerruglien af
data enbrasted o gy

& Whal ssEumances can It give thel dats pregaction standands will be
malntained, even i fhe duts &5 sored In 2 WILH e, or
fo, deta grotecticn lew, or where govermmmental dsta inferception
Pk Are Strinp and lacking sefegusnds?

ico.

CAN | ANSWER THESE Q'S — MORE EXTENSIVE LIST IN PIO



Contact us:

Information Commissioper’s Office
Wyeliffe House

Water Lane

Willmstow

SKo 5AF

Helpline: 0305 129 11179
Fax: €10625 324510
E-miail: maildvico.gai
Website: www Jeogov.ak

Follow us on Twitter
Al wwe fwi i1 WE

iCO.

ON WEBISTE YOU CAN FIND GUIDANCE, PARTICULARLY:
P10 CODE

PRIVACY BY DESIGN

26



How the Data Protection Act 1998 applies to
Cloud Computing

Kawser Hamid
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Information Commissioner’s Office




The role and powers of the ICO

« Oversee and enforce:

- Freedom of Information Act 2000
- Environmental Information Regulations 2004
— Data Protection Act 1998

- Privacy and Electronic Communications
Regulations 2003

ico.




Our role

* Provide Information to Individuals and organisations
* Promote good practice

» Adjudicate on complaints

 Maintain an official public register of notified organisations

Provide information:

First Contact department — telephone ! written eng
*Produce guidance — see website

*Presentations

Promaote good practice:

*Issue codes of practice e.g. CCTV, Employment, PIO - mention data
sharnng code

Adjudicate on complaints:
=Section 42 DPA - likely / unlikely

*Regulation 32 PECR - ask |CO to enforce powers under extended
part 5 of DPA.

«Section 50 FOIA
*EIR — also section 50 of FOIA

Maintain an official public register of Notified organisations — see later |




Our powers

Information notices

Enforcement notices

Assessment notices

* Fine

ico.

Information notices — demand any info

=  Section 43 DPA (offence — sec 47) and 51 FOIA - (contempt of
court sec 54)

Enforcement notices — do what we decide

«  Section 40 DPA (offence — sec 47) section 52 FOIA - (contempt of
court sec 54)

Assessment notices
« section 41A - SERVE DC with ‘assessment notice’)

1. to determine whether DC has complied or is complying with the OP
principles

2. allows on site compulsory audit of certain bodies e.g. Govt depl or
any PA designated by order.

« gudits by permission of DC for all other bodies under section 51(7)

Fine
« Section 55A of DPA ability lo issue fine up to maximum of £500,000
for serious breach of principles (deliberate or reckiess).

NOTICE CAN BE APPEALED TO INFORMATION TRIBUNAL




What is data protection?

* [nformation that identifies a living person
* Responsibilities for 'data controllers’

« Mot just security

* Transparency

= Fairness

» Information standards

* Overseas transfer rules

« Rights for individuals

ico.

Dadinitian In A more compies - Persangd deis
Dratermines the purpeses of and the marnes in whh,
Who you are, why you ans processing, anything alsn
Cibmciimpact ' ddffereni

Aoeguastelreavaniinol exoessaBCCUTale

Pyraoial oo st nor b ongfecred B @ coumiey or ferireny autside e Evvopeion Edommmic Anda
mrileid SO COUMERY oF ferrling @ eirs an ddeginte fevel of protection fir dee nighis umd feedone of
ghiefin sutyiecrs 1a deliiian io e provessiyg of persom dens

¥What = & transfer?
How di | enalde adeguacy™

=Ganeinl (Bl 10 consides

sMon-EEA countnes sragdy consitersd asequate
*Eurgpadn Commission Mode! clauoes

*Binding Corpotale Rules

Exeenpdions from eighth minciphe include

«Comean|

«Porigmmancs of 8 contact
+Gubstantial pubds Inferesd
Promcting wital irdemst
*Public regsienis

rLeg claims

Fighls — e 70107 13014




Cloud computing and the DPA:
does it change anything?

+ We don't think so!

= Breaks down into 'classical’ DP compliance issues:
- Data controller responsibility
- Transparency
- Overseas transfer rules
- Security

ico.

DC responsibility - cloud provider = data processor — contract

Transparency - COMPLEX CHAINS OF CONTRACTORS AND
SUBCONTRACTORS

Overseas - as above — problems will arise deciding if such protections
axist

Security — what assurances can cloud provider give?




ICO’s key messages on Cloud Computing

DPA basics stay the same;
+ The data controller / data processor relationship still applies.
* Have adequate security.

+ Make sure overseas transfers have adequate protection for
rights and freedoms of the data subject.

ico.

*Maybe harder to implement DPA basic THAN COVENTIONAL
AREANGEMENTS

«CC PURCHASER - DC, CC PROVIDER DP

+SECURITY — CONTRACT / ENCRYPTION?




Choosing a Cloud Computing
service provider

We recommiend the following quastions)|

= izan It guaranies the reliabsding and rajning of s s2aif, whereyer
d‘lﬂfm:lltmubhd_, 7 Do they have any horm of professeosnal
e an?

= Whal capacity dpes it hayvs for reesvering from @ seraus
technipgaal of procedural fallere?

= What are its arrangements and record regerding complaints and
redress ~ doed it offer compensation for thiy loss or corruption of
dnim artrusted o it?

= ‘What assuranoes Can i give that dats protection stendords will be
matrtained, even if the dota /s sfored in 8 cooniry with weak, of
ni, data protection lew, or where governmentsl dats interception
powars ane strong &nd lpcking safeguards®

ico.

=

CAN | ANSWER THESE Q'S -




Personal information online

ico.

MORE EXTENSIVE LIST IN PIO - will be revised to say more about
cloud and ravised PECR

ICO looking to work on issue of cloud service providers' T&C's

Mention new data sharing code




Contact us:

Information Commissioner’s Office
Wyeliffe House

Water Lane

Wilmslow

SKa 5AF

Helpline: o3u3 123 113

Fax! 01625 52451

E-mail: casework@jcp,gsi gov.uk
Wehsite: www.ico,gov.uk

Follow us on Twitter
at: www. twitter.com,/iconews
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