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Data Protection and
CCTV:
What will change?
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Regulation, culture
and the surveillance
society
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Data protection:
individuals
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Public social concerns
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Awareness of the Freedom of
Information Act
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Surveillance:
dataveillance

Survetllance / dataveillance

« Electronic Mootprifits

« Trans=ctions tracked, Interactions
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Database state?
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Private sector dataveillance ?
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No single silver bullet!
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« Understanding responsibilities
« Practical tools to help campliancs
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100 Privacy by Design initintive

= Incraasing amounts of pergonal
irfarmation, Increasing Hsks to ndividuals
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The Privacy Dividend
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Benefits of protecting privacy
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The future: what lies
ahead?
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A Range of Challenges
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The Information Commissioner s view]
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The Informetion Commissioner’s views
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The Insider Threat - The Forgotten
Governance Perspective

Jonathan Bamford e 2016
Head of Strategic Liaison
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DPA security requirements

e Must take appropriate technical and
organisational measures taking account of:

- nature of data and potential harm

- state of technological development and cost
Ensure the reliability of employees with access
Ensure processors give security guarantees
Penalties of up to £500k can be imposed
Criminal offence committed if personal data
obtained or disclosed without consent of data
controller
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Improving Information Governance
in the NHS
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The role of the ICO
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The Data Protection Principles

Fairty and iwiully processed

Processed for imited purpases
Adeguate, relevant and nob excEsdive
ACourate

ot kept for longar than necessary
Processed in line with individunfs’ rights
Kept secure

ol transferad to countries without
adequate protection
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Seventh Principle: Security

& Must take appropriate measures taking
account of: o
= nature of data and potential harm
~state of technological development ardd
cosk

» Not just aboul Teghnical securty L
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Information governance

» Key Iesson from datd-joss incidents
= Dwwpership and direction from the top

+ Embeds privacy and DF concerns into the

pultpre of an organisation

» Invest to rean ‘The Privacy Dhviderd
« Can't be left o chante
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Reputation and regulation:
matters for the Board

((Gevemance and Accountabillty |
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The Personal Information Promise

s A chance Lo regain public trust and
eonfidence by showing senior level
commijkrrent

s Mot a regulabory compliance tos

= Dpaned for signature op Eurppean Data
Protection Day [28 January 2009)

# Signatories from all sectors
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Monetary penalties

e Introduced in Aprid 2010

« Crirminal Justios and Immigration f&ct 20048

« Panalty of up to E500,00H for serious
braaches of OF Princlples, committed
Enow inghy/reckbassly

» TCO skatubory guidance
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Amount of Penalty

» Mature of contravantion

= Effect of contravention

= Behaviour of Data Contraller
+ [mpact an Data Controller

# Other Conslderations

ico.

Assessment Notices

« Coronars and Justoe Act 200%
& Pover of audit-in the absence of consent
« Government Cepartments — bot couid be
extonded to ather public bodies and
private sactor
—8g NHS Trusts

= CEvernmenl’s prodramine an Gponnoss,
transpereney, privacy and mdformation rghes
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Grealer ransparoncy Bnd packant control —
- [nfarmation govomancs amangéminis?

« Ensursyy cormjifEnos
« informatsan shanng onde of practies —
» Poigible ammengmant to DF Egislative framawor
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Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www. twitter.com/iconews
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The ICO: Shaping up to
the challenges in the year
ahead
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Our Mission

The 1C0"s missian ik
b wphiold inforrmatien rights
in the public interest,
promoting oponness by poblic bodies
and dats privacy Tor individuals,
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Strategic Liaison Role
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o igdwds risks

1519

S |



CL.I’.‘:-'"F-JUL*:} W e

The Information Commissionet’s view:

* ThE currest Al Poteciinn principies sre suuiid, Bul D lae
net b achaes qreeaT daty of purpnss gnd
preisstatian. The precsld of 'privecy by desigh’ shiid b
M b

» Thil |ove st poguigs grebee @ary D000 SNET IS pErSns =
WL mith § mare condexle apprasch b e oy of
iifrrtiafmin.

Tha lom el b plisces slond et cpnamit W Dl Bl
wfild ol e

=

ico.

s sl bae A sl
Gy PlyD pascp
QFJL{ e D~ g Gmacde

i b wma oy Lign, i,

[ Ty el o P e ._1;,5:‘,,;!;,, L I
f #

“T'he Information Comimissioner’s view:

+ The approsch (T By (akies Tn U mesprisessi e U1 Gy
Sakn oonkmlne end [rcEieErs St Seiier reect odur
meapbnss raneahip

w Ui Lw iremds mone sedlintic et for iorrsaleal dute
i

*  Thi L nesds 13 Be more I funs with e Frasdon of
Tndrratie segimn and 0@ regreee the it al mosen
{clngy on what precale adbddars 4o will perssral
TN,

e

L T e S e . il = [P nsy

V

d.r"""’.!
S s F
bk pAvy adypany fitie /-

- S o o ok slu\zA

Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www. twitter.com/iconews

ico.

Clatang 1 o datar

el s GNP YT I&_‘-"’u‘l
- MMILLMHMM"E"#&
— oy s (00 dmafl s

WAl 5= 130 T <
Yoo wvubid oy 1t ohele wu

fe e i ke o lTe Vel

i i saiill 'J“"mh:-d.ﬂu'u‘,_.
o] er"

ST W Sty Fn"{-'n-lrﬂ‘-f"‘-'ﬂ'b{‘-l"l..l
"“I.ib.u- Oteid-cand Ltiah)
DUV & L.L-'.L.q.u- Fl-.l i St
anJ Apfo s J..q.l_..-..ﬂ |h-,-w;,—-‘—'ll'l'ﬂ e R

R s muf'ua'{t-wn.#'{t"-"-"'_':"
4 J.." _,Mﬁ"""-'-r At o br g
'1““ﬁ'

Hu;\--

ué:"!'

T.nr.-r.-' ‘H:J:J y EJ‘H..-"

,J_jl},r:- s

b o w{p’bﬁl






'q___t__..-'."; L e e o

Data Protection:
Stronger enforeement
Greater encouragement
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Strategic Liaison Role

» Maintain and bulld key melatonshios and
on kay BEUEl

s Suppart ant adwise key siakeholders

s Promaote 100 information fghts abjectves

« Anticipats changs

# Ripduce risks
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Strategic Liaison Structure

+ Government and Society Group
#» Public Sarvice Group

« Public Security Growp

= Fusiness and fndustry Group

= [nternational Team
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Manetary pénalties

« Introducsd in Ageil 2010

« Criminal JTustice and Tmmigration Act 2008

= Penélty of up to. ES00,000 for serious
broardes of DF Principles; committed
knowingly/ reckiassly

= 00 statutony guidinde
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« Mature of contravention
« Effeft of contravention
« Behaviour of Data Controller
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« Impact on Uata Controller

« Dther Considerations
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Assessment Motices

« Coroners and Justice Act 2009

» Power of audit in the absence of consenk

o Government Departments - but could be
gxtEnded to other pubtlic bodies and
private sochor

=g MHS Trusts
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o |C0 will aimn for co-oporation
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Information Commissioner’s
Office

Maureen H Falconer
Sr Guidance & Promaotions Manager

Cloud Computing for the Public Sector

20 Sepe. 2010




The Law Makers
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Data Protection Principles

Personal information must be:

« Processed fairly and lawfully

« Only cbtained for specifled
lawful purposes

« Adequate, relevant and not
excessive

« Accurate and, where
necessary, kept up to date

« Not kept longer than
necessary

ico.

s Processed in accordance
with the rights of individuals

» Kapt secure against
unauthorised processing and
accidental loss or
destruction

» Mot transferred outside the
EEA unless adeguate ievels
of protection




7th Data Protection Principle

The Data Protection Act 1998 requires that:

Appropriate technical and organisational measures shall be
taken against unauthorised or unlawful processing of persanal
data and against accidental loss or destruction of, or damage
ta, personal data.




Information Security

Security breaches
have SERIOUS implications.

Potential harm to individuals,

Damaage to business reputation,

Breaches cost EEEEL£EE ..
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Security in the clouds

Data controller and data processor
relationship

Sector specific legislation and regulations

Adapt to changes in legislation and

regulations .
Controlled access Il-jff_'e'

1y (
AUdit “‘ql e

=,




Appropriate ...

Technical development at any glven time to ensure a level of
Security appropriate to:

- the harm that might result from a breach, and
- the nature of the data to be protected;

Reliability of staff having access to the pearsonal data;

Customised to specific clrcumstances;

ico.




...technical & organisational
measures

Security management: Business continuity:
Responsibie senlor person Recovery plan
Sufficient resources Validation and backup
Policies and procedures Intrusion protection
Controlling access: Staff selection and training:
Location controls Vetting and validation
Password protocols Job descriptions
Secure disposal Continuous training
Remote access Acceptable use




...technical & organisational

measures

Breach management:

Audit trails;
Containment and
Recovery;

Assessing the risks;
Maotification of breaches;
Evaluate and respond.

ico.

Data Processors:

Vetting and valldation;
Ensure compliance;
Written contract;
Security standards;
Specific purposes;
Restricted practices,




8th Data Protection Principle...

The Data Protection Act 1998 requires that:

Personal data shall not be transferred to a country or territory
outside the European Economic Area, unless that country or
territory ensures an adequate |evel of protection of the rights
and freedoms of data subjects In relation to the processing of
personal data.




Good practice approach...




Will there be a transfer to a
third country?

Is it & Transfer?

- Must be a relocation to another country and not “fust
passing through’, L.e., In transit,

Is It @ Third Country?

- Outside the EEA - all EU member states plus Iceland,
Norway and Liechtenstein - anywhere else |s considered
to be a 'third country’ according to the directive.

Is it Data?

— Includes data provided with a view to being
computerised at the final destination.

ico.




Are there adequate levels
of protection existing already???

European Commission findings of adequacy in the following:

Argentina Isle of Man Israel
Canada Switzerland Andorra
Guernsey Jersey Faroe Islands

Safe Harbor Agreements in USA

Assessing adeguacy must consider:

the nature of data; the refevant laws in force;
the country of origin: any International obligations;
the final destination; codes of conduct or other rules;

the purposes and duration; existing security measures,
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If not, can adequate levels be
introduced?

Model| Clauses:
European Commission approved model clauses for transfers

from data cantrollers In the EEA to data controllers outside
the EEA (Set I & Set II controller-controller); data controllers
in the EEA to data processors outside the EEA (controller-

processors)
(2001/497/EC15; 2004/915/EC17; 2002/16/EC16).

Binding Corporate Rules:
Internal codes of conduct operating within a multinational
organisation for the purposes of enabling transfer of data
sutside the EEA (but within the group) to be made on a basis
which ensures adequate safeguards.

iCBmEt be approved by the Information Commissioner)




Do other derogations apply in
spite of this?

Schedule 4 Conditions for transfer:

Consent of the data subject.

Mecessary for the performance of, or entering into, a
contract between the data subjec’c and the data controller.

Necessary for the performance of, or entering Into, a
contract between the data controller and a third party
entering into the contract at the request, or in the
interests, of the data subject.

Necessary for reasons of substantial public interest.

rfeﬁ?saw In connection with legal proceedings, advice or
rights.

Necessary to protect the vital Interests of the data subject.

The transfer is of part of the personal data on a publig
register.

ico.




Information
Commissioner’s Office

93-95 Hanover Street
Edinburgh
EHZ 1DJ

0131 301 5071

Scotland@ico.gsi,gov.uk
www.ico.gov.uk
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INFORMATION COMMISSIONER'S
OFFICE

Sheila Logan
Operations and Policy Manager




Information Security

Everyone’'s responsibility

&

ico.




Regulatory Action
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7th Data Protection Principle

The Data Protection Act 1998 requires all
organisations to have appropriate security
to protect personal information against
unlawful or unauthorised use or disclosure,
and accidental loss destruction or damage.

ico.




Information Security

Security breaches
can have BIG implications.

Potential harm to individuals.

Damage to business reputation.




Security in the clouds

Data controller and data processor
Relationship

Sector specific legislation and regulations
Adapt to changes in legislation and

regulations
Controlled access AT =Py e
Audit e AN
% | ."\:-._ 5 [ ""_r‘_
{'-.4: .|—-'z':'_-""
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Physical Security

Controlled entry to buildings
Out of hours security
Visitor policy

Visible ID

Home working \

ico.




Organisational Measures

Day to day responsibility for security.
Written procedures for staff to follow.

Excellent staff training.
Regular audits.

Monitoring change.
Investigating a security incident.

ico.




ico.

Real Benefits

Organisational efficiency;
Fewer complaints;
Less compensation;

Business reputation;
Customer confidence;
Overall reduction in costs.




‘ Some things are not
meant to be shared

Don’t share:

Your password

Your remote access pass
Your computer privileges

Your identity

10



Subscribe to our e-newsletter
at www.ico.gov.uk

Follow us on Twitter
at www.twitter.com/iconews

Contact us on 0131 301 5071

1co.
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Data Protection Workshop:
Dispelling the myths of data
protection and sharing data
safely.

Maureen H Falconer
Sr Guidance & Promations Manager

Citlzens Advice Scotiand Conference
September 2010
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The (UK) Information
Commissioner’s Office...

» Regulatory Authority
« DPA, PECR; Fol; EIR

» Regional Offices
« Cardiff, Belfast, Edinburgh

= Enquiries

* Stakeholder engagement

* Scottish Iinput

ico.

Requlatory Authority
DPA: PECR; Fol; EIR

Role of the Regional Offices

-Established in response to devolution in Cardiff, Belfast
and Edinburgh

-Enquiries helpline; general DP enquiries; referrals to
Wilmslow

Promotion of the ICO, regulator for the Data Protection
Act & Freedom of Information Act in reserved issues

Policy development; responding to consultations; feeding
into the policy forum



Data Protection or Freedom of

Information...
DPA FOI
« Applies to personal = Applies to general
information only Infermation only
« Covers gll sectors = Public autherities only
« Gives individuals rights = Gives pveryone rights to
over their information general Information
» Same Act north and » [Mfferent Act north and
south of the border sputh of the border
ICO OSIC
ico.

DPA - PERSONAL DATA ONLY - If it's not personal
data, then the Act does not apply.

Fol - GENERAL INFO' — NOT personal data

DPA - ALL SECTORS - Public, private & Voluntary.

Fol - PUBLIC AUTHORITIES ONLY — NOT private
shcools!

DPA - INDIVIDUALS - Right to own data only for
individuals not organisations.

Fol — ANYONE — Application blind

DPA - SAME ACT — UK-wide legislation.

Fol —- SEPARATE ACTS - reserved matter in
Scotland




It applies everywhere...
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It applies to everything...
heraldscotland

L TR R TR T .'uuu'l"|1|‘: I'] Il_'lr.“f_l ! ‘m‘“':dd

Biogs Arts & Entw

Span Budifneis Cemmenl

Fianl page Hiwi

BREAKING NEWS:
Wt for it
28 B LN

A gupn pyyl
apy Emnnwgh thap whi pEmddsd g me fe e s ool woe omtuaed shan e sehed e hieni e e e e

1861 TR, G0 08 W00 P e W D3 Praiarn on Sl vty COUTEN T S0 an i im P omi

sl Wi
i el frmed 1o v e Rty divew by slugealivg " pefec Sy rdlnaialily - thid Lol fosy s Hid & roside i
Mz ppEn thar d geimi san angnna Ty leess abd”

&N



It defies common sense...
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It defies logic...
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It’s about Personal Data...

= Definitions:

s Personal data relate to a living individual who can be
Identified from those data and/or other information and
Includes apinians and Intentions

« Sensitive personal data relate to racial or ethnic origin,
political opinions, religlous beliefs, trade union
membership, health, sexual life, criminal activity

= Application:

« Files; Rights & Obligations; Conditions; Principles;
Offences

ico.

DEFINITIONS

-Personal Data — relates to a living individual from which they
can be identified or from which they can be identified with
additional information to which the data controller has in or will
come into his possession.

-Sensitive Personal Data — identifies specific aspects which are
considered worthy of extra consideration before processing

APPLICATION

*Files - Applies to both electronic and manual files
*Rights - Provides rights to data subjects:
-Obligations — Sets out obligations for data controllers:

«Conditions — Sets out conditions for processing in Schedule 2 &
3

*Principles - Establishes 8 DP Principles as standards for
processing personal data

«Offences — Creates specific ciminal offences




It’s about Files...

» Manual
« Relevant filing system

« Category (&) data (public authorities)

* Electronic

» Data J/

» Texts Ie
« [mages

« Recordings

ico.

RELEVANT FILING SYSTEM:

Temp-test; easily accessible by reference. Durant (2003):
Biographical and Focussed, time/effort not considered.

CATEGORY e :

Four categories: (a) automated (b) intended to be
automated (c) relevant filing system (d) accessible record

(education, health, social work, housing)

(e) "Unstructured data” & “manual data” held by public
authorities other than relevant filing system. PA must
confirm whether it holds the data but not to comply with
SAR unless a 'description’ of the data is given or cost of
complying is above appropriate limit £450 (£25/hr/person)
(FolSA - £600 @ E£15/hr/person).

Exempt from most of the Act except access and accuracy
but Cat (e) personnel matters of PAs exempt from

Principles and all Partll (rights).



- L] -
It’s about Rights & Obligations...
Individuals' Rights: Organisations’ Obligations:
« Request a copy of personal » Raspond within 40 days
data (S7) (57)
« Stop unwarranted « Respond within 21 days
processing (510} (510}
« Stop direct marketing « Comply without exception
(811) (511)
» Know of automated » Provide altemative process
dacisions (S12) (512)
» Personal data to be « Correct and alen those to
accurate (514) whaom disclosed (514)
« Request an assaessmant » Notify with 1CO & notily
(S42) changes (S18&20)
« Compeansation (513) « Comply with Information/
ic Enforcament Motice
il (S40843)

ACCESS — SAR — In writing; verify identity; £10 fee; any other
information. DC responds promptly and within 40 days.
STOP PROCESSING — Must be unwarranted and substantial

damage or distress, DC must respond within 21 days by complying
whoily or in part and state reason why.

DIRECT MARKETING - Request that DC stops within reasonable
period. DC must comply, no exceptions.

AUTOMATED DECISIONS — eg: credit rating, insurance — no
decision based on solely automated means but if so, can request a
review of decision by other means. DC must give notice of such
decision making.

INACCURACIES - As to a matter of fact not opinion. Entitied to
insert a note of disagreement.

ASSESSMENT - Breach likely/unlikely and issue an enforcement
notice to comply with the Act. DC must comply.

COMPENSATION — Only awarded by the court and must be
quantifiable damage before distress can be claimed.

10



It’s about Justification...

* Personal Data:
# Consent

= Contract

« Legal obligation
» ital interests

= Public interest

= Legitimate interest of data
controller

ico.

Sensitive Personal Data:
= Explicit consent

= Employment law

» Vital interests

» Nat-for-profit TU/religious/
palitical/phifosophical
groups

s Already in public domain
= L egal proceedings/advice
» Public functiocns

s Medical purposes

« Fqual Opps Monitoring

s Substantial public interest
(512000/417)

11



 Processed fairly and lawfully

« Dbtained only for specified
lawful purposes

« Adequate, relevant and not
BXCESSIVE

» Accurate and kept up to
date

= Kapt for no longer than
nacessary

~ ico.

It’s about Standards...

Personal information must be:

« Processed in accordance
with the rights of data

subject

« Not transferred outside the
EEA unless adequate levels
of protection

= Kept secure against
unauthorised processing and
accldental loss or
destruction

Fair Processing: individual is:
sinformed of processing — Who?
«Informed of purposes — Why?
Informed of disclosures — How?

Lawful Processing:

*Obtained legally
-Data controller notified with ICO
«Data subject's rights upheld

Fair Processing Notice

-Specified Purposes: those outlined in notification or FPN
Do | need all this information? Do | have enough?

«|s it correct? Does it need amending?

*\What is your retention policy?
+|s it compliant with the Principles?
+Is it safe?

«Can | send it there? EEA: all EU countries plus Switzerland,
Iceland, Norway and Liechtenstein — WEBSITES!!

12



To share or not to share???
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Information Sharing
. Protocol??
1CO.

Who's asking? — Don't be afraid to say NO! Even if it's the police.
Is it personal? — If not, the Act does not apply!

Purpose? — Don't be afraid to ask why. It may be they can get it
elsewhere but you are the easy option. Also, it must be in
accordance with your stated purposes.

Alternatives? — Must it be personal data or can it be anonymised?

Legally obliged? — Do you have a choice or are you legally
obliged to share?

Justification? — Can you rely on specific conditions to share?

Protocol? — If there is going to be regular sharing then draw up a
protocol for all to agree on.

Producing your own protocol and using it will help you to
establish good practice and to comply with the law. Following
a good protocol should instill trust in your stakeholder and
confidence in your staff.

13



-th Data Protection Principle...

The Data Protection Act 1998 requires all organisations to have
appropriate security to protect personal Information against
unlawful or unauthorised use or disclosure, and accidental loss
destruction or damage.




‘ Technical Security...

Technical solutions
Training

Audit trails
Controlled access

FPasswords

ico.

Technical — 'Appropriate’ — best you can buy for the
level of sensitivity

Training — New staff, new systems; regular reviews
Audit — Build in to system — [T, entry...
Access — Who sees what? Who needs to see what?

Passwords — No names or consecutive numbers,
make them strong, don't keep them by the computer
or on your pass!



Physical Security...

Controlled entry to buiidings
Out of hours security

Visitor pollcy

Visible ID

Home working

ico.

Entry and exit points — should be controlled or
monitored. Don't leave doors or windows open.

Out of Hours — clear desk policies, including secure
cabinets for removable media.

Visitors — clear and enforced policy, escorted on
and off premises.

Visible ID — If you've got it, flaunt it!! Visitors too!!
Don't be afraid to challenge.

Home working — what policies and protocols are in
place and are they adhered to, monitored and
reviewed? How secure is the home computer?




Some things are not meant for
sharing...

17



CASE STUDIES...

In your groups, discuss the case study and the various data
protection/privacy Issues which It raises and how they might
be addressed.

Be prepared to share your findings with the other groups,

ico.




Information
Commissioner’s Office

03-95 Hanover Strast

Edinburgh

EHZ 1DJ

0131 301 5071
Scotland@ico.gsi.gov.uk

www.ico.gov.uk
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