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1) Please can you send me a copy of the current subject access request 
acknowledgment and response letter that you use. 
Please see acknowledgement letter, application covering letter and release of records letters 
below. 
 
2) A copy of the last 5 DPIA’s completed. 
Our DPIA’s are published via our DPIA register which is available via the Trust website. 
 
3) A copy of any internal mandatory information governance training that you give to 
staff which was written in the last 2 years including presentation slides and videos 
and any other media.  
Please see attached our Local Induction Training, we also undertake annual Data Security 
training which is based on national online content this can be found at https://www.e-
lfh.org.uk/programmes/data-security-awareness/ an extract of this training in workbook form 
from 2018/19 is also below. 
 
4) A copy of any instructions given to staff members to reduce data security 
breaches, for example double checking work which was written in the last 5 years.  
The Trust provides data security guidance/instruction via Trust Policy and supplementary 
guidance with the aim to reduce / prevent security breaches, this is published on the IG 
SharePoint site for staff awareness, these are both Trust and National guidance documents 
and include the following which has been published in the last 5 years (some of which are no 
longer in use), additional local departmental SOP’s may reference local operational 
procedures however these are not specific to data security / protection: 
 

• Acceptable Use Guidance 
• Confidentially Guidance 
• Confidentiality good practice guidance for health professionals (GMC)  
• Data Protection Guidance 
• Data protection, Caldecott and disclosure Policy 
• Guidance on checking postal addresses in Trakcare (EPR) to prevent errors 
• Completion of patient and people related documents – clinical admin procedure 
• ICO Anonymisation code of practice  
• IG code booklet 
• Data and Cyber Security Breach Management Policy 
• Secure transfer of personal confidential or sensitive information policy 
• Information Security Guidance 
• Keeping Information Safe Guidance 
• Mobile Devices IGA Guidance for staff 
• NHS Code of Conduct for staff 
• NUGB Guidance for amendments to records 
• Privacy Impact Guidance 
• Secure Transfer Guidance 
• IG Staff Handbook 
• IG Bite Size Staff Bulletins 
• Caldecott Principles Poster 
• Policy on the use of whiteboard and display equipment 
• Data Use Minimisation Policy 
• Clear Desk and Screen Policy 

 
5) A list of any policies implemented in the last 2 years within the organisation to help 
reduce the environmental impact that the organisation has? 

https://www.e-lfh.org.uk/programmes/data-security-awareness/
https://www.e-lfh.org.uk/programmes/data-security-awareness/


Please see below. 
 



 

 

 
 
 
 
 
 
 
 
 
Date: 
 
 
Dear Requestor 
 
Re: Acknowledgement of receipt of request to access medical records 
 
This letter is to acknowledge the receipt of your request to access medical records under the 
Data Protection Act 2018 or the Access to Records Act 1990. 
 
Once your identity and entitlement to access the records has been verified we will normally 
provide you with your requested records within one calendar month.  However, in some 
circumstances we may need additional time to process your request, in these instances we 
will let you know as soon as possible within the first calendar month if the request will take 
longer. 
 
In addition to access to your records you also have other rights with regard to your 
information, these can be found along with information on how we process your information 
on our website at www.nth.nhs.uk/support/privacy or via our patient leaflet ‘Your Health and 
Social Care Record’. 
 
For more information or enquiries regarding the status of your application you can call the 
Medical Legal Team, Monday to Friday 9am to 5pm on 01642 383516. 
 
Yours faithfully 
 
 
Medical Legal Team 
Healthcare Records Department 

http://www.nth.nhs.uk/support/privacy


 

 

 
 
 
 
 
Dear Requestor 
 
Re: Access to Medical Records 
Data Protection Act 2018 
 
Our patients and in some cases others acting of their behalf, have the right to obtain from the 
Trust confirmation as to whether or not personal data concerning them is being processed, 
and, where that is the case, a right to access to the personal data. 
 
How do I request information? 
In order to request such access and provide you with the information you require, please 
complete the attached request form or provide us with the information requested within the 
form to allow us to process your request.  Please clearly state what information you require, 
the more detail you can give us the better to allow us to identify what you require. 
 
How do I prove who I am and that I am authorised to access? 
To protect privacy and prevent fraudulent activity, the Trust before releasing information must 
be satisfied of your identity and in cases where you are requesting on behalf of another, your 
entitlement /authorisation to access.  Please provide the evidence requested on the attached 
request form with your application, if you are collecting or viewing records then you should 
bring your identify with you when you attend the hospital and you do not need to send us a 
copy.  
 
When will I get my Information? 
Once your identity and entitlement to access the records has been provided to us we will 
normally provide you with your requested records within one calendar month.  However, in 
some circumstances we may need additional time to process your request, in these instances 
we will let you know as soon as possible within the first calendar month if the request will take 
longer. 
 
Is there a cost? 
No, access is free of charge. However if the request is manifestly unfounded, excessive in 
nature or where additional copies of the same information are required then we may charge 
an administration fee which will be discussed with you at the time. 
 
Do I have other rights? 
In addition to access to your records you also have other rights with regard to your information, 
these can be found along with information on how we process your information on our website 
at www.nth.nhs.uk/support/privacy or via our patient leaflet ‘Your Health and Social Care 
Record’. 
 
More information? 
For more information or enquiries regarding your application you can call the Medical Legal 
Team, Monday to Friday 9am to 5pm on 01642 383516. 
 
Yours faithfully 
 
 
Medical Legal Team 
Healthcare Records Department 

http://www.nth.nhs.uk/support/privacy


 

 

 
 
 
 
 
 
 
 
Ref:  
 
 
Dear  
 
Re: Release of personal information  
 
Please find enclosed the following information requested: 
 

Records Enclosed 
 

 

 

 
 
Do I have other rights? 
In addition to access to your records you also have other rights with regard to your 
information, these can be found along with information on how we process your information 
on our website at www.nth.nhs.uk/support/privacy or via our patient leaflet ‘Your Health and 
Social Care Record’. 
 
More information? 
For more information or enquiries regarding your records you can call the Medical Legal 
Team, Monday to Friday 9am to 5pm on 01642 383516. 
 
Yours faithfully 
 
 
 
Medical Legal Team 
Healthcare Records Department 
North Tees and Hartlepool NHS Foundation Trust 

http://www.nth.nhs.uk/support/privacy


Information Governance (IG) 

Policy Brief #4  

 
The Trust Information Security Policy IG9, Email, Internet & Digital Media Acceptable 
Use Policy IG37 (formerly Multimedia Policy) and IT Systems Acceptance Form (the “Pink 
Form”) provides guidance on the acceptable use of Trust corporate ICT hardware and 

IT Acceptable Use 

Acceptable Use DOs 
 
Do be aware that email and internet access is provided to support the business, how-

ever, occasional and reasonable personal use is permitted, provided that it does not 
interfere with the performance of duties and does not conflict with Trust policies 

 

Do be aware that the Trust has the right to monitor system activity (inc. email) where it 
suspects that there has been a breach of policy 

 

Do select a quality password & PIN in accordance with password guidance and en-
sure your password & PIN remains confidential 

 

Do familiarise yourself with best practice guidance for e-mail usage available on the 
intranet – Email, Internet & Digital Media Acceptable Use Policy IG37 (formerly 
Multimedia Policy)  

 

Do be aware that personal use of corporate mobile devices is not generally permitted, 
except in exceptional circumstances. Personal use may be logged and excessive use 
investigated 

 

Do report any suspicions relating to computer misuse and potential corruption of the 
Trusts ICT assets to your Line Manager (e.g. attempts to gain unauthorised access or 
exceeded access/privilege levels to any Trust system, application, resource or material; 
attempts to alter, erase, modify or otherwise compromise any legitimate software, files, 
databases or information) 

 

Do change your network password when prompted eve-
ry 60 days or sooner; change immediately if you think 
your password has been compromised. 



SMARTCARDS USE 

Acceptable Use DON’T’s 
 
Don’t send person-identifiable, confidential or sensitive information via e-mail unless 

it is encrypted. To assist you, nhs.net email is automatically encrypted in transit, 
therefore, any e-mail sent from one nhs.net mail account to another nhs.net mail ac-
count is secure (Tip: Double check the email address) 

 
Don’t share your user ID, system password, Smartcard or PIN with others  
 

Don’t use Trust network or local drives or systems for the installation of non-
approved software or to store personal music or photographs etc... The Trust mon-
itors its network drives and systems 

 

Don’t use your own equipment to process or send person identifiable, confidential 
or sensitive information  

 

Don’t attempt to access or forward material that is defamatory, pornographic, sex-
ist, racist, offensive or on-line gambling 

 

Don’t save person identifiable, confidential or sensitive information to the local 
drive (C: Drive) of your PC or mobile device as this may not be secure and will not 
be backed up 

It is important that all Smartcard users follow the conditions set out in the Smartcard RA01 
Form and the Trust Registration Authority Policy & Practice HR73. 
 
Smartcard DO’s 
 
Do remember that any work done under your smartcard 

log in will be attributed to you 
 

Do remember that it is your responsibility to keep the 
smartcard and PIN secure and safe and report any loss 
of Smartcards via Datix 

 
Smartcard DON’T’s 
 
Don’t leave you Smartcard unattended whilst logged on – always remove your card 

when leaving your workstation 
 

Don’t share you Smartcard and allow others to carry out activity under your login 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Registration%20Authority%20Policy%20and%20Practice%20HR73%20v1%20(1).pdf�


The Seven  

Caldicott Principles 

1 

Justify the purpose for 
using confidential  

information 

2 

Only use it when  

absolutely necessary 

6 

Understand and comply 
with the law 

3 

 

Use the minimum that is 
required 

4 

 

Access should be on a 
strict need to know basis 

5 

Everyone must  

understand his or his  

responsibilities 

7 

The duty to share infor-
mation can be as  im-
portant as the duty to 

protect confidential infor-
mation 
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Policy Summary 

This policy describes the Trusts Clear 
Desk, Clear Screen Procedure to meet 
DPA 1998, Principle 7 - Information must 
be protected by appropriate security, and 
provides clear staff guidance for best 
practice. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, 
ethnicity, gender, gender reassignment, nationality, race, religion or belief, responsibility 
for dependents, sexual orientation, trade union membership or non-membership, 
working patterns or any other personal characteristic.  This policy and procedure will be 
implemented consistently regardless of any such factors and all will be treated with 
dignity and respect. To this end, an equality impact assessment has been completed on 
this policy. 
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1 Purpose of the Policy 
 
Principle 7 of the Data Protection Act, 1998 requires organisations to protect information and 
data by appropriate security. 
 
The Trust has a variety of information security and information management policies. This Clear, 
Desk Clear Screen Policy provides clear staff guidance for best practice and should be read in 
association with the overarching Information Governance and ICT security policies, which can 
be found on the Trust Intranet. 
 
2 Background 
 
2.1 The Trust collects and stores information and data. To ensure the Trust meets data 

security requirements and compliance with Principle 7 of the Data Protection Act, it is 
vital to ensure only those people with a legitimate need are able to access the data the 
Trust holds. 

 
2.2 This Clear Desk, Clear Screen Policy will ensure the Trust protects the information and 

data that is held, reducing the risk of information theft, fraud, or a security breach caused 
by sensitive information being left unattended and visible in plain view.   Any such 
incident must be reported via the Datix Incident Reporting System as per the RM15 
Incident Reporting and Investigation Policy and Data and Cyber Breach Policy. 

 

3 Clear Desk Procedure 
 

3.1 Personal confidential information must be locked away when not in use and never left 
unattended. 

 
3.2 At the end of their working day each employee is required to tidy their desk /workstation 

of personal confidential and/or work related papers into drawers and cabinets provided 
for that purpose. 

 
3.3 Desk drawers and filing cabinets should be locked at the end of the day or at other 

appropriate times (e.g. if unattended). 
 
3.4 Staff should ensure that desk draw and filing cabinet keys are securely located to 

prevent unauthorised access. 
 
3.5 Everyone working within the Trust is personally responsible for the tidiness of their 

working area. 
 
3.6  Staff working in records management and storage areas of the Trust (e.g. Medical 

Records) should ensure that where possible records are returned to file as soon as 
possible and only those records required for the fulfillment of a pending action should be 
kept within individual workstations for that purpose.  

 
3.7 Staff handling paper medical records should ensure that they are stored in a secure 

location at the end of the working day and at other appropriate times (i.e. when 
unattended). 

 
3.8 When printing staff must ensure that an appropriately located printer or Multi-Function 

Device (MFD) is used where you are able to retrieve your printing immediately.   Printed 
documents containing personal confidential information should not be left on a printer or 
MFD for others to find.   

 
3.9 An easy way to comply with the clear desk procedure is to work with electronic 

documents whenever possible – staff should consider “do you need to print it”? 
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3.10 At the end of a documents life / use ensure documents are disposed of securely in 

confidential waste bins; please refer to the Records Management Policy IG 25 for 
guidance on document retention.  Never put documents containing sensitive, personal 
or corporate sensitive information in the general waste bins.  (Please see the Waste 
Disposal Policy EF1) 

 
3.11 All Portable Computing and Data Storage Devices such as USB data sticks, 

Dictaphones, mobile phones, tablets and laptops should be placed out of sight, 
preferably locked away at the end of the working day. 

 
3.12 Smartcards must be removed from card readers when users are away from their desks 

to avoid possible Smartcard misuse, loss or theft. (See Registration Authority Policy 
and Practice Policy HR73). 

 
3.13 All rooms with direct access from public areas should be locked when vacated or out of 

use.  All rooms used to store personal confidential information should be lockable. 
 
4 Clear Screen Procedure 

 
4.1 Always lock the desktop when leaving the workstation unattended. If using a shared 

workstation log off rather than lock it.  If anticipating an absence of 30 minutes or more 
log off or shutdown the computer. This also applies when using a laptop or other mobile 
device. 

 
4.2 Pressing CTRL+ALT+DEL and clicking ‘Lock this computer’ is straight forward and 

simple.  However, a windows key combination is even simpler.  Press windows key + L 
and your computer will lock automatically.  The windows key can usually be found in 
the bottom left of the keyboard and looks like a flag/window. 

 
4.3 To unlock press CTRL+ALT+DEL and log back in. 

 
4.4  Screens may be turned off (at the monitor) momentarily (while attended) to prevent 

unauthorised viewing where deemed appropriate (e.g. member of public approaches 
your workstation). 

 
4.5 If the workstation is not being used for a prolonged period (i.e. overnight, weekends, 

etc) then it should be shut down or put into hibernation. This gives the benefit power 
saving and also allows the completion of installs/updates that may have been deployed 
remotely and are awaiting a reboot and/or connection to the network. 

 
4.6 Always be aware of the position of the screen on your workstation. Wherever possible, 

ensure that it cannot be seen by unauthorised people while in use. 
 
4.7 Screens in public areas (for example reception desks) should not be visible to the 

public or individuals presenting at the workstation. 
 
4.8 In clinical settings patient information should be removed from computer screens prior to 

calling/seeing the next patient. 
 
5 Relevant and Associated Documents 

 
5.1 The Trust has a variety of information security and information management policies, 

available on the Trust intranet, which provide clear guidance to staff on best practice, 
and this policy should be read in association with those associated polices (see 
Related Documents) 
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5.2 In addition the following statutory legislation and national NHS guidelines are relevant 
to this procedure – 

 
   The Data Protection Act, 1998 
   The Computer Misuse Act, 1990 
   The NHS Confidentiality Code of Practice 
   NHS Digital Website, Registered Authority, Smartcards guidance 
   Caldicott Principles 

 
5.3 Other Useful documents 
 

 Guidance for Clear Desk, Clear Screen Poster (Appendix 1) 
 

6 Implementation of Policy 
 
6.1 This policy will be implemented through the Trusts established policies for the training 

and auditing of information governance policies. 
 
6.2 It is the responsibility of every individual staff member to be aware of and ensure the 

guidance contained in the Trust’s policies and procedures is followed on a day to day 
basis. 

 
6.3 Formal training is incorporated within Organisation Induction Programme and the annual 

Information Governance E-Learning. 
 
7 Monitoring 
 
7.1 This policy will be monitored by regular information governance team audits and 

compliance spot checks and regular reports regarding Datix incidents will be produced 
for presentation, discussion and follow up at the Information Governance Groups.  

7.2 The following processes will also be monitored for compliance as outlined in the table 
below.  Where monitoring identifies deficiencies an action plan will be produced and 
reported via the IMIG Group. 

Process 
Reference 

Process Lead Auditor Scrutiny Committee Frequency 

Whole 
Policy 

The Information 
Governance Team 
will carry out spot 
checks on 
departments to 
ensure staff are 
aware and can 
demonstrate 
adherence to the 
policy where 
appropriate. 

Information 
Governance 
Manager 
 
 
 
 
 
 
 
 

Information Management and 
Information Governance Group 
(IMIG) 
 
 
Information Management and 
Technology Steering Group 
(IMTSG) 

Report on 
completed 
spot checks 
presented at 
IMIG 
meetings 
 
 
Annual 
programme 
of IG audits 

Whole 
Policy 

All line managers 
within the Trust are 
required to monitor 
and undertake their 
own spot checks on 
a regular basis. 

Departmental 
Managers 

Departmental Team Meetings 
and Directorate Meetings 
 
Information Management and 
Information Governance Group 
(IMIG) 
 
Information Management and 
Technology Steering Group 
(IMTSG) 

Minimum of 
annually 
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Appendix 1 

Clear Desk Poster 
 
The clear desk poster can be found on the IG SharePoint pages and can be printed and 
displayed on staff notice boards. 
 
 
 



Information Governance (IG) 

Policy Brief #2  

 
All NHS employees are bound by a legal duty of confidence to protect the personal information 
they may come into contact with during the course of their work. 
 
Please refer to the Data Protection, Caldicott and Disclosure Policy IG5 for further advice 
on confidentiality. 

Confidentiality 

Confidentiality DO’s 
 

Do be aware that as a Trust employee you 
have signed a contract of employment 
which contains a confidentiality agree-
ment 

 
Do safeguard the confidentiality of all per-

son-identifiable or confidential infor-
mation that you come into contact with. 
This is a statutory obligation on every-
one working for or on behalf of the NHS 

 
Do clear your desk at the end of each day, 

keeping all portable records containing 
person-identifiable or confidential infor-
mation in recognised filing and storage 
places that are locked at times when ac-
cess is not directly controlled or super-
vised 

 
Do switch off computers or put them into a 

password protected mode, if you leave 
your desk for any length of time 

 
Do ensure that you cannot be overheard 

when discussing confidential matters 
 
Do be vigilant if you are undertaking work 

away from the Trust environment e.g. on 
the train or at a non Trust location 

 
Do ensure you apply suitable transportation 

methods so that information cannot be 
over looked by or is in view of others 
whilst in transit or working out of the 
Trust 

Do be aware that both the Trust and 
NHS.net  email address book contains 
many similar staff names and you must 
therefore ensure that information is sent 
to the intended recipient 

 
Do challenge and verify where neces-

sary the identity of any person who 
is making a request for person-
identifiable or confidential business 
information and ensure they have a 
need to know 
 

Do use only the minimum information 
necessary 
 

Do seek advice if you need to share pa-
tient/person-identifiable Information 
without consent of the patient/person 
to which the information relates, and 
record the decision and any action 
taken 
 

Do report any actual or suspected 
breaches of confidentiality 
 

Do use the confidential waste bins to 
dispose of any document containing 
person-identifiable or confidential 
information, whether or not you con-
sider it to be confidential 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig5�


Confidentiality DON’T’s 
 

 

Don’t share passwords/PIN’s or leave them lying 
around for others to see 

 

Don’t share information without the consent of the 
person to which the information relates, unless there 
are statutory grounds to do so 

 

Don’t feel under pressure to share information with the Police if they turn up on your ward 
or department – they need to prove entitlement also before sharing (Tip: See policy IG5 
for guidance) 

 

Don’t use person-identifiable information unless absolutely necessary. Anonymise the 
information where possible 

 

Don’t collect, hold or process more information than you need and do not keep it for long-
er than necessary 

 

Don’t transfer person-identifiable or confidential business information unless absolutely 
necessary. If it is necessary transfer the information by secure means i.e. use an nhs.net 
e-mail account or a secure government domain e.g. gsi.gov.uk or transfer using secure 
physical controls e.g. tamper evident bag/box. 

Staff must also adhere to the rules laid out in the Guide to Confidentiality and Social Care 
as follows: 
 
Rule 1 – Confidential information about service users or patients should be treated 
confidentially and respectfully 
 
Rule 2 – Members of a care team should share confidential information when it is needed 
for the safe and effective care of an individual 
 
Rule 3 – Information that is shared for the benefit of the community should be anonymised 
 
Rule 4 – An individual’s right to object to the sharing of confidential information about 
them should be respected 
 
Rule 5—Organisations should put policies, procedures and systems in place to ensure the  
confidentiality rules are followed 
 
 

Guide to Confidentiality in Health & Social Care 



Confidentiality:
good practice in handling  
patient information



Confidentiality: good practice in handling patient information

The duties of a doctor registered with 
the General Medical Council

Patients must be able to trust doctors with their lives and health. To justify that 
trust you must show respect for human life and make sure your practice meets 
the standards expected of you in four domains.

Knowledge, skills and performance
n Make the care of your patient your first concern.
n Provide a good standard of practice and care.
 l Keep your professional knowledge and skills up to date.
 l Recognise and work within the limits of your competence.

Safety and quality
n Take prompt action if you think that patient safety, dignity or comfort is being  
 compromised.
n Protect and promote the health of patients and the public.

Communication, partnership and teamwork
n Treat patients as individuals and respect their dignity.
	l Treat patients politely and considerately.
	l Respect patients’ right to confidentiality.
n Work in partnership with patients.
	l Listen to, and respond to, their concerns and preferences.
	l Give patients the information they want or need in a way they can understand.
	l Respect patients’ right to reach decisions with you about their treatment 
  and care.
	l Support patients in caring for themselves to improve and maintain their health.
n Work with colleagues in the ways that best serve patients’ interests.

Maintaining trust
n Be honest and open and act with integrity.
n Never discriminate unfairly against patients or colleagues.
n Never abuse your patients’ trust in you or the public’s trust in the profession.

You are personally accountable for your professional practice and must always be 
prepared to justify your decisions and actions.
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Confidentiality: good practice 
in handling patient information

Published January 2017.
 
Comes into effect 25 April 2017.
 
You can find the latest version of this guidance on our website  
at www.gmc-uk.org/guidance.
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Confidentiality: good practice in handling patient information

Our core guidance for doctors, Good medical practice, makes clear that 
patients have a right to expect that their personal information will be 
held in confidence by their doctors. This guidance sets out the principles 
of confidentiality and respect for patients’ privacy that you are expected 
to understand and follow.

This guidance outlines the framework for considering when to disclose 
patients’ personal information and then applies that framework to: 

a disclosures to support the direct care of an individual patient
b disclosures for the protection of patients and others
c disclosures for all other purposes.

This guidance also sets out the responsibilities of all doctors for managing 
and protecting patient information. 

In this guidance, we use the terms ‘you must’ and ‘you should’ in the 
following ways.

a ‘You must’ is used for an overriding duty or principle.
b ‘You should’ is used when we are providing an explanation of 

how you will meet the overriding duty.
c ‘You should’ is also used where the duty or principle will not apply 

in all situations or circumstances, or where there are factors outside 
your control that affect whether or how you can follow  
the guidance.

About this guidance
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You must use your judgement to apply the principles in this guidance to 
the situations you face as a doctor, whether or not you hold a licence to 
practise and whether or not you routinely see patients. If in doubt, you 
should seek the advice of an experienced colleague, a Caldicott or data 
guardian

1
 or equivalent, your defence body or professional association, or 

seek independent legal advice.

You must be prepared to explain and justify your decisions and actions. 
Serious or persistent failure to follow this guidance will put your  
registration at risk.

Other materials available
Further explanatory guidance is available on our website explaining how 
these principles apply in situations doctors often encounter or find hard to 
deal with. At the time of publishing this core guidance, we are also publishing 
explanatory guidance on:

a patients’ fitness to drive and reporting concerns to the DVLA or DVA
b disclosing information about serious communicable diseases
c disclosing information for employment, insurance and similar 

purposes
d disclosing information for education and training purposes
e reporting gunshot and knife wounds
f responding to criticism in the media.

Confidentiality: good practice in handling patient information
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Ethical and legal duties 
of confidentiality

1 Trust is an essential part of the doctor-patient relationship and 
confidentiality is central to this. Patients may avoid seeking medical 
help, or may under-report symptoms, if they think their personal 
information will be disclosed

2
 by doctors without consent, or without 

the chance to have some control over the timing or amount of 
information shared.

2 Doctors are under both ethical and legal duties to protect patients’ 
personal information from improper disclosure. But appropriate 
information sharing is an essential part of the provision of safe and 
effective care. Patients may be put at risk if those who are providing 
their care do not have access to relevant, accurate and up-to-date 
information about them.

3 There are also important uses of patient information for purposes 
other than direct care. Some of these are indirectly related to patient 
care in that they enable health services to function efficiently 
and safely. For example, large volumes of patient information are 
used for purposes such as medical research, service planning and 
financial audit. Other uses are not directly related to the provision 
of healthcare but serve wider public interests, such as disclosures for 
public protection reasons.

4 Doctors’ roles are continuing to evolve and change. It is likely to be 
more challenging to make sure there is a legal and ethical basis for using 
patient information in a complex health and social care environment 
than in the context of a single doctor-patient relationship.
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 In this guidance, we aim to support individual doctors to meet 
their professional responsibilities while working within these 
complex systems.

Acting within the law 
5 Doctors, like everyone else, must comply with the law when using, 

accessing or disclosing personal information. The law governing the use 
and disclosure of personal information is complex, however, and varies 
across the four countries of the UK. 

6 In the legal annex to this guidance, we summarise some key elements 
of the relevant law, including the requirements of the common law, the 
Data Protection Act 1998 and the Human Rights Act 1998. In the main 
body of the guidance, we give advice on how to apply ethical and legal 
principles in practice, but we do not refer to specific pieces of law unless 
it is necessary to do so. 

7 If you are not sure how the law applies in a particular situation, you 
should consult a Caldicott or data guardian, your defence body or 
professional association, or seek independent legal advice.
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The main principles 
of this guidance

8 The advice in this guidance is underpinned by the following 
eight principles.

3

a Use the minimum necessary personal information. Use anonymised 
information if it is practicable to do so and if it will serve the purpose.

b Manage and protect information. Make sure any personal 
information you hold or control is effectively protected at all times 
against improper access, disclosure or loss. 

c Be aware of your responsibilities. Develop and maintain an 
understanding of information governance that is appropriate to 
your role.

d Comply with the law. Be satisfied that you are handling personal 
information lawfully.

e Share relevant information for direct care in line with the 
principles in this guidance unless the patient has objected.

f Ask for explicit consent to disclose identifiable information about 
patients for purposes other than their care or local clinical audit, 
unless the disclosure is required by law or can be justified in the 
public interest.

g Tell patients about disclosures of personal information you make 
that they would not reasonably expect, or check they have received 
information about such disclosures, unless that is not practicable 
or would undermine the purpose of the disclosure. Keep a record of 
your decisions to disclose, or not to disclose, information.

h Support patients to access their information. Respect, and help 
patients exercise, their legal rights to be informed about how their 
information will be used and to have access to, or copies of, their 
health records.
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When you can disclose personal information
9 Confidentiality is an important ethical and legal duty but it is not 

absolute. You may disclose personal information without breaching 
duties of confidentiality when any of the following circumstances applies.

a The patient consents, whether implicitly for the sake of their own 
care or for local clinical audit, or explicitly for other purposes (see 
paragraphs 13–15).

b The disclosure is of overall benefit
4
 to a patient who lacks the 

capacity to consent (see paragraphs 41–49).
c The disclosure is required by law (see paragraphs 17–19), or the 

disclosure is permitted or has been approved under a statutory 
process that sets aside the common law duty of confidentiality (see 
paragraphs 20–21).

d The disclosure can be justified in the public interest (see paragraphs 
22–23).

10 When disclosing information about a patient you must:

a use anonymised information if it is practicable to do so and if it will 
serve the purpose

b be satisfied the patient:
i has ready access to information explaining how their information 

will be used for their direct care or local clinical audit, and that 
they have the right to object

ii has not objected
c get the patient’s explicit consent if identifiable information is to be 

disclosed for purposes other than their direct care or local clinical 

Disclosing patients’ personal 
information: a framework

General Medical Council | 13
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audit, unless the disclosure is required by law or can be justified in 
the public interest

d keep disclosures to the minimum necessary for the purpose
e follow all relevant legal requirements, including the common law 

and data protection law.
5

11 When you are satisfied that information should be disclosed, you should 
act promptly to disclose all relevant information.

12 You should tell patients about disclosures you make that they would 
not reasonably expect, or check they have received information about 
such disclosures, unless that is not practicable or would undermine the 
purpose of the disclosure – for example, by prejudicing the prevention, 
detection or prosecution of serious crime.

Disclosing information with a patient’s consent 
13 Asking for a patient’s consent to disclose information shows respect, 

and is part of good communication between doctors and patients.
6
 

Consent may be explicit or implied. 

a Explicit (also known as express) consent is given when a patient 
actively agrees, either orally or in writing, to the use or disclosure 
of information. 

b Implied consent refers to circumstances in which it would be 
reasonable to infer that the patient agrees to the use of the 
information, even though this has not been directly expressed.
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14 You may disclose information on the basis of implied consent for 
direct care when the conditions in paragraphs 28 and 29 are met, 
and for local clinical audit when the conditions in paragraph 96 are 
met. In other cases, you should ask for explicit consent to disclose 
personal information unless it is not appropriate or practicable to do so. 
For example, this might be because:

a the disclosure is required by law (see paragraphs 17–19)
b you are satisfied that informed consent has already been obtained 

by a suitable person7

c the patient does not have capacity to make the decision. In such a 
case, you should follow the guidance on disclosures about patients 
who lack capacity to consent (see paragraphs 41–49)

d you have reason to believe that seeking consent would put you or 
others at risk of serious harm

e seeking consent would be likely to undermine the purpose of the 
disclosure, for example by prejudicing the prevention, detection or 
prosecution of a serious crime

f action must be taken quickly, for example in the detection or 
control of outbreaks of some communicable diseases where there is 
insufficient time to contact the patient

g seeking consent is not feasible given the number or age of records, 
or the likely traceability of patients.

15 If you disclose personal information without consent, you must be 
satisfied that there is a legal basis for breaching confidentiality (see 
paragraph 9). You must also be satisfied that the other relevant 
requirements for disclosing information are met (see paragraph 10). 

General Medical Council | 15
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Disclosing information when a patient lacks the capacity 
to consent

16 You may disclose relevant personal information about a patient who 
lacks the capacity to consent if it is of overall benefit to the patient. 
You can find more guidance on this in paragraphs 41–49.

Disclosures required or permitted by law
17 You must disclose information if it is required by statute, or if you 

are ordered to do so by a judge or presiding officer of a court (see 
paragraphs 87–94). 

18 You should satisfy yourself that the disclosure is required by law and 
you should only disclose information that is relevant to the request. 
Wherever practicable, you should tell patients about such disclosures, 
unless that would undermine the purpose, for example by prejudicing 
the prevention, detection or prosecution of serious crime.

19 Laws and regulations sometimes permit, but do not require, the 
disclosure of personal information.

8
 If a disclosure is permitted but 

not required by law, you must be satisfied that there is a legal basis for 
breaching confidentiality (see paragraph 9). You must also be satisfied 
that the other relevant requirements for disclosing information are met 
(see paragraph 10).
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Disclosures approved under a legal process
20 You may disclose personal information without consent if the disclosure 

is permitted or has been approved under section 251 of the National 
Health Service Act 2006 (which applies in England and Wales) or the 
Health and Social Care (Control of Data Processing) Act (Northern Ireland) 
2016. These pieces of law allow the common law duty of confidentiality 
to be set aside for defined purposes where it is not possible to use 
anonymised information and where seeking consent is not practicable. 
There is no comparable legal framework in Scotland. 

21 If you know that a patient has objected to information being disclosed 
for purposes other than their direct care, you should not usually disclose 
the information unless it is required under the regulations. You can 
find more guidance on disclosures with specific statutory support in 
paragraphs 103–105.
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Disclosures in the public interest

22 Confidential medical care is recognised in law as being in the public 
interest. The fact that people are encouraged to seek advice and 
treatment benefits society as a whole as well as the individual. But there 
can be a public interest in disclosing information if the benefits to an 
individual or society outweigh both the public and the patient’s interest 
in keeping the information confidential. For example, disclosure may 
be justified to protect individuals or society from risks of serious harm, 
such as from serious communicable diseases or serious crime. You can 
find guidance on disclosing information in the public interest to prevent 
death or serious harm in paragraphs 63–70. 

23 There may also be circumstances in which disclosing personal 
information without consent is justified in the public interest for 
important public benefits, other than to prevent death or serious 
harm, if there is no reasonably practicable alternative to using personal 
information. The circumstances in which the public interest would 
justify such disclosures are uncertain, however, so you should seek 
the advice of a Caldicott or data guardian or a legal adviser who is 
not directly connected with the use for which the disclosure is being 
considered before making the disclosure. You can find further guidance 
in paragraphs 106–112.
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Disclosures prohibited by law
24 Health professionals are required by certain laws to restrict the 

disclosure of some types of information. You can find examples of 
disclosures prohibited by law in the legal annex.

Flowchart
25 As a rule, personal information about patients should not be disclosed 

unless it is necessary. The following flowchart can help you decide 
whether personal information needs to be disclosed and, if so, what 
the justification is for doing so.
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Would anonymised information be sufficient for the purpose?
See paragraphs 81–83.

Ensure that appropriate controls are in place to minimise the risks of 
individual patients being re-identified. The controls that are required will 

depend on the risk of re-identification.
See paragraph 86.

Disclose or provide access to  
relevant information. 

See paragraphs 10–12.

Has the patient given consent?

Disclose or provide access to information that is relevant, in the way 
required by law. Tell patients about disclosures if practicable.

See paragraphs 87–94.

You may disclose or provide access to relevant information. If you are 
aware that a patient has objected to information being disclosed for 

such purposes, you should not usually disclose information unless it is 
required under the regulations.

See paragraphs 103–105.

Only disclose or provide access to information that is relevant. Tell 
patients about disclosures if practicable.

See paragraphs 63–70 for public protection disclosures,  
and 106–112 for other disclosures. 

Is the disclosure of identifiable information required by law?
See paragraphs 17–19.

Is the disclosure of identifiable information approved through a 
statutory process? See paragraphs 20–21.

Is disclosure justified in the public interest? 
See paragraphs 22–23.

No obvious legal basis for disclosure. Ask person or body requesting 
information to identify the legal basis.

Is the disclosure about a patient who does not have capacity to make 
the decision and of overall benefit to that patient? 

See paragraphs 41–49.

Is it reasonable to rely on implied consent? 
See paragraphs 28–29 and 96.

Is it appropriate or practical to seek explicit consent? 
See paragraph 14 for examples of when this might not be the case. 

No

Flowchart 
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Using and disclosing patient 
information for direct care

Sharing information for direct care
26 Appropriate information sharing is an essential part of the provision of 

safe and effective care. Patients may be put at risk if those who provide 
their care do not have access to relevant, accurate and up-to-date 
information about them.

9
 Multidisciplinary and multi-agency teamwork 

is also placing increasing emphasis on integrated care and partnership 
working, and information sharing is central to this, but information 
must be shared within the framework provided by law and ethics.

Implied consent and sharing information for direct care

27 Most patients understand and expect that relevant information must 
be shared within the direct care team to provide their care.

10
 You should 

share relevant information with those who provide or support direct 
care to a patient, unless the patient has objected (see paragraphs 30 
and 31).

11

28 The usual basis for sharing information for direct care is the patient’s 
consent, whether that is explicit or implied (see paragraph 13 for 
definitions). You may rely on implied consent to access relevant 
information about the patient or to share it with those who provide (or 
support the provision of) direct care to the patient if all of the following 
are met.

a You are accessing the information to provide or support the 
individual patient’s direct care, or are satisfied that the person 
you are sharing the information with is accessing or receiving it 
for this purpose.
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b Information is readily available to patients, explaining how their 
information will be used and that they have the right to object. 
This can be provided in leaflets and posters, on websites, and face 
to face. It should be tailored to patients’ identified communication 
requirements as far as practicable. 

c You have no reason to believe the patient has objected.
d You are satisfied that anyone you disclose personal information 

to understands that you are giving it to them in confidence, which 
they must respect.

29 If you suspect a patient would be surprised to learn about how you 
are accessing or disclosing their personal information, you should 
ask for explicit consent unless it is not practicable to do so (see 
paragraph 14). For example, a patient may not expect you to have 
access to information from another healthcare provider or agency on a 
shared record. 

Patient objections to sharing information for direct care

30 If a patient objects to particular personal information being shared for 
their direct care, you should not disclose the information unless it would 
be justified in the public interest,

12
 or is of overall benefit to a patient 

who lacks the capacity to make the decision. You can find further 
guidance on disclosures of information about adults who lack capacity 
to consent in paragraphs 41–49.
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31 You should explain to the patient the potential consequences of a 
decision not to allow personal information to be shared with others 
who are providing their care. You should also consider with the patient 
whether any compromise can be reached. If, after discussion, a patient 
who has capacity to make the decision still objects to the disclosure 
of personal information that you are convinced is essential to provide 
safe care, you should explain that you cannot refer them or otherwise 
arrange for their treatment without also disclosing that information. 

If a patient cannot be informed 

32 Circumstances may arise in which a patient cannot be informed 
about the disclosure of personal information, for example in 
a medical emergency. In such cases, you should pass relevant 
information promptly to those providing the patient’s care. 

33 If the patient regains the capacity to understand, you should inform 
them how their personal information was disclosed if it was in a way 
they would not reasonably expect.

Sharing information with those close to the patient
34 You must be considerate to those close to the patient and be sensitive 

and responsive in giving them information and support, while respecting 
the patient’s right to confidentiality.

Establishing what the patient wants

35 The people close to a patient can play a significant role in supporting, 
or caring for, the patient and they may want or need information about 
the patient’s diagnosis, treatment or care. Early discussions about the 
patient’s wishes can help to avoid disclosures they might object to. 
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Such discussions can also help avoid misunderstandings with, or causing 
offence or distress to, anyone the patient would want information to be 
shared with.

36 You should establish with the patient what information they want you 
to share, with whom, and in what circumstances. This will be particularly 
important if the patient has fluctuating or diminished capacity or is 
likely to lose capacity, even temporarily. You should document the 
patient’s wishes in their records.

Abiding by the patient’s wishes

37 If a patient who has capacity to make the decision refuses permission 
for information to be shared with a particular person or group of 
people, it may be appropriate to encourage the patient to reconsider 
that decision if sharing the information may be beneficial to the 
patient’s care and support. You must, however, abide by the patient’s 
wishes, unless disclosure would be justified in the public interest (see 
paragraphs 63–70). 

38 If a patient lacks capacity to make the decision, it is reasonable to 
assume the patient would want those closest to them to be kept 
informed of their general condition and prognosis, unless they indicate 
(or have previously indicated) otherwise. You can find detailed advice on 
considering disclosures about patients who lack capacity to consent in 
paragraphs 41–49.
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Listening to those close to the patient

39 In most cases, discussions with those close to the patient will take place 
with the patient’s knowledge and consent. But if someone close to 
the patient wants to discuss their concerns about the patient’s health 
without involving the patient, you should not refuse to listen to their 
views or concerns on the grounds of confidentiality. The information 
they give you might be helpful in your care of the patient.

40 You should, however, consider whether your patient would consider 
you listening to the views or concerns of others to be a breach of trust, 
particularly if they have asked you not to listen to specific people. You 
should also make clear that, while it is not a breach of confidentiality 
to listen to their concerns, you might need to tell the patient about 
information you have received from others – for example, if it has 
influenced your assessment and treatment of the patient.

13
 You should 

also take care not to disclose personal information unintentionally – for 
example, by confirming or denying the person’s perceptions about the 
patient’s health.

Disclosures about patients who lack capacity to consent
41 You must work on the presumption that every adult patient has the 

capacity to make decisions about the disclosure of their personal 
information. You must not assume a patient lacks capacity to make a 
decision solely because of their age, disability, appearance, behaviour, 
medical condition (including mental illness), beliefs, apparent inability 
to communicate, or because they make a decision you disagree with.



General Medical Council | 27

Confidentiality: good practice in handling patient information

42 You must assess a patient’s capacity to make a particular decision at the 
time it needs to be made, recognising that fluctuations in a patient’s 
condition may affect their ability to understand, retain or weigh up 
information, or communicate their wishes. 

43 We give detailed advice on assessing a patient’s mental capacity in 
our guidance Consent: patients and doctors making decisions together. 
Practical guidance is also given in the Adults with Incapacity (Scotland) 
Act 2000 and Mental Capacity Act 2005 codes of practice.

14

Considering the disclosure

44 You may disclose personal information if it is of overall benefit to a 
patient who lacks the capacity to consent. When making the decision 
about whether to disclose information about a patient who lacks 
capacity to consent, you must:

a make the care of the patient your first concern
b respect the patient’s dignity and privacy
c support and encourage the patient to be involved, as far as they 

want and are able, in decisions about disclosure of their personal 
information.

45 You must also consider:

a whether the patient’s lack of capacity is permanent or temporary 
and, if temporary, whether the decision to disclose could reasonably 
wait until they regain capacity

b any evidence of the patient’s previously expressed preferences
c the views of anyone the patient asks you to consult, or who has 

legal authority to make a decision on their behalf, or has been 
appointed to represent them
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d the views of people close to the patient on the patient’s preferences, 
feelings, beliefs and values, and whether they consider the proposed 
disclosure to be of overall benefit to the patient 

e what you and the rest of the healthcare team know about the 
patient’s wishes, feelings, beliefs and values.

46 You might need to share personal information with a patient’s relatives, 
friends or carers to enable you to assess the overall benefit to the 
patient. But that does not mean they have a general right of access to 
the patient’s records or to be given irrelevant information about, for 
example, the patient’s past healthcare.

47 You must share relevant information with anyone who is authorised 
to make health and welfare decisions on behalf of, or who is appointed 
to support and represent, a patient who lacks capacity to give consent. 
This might be a welfare attorney, a court-appointed deputy or guardian, 
or an independent mental capacity advocate. You should also share 
information with independent mental health advocates in some 
circumstances.

15
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If a patient who lacks capacity asks you not to disclose

48 If a patient asks you not to disclose personal information about their 
condition or treatment, and you believe they lack capacity to make 
that decision, you should try to persuade them to allow an appropriate 
person to be given relevant information about their care. In some 
cases, disclosing information will be required or necessary, for example 
under the provisions of mental health and mental capacity laws (see 
paragraph 47).

49 If the patient still does not want you to disclose information, but 
you consider that it would be of overall benefit to the patient and 
you believe they lack capacity to make that decision, you may 
disclose relevant information to an appropriate person or authority. 
In such cases, you should tell the patient before disclosing the 
information and, if appropriate, seek and carefully consider the views of 
an advocate or carer. You must document in the patient’s records your 
discussions and the reasons for deciding to disclose the information.
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Disclosures for the protection 
of patients and others

Disclosing information to protect patients
50 All patients have the right to a confidential medical service. 

Challenging situations can however arise when confidentiality rights 
must be balanced against duties to protect and promote the health 
and welfare of patients who may be unable to protect themselves. 

Disclosing information about children who may be at risk of harm

51 For specific guidance on confidentiality in the context of child 
protection, see our guidance Protecting children and young people: 
the responsibilities of all doctors.

16
 For general advice on confidentiality 

when using, accessing or disclosing information about children and 
young people, see our guidance 0–18 years: guidance for all doctors.

17

Disclosing information about adults who may be at risk of harm

52 As a rule, you should make decisions about how best to support and 
protect adult patients in partnership with them, and should focus on 
empowering patients to make decisions in their own interests. You must 
support and encourage patients to be involved, as far as they want and 
are able, in decisions about disclosing their personal information.

Legal requirements to disclose information about adults at risk

53 There are various legal requirements to disclose information about 
adults who are known or considered to be at risk of, or to have suffered, 
abuse or neglect.

18
 You must disclose information if it is required by law.
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You should: 

a satisfy yourself that the disclosure is required by law
b only disclose information that is relevant to the request, and only in 

the way required by the law
c tell patients about such disclosures whenever practicable, unless it 

would undermine the purpose of the disclosure to do so. 

54 You can find advice about disclosures that are permitted but not 
required by law in paragraphs 17–19.

Disclosing information to protect adults who lack capacity

55 You must disclose personal information about an adult who may 
be at risk of serious harm if it is required by law (see paragraph 53). 
Even if there is no legal requirement to do so, you must give information 
promptly to an appropriate responsible person or authority if you 
believe a patient who lacks capacity to consent is experiencing, or at risk 
of, neglect or physical, sexual or emotional abuse, or any other kind of 
serious harm, unless it is not of overall benefit to the patient to do so. 

56 If you believe it is not of overall benefit to the patient to disclose 
their personal information (and it is not required by law), you should 
discuss the issues with an experienced colleague. If you decide not to 
disclose information, you must document in the patient’s records your 
discussions and the reasons for deciding not to disclose. You must be 
able to justify your decision.
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The rights of adults with capacity to make their own decisions

57 As a principle, adults who have capacity are entitled to make decisions 
in their own interests, even if others consider those decisions to be 
irrational or unwise. You should usually ask for consent before disclosing 
personal information about a patient if disclosure is not required by law, 
and it is practicable to do so. You can find examples of when it might 
not be practicable to ask for consent in paragraph 14.

58 If an adult patient who has capacity to make the decision refuses to 
consent to information being disclosed that you consider necessary for 
their protection, you should explore their reasons for this. It may be 
appropriate to encourage the patient to consent to the disclosure and 
to warn them of the risks of refusing to consent. 

59 You should, however, usually abide by the patient’s refusal to consent to 
disclosure, even if their decision leaves them (but no one else) at risk of 
death or serious harm.

19, 20
 You should do your best to give the patient 

the information and support they need to make decisions in their own 
interests – for example, by arranging contact with agencies to support 
people who experience domestic violence.

21
 Adults who initially refuse 

offers of assistance may change their decision over time. 

Disclosing information to protect others
60 Doctors owe a duty of confidentiality to their patients, but they also 

have a wider duty to protect and promote the health of patients and the 
public.

22
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Legal requirements to disclose information for public  
protection purposes

61 Some laws require disclosure of patient information for purposes such 
as the notification of infectious diseases and the prevention of terrorism. 
You must disclose information if it is required by law, including by the 
courts (see paragraphs 87–94).

Disclosing information with consent

62 You should ask for a patient’s consent to disclose information for 
the protection of others unless it is not safe or practicable to do so 
(see paragraph 14), or the information is required by law. You should 
consider any reasons given for refusal.

Disclosing information in the public interest

63 Confidential medical care is recognised in law as being in the public 
interest. The fact that people are encouraged to seek advice and 
treatment benefits society as a whole as well as the individual. But 
there can be a public interest in disclosing information to protect 
individuals or society from risks of serious harm, such as from serious 
communicable diseases or serious crime.

23
 

64 If it is not practicable to seek consent, and in exceptional cases where 
a patient has refused consent, disclosing personal information may be 
justified in the public interest if failure to do so may expose others to a 
risk of death or serious harm. The benefits to an individual or to society 
of the disclosure must outweigh both the patient’s and the public 
interest in keeping the information confidential.

65 Such a situation might arise, for example, if a disclosure would be likely 
to be necessary for the prevention, detection or prosecution of serious 
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crime, especially crimes against the person. When victims of violence 
refuse police assistance, disclosure may still be justified if others remain 
at risk, for example from someone who is prepared to use weapons, or 
from domestic violence when children or others may be at risk. 

66 Other examples of situations in which failure to disclose information 
may expose others to a risk of death or serious harm include when 
a patient is not fit to drive,

24
 or has been diagnosed with a serious 

communicable disease,
25

 or poses a serious risk to others through being 
unfit for work.

26

67 When deciding whether the public interest in disclosing information 
outweighs patients’ and the public interest in keeping the information 
confidential, you must consider: 

a the potential harm or distress to the patient arising from the 
disclosure – for example, in terms of their future engagement with 
treatment and their overall health

b the potential harm to trust in doctors generally – for example, if it is 
widely perceived that doctors will readily disclose information about 
patients without consent

c the potential harm to others (whether to a specific person or 
people, or to the public more broadly) if the information is not 
disclosed

d the potential benefits to an individual or to society arising from the 
release of the information

e the nature of the information to be disclosed, and any views 
expressed by the patient

f whether the harms can be avoided or benefits gained without 
breaching the patient’s privacy or, if not, what is the minimum 
intrusion.
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68 If you consider that failure to disclose the information would leave 
individuals or society exposed to a risk so serious that it outweighs 
patients’ and the public interest in maintaining confidentiality, you 
should disclose relevant information promptly to an appropriate 
person or authority. You should inform the patient before disclosing the 
information, if it is practicable and safe to do so, even if you intend to 
disclose without their consent.

69 Decisions about whether or not disclosure without consent can be 
justified in the public interest can be complex. Where practicable, you 
should seek advice from a Caldicott or data guardian or similar expert 
adviser who is not directly connected with the use for which disclosure 
is being considered. If possible, you should do this without revealing the 
identity of the patient.

70 You must document in the patient’s record your reasons for disclosing 
information without consent and any steps you have taken to seek the 
patient’s consent, to inform them about the disclosure, or your reasons 
for not doing so.

Responding to requests for information

71 You must consider seriously all requests for relevant information about 
patients who may pose a risk of serious harm to others. For example, 
you must participate in procedures set up to protect the public from 
violent and sex offenders, such as multi-agency public protection 
arrangements (MAPPA) in England, Wales and Scotland and public 
protection arrangements in Northern Ireland (PPANI).

27
 You must also 

consider seriously all requests for information needed for formal reviews 
(such as inquests and inquiries, serious or significant case reviews, 
case management reviews, and domestic homicide reviews) that are 
established to learn lessons and to improve systems and services.
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72 If you disclose personal information without consent, you must be 
satisfied that there is a legal basis for breaching confidentiality (see 
paragraph 9). You must also be satisfied that the other relevant 
requirements for disclosing information are met (see paragraph 10).

Disclosing genetic and other shared information

73 Genetic and some other information about your patient might also be 
information about others with whom the patient shares genetic or other 
links. The diagnosis of a patient’s illness might, for example, point to the 
certainty or likelihood of the same illness in a blood relative.

74 Most patients will readily share information about their own health with 
their children and other relatives, particularly if they are told it might 
help those relatives to:

a get prophylaxis or other preventative treatments or interventions
b make use of increased surveillance or other investigations
c prepare for potential health problems.

28

75 If a patient refuses to consent to information being disclosed that would 
benefit others, disclosure might still be justified in the public interest 
if failure to disclose the information leaves others at risk of death or 
serious harm (see paragraphs 63–70). If a patient refuses consent to 
disclosure, you will need to balance your duty to make the care of your 
patient your first concern against your duty to help protect the other 
person from serious harm. 

76 If practicable, you should not disclose the patient’s identity in 
contacting and advising others about the risks they face.
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77 Many important uses of patient information contribute to the overall 
delivery of health and social care. Examples include health services 
management, research, epidemiology, public health surveillance, and 
education and training. Without information about patients the health 
and social care system would be unable to plan, develop, innovate, 
conduct research or be publicly accountable for the services it provides. 

78 There are also important uses of patient information that are not 
connected to the delivery of health or social care, but which serve wider 
purposes. These include disclosures for the administration of justice, and 
for purposes such as financial audit and insurance or benefits claims.

79 Anonymised information will usually be sufficient for purposes other 
than the direct care of the patient and you must use it in preference to 
identifiable information wherever possible. If you disclose identifiable 
information, you must be satisfied that there is a legal basis for 
breaching confidentiality. 

80 You may disclose personal information without breaching duties of 
confidentiality when any of the following circumstances apply.

a The disclosure is required by law, including by the courts (see 
paragraphs 87–94).

b The patient has given explicit consent (see paragraph 95).
c The disclosure is approved through a statutory process that sets 

aside the common law duty of confidentiality (see paragraphs 
103–105).

d The disclosure can, exceptionally, be justified in the public interest 
(see paragraphs 106–112). 

 

Using and disclosing patient 
information for secondary purposes
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You must also be satisfied that the other relevant requirements for disclosing 
information are met (see paragraph 10).

Anonymised information
81 The Information Commissioner’s Office anonymisation code of practice 

(ICO code) considers data to be anonymised if it does not itself identify 
any individual, and if it is unlikely to allow any individual to be identified 
through its combination with other data.

29
 Simply removing the 

patient’s name, age, address or other personal identifiers is unlikely to 
be enough to anonymise information to this standard.

30
 

82 The ICO code also makes clear that different types of anonymised data 
pose different levels of re-identification risk. For example, data sets 
with small numbers may present a higher risk of re-identification than 
large data sets. The risk of re-identification will also vary according 
to the environment in which the information is held. For example, 
an anonymised data set disclosed into a secure and controlled 
environment could remain anonymous even though the same data 
set could not be made publically available because of the likelihood of 
individuals being identified. 

83 You should follow the ICO code, or guidance that is consistent with 
the ICO code, or seek expert advice, if you have a role in anonymising 
information or disclosing anonymised information.

The process of anonymising information

84 Information may be anonymised by a member of the direct care 
team who has the knowledge, skills and experience to carry out the 
anonymisation competently, or will be adequately supervised.
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85 If it is not practicable for the information to be anonymised within 
the direct care team, it may be anonymised by a data processor under 
contract, as long as there is a legal basis for any breach of confidentiality 
(see paragraph 80), the requirements of data protection law are met 
(see the legal annex) and appropriate controls are in place to protect 
the information (see paragraph 86).

Disclosing anonymised information

86 If you decide to disclose anonymised information, you must be satisfied 
that appropriate controls are in place to minimise the risk of individual 
patients being identified. The controls that are needed will depend 
on the risk of re-identification, and might include signed contracts 
or agreements that contain controls on how the information will be 
used, kept and destroyed, as well as restrictions to prevent individuals 
being identified. You should refer to specialist advice or guidance when 
assessing risk, or considering what level of control is appropriate.

31

Disclosures required by statutes or the courts

Disclosure required by statute

87 There are a large number of laws that require disclosure of patient 
information – for purposes as diverse as the notification of infectious 
diseases, the provision of health and social care services, the prevention 
of terrorism and the investigation of road accidents. 

88 You must disclose information if it is required by law. You should: 
a satisfy yourself that personal information is needed, and the 

disclosure is required by law
b only disclose information relevant to the request, and only in the 

way required by the law
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c tell patients about such disclosures whenever practicable, unless it 
would undermine the purpose of the disclosure to do so

d abide by patient objections where there is provision to do so.
32

89 You can find advice about disclosures that are permitted but not 
required by law in paragraph 19.

Disclosing information to the courts, or to obtain legal advice

90 The courts, both civil and criminal, have powers to order disclosure of 
information in various circumstances. You must disclose information if 
ordered to do so by a judge or presiding officer of a court.

91 You should only disclose information that is required by the court. 
You should object to the judge or the presiding officer if attempts are 
made to compel you to disclose what appears to you to be irrelevant 
information, such as information about a patient’s relative who is 
not involved in the proceedings. You should also tell the judge or the 
presiding officer if you think disclosing the information might put 
someone at risk of harm. 

92 If disclosure is ordered, and you do not understand the basis for 
this, you should ask the court or a legal adviser to explain it to you. 
You should also tell the patient whose information the court has asked 
for what information you will disclose in response to the order, unless 
that is not practicable or would undermine the purpose for which 
disclosure is sought.

93 You must not disclose personal information to a third party such as a 
solicitor, police officer or officer of a court without the patient’s explicit 
consent, unless it is required by law, or ordered by a court, or can be 
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justified in the public interest. You may disclose information without 
consent to your own legal adviser to get their advice.

94 In Scotland, the system of precognition means there can be limited 
disclosure of information in advance of a criminal trial, to both the Crown 
and defence, without the patient’s explicit consent. You should cooperate 
with precognition, but the disclosure must be confined solely to the 
nature of injuries, the patient’s mental state, or pre-existing conditions or 
health, documented by the examining doctor, and their likely causes. If 
they want further information, either side may apply to the court to take 
a precognition on oath. If that happens, you will be given advance warning 
and you should seek legal advice about what you may disclose.

33

Consent
95 You should ask for consent to disclose personal information for purposes 

other than direct care
34

 or local clinical audit unless the information is 
required by law, or it is not appropriate or practicable to obtain consent 
(see paragraph 14 for examples of when this might be the case).

Disclosures for health and social care secondary purposes
Clinical audit

96 All doctors in clinical practice have a duty to participate in clinical audit
35

 
and to contribute to clinical outcome review programmes.

36
 If an audit is to 

be carried out by the team that provided care, or those working to support 
them, such as clinical audit staff, you may disclose personal information 
on the basis of implied consent, as long as you are satisfied that it is not 
practicable to use anonymised information and that the patient:
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a has ready access to information that explains that their personal 
information may be disclosed for local clinical audit, and they have 
the right to object

b has not objected.

97 If a patient does object to personal information about them being 
included in a local clinical audit related to their care, you should explain 
why the information is needed and how this may benefit their current 
and future care. If the patient still objects, you should remove them from 
the audit if practicable. If that is not practicable, you should make sure 
this is explained to the patient, along with any options open to them.

98 If a clinical audit is to be carried out, but not by the team that provided 
care or those working to support them, the information should be 
anonymised. If this is not practicable, or if personal information is 
essential to the audit, you should disclose the information only if you 
have the patient’s explicit consent or if there is another legal basis for 
breaching confidentiality (see paragraph 80). You must also be satisfied 
that the other relevant requirements for disclosing information are met 
(see paragraph 10).

Disclosures for financial or administrative purposes

99 If you are asked to disclose information about patients for financial or 
administrative purposes, you should give it in an anonymised form, if 
that is practicable and will serve the purpose. If identifiable information 
is needed, you must be satisfied that there is a legal basis for breaching 
confidentiality (see paragraph 80).

37
 You must also be satisfied that the 

other relevant requirements for disclosing information are met (see 
paragraph 10). 
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The professional duty of candour and confidentiality

100 All doctors have a duty of candour – a professional responsibility to be 
honest with patients when things go wrong. As part of this duty, doctors 
must tell the patient when something has gone wrong, and explain the 
short- and long-term effects of what has happened.

38
 

101 If the patient has died, or is unlikely to regain consciousness or capacity, 
it may be appropriate to speak to those close to the patient. When 
providing information for these purposes, you should still respect the 
patient’s confidentiality. If a patient has previously asked you not to 
share personal information about their condition or treatment with 
those close to them, you should abide by their wishes. You must still do 
your best to be considerate, sensitive and responsive to those close to 
the patient, giving them as much information as you can.

Openness and learning from adverse incidents and near misses

102 A number of reporting systems and schemes exist around the UK 
for reporting adverse incidents and near misses. Organisations also 
have policies for reporting and responding to adverse incidents and 
near misses and in some cases organisational duties of candour have 
been written into law.

39
 If the law requires personal information 

to be disclosed for these purposes, you should follow the guidance 
in paragraph 87. If the law does not require it, you should ask for 
consent to disclose personal information unless it is not appropriate or 
practicable to do so (see paragraph 14). In exceptional cases, disclosure 
may be justified without consent in the public interest (see paragraphs 
106–112).
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Disclosures with specific statutory support 

103 In England, Wales and Northern Ireland, statutory arrangements are in 
place for considering whether disclosing personal information without 
consent for health and social care purposes would benefit patients or 
the public sufficiently to outweigh patients’ right to privacy. Examples 
of these purposes include medical research, and the management 
of health or social care services. There is no comparable statutory 
framework in Scotland.

104 Section 251 of the National Health Service Act 2006 (which applies in 
England and Wales) and the Health and Social Care (Control of Data 
Processing) Act (Northern Ireland) 2016 allow the common law duty 
of confidentiality to be set aside for defined purposes where it is not 
possible to use anonymised information and where seeking consent 
is not practicable. You can find more detail about these statutory 
arrangements in the legal annex.

105 You may disclose personal information without consent if the disclosure 
is permitted or has been approved under regulations made under 
section 251 of the National Health Service Act 2006 or under the Health 
and Social Care (Control of Data Processing) Act (Northern Ireland) 2016. 
If you know that a patient has objected to information being disclosed 
for purposes other than direct care, you should not usually disclose the 
information unless it is required under the regulations.

40
 

Public interest disclosures for health and social care purposes

106 In exceptional circumstances, there may be an overriding public interest 
in disclosing personal information without consent for important health 
and social care purposes if there is no reasonably practicable alternative 
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to using personal information and it is not practicable to seek consent. 
The benefits to society arising from the disclosure must outweigh the 
patient’s and public interest in keeping the information confidential. 

107 You should not disclose personal information without consent in the 
public interest if the disclosure falls within the scope of any of the 
regulations described in paragraphs 103–105, and the disclosure is not 
permitted, or has not been approved, under those regulations. 

108 If the regulations described in paragraphs 103–105 do not apply, you 
may need to make your own decision about whether disclosure of 
personal information without consent is justified. The circumstances in 
which the public interest would justify such disclosures are uncertain, 
however, so you should seek the advice of a Caldicott or data guardian 
or a legal adviser who is not directly connected with the use for which 
the disclosure is being considered before making the disclosure.

41

109 Before considering whether disclosing personal information without 
consent may be justified in the public interest, you must satisfy 
yourself that it is either necessary to use identifiable information or not 
reasonably practicable to anonymise the information. In either case, you 
must be satisfied that it is not reasonably practicable to seek consent.

42

110 When considering whether disclosing personal information without 
consent may be justified in the public interest, you must take account of 
the factors set out in paragraph 67. You must also be satisfied that: 

a the disclosure would comply with the requirements of data 
protection law and would not breach any other legislation that 
prevents the disclosure of information about patients (see the legal 
annex for examples) 

b the disclosure is the minimum necessary for the purpose 

Confidentiality: good practice in handling patient information
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c the information will be processed in a secure and controlled 
environment that has the capabilities and is otherwise suitable to 
process the information (see paragraph 86)

d information is readily available to patients about any data that has 
been disclosed without consent, who it has been disclosed to, and 
the purpose of the disclosure.

111 If you know that a patient has objected to information being disclosed 
for purposes other than direct care, you should not disclose information 
in the public interest unless failure to do so would leave others at risk of 
death or serious harm (see paragraphs 63–70).

112 You must keep a record of what information you disclosed, your 
reasons, and any advice you sought.

Ethical approval for research

113 You should only disclose personal information for research if there is a 
legal basis for the disclosure and the research has been approved by a 
research ethics committee. 

114 If you are applying for ethical approval for research, you should let the 
research ethics committee know if personal information will be disclosed 
without consent and tell them the legal basis for the disclosure.

Requests from employers, insurers and other third parties
115 Third parties, such as a patient’s insurer or employer, or a government 

department, or an agency assessing a claimant’s entitlement to benefits, 
may ask you for personal information about a patient, either following 
an examination or from existing records. In these cases, you should:
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a be satisfied that the patient has sufficient information about 
the scope, purpose and likely consequences of the examination 
and disclosure, and the fact that relevant information cannot be 
concealed or withheld 

b obtain or have seen written consent to the disclosure from 
the patient or a person properly authorised to act on the 
patient’s behalf. You may accept an assurance from an officer 
of a government department or agency, or a registered health 
professional acting on their behalf, that the patient or a person 
properly authorised to act on their behalf has consented 

c only disclose factual information you can substantiate, presented 
in an unbiased manner, which is relevant to the request. You should 
not usually disclose the whole record,

43
 although it may be relevant 

to some benefits paid by government departments and to other 
assessments of a patient’s entitlement to pensions or other health-
related benefits

d offer to show your patient, or give them a copy of, any report you 
write about them for employment or insurance purposes before it is 
sent, unless:
i they have already indicated they do not wish to see it
ii disclosure would be likely to cause serious harm to the patient 

or anyone else
iii disclosure would be likely to reveal information about another 

person who does not consent.
44, 45

116 If a patient refuses or withdraws consent, or if it is not practicable 
to get their consent, you may still disclose information if it can be 
justified in the public interest (see paragraphs 63–70). You must disclose 
information if it is required by law (see paragraphs 87–94).
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Managing and protecting 
personal information

Improper access and disclosure
117 Health and care records can include a wide range of material, including 

but not limited to: 

a handwritten notes
b electronic records
c correspondence between health professionals
d visual and audio recordings
e laboratory reports 
f communications with patients (including texts and emails).

118 Many improper disclosures of patient information are unintentional. 
Conversations in reception areas, at a patient’s bedside and in public 
places may be overheard. Notes and records may be seen by other 
patients, unauthorised staff, or the public if they are not managed 
securely. Patient details can be lost if handover lists are misplaced, or 
when patient notes are in transit.

119 You must make sure any personal information about patients that you 
hold or control is effectively protected at all times against improper 
access, disclosure or loss. You should not leave patients’ records, or 
other notes you make about patients, either on paper or on screen, 
unattended. You should not share passwords. 

120 You must not access a patient’s personal information unless you have a 
legitimate reason to view it.

121 You should not share personal information about patients where you 
can be overheard, for example in a public place or in an internet chat 
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forum.
46

 While there are some practice environments in which it may be 
difficult to avoid conversations with (or about) patients being overheard 
by others, you should try to minimise breaches of confidentiality and 
privacy as far as it is possible to do so.

Knowledge of information governance 
and raising concerns
122 You must develop and maintain an understanding of information 

governance that is appropriate to your role. 

123 You should be satisfied that any members of staff you manage are 
trained and understand their information governance responsibilities. 
If you are responsible for employment contracts, you must make sure 
they contain obligations to protect confidentiality and to process 
information in line with data protection law. 

124 Unless you have a role in commissioning or managing systems, you are 
not expected to assess the security standards of large-scale computer 
systems provided for your use in the NHS or in other managed 
healthcare environments. If, however, you are concerned about the 
security of personal information in premises or systems provided for 
your use, or the adequacy of staff training on information governance, 
you should follow our advice in Raising and acting on concerns about 
patient safety.

47
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Processing information in line with the 
Data Protection Act 1998 
125 The Data Protection Act 1998 sets out the responsibilities of data 

controllers
48

 when processing personal data, as well as a number of 
rights for individuals (known as data subjects). Detailed guidance is 
available on the website of the Information Commissioner’s Office 
(ICO).

49
 You can find a summary of the data protection principles in 

the legal annex to this guidance.

126 If you are a data controller, you must understand and meet your 
obligations under data protection law. This includes responsibilities to 
make sure patients’ personal information that you hold is handled in 
ways that are transparent and in ways that patients would reasonably 
expect, and appropriate technical and organisational measures are in 
place to guard against data loss. You must also make sure information 
is readily available to patients that explains how their information is 
processed, including:

a who has access to information you hold that might identify them 
and for what purposes 

b their options for restricting access to some or all of their records
c their rights to complain about how their information is processed, 

and how to make a complaint.

 When deciding how to provide this information, you should take into 
account the ICO’s guidance on fair processing or privacy notices.

50
 

127 Whether or not you are a data controller, you must be familiar with, 
and follow, the confidentiality, data protection and record management 
policies and procedures where you work and know where to get 
advice on these issues. This includes policies on the use of laptops 
and mobile devices.
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Records management and retention
128 If you are responsible for managing patient records or other patient 

information, you must make sure the records you are responsible for 
are made, stored, transferred, protected and disposed of in line with 
data protection law and other relevant laws. You should make use of 
professional expertise when selecting and developing systems to record, 
access and send electronic data.

51

129 You must make sure any other records you are responsible for, including 
financial, management or human resources records, or records relating 
to complaints, are kept securely and are clear, accurate and up to date.

52
 

You should make sure administrative information, such as names and 
addresses, can be accessed separately from clinical information so that 
sensitive information is not displayed automatically. 

130 The UK health departments publish guidance on how long health 
records should be kept and how they should be disposed of. You should 
follow the guidance, even if you do not work in the NHS.

53

The rights of patients to access their own records
131 Patients have a right to access their own health records, subject to 

certain safeguards.
54

 You should respect, and help patients to exercise, 
their legal rights to have access to, or copies of, their health records. The 
ICO gives guidance on what fees you may charge. 
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Communicating with patients
132 Wherever possible, you should communicate with patients in a format 

that suits them. For example, electronic communications – such as 
email or text messaging – can be convenient and can support effective 
communication between doctors and patients, with appropriate 
safeguards.

55

133 Most communication methods pose some risk of interception – for 
example, messages left on answering machines can be heard by others 
and emails can be insecure. You should take reasonable steps to make 
sure the communication methods you use are secure.

Disclosing information after a patient has died
134 Your duty of confidentiality continues after a patient has died.

56

135 There are circumstances in which you must disclose relevant 
information about a patient who has died. For example:

	n when disclosure is required by law
	n to help a coroner, procurator fiscal or other similar officer with an 

inquest or fatal accident inquiry
57

	n on death certificates, which you must complete honestly and fully
	n when a person has a right of access to records under the Access to 

Health Records Act 1990 or the Access to Health Records (Northern 
Ireland) Order 1993, unless an exemption applies 

	n when disclosure is necessary to meet a statutory duty of candour.
58

136 In other circumstances, whether and what personal information may be 
disclosed after a patient’s death will depend on the facts of the case. If 
the patient had asked for information to remain confidential, you should 
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usually abide by their wishes. If you are unaware of any instructions 
from the patient, when you are considering requests for information you 
should take into account:

a whether disclosing information is likely to cause distress to, or be of 
benefit to, the patient’s partner or family59

b whether the disclosure will also disclose information about the 
patient’s family or anyone else

c whether the information is already public knowledge or can be 
anonymised or de-identified

d the purpose of the disclosure.

137 Circumstances in which you should usually disclose relevant 
information about a patient who has died include:

	n the disclosure is permitted or has been approved under a statutory 
process that sets aside the common law duty of confidentiality, 
unless you know the patient has objected (see paragraphs 103–105)

	n when disclosure is justified in the public interest to protect others 
from a risk of death or serious harm

	n for public health surveillance, in which case the information should 
be anonymised, unless that would defeat the purpose 

	n when a parent asks for information about the circumstances and 
causes of a child’s death

	n when someone close to an adult patient asks for information about 
the circumstances of that patient’s death, and you have no reason 
to believe the patient would have objected to such a disclosure

	n when disclosure is necessary to meet a professional duty of candour 
(see paragraphs 100 and 101)
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	n when it is necessary to support the reporting or investigation of 
adverse incidents, or complaints, for local clinical audit, or for 
clinical outcome review programmes.

60
 

138 Archived records relating to deceased patients remain subject to a duty 
of confidentiality, although the potential for disclosing information 
about, or causing distress to, surviving relatives or damaging the public’s 
trust will diminish over time.

61
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There is no overarching law that governs the disclosure of confidential 
information. The common law and other laws that require or permit the 
disclosure of patient information interact in complex ways and it is not 
possible to decide whether a use or disclosure of patient information 
would be lawful by considering any aspect of the law in isolation. 

This section sets out some of the key elements of the law that are relevant 
to the use and disclosure of patient information, but it is not comprehensive. 
It is also not intended to be a substitute for independent, up-to-date legal 
advice. If you are unsure about the legal basis for a request for information, 
you should ask for clarification from the person making the request and, if 
necessary, seek independent legal advice.

We have also published a more detailed factsheet, Confidentiality: key 
legislation, which you can find on our confidentiality guidance page at  
www.gmc-uk.org/guidance.

Sources of law on confidentiality, data protection 
and privacy

The common law

Information acquired by doctors in their professional capacity will generally 
be confidential under the common law. This duty is derived from a series 
of court judgments, which have established the principle that information 
given or obtained in confidence should not be used or disclosed further 
except in certain circumstances. This means a doctor must not disclose 
confidential information, unless there is a legal basis for doing so.

Legal annex
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It is generally accepted that the common law allows disclosure of 
confidential information if:

a the patient consents
b it is required by law, or in response to a court order
c it is justified in the public interest.

But the common law cannot be considered in isolation. Even if a disclosure 
of confidential information is permitted under the common law, the 
disclosure must still satisfy the requirements of data protection law.

Data Protection Act 1998 (UK)

The Data Protection Act 1998 regulates the processing of personal data 
about living individuals in the UK. It sets out the responsibilities of data 
controllers when processing personal data as well as a number of rights for 
individuals, including rights of access to their information. The Information 
Commissioner’s Office (ICO) is the authority responsible for upholding 
information rights in the UK. Detailed guidance on complying with the Act is 
available on the ICO website: www.ico.org.uk. 

The Act defines personal data as: 

 ‘data which relate to a living individual who can be identified 

a from those data, or 
b from those data and other information which is in the possession 

of, or is likely to come into the possession of, the data controller, 
and includes any expression of opinion about the individual and 
any indication of the intentions of the data controller or any 
other person in respect of the individual.’ 
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ICO guidance says ‘where the ability to identify an individual depends partly 
on the data held and partly on other information (not necessarily data), the 
data held will still be “personal data”’.

The Act defines a data controller as ‘a person who (either alone or jointly 
or in common with other persons) determines the purposes for which 
and the manner in which any personal data are, or are to be, processed’. 
Individual doctors can be data controllers in their own right (for example, 
if they are partners in general practice, or hold data in relation to patients 
whom they treat privately) but in many cases the data controller will be the 
doctor’s employer.

The Act is based around eight data protection principles, which state that 
personal data must:

	n be fairly and lawfully processed
	n be processed for limited purposes and not in any manner 

incompatible with those purposes
	n be adequate, relevant and not excessive
	n be accurate and up to date
	n not be kept for longer than is necessary
	n be processed in line with the data subject’s rights
	n be secure
	n not be transferred to countries outside of the EEA without adequate 

protection.



58 | General Medical Council 

Confidentiality: good practice in handling patient information

The first principle of the Act states that data must be processed lawfully and 
fairly. This means: 

a patients’ information must not be processed in a way that 
breaches either statute or common law. For example, if disclosing 
information would be a breach of the common law duty of 
confidentiality, it would also be unlawful under the Act 

b patients’ personal information must be handled in ways that are 
transparent and in ways they would reasonably expect. 

One or more of the conditions for processing in Schedule 2 (for all personal 
data) and Schedule 3 (for sensitive personal data) to the Act must also be 
met for the processing to be fair and lawful. 

In all cases where personal data is processed, at least one of the conditions 
set out in Schedule 2 must be met. The conditions most likely to be relevant 
in medical practice are that: 

	n the data subject has given consent (Schedule 2, paragraph 1)
	n the processing is necessary because of a legal obligation that applies 

to the data controller (except an obligation imposed by a contract) 
(Schedule 2, paragraph 3) 

	n the processing is necessary to protect the vital interests of the data 
subject (Schedule 2, paragraph 4)

	n the processing is necessary for the exercise of functions of a public 
nature exercised in the public interest (Schedule 2, paragraph 5d)

	n the processing is necessary for the purposes of legitimate interests 
pursued by the data controller (Schedule 2, paragraph 6).
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Where ‘sensitive personal data’ are being used, at least one of the conditions 
in Schedule 3 must also be met. Information on a patient’s health 
record is likely to be ‘sensitive personal data’ for the purposes of the Act. 
The conditions most likely to be relevant in medical practice are that: 

	n the data subject has given explicit consent (Schedule 3, paragraph 1)
	n the processing is necessary to protect the vital interests of the 

data subject or another person in a case where consent cannot be 
obtained or has been unreasonably withheld (Schedule 3,  
paragraph 3)

	n the processing is necessary for medical purposes where the 
processing is undertaken by a health professional or someone else 
who owes an equivalent duty of confidentiality (Schedule 3,  
paragraph 8).

In addition, the Data Protection (Processing of Sensitive Personal Data) Order 
2000 sets out other conditions for processing sensitive personal data. These 
conditions allow data processing that is ‘in the substantial public interest’ 
and necessary for carrying out certain public functions – including preventing 
or detecting crime, and protecting the public against malpractice or other 
seriously improper conduct (for example, through investigation into a 
healthcare professional’s fitness to practise).
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Human Rights Act 1998 (UK)

The Human Rights Act 1998 incorporates the European Convention on Human 
Rights (ECHR) into UK law. A person’s right to have their privacy respected 
is protected by Article 8 of the ECHR. This right is not absolute, and may 
be interfered with where the law permits and where it is ‘necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights and 
freedoms of others.’ 

Any interference with a person’s right to privacy must be a necessary and 
proportionate response to the situation. This means there must be a fair 
balancing of competing interests. These include: 

	n the potential damage caused to the individual whose privacy will be 
breached 

	n society’s interest in the provision of a confidential health service 
	n the public interest that will be achieved through breaching the 

individual’s privacy.

Relevant factors to take into account when considering a disclosure in the 
public interest are given in paragraphs 63–70, and 106–112 of this guidance.

Other ECHR rights that may be relevant to considerations about whether 
disclosing a patient’s personal information is necessary and proportionate 
include Article 2 (which protects the right to life), Article 3 (which prohibits 
torture or inhumane or degrading treatment or punishment) and potentially 
others. Such considerations are complex and you should seek legal advice 
if necessary. 
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Freedom of Information Acts across the UK

The Freedom of Information Act 2000 (England, Northern Ireland and 
Wales) and Freedom of Information (Scotland) Act 2002 give public access 
to information held by public authorities. Public authorities include 
government departments, local authorities, the NHS, state schools and 
police forces. The Acts do not give people access to their own personal 
information such as their health records. If a member of the public wants to 
see information that a public authority holds about them, they should make 
a subject access request under the Data Protection Act 1998. You can find 
guidance about the Freedom of Information Act 2000 on the ICO website: 
www.ico.org.uk. Guidance about the Freedom of Information (Scotland) Act 
2002 is available on the website of the Scottish Information Commissioner 
at www.itspublicknowledge.info. 

Computer Misuse Act 1990 (UK)

It is an offence under this Act to gain unauthorised access to computer 
material. This would include using another person’s ID and password without 
authority to use, alter or delete data.
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Regulation of healthcare providers and professionals
Various bodies regulating healthcare providers and professionals have 
legal powers to require information to be disclosed, including personal 
information about patients. The following sets out only a selection of these 
bodies, and gives a summary of their most relevant powers and refers to the 
codes of practice they publish about how they use their powers.

The Care Quality Commission (CQC) in England has powers of inspection 
and entry and to require documents and information under the Health and 
Social Care Act 2008. Sections 76 to 79 govern the CQC’s use and disclosure 
of confidential personal information. Section 80 requires it to consult on 
and publish a code of practice on how it obtains, handles, uses and discloses 
confidential personal information. You can find the code of practice on the 
CQC’s website: www.cqc.org.uk. 

Healthcare Inspectorate Wales has powers under the Health and Social 
Care (Community Health and Standards) Act 2003 to access a patient’s 
personal information.

Healthcare Improvement Scotland has similar powers in relation to 
registered independent healthcare providers under the Public Services 
Reform (Scotland) Act 2010.

The Regulation and Quality Improvement Authority in Northern Ireland 
has powers under sections 41 and 42 of the Health and Personal Social 
Services (Quality, Improvement and Regulation) (Northern Ireland) Order 
2003 to enter establishments, agencies and health and social services bodies 
or providers’ premises and inspect and take copies of records, subject to the 
protection of confidential information provided for in section 43.
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NHS Protect has powers under the National Health Service Act 2006 and 
the National Health Service (Wales) Act 2006 to require the production 
of documents to prevent, detect and prosecute fraud in the NHS. The 
Department of Health (England) and the Welsh Assembly Government 
have published codes of practice for the use of these powers. There are no 
comparable specific powers to require the production of documents for 
these purposes in Scotland or Northern Ireland.  

The General Medical Council has powers under section 35A of the 
Medical Act 1983 (as amended) to require disclosure of information 
and documentation relevant to the discharge of our fitness to practise 
functions, provided such disclosure is not prohibited by other laws. Other 
professional regulators have similar powers. For example, the Nursing and 
Midwifery Council has powers to require disclosure of patient information 
for the purpose of carrying out its fitness to practise functions in some 
circumstances under section 25 of the Nursing and Midwifery Order 2001.

The Parliamentary and Health Service Ombudsman, the Northern 
Ireland Public Services Ombudsman, the Public Services Ombudsman 
for Wales and the Scottish Public Services Ombudsman have legal 
powers similar to the High Court or Court of Session to require the 
production of documents and the attendance and examination of witnesses 
for the purposes of investigations about the health bodies that fall within 
their remits.
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Laws on disclosure for health and social care purposes

Health and Social Care Act 2012 (England) 

Section 259 gives the Health and Social Care Information Centre (known 
as NHS Digital) the power to require providers of health and social care in 
England to send it confidential data in limited circumstances, including when 
directed to do so by the UK Secretary of State for Health or NHS England. 
Patient consent is not needed, but patient objections will be handled in line 
with the pledges set out in the NHS Constitution for England and directions 
given to NHS Digital by the Secretary of State. 

Health and Social Care (Safety and Quality) Act 2015 (England) 

This Act places a duty on providers and commissioners of health and social 
care in England to share information when it is considered likely to facilitate 
the provision of health or social care to an individual and when it is in the 
individual’s best interests. The duty will not apply where an individual objects 
(or would be likely to object), or where the information is connected with 
the provision of care by ‘an anonymous access provider’ (such as a sexual 
health service) or where the duty cannot be reasonably complied with for 
other reasons. The duty does not override duties under the common law 
or the Data Protection Act 1998. The Information Governance Alliance has 
published guides to the Health and Social Care (Safety and Quality) Act 2015 
on its website: http://systems.hscic.gov.uk/infogov/iga.
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Health and Social Care (Control of Data Processing) Act  
(Northern Ireland) 2016

This Act requires the Department of Health in Northern Ireland to make 
regulations that permit or require the processing of confidential information 
for defined health and social care purposes. The Act allows the common law 
duty of confidentiality to be set aside where seeking individuals’ consent 
is not practicable, where it is not possible to use anonymised information 
and where the committee established under the Act has authorised the 
processing. The Act does not set aside the Data Protection Act 1998 or the 
Human Rights Act 1998 and any use of information must continue to comply 
with the requirements of these two pieces of legislation.

No regulations have yet been made under the Act. Until such regulations  
are made the Privacy Advisory Committee will continue to advise health  
and social care bodies about the use of information relating to patients  
and clients. You can find out more about the committee on its website: 
www.privacyadvisorycommittee.hscni.net.  

Section 251 of the NHS Act 2006 (England and Wales)

Section 251 of this Act allows the Secretary of State for Health to make 
regulations to set aside the common law duty of confidentiality for 
defined medical purposes. In practice, this means the person responsible 
for the information can disclose confidential patient information without 
consent to an applicant without being in breach of the common law duty 
of confidentiality, as long as the requirements of the regulations are met. 
The person responsible for the information must still comply with all other 
relevant legal obligations such as the Data Protection Act 1998 and the 
Human Rights Act 1998.



66 | General Medical Council 

Confidentiality: good practice in handling patient information

The regulations that enable this power are called the Health Service (Control 
of Patient Information) Regulations 2002. Any references to ‘section 251 
support or approval’ actually refer to approval given under the authority 
of the regulations. These powers can only be used where it is not practical 
to obtain consent and anonymised information cannot be used, having 
regard to the cost and available technology. They cannot be used to permit 
information to be disclosed solely or principally for the direct care of 
individual patients. The regulations only apply in England and Wales.

The regulations provide different kinds of support.

	n Regulation 2 provides specific support for cancer registries to receive 
and process identifiable data on patients referred for the diagnosis 
or treatment of cancer for the medical purposes set out in the 
regulation.

	n Regulation 3 provides specific support for identifiable patient 
information to be disclosed to, and processed by, the persons or 
bodies listed in paragraph 3 of Regulation 3 when processing is 
intended to diagnose, control or prevent, or recognise trends in, 
communicable diseases and other risks to public health.

	n Regulation 5 can be used to permit processing for a range of 
medical purposes, broadly defined to include ‘preventative 
medicine, medical diagnosis, medical research, the provision of 
care and treatment and the management of health and social care 
services’. Any person wishing to obtain support under Regulation 
5 will submit an application to the Confidentiality Advisory Group 
of the Health Research Authority. The Confidentiality Advisory 
Group will then give advice to the relevant decision maker, which 
is currently the Health Research Authority for research applications 
and the Secretary of State for Health for non-research applications. 
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The Confidentiality Advisory Group will not usually authorise 
disclosures under Regulation 5 to which the patient has objected. 
The Health Research Authority may not give an approval unless 
a research ethics committee has approved the medical research 
concerned.

You can find more information about section 251 of the NHS Act 2006 and 
the role of the Confidentiality Advisory Group on the website of the Health 
Research Authority: www.hra.nhs.uk/about-the-hra/our-committees/
section-251. 

Statutory restrictions on disclosing information  
about patients

Gender Recognition Act 2004 (UK) 

Section 22 of the Act makes it an offence to disclose ‘protected information’ 
when that information is acquired in an official capacity. ‘Protected 
information’ is defined as information about a person’s application for 
gender recognition and a person’s gender history after that person has 
changed gender under the Act. Section 22 also sets out a series of exceptions 
where disclosure is considered to be justified. These are further expanded 
and clarified by The Gender Recognition (Disclosure of Information) (England, 
Wales and Northern Ireland) Order 2005 and The Gender Recognition 
(Disclosure of Information) (Scotland) Order 2005.

http://www.hra.nhs.uk/about-the-hra/our-committees/section-251
http://www.hra.nhs.uk/about-the-hra/our-committees/section-251
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Human Fertilisation and Embryology Act 1990 (UK) 

Section 33A protects the confidentiality of information kept by clinics and 
the Human Fertilisation and Embryology Authority. Information may be 
accessed or disclosed only in the specific circumstances set out in the Act. 
Disclosing information that identifies the patient in other circumstances 
without the patient’s prior consent is a criminal offence.

The National Health Service (Venereal Diseases) Regulations 1974 
(Wales) and the NHS Trusts and Primary Care Trusts (Sexually Transmitted 
Diseases) Directions 2000 (England)

These regulations provide that any information capable of identifying an 
individual who is examined or treated for any sexually transmitted disease, 
including HIV, shall not be disclosed, other than to a medical practitioner in 
connection with the treatment of the individual in relation to that disease 
or for the prevention of the spread of the disease.
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Endnotes

1. Caldicott or data guardians are senior people in the NHS, local authority social care 
services, and partner organisations, who are responsible for protecting the confidentiality 
of patient information and enabling appropriate information sharing.

2. In this guidance, ‘personal information’ means information from which individuals can be 
identified either in itself or in combination with other available information. ‘Disclosure’ 
means the provision or passing of information about a patient to anyone other than the 
patient, regardless of the purpose. Sharing information within healthcare teams is a form 
of disclosure, as is providing access to patients’ records. 

3. These principles are aligned with the Caldicott principles for information governance 
within health and social care.

4. We use the term ‘overall benefit’ to describe the ethical basis on which decisions are 
made about treatment and care for adult patients who lack capacity to decide. Our 
guidance on overall benefit is consistent with the legal requirement to consider whether 
treatment ‘benefits’ a patient (as the term is used in the Adults with Incapacity (Scotland) 
Act 2000), or is in the patient’s ‘best interests’ (as the term is used in the Mental Capacity 
Act 2005 in England and Wales, and in the common law in Northern Ireland). The use of 
the term is also consistent with the legal requirement to apply the other principles set 
out in the Mental Capacity Act 2005 and Adults with Incapacity (Scotland) Act 2000.

5. Doctors working in a managed environment will do this largely by understanding and 
following this guidance and corporate information governance and confidentiality 
policies. Doctors who are themselves data controllers are personally responsible for 
understanding and meeting their responsibilities under the Data Protection Act 1998. See 
the legal annex to this guidance for more information.

6. We give detailed advice on consent in our guidance Consent: doctors and patients making 
decisions together (General Medical Council, 2008). You can find all GMC guidance on 
professional standards and ethics at www.gmc-uk.org/guidance. 

7. See paragraph 115 of this guidance and our explanatory guidance Delegation and referral 
(2012). You can find all GMC guidance on professional standards and ethics at 
www.gmc-uk.org/guidance. 

8. An example is the Crime and Disorder Act 1998. Section 115 permits disclosure 
to organisations such as the police, local authorities, or probation services but does 
not create a legal obligation to do so.
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9. In 2013, the Caldicott principles were updated to include a new principle: ‘the duty to 
share information can be as important as the duty to protect patient confidentiality.’ 

10. In this guidance, ‘direct care’ refers to activities that directly contribute to the diagnosis, 
care and treatment of an individual. The direct care team is made up of those health 
and social care professionals who provide direct care to the patient, and others, such as 
administrative staff, who directly support that care.

11. In England the Health and Social Care (Safety and Quality) Act 2015 created a duty to 
share information for direct care except in certain circumstances. See the legal annex to 
this guidance for more information.

12. For example, if staff providing treatment may be at risk of serious harm which cannot 
be managed through the use of universal precautions. See our explanatory guidance 
Disclosing information about serious communicable diseases. You can find all GMC 
guidance on professional standards and ethics at www.gmc-uk.org/guidance. 

13. Patients are also entitled to access their health records under the Data Protection Act 
1998. See endnote 54.

14. The main provisions of the Mental Capacity Act (Northern Ireland) 2016 have not yet 
come into force. The common law duty to act in the best interests of a patient who lacks 
capacity to consent therefore continues until the Act is commenced.

15. Independent mental health advocates should also be given the information listed in 
section 130B of the Mental Health Act 1983. Guidance on the roles of independent 
mental health advocates is given in the Mental Health Act 1983 Code of Practice 2015.

16. Protecting children and young people: the responsibilities of all doctors (General 
Medical Council, 2012). You can find all GMC guidance on professional standards and 
ethics at www.gmc-uk.org/guidance.

17. 0–18 years: guidance for all doctors (General Medical Council, 2007). You can find all 
GMC guidance on professional standards and ethics at www.gmc-uk.org/guidance. 

18. The requirements of the relevant Acts – the Adult Support and Protection (Scotland) Act 
2007, the Social Services and Well-being (Wales) Act 2014 and the Care Act 2014 – are 
summarised in the Confidentiality: key legislation factsheet, which you can find on our 
GMC confidentiality guidance page at www.gmc-uk.org/guidance.
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19. In very exceptional circumstances, disclosure without consent may be justified in the 
public interest to prevent a serious crime such as murder, manslaughter or serious assault 
even where no one other than the patient is at risk. This is only likely to be justifiable where 
there is clear evidence of an imminent risk of serious harm to the individual, and where 
there are no alternative (and less intrusive) methods of preventing that harm. This is an 
uncertain area of law and, if practicable, you should seek independent legal advice before 
making such a disclosure without consent.

20. The Department of Health in England has published Information sharing and suicide 
prevention: consensus statement (2014), which is consistent with the principles in this 
guidance. 

21. Safelives has published guidance on disclosing information to multi-agency risk 
assessment conferences (MARACs), which are local meetings established to discuss how to 
help individuals who are at high risk of murder or serious harm. The guidance is available 
on the Safelives website, www.safelives.org.uk. Personal information may be disclosed 
to a MARAC with consent, or if the disclosure can be justified in the public interest (see 
paragraphs 63–70 in this guidance). 

22. See ‘The duties of a doctor registered with the General Medical Council’ at the front of this 
guidance.

23. There is no agreed definition of ‘serious crime’. The Confidentiality: NHS Code of Practice 
Supplementary Guidance: Public Interest Disclosures (Department of Health, 2003) gives 
some examples of serious crime. These include crimes that cause serious physical or 
psychological harm to individuals (such as murder, manslaughter, rape and child abuse); 
and crimes that cause serious harm to the security of the state and public order; and ‘crimes 
that involve substantial financial gain or loss’ are also mentioned in the same category. It 
also gives examples of crimes that are not usually serious enough to warrant disclosure 
without consent (including theft, fraud, and damage to property where loss or damage is 
less substantial). NHS Protect has published Not part of the job (NHS Protect, 2012), which 
gives guidance to NHS staff on reporting assaults and violent incidents at work. 

24. We give specific advice on reporting concerns about patients’ fitness to drive in our 
explanatory guidance Confidentiality: Patients’ fitness to drive and reporting concerns 
to the DVLA or DVA. That guidance deals specifically with drivers on the roads, but the 
same principles apply to drivers and pilots of other kinds of regulated transport, including 
by rail, water and air. You can find all GMC guidance on professional standards and ethics 
at www.gmc-uk.org/guidance.
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25. See our explanatory guidance Confidentiality: disclosing information about serious 
communicable diseases. See endnote 24 for the web address.

26. See our explanatory guidance Confidentiality: disclosing information for employment, 
insurance and similar purposes. See endnote 24 for the web address.

27. You should consider the assessment of risk posed by patients made by other 
professionals and by groups established for that purpose, but you must make your 
own assessment and decision as to whether disclosure is justified. Your assessment 
of risk is a matter of professional judgement in which an offender’s past behaviour 
will be a factor. The Royal College of Psychiatrists publishes guidance for psychiatrists 
about sharing information in the context of public protection, including participation 
in multi-agency public protection arrangements (MAPPA) and panels. You can find this 
in Good Psychiatric Practice: Confidentiality and Information Sharing (Royal College of 
Psychiatrists, second edition, 2010).

28. For more information, see Consent and confidentiality in clinical genetic practice: 
Guidance on genetic testing and sharing genetic information – A report of the Joint 
Committee on Medical Genetics (Royal College of Physicians, second edition, 2011). 

29. You can find the Information Commissioner’s Office (ICO) Anonymisation: managing data 
protection risk code of practice (2012) on the ICO website at www.ico.org.uk.

30. Other potential identifiers include the patient’s initials, postcode, NHS or CHC number, 
local identifiers (such as hospital numbers), national insurance number, and key dates 
(such as birthdate, date of diagnosis or date of death).

31. See endnote 29 for the reference to ICO guidance. 

32. The NHS Constitution for England and NHS Scotland’s The Charter of Patient Rights and 
Responsibilities both set out the rights of a patient to object to how their information 
is used. Under the Data Protection Act 1998, a data subject has a right to object to 
processing if it causes unwarranted and substantial damage or distress. For more 
information, see the Guide to Data Protection on the ICO website at www.ico.org.uk.

33. The Law Society of Scotland gives some guidance for solicitors on precognition in 
criminal cases, which you can find in the rules and guidance section of its website at  
www.lawscot.org.uk. 

34. See endnote 10 for the definition of ‘direct care’ in this guidance. Guidance on sharing 
information for direct care purposes is given in paragraphs 26–33. 
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35. In this guidance ‘clinical audit’ means the evaluation of clinical performance against 
standards or through comparative analysis, to inform the management of services.

36. See Good medical practice (2013), paragraph 22. Formerly known as national 
confidential inquiries, clinical outcome review programmes are systematic reviews that 
are carried out with the aim of supporting changes that can help improve the quality 
and safety of healthcare delivery. You can find more information on the website of the 
Healthcare Quality Improvement Partnership at www.hqip.org.uk. You can find all GMC 
guidance on professional standards and ethics at www.gmc-uk.org/guidance.

37. Commissioners have limited rights to request personal information held by general 
practices for defined purposes, although they should usually respect patients’ objections. 
See the directions on confidentiality and disclosure of information and the code of 
practice for the relevant country for more information. Confidentiality and Disclosure 
of Information (General Medical Services, Personal Medical Services, Alternative Provider 
Medical Services) Directions 2013 and Code of Practice (Department of Health, 2013); 
Confidentiality and Disclosure of Information: General Medical Services and Alternative 
Provider Medical Services Directions (Northern Ireland) 2006 and Code of Practice 
(Department of Health, Social Services and Public Safety, 2006); Confidentiality and 
Disclosure of Information: General Medical Services (GMS), Section 17c Agreements, 
and Health Board Primary Medical Services (HBPMS) Code of Practice and Directions; 
Confidentiality and Disclosure of Information: General Medical Services and Alternative 
Provider Medical Services Directions 2006 and Code of Practice (Welsh Assembly 
Government, 2005).

38. We give guidance on professional and organisational duties of candour in Openness 
and honesty when things go wrong: the professional duty of candour (General Medical 
Council and Nursing and Midwifery Council, 2015). You can find all GMC guidance on 
professional standards and ethics at www.gmc-uk.org/guidance.

39. The obligations associated with the statutory duty of candour in England are contained 
in regulation 20 of the Health and Social Care Act 2008 (Regulated Activities) Regulations 
2014. In Scotland they are contained in section 22 of the Health (Tobacco, Nicotine etc. 
and Care) (Scotland) Act 2016.

40. Disclosures permitted under regulations 2 and 3 of the Health Service (Control of Patient 
Information) Regulations 2002 may, in some circumstances, be required rather than 

http://www.hqip.org.uk
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permitted. The Confidentiality Advisory Group of the Health Research Authority will not 
usually authorise disclosures under regulation 5 to which the patient has objected. See 
the legal annex to this guidance for more detail on the regulations. 

41. In Scotland, the Public Benefit and Privacy Panel for Health and Social Care scrutinises 
requests for access to some (but not all) NHS Scotland originated data. You may disclose 
personal information if the disclosure has been approved by the Public Benefit and 
Privacy Panel for Health and Social Care.

42. The Confidentiality Advisory Group of the Health Research Authority has published a 
paper, Principles of Advice which clarifies how the group interprets the term ‘reasonably 
practicable alternative’ to using confidential information without consent, which you 
may find helpful. It is available at www.hra.nhs.uk/documents/2014/12/principles-
advice-april-2013-v-2.pdf. 

43. Disclosure of the whole record may breach the principles of the Data Protection Act 
1998, as the full record may contain information that is excessive and not relevant for 
the purpose.

44. If any of the exceptions set out in paragraph 115(d) of this guidance apply, you should 
still disclose as much of the report as you can. The Department for Work and Pensions 
publishes advice about reports for benefits purposes: www.gov.uk/government/
collections/healthcare-practitioners-guidance-and-information-from-dwp. 

45. In some circumstances, patients are entitled to see a report that has been written 
about them under the provisions of the Access to Medical Reports Act 1988. For more 
details see the Confidentiality: key legislation factsheet which you can find on the our 
confidentiality guidance page at www.gmc-uk.org/guidance.

46. See also our guidance Doctors’ use of social media (General Medical Council, 2013). 
You can find all GMC guidance on professional standards and ethics at  
www.gmc-uk.org/guidance.

47. Raising and acting on concerns about patient safety (General Medical Council, 2012). 
See endnote 46 for the web address.

48. The Act defines a ‘data controller’ as a person who (either alone or jointly or in common 
with other persons) determines the purposes for which and the manner in which any 

http://www.gov.uk/government/collections/healthcare-practitioners-guidance-and-information-from-dwp
http://www.gov.uk/government/collections/healthcare-practitioners-guidance-and-information-from-dwp
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personal data are, or are to be, processed. Key definitions of terms in the Data Protection 
Act 1998 are available on the website of the Information Commissioner’s Office, at 
www.ico.org.uk.

49. The Guide to data protection is available on the website of the Information 
Commissioner’s Office, at www.ico.org.uk.

50. This is contained in the Guide to data protection; see endnote 49.

51. The Information Commissioner’s Office publishes technical guidance. NHS Digital 
formerly known as Health and Social Care Information Centre in England publishes 
good practice guidelines on technology-specific areas of information security and 
information governance: http://systems.hscic.gov.uk/infogov/security/infrasec/gpg. It 
also publishes the Information Governance Toolkit for NHS organisations, which is an 
online system that allows NHS organisations and partners to assess themselves against 
Department of Health Information Governance policies and standards: www.igt.hscic.
gov.uk. In Scotland, guidance and information governance standards are collected on 
the Knowledge Network: www.knowledge.scot.nhs.uk/ig.aspx. In Wales, organisations 
are expected to use the online Caldicott-Principles Into Practice (C-PIP) assessment to 
measure their compliance with components of information security: www.wales.nhs.
uk/sites3/home.cfm?orgid=950. GPs are required to assess their compliance with the 
Information Security Management System (ISMS) framework on an annual basis using 
the Online ISMS Toolkit: www.wales.nhs.uk/sites3/page.cfm?orgid=950&pid=51811.

52. You can find guidance on the retention and destruction of these kinds of records in 
Information Management Policy – Retention and Destruction (Department of Health, July 
2015). 

53. Schedules of minimum retention periods for different types of records are given in 
The Records Management Code of Practice for Health and Social Care (Information 
Governance Alliance, 2016); Records Management: NHS Code of Practice (Scotland) 
(Scottish Government, 2008); Welsh Health Circular (2000) 71: For The Record (The 
National Assembly for Wales, 2000) and Good Management, Good Records (Department 
of Health, Social Services and Public Safety, 2005). You should also consider any legal 
requirement of specialty-specific guidance that affects the period for which you should 
keep records. You should not keep records for longer than necessary.

54. Section 7 of the Data Protection Act 1998 gives patients the right to access their personal 
information, although exemptions apply in certain circumstances. For example, an 

http://www.igt.hscic.gov.uk
http://www.igt.hscic.gov.uk
http://www.wales.nhs.uk/sites3/home.cfm?orgid=950
http://www.wales.nhs.uk/sites3/home.cfm?orgid=950
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exemption applies if providing subject access to information about an individual’s 
physical or mental health or condition would be likely to cause serious harm to them 
or to another person’s physical or mental health or condition. You also do not have to 
supply a patient with information about another person or that identifies another person 
as the source of the information, unless that other person consents or it is reasonable in 
the circumstances to supply the information without their consent. See the Information 
Commissioner’s Office technical guidance, Dealing with subject access requests involving 
other people’s information (Information Commissioner’s Office, 2014).

55. The Scottish Government and NHS Scotland have published Using email in NHS Scotland: 
A Good Practice Guide (2014). The Professional Record Standards Body and the Health 
and Social Care Information Centre have published Faster, better, safer communications: 
Using email in health and social care (in England) (2015).

56. There is an obvious ethical obligation. There may also be a legal obligation: see Lewis 
v. Secretary of State for Health [2008] EWHC 2196. Section 38 of the Freedom of 
Information (Scotland) Act 2002 includes a deceased person’s medical records within 
the definition of personal information, which is exempt from the general entitlement to 
information.

57. See paragraph 73 of Good medical practice (General Medical Council, 2013) and 
paragraph 22 of our explanatory guidance Acting as a witness in legal proceedings 
(General Medical Council, 2013). You can find all our guidance on professional standards 
and ethics at www.gmc-uk.org/guidance.

58. See endnote 39 for references to statutory duties of candour. 

59. The permission of a surviving relative or next of kin is not required for, and does not 
authorise, disclosure of confidential information, although the views of those who were 
close to the patient may help you decide if disclosure is appropriate.

60. See endnote 36 for a description of clinical outcome review programmes.

61. You should contact your organisation’s approved place of deposit or The National 
Archives, the Public Record Office of Northern Ireland or the National Archives of 
Scotland for further advice about storage of, and access to, archives of records of 
ongoing research or historical value. Health records of deceased patients are exempt 
from the Freedom of Information (Scotland) Act 2002.
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Information Governance (IG) 

Policy Brief #3  

 
Please refer to the Data Protection, Caldicott and Disclosure Policy IG5 for further advice on 
Data Protection. 
 
The Trust needs to process personal data about people in order to operate. These include 
current, past and prospective patients, staff, suppliers and business contacts. 
 
Under the Data Protection Act 2018 there are legal safeguards to ensure the personal data is 
handled appropriately.  
 
The Trust must fully comply with the eight Data Protection Principles which specify that 
personal data must: 
 

1) be processed fairly and lawfully 

2) be obtained only for one or more specified and lawful purposes 

3) be adequate, relevant and not excessive in relation to the 
purpose(s) for which they are processed 

4) be accurate and, where necessary, kept up to date 

5) not be kept for longer than is necessary 

6) be processed in accordance with the rights of data subjects 

7) have appropriate technical and organisational measures to guard 
against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data 

8) not be transferred outside the European Economic Area (EEA) without adequate 
protection 

 

Data Protection 

Subject Access Request 

Under the Data Protection Act (2018) anyone has the right to see and have a copy of infor-
mation about them which is held by the Trust, this is known as a Subject Access Request.   
 
Details on how to request information can be found in the Fair Processing Policy on the 
Trust Website or in the leaflet ‘Your Health and Social Care Records’ which is available for 
patients in all waiting areas. 



Data Protection Dos 
 

Do understand and comply with the 
eight DPA principles at all times  

 

Do observe all Trust guidance, 
codes of practice and procedures 
concerning the collection and use of 
person-identifiable information 

 

Do think about person-identifiable In-
formation held as though it were held 
about you – respect confidentiality 
and the rights of the data subject 

 

Do ensure you have a suitable Data 
Sharing or Processing Agreement or 
contract in place when sharing or pro-
cessing person identifiable infor-
mation  

 

Data Protection DON’TS 
 

Don’t  delay – upon receipt of a 
Subject Access Request from an 
individual for information held about 
them, immediately notify the Health 
Records Medical Legal team for pa-
tient requests or the Human Re-
sources Team for all staff requests 

 

Don’t leave person-identifiable in-
formation insecure in any way, 
whether paper files or electronic In-
formation 

 

Don’t  erase or alter person- identi-
fiable information which is the focus 
of a Subject Access Request 

 

Don’t  use personal data held for 
one purpose for a different purpose 
without permission from the data 
subject 

 

Don’t  send or store outside EEA 
without informing the IG team 
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Policy Summary  
 
This policy sets out the Trust’s obligation to comply 
with Data Protection Legislation. Data Protection Act 
2018 states “The data protection legislation means; the 
General Data Protection Regulations (GDPR), the 
applied GDPR, the Act and regulations made under 
this Act”.  This policy informs all staff of their 
responsibilities under the legislation.  Information must 
be kept securely and confidentially at all times. 
 

  

Policy Title: 
Data Protection, Caldicott and Disclosure 
Policy 

Reference and Version No: 
IG5 Version 10 

Author and Job Title: 
Neil Dobinson, Head of IG and HCR 
Executive Lead – Chief Information and 
Technology Officer 

Validated By: 
Information Governance Group 

Ratified By:  
IM&T Steering Group 

Date Issued: 
28 June 2018 
 
Date for Review: 
31 May 2021 
 
Related Documents 
IG9  Information Security Policy  
NHS Confidentiality Code of Practice 
IG25 Records Management Policy 
IG12 Health Records Management Policy  
IG35 Information Risk Policy  
IG11 Data Quality Policy 
IG23 Secure Disposal of IT Equipment  
Policy  
IG37 Email, Internet and Digital Media 
Acceptable Use Policy  
RM14 Serious Untoward Incident Policy  
HR24 Disciplinary Policy  
NIGB Guidance – Requesting Amendments 
to Health and Social Care Records 
IG39 Secure Transfer of Personal, 
Confidential or Sensitive Information Policy  

 
This Policy is Intended for: 

All Trust Staff 

The Trust is committed to the fair treatment of all, regardless of age, colour, disability, ethnicity, 
gender, gender reassignment, nationality, race, religion or belief, responsibility for dependants, sexual 
orientation, trade union membership or non-membership, working patterns or any other personal 
characteristic. This policy and procedure will be implemented consistently regardless of any such 
factors and all will be treated with dignity and respect. To this end, an equality impact assessment has 
been completed on this policy.  
 



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 2 of 73 (Date for review 31 May 2021) 
 

Policy Revisions Change Control 

The table below identifies the areas where this policy has been reviewed; where these are 
minor changes staff should ensure that they take this opportunity to refresh knowledge of 
the whole policy and their responsibilities in relation to this and not just focus on the minor 
changes.   

Policy 
Ref 

Version 
Number 

Revision 
to 

Section 
Description of Revisions Made Approved 

Date 

IG5 7 Section 1 Reference to Privacy Impact Assessments within 
introduction 11/11/2014 

 
 Section 2 

 
Definitions changed to Scope 
Data Protection Principles moved to Appendix 5 

11/11/2014 

  Section 3 Your responsibilities 11/11/2014 

 
 Section 4 

 
Roles and responsibilities 
Secure transfers of Personal Data moved to Section 6 

11/11/2014 

  Section 5 Regulatory Compliance with Data Protection Act 1998 
Incident reporting moved to Section 7 

11/11/2014 

  Section 6 Secure transfers of Personal Data 
Code of Conduct moved to Section 8 

11/11/2014 

  Section 7 Incident reporting 
Monitoring and compliance moved to Section 9 

11/11/2014 

  Section 8 Code of Conduct 11/11/2014 

  Section 9 Monitoring and compliance 11/11/2014 

  Appendix 1 Privacy Impact Assessment 11/11/2014 

  Appendix 2 Caldicott Approval form 11/11/2014 

  Appendix 3  Information sharing flow chart 11/11/2014 

  Appendix 4 NIGB Guidance for requesting amendments to health 
and social care records 11/11/2014 

  Appendix 5 Data Protection Principles 11/11/2014 

  Appendix 6 Caldicott Principles 11/11/2014 

  Appendix 7 Secure transfers of personal data 11/11/2014 

  Appendix 8 Telephone guidance 11/11/2014 

  Appendix 9 Guidelines for physical transportation of sensitive, 
confidential and person identifiable data 11/11/2014 

 

8 Full Policy 
Review 

Full policy review and refresh, now incorporates 
information disclosure.  Removal of specific guidelines 
regarding transfer of information as this is now covered 
in new policy IG39 Transfer of Information 

 

 9 Content List updated 14/05/2018 

  Section 1 Introduction 14/05/2018 

  Section 2 Scope  14/05/2018 
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Policy 
Ref 

Version 
Number 

Revision 
to 

Section 
Description of Revisions Made Approved 

Date 

  Section 3 Employee Responsibilities 14/05/2018 

  Section 4 Management Responsibilities 14/05/2018 

 
 Section 5 Regulatory Compliance with Legislative and 

Contractual Requirement 14/05/2018 

  Section 6 Consent and Data Subjects Rights 14/05/2018 

 
 Section 7 Disclosure Exemptions under Data Protection 

legislation and Confidentiality: NHS Code of Practice 14/05/2018 

  Section 8 Data Privacy Impact Assessment (DPIA) 14/05/2018 

  Section 9 Working and Sharing Information 14/05/2018 

  Section 10 Procedures for Ensuring Safe Transfer of Information 14/05/2018 

 
 Section 11 Use of Patient Confidential Information for Clinical 

Training and Research 14/05/2018 

 
 Section 12 Use of Personal and Sensitive Information for Systems 

Testing and Development 14/05/2018 

  Section 13 Compliance and Assurance 14/05/2018 

  Section 14 Consequences of a Breach of Policy 14/05/2018 

 
 Section 15 Data Protection, Confidentiality and Disclosure 

Caldicott Work Plan 14/05/2018 

 
 Section 16 Monitoring Compliance of Confidentiality and Data 

Protection Review 14/05/2018 

  Appendix A Data Protection Definitions 14/05/2018 

  Appendix B Trust NHS Confidentiality Code of Conduct 14/05/2018 

 
 Appendix C General Data protection Regulation Principles (Article 

5) 14/05/2018 

  Appendix E Disclosure of information to the police, probation or 
social services 14/05/2018 

  Appendix H Information Sharing Protocol 14/05/2018 

  Appendix I Data Protection Impact Assessment (DPIA) 14/05/2018 

 9 Appendix F Data Protection Disclosure Record. Updated form  28/6/2018 
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1. Introduction 
 

This policy replaced the previous Data Protection and Caldicott Policy and has been 
expanded to incorporate the disclosure of information using the telephone and intrusive 
technologies, the release of information to Community Health providers, the Police, Her 
Majesty’s Armed Forces, consent and the use of Information Sharing agreements and 
protocols. 
 
This policy is also updated with the requirements and obligations of the new data 
protection legislation which comprises of The General Data Protection Regulations 
(GDPR) and the Data Protection Act 2018.  The General Data Protection Regulations are 
an EU Directive which sets out more obligations for data controllers and data processers.  
As the UK will leave the EU in March 2019, the GDPR will need some adjustments to 
benefit the UK, therefore the Data Protection Act 2018 will set out the required 
adjustments to ensure the safe flow of data between the UK and other countries in the EU 
and USA. 
 
This policy also mandates the use of Data Protection Impact Assessments (DPIAs) 
(previously known as Privacy Impact Assessments (PIAs)) as Appendix I, which are to 
be used to ensure that any new or amended policy, system, processes, procedure, or 
activity that involves the use of personal data (information), special categories of data 
(previously known as sensitive personal information), is appropriately assessed to 
establish and record how this impacts on the data subjects and to recommend 
appropriate action to mitigate this impact.  
 
North Tees and Hartlepool NHS Foundation Trust is required to meet its legal obligations 
and NHS requirements concerning confidentiality and information security standards. The 
requirements within this policy are primarily based upon the GDPR, Data Protection Act 
2018 (DPA) and the NHS Code of Practice: Confidentiality (Code of Confidentiality). 
These are two key standards which cover the security and confidentiality of personal 
information within the NHS, United Kingdom and the European Economic Area. 
 
A definition of personal data and special categories of data is included as Appendix A to 
this policy. 
 
Like all NHS Organisations, North Tees and Hartlepool NHS Foundation Trust holds and 
processes data about its employees, patients and other individuals for various purposes 
(e.g. the effective provision of healthcare services or; for administrative purposes such as 
payroll). To comply with data protection, personal identifiable data must be collected and 
used fairly, stored safely and not disclosed to unauthorised persons. The data protection 
legislation and Code of Confidentiality apply to both manual and electronic data. 
 
The Trust also has a duty to comply with additional guidance issued by the Department of 
Health, the NHS Executive, Monitor, and other professional bodies. All NHS employees 
have a duty of confidence to patients and colleagues under common law.  
 
The failure of the Trust, and or employees, volunteers or contractors to comply with DPA 
legislation could potentially result in a subsequent investigation by the Information 
Commissioners Office, with the possible risk of being fined up to €20 million or 4% of 
global annual turnover, whichever is higher for very serious breaches.  

Compliance with the policy will provide assurance to the Trust and to individuals that all 
personal and special categories of data processed by the Trust is dealt with legally, 
securely, effectively and efficiently, in order to deliver the best possible care to patients. 
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The Trust will establish and maintain policies and procedures to ensure compliance with 
the requirements contained in the NHS Digital Data Security and Protection Toolkit 
(previously known as the Information Governance Toolkit). 

2. Scope 
 

The Policy applies to the Trust and all employees, contractors, third party partner 
organisations, suppliers, directors, governors, volunteers and all honorary contracted staff 
(employees). 
 
This policy covers records held and processed by North Tees and Hartlepool NHS 
Foundation Trust in any medium. The Trust is responsible for its own records under the 
terms of the DPA and it has submitted itself as a Data Controller to the Information 
Commissioner. 
 
This policy covers all aspects of information within the organisation, including (but not 
limited to): 
 

 Patient/staff/client/service user information 
 Personal data (including special categories of data) 
 Organisational information 
 

This policy covers all aspects of handling information, including (but not limited to): 
 

 Structured  and unstructured record systems – paper and electronic 
 Transmission of information – fax, email, post and telephone 
 Information systems managed and/or developed by, or used by the Trust 

 
This policy covers all information systems purchased, developed and managed by, or on 
behalf of, the Trust and any individual, directly or otherwise engaged by the organisation. 
 
3. Employee Responsibilities 

 
As an employee of the Trust you are subject to an obligation of confidentiality to all 
personal, sensitive and commercial data processed by the Trust and as such you must 
adhere to the data protection legislation, Caldicott Guidelines and NHS Information Security 
Procedures, which form part of all employee Terms and Conditions of Employment.  
 
All staff must adhere to the NHS Confidentiality Code of Conduct without exception.  The 
code of conduct should be provided to all staff at induction. The code of conduct is 
attached to this Policy as Appendix B.  
 
Employees of external organisations who are provided with access to any personal, 
sensitive or commercial data processed by the Trust must sign Appendix B1 and suitable 
contractual arrangement to protect and indemnify the Trust against improper use must be 
in place. 
 
Professional bodies (e.g. National Midwifery Council (NWC), General Medical Council 
(GMC)) provide additional supplementary advice and guidance for their own disciplines. 
These guidelines should not conflict with this policy or legislative requirements. 
 
 

https://nww.igt.hscic.gov.uk/
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While you are at work you may have access to data about patients/colleagues and/or the 
Trust. You may come in to contact with this type of information during the course of your 
work or simply see, hear or read something while you are working. Circumstances may 
occur where you believe that a duty of care, either to the patient or to the staff member 
overrides the duty of confidentiality. In these circumstances you must discuss the matter 
with your supervisor/line manager in the first instance, or escalate it to the next senior 
manager and/or, where practicable, obtain advice from the Trust Caldicott Guardian or 
Information Governance Manager. The discussion and outcome must be thoroughly 
documented and retained for future reference.  
 
A copy of these documents must be provided to the Information Governance Manager for 
audit purposes. Otherwise, you must keep this data confidential. 
 
Any unauthorised disclosure of data by a member of staff may be considered as a 
disciplinary offence and could be subject to the Trusts Disciplinary Procedures. 
 
This policy, and its supporting standards and work instructions, are fully endorsed by the 
Trust Board through the production of these documents and their minuted approval. 
 
Every member of staff is personally responsible to take precautions to ensure and 
maintain the security of confidential personal data both whilst it is in their possession and 
when it is being transferred from one person or organisation to another 
 
4. Management Responsibilities 

 
4.1  The Chief Executive Officer 

 The Chief Executive Officer (CEO) has ultimate responsibility for the Data 
Protection, Confidentiality and Disclosure Policy within the Trust. Implementation 
of, and compliance with this policy is delegated to the Caldicott Guardian and 
designated Data Protection Officer, the Information Governance Manager and the 
members of the Digital Strategy Board. 
 

4.2  Data Protection Officer 
The Data Protection Officer (DPO) is responsible for ensuring all data processing 
activities of personal data complies with all data protection legislative 
requirements.  The DPO will monitor compliance, ensuring policies; awareness 
raising and training of processing personal data is available to all staff.  The DPO 
will act as a point of contact for all staff and provide advice and guidance on 
completion of data protection assessments (DPIAs).  The DPO will report any risks 
or issues to the Chief Executive. 
 

4.3  Caldicott Guardian 
The Caldicott Guardian is responsible for protecting the confidentiality of patient 
and service-users, and enabling appropriate data sharing with external and 
collaborative agencies.  
 
The Guardian plays a key role in ensuring that NHS, Local Authorities with 
Community Health and Social Care Responsibilities and partner organisations 
satisfy the highest practical standards for handling patient identifiable information. 
 
Acting as the 'conscience' of an organisation, the Guardian actively supports work 
to enable data sharing where it is appropriate to share, and advises on options for 
lawful and ethical processing of data. 
 

 The Caldicott Guardian also has a strategic role, which involves representing and 
championing Information Governance requirements and issues at Board or 
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management team level and, where appropriate, at a range of levels within the 
organisation's overall governance framework. 

 
4.4 Senior Information Risk Owner (SIRO) 

The SIRO is accountable for the overall development and maintenance of 
information governance throughout the Trust, which includes; 

 
 Promoting a culture for protecting and using data; 
 Provides a focal point for managing information risk and incidents; 
 Is concerned with the management of all information assets. 
 Reporting the management of information risk directly to the Board 

 
4.5  Information Governance (IG) Manager  
 The IG Manager is responsible for supporting the day to day IG function and works 

closely with the Data Protection Officer and Caldicott Guardian on confidentiality 
and Data Protection matters such as, training, investigations and IG Compliance. 

 
4.6  Directorate, General and Clinical Managers and Heads of Departments 

Data Protection procedures will vary from department to department and across 
disciplines. It is the responsibility of Directorate, General, and Clinical Managers 
and Heads of Department to ensure adequate and compliant procedures are 
developed to handle personal data and special categories of personal data. 
 
This includes the responsibility to ensure that new systems or procedures used for 
the processing of personal and sensitive personal data are carried out with 
reference to the Data Protection Impact Assessment (Appendix I) 
 
General and Clinical Managers and Heads of Department may delegate the day to 
day running of operational procedures, but may not delegate overall responsibility 
for the handling of personal data and sensitive personal data within their 
departments. 

 
4.7  Information Asset Owners (IAO) and Information Asset Administrators 

 (IAA) 
The Trust has identified and defined IAO’s within each directorate. IAO’s assume 
particular responsibility for information systems (information assets) which process 
personal, sensitive or commercially sensitive information within their directorate.  
This is further defined within the Information Risk Policy IG35. 
 
The IAO will ensure each information asset 'owned' by them, has an assigned IAA. 
The IAO must identify an appropriate member of staff as the IAA for any new 
electronic systems before the procurement, development or introduction of the new 
system commences. 
 
The IAA will assume responsibility for the compliance with data protection legislation 
and this policy of the information asset for which they are the nominated IAA. 
However all employees involved in the procurement, development or introduction of 
such information assets, including health information systems, must ensure that 
best practice principles are incorporated during the procurement and design stage. 
This may mean introducing access controls or splitting information flows where one 
information flow is used for several purposes. Where for whatever reason an IAA 
has not been identified, the IAO may assume the role of the IAA. The manager of 
the team or department procuring or developing the information assets must inform 
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the directorate IAO and the Information Governance Manager of the directorate 
introducing the new asset.  

The IAO will also be responsible for ensuring that the asset is audited against this 
policy before implementation and on a regular basis; at least annually.  
 

5. Regulatory Compliance with Legislative and Contractual Requirement 
 

North Tees and Hartlepool NHS Foundation Trust has a legal obligation to comply with all 
appropriate legislation in respect of Data, Information and IT Security. It is essential that 
patient identifiable information (PID) is handled, processed and released in a strictly 
controlled manner. This document sets out the Trusts policy for the management of 
confidential information. 
 
5.1 The Data Protection legislation (GDPR and The Data Protection Act 2018) 
 The lawful and correct treatment of personal information is vital to the successful 

operation of, and maintaining the confidence with the Trust and the individuals with 
whom it deals. Therefore, the Trust will, through appropriate management and 
strict application of criteria and controls:  

 
 Observe fully conditions regarding the fair collection and processing of data 
 Meet its legal obligations to specify the purposes for which data is used 
 Collect and process appropriate data and only to the extent that it is needed; 
 Use compliant process to fulfil operational needs to comply with any legal 

requirements; 
 Ensure the quality of data used is accurate; 
 Apply strict checks to determine the length of time data is held and establish a 

compliant disposal process where necessary; 
 Audit compliance with legislation and appropriate standards and escalate findings to 

the IAO and IMIG committee. 
 Ensure that the rights of people about whom data is held can be fully exercised 

under the legislation. (These include: the right to be informed that processing is 
being undertaken; the right of access to one’s personal information; the right to 
prevent processing in certain circumstances; the right to correct, rectify, block or 
erase information.); 

 Take appropriate technical and organisational security measures to safeguard 
personal and sensitive personal data; 

 Ensure that personal data is not transferred abroad without suitable safeguards. 
 

The Data Protection legislation lays down regulations for the handling of personal 
data. For all such data it is essential to abide by the principles in article 5 of GDPR 
which govern the care and use made of the data.  
 
A detailed list explanation of the Data Protection Principles have been included 
in this policy in Appendix C. 

 
5.2 Personal Data 
 Personal data refers any information relating to an identified or identifiable living 

individual (data subject) an identifiable individual is one who can be identified, 
 

 directly or indirectly, in particular, by reference to an identifier such as a name,  
 an identification number,  
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 location data,  
 an online identifier e.g. including IP addresses, internet cookies. 
 one or more factors specific to the physical, physiological, genetic, e.g. DNA, 

mental, economic, cultural or social identity of that natural person. 
 

5.3 Special Categories of Data 
 Special Categories of Data was previously referred to as sensitive information under 

preceding legislation (Data Protection Act 1998) and refers to any personal data 
revealing; 

 
 racial or ethnic origin,  
 political opinions,  
 religious or philosophical beliefs,  
 trade union membership,   
 the processing of genetic data,  
 biometric data for uniquely identifying an individual,  
 data concerning health or  
 data concerning an individual’s sex life or sexual orientation  

 
5.4 Processing data 
 The processing of data, means any operation or set of operations which is 

performed on personal data or on sets of data, whether by automated means or 
not, such as; 

 
 collection, recording, organisation, structuring, storage,  
 adaptation or alteration,  
 retrieval, consultation, use,  
 disclosure by transmission, dissemination or otherwise making available, 
 alignment or combination,  
 restriction, erasure or destruction;  

 
Under GDPR, for processing to be lawful the Trust must satisfy a lawful basis for 
each processing activity under article 6 (processing personal data) and article 9 
(processing special categories of data).  It is important to determine the legal basis 
for each processing activity and record this within a data flow register.  It is vital to 
choose the correct lawful basis for processing as it will influence patients and 
employees rights to their data. 

 
5.4.1 Processing personal data (Article 6) 
 In order to process personal data, one of the lawful basis’ listed below must be 

applied; 
 

a) The data subject has given consent to the processing for one or more specific 
purposes 

b) Processing is necessary for the performance of a contract with the data subject or 
to take steps to enter into a contract 

c) Processing is necessary for compliance with a legal obligation 
d) Processing is necessary in order to protect the vital interests of the data subject or 

another natural person 
e) Processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller includes  
processing of personal data that is necessary  
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I. for the administration of justice 
II. the exercise of a function of either Houses of Parliament, the exercise of a 

function conferred on a person by an enactment 
III. the exercise of a function of the Crown, a Minister of the Crown or a 

government department.  
f) Processing is necessary for the purposes of the legitimate interests pursued by 

the controller or by a third party, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the data subject which require 
protection of personal data, in particular where the data subject is a child.  

 
5.4.2 Processing special categories of data (Article 9) 
 In order to process personal data, one of the lawful basis’ listed below must be 

applied; 
 

a) The Data Subject has given explicit consent to the processing for one or more 
specific purposes 

b) The processing is necessary for the purposes of exercising obligations or rights of 
the controller or data subject under employment, social security or social 
protection laws, 

c) Processing is necessary to protect the vital interests of the data subject or of 
another individual where the data subject is physically or legally incapable of 
giving consent; 

d) Processing carried out by a not-for-profit body with a political, philosophical, 
religious or trade union aim provided the processing relates only to members or 
former members (or those who have regular contact with it about those purposes) 
and provided there is no disclosure to a third party without consent  

e) Processing relates to personal data which are manifestly made public by the data 
subject  

f) Processing is necessary for the establishment, exercise or defence of legal claims 
or whenever courts are acting in their judicial capacity 

g) Substantial Public Interest - A condition in this Part of this Schedule is met only if, 
when the processing is carried out, the controller has an appropriate policy 
document in place. 

h) This condition is met if the processing is necessary for health or social care 
purposes.  “Health or social care purposes” means  

I. preventive or occupational medicine, 
II. the assessment of the working capacity of an employee, 
III. medical diagnosis, 
IV. the provision of health care or treatment, 
V. the provision of social care, or 
VI. the management of health care systems or services or social care systems 

or services. 
i) Public health - This condition is met if the processing 

I. is necessary for reasons of public interest in public health, and 
II. is carried out -  

 by or under the supervision of a health professional, or 
 by another person who in the circumstances owes a duty of 

confidentiality under an enactment or rule of law.  
j) Archiving, Research and statistics.  This condition is met if the processing 

I. is necessary for archiving purposes, scientific or historical research 
purposes or statistical purposes, 

II. is carried out in accordance with Article 89(1) of the GDPR (as 
supplemented by section 18), and 

III. is in the public interest.     
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5.5 Notification to the Information Commissioner 
 The Data Protection legislation requires every Organisation that processes personal 

data to register with the Information Commissioner’s Office (ICO), unless they are 
exempt. Failure to do so is a criminal offence. Copies of North Tees and Hartlepool 
NHS Foundation Trust registration No Z1142263 is held by the Information 
Commissioners’ Office and is available to the public via the ICO’s website at: 
http://ico.org.uk/esdwebpages/search  

 
 All processing of personal or special category data by the Trust and its wholly 

owned subsidiaries will be registered under the Trust’s global notification. 
 
 This responsibility of maintaining the Trust’s registration will lie with the Information 

Governance Manager, who will to ensure that all uses and disclosures of personal 
data are specified within the registration. Failure to register personal data or 
knowingly to use data other than as registered will constitute an offence under the 
data protection legislation; this may result in the Trust and/or individual employees 
being prosecuted and fined. 

 
 The registration is checked regularly by the Information Governance Manager to 

ensure that all uses and disclosure of personal data are specified within the 
registration. 

 
 It is also, essential that the Trust’s registration is kept up to date, and Managers and 

all staff are responsible for informing the Information Governance Manager of any 
new uses of person identifiable information.   

 
5.6  Confidentiality: NHS Code of Practice and the Caldicott Committee Report 
 In 1997 the Caldicott Committee introduced stringent guidelines in the recording, 

access and use of personal data within the NHS. This document was called the 
Confidentiality: NHS Code of Practice.  This Code mandated Each NHS 
organisation is required to have a Caldicott Guardian; this was mandated for the 
NHS by Health Service Circular: HSC 1999/012. The mandate covers all 
organisations that have access to patient records. 

 
 For further guidance staff should go to:  
 https://www.gov.uk/government/publications/confidentiality-nhs-code-of-practice  
 
5.7  Caldicott 2 Report 
 The original Caldicott Report, established six principles for NHS bodies (and parties 

contracting with such bodies) to adhere to in order to protect patient information and 
confidentiality. Despite these principles, and the provisions of the Data Protection 
Act 1998 that followed, there were almost 200 serious data protection breaches 
reported to the Information Commissioner relating to NHS bodies in 2012. Against 
this background, it is acknowledged that NHS staff have become more reluctant to 
share information given the potential sanctions in doing so inappropriately. 

 Accordingly, the government commissioned Dame Fiona Caldicott to conduct a 
further Information Governance Review (the “Review”) which was published at the 
end of April 2013. 

 “The duty to share information can be as important as the duty to protect patient 
confidentiality”. The Review highlights that for health professionals to act in a 
patient’s best interest, they need to have all the available information about the 
patient to do so. However, it is acknowledged that current information governance 
provisions (or at least the interpretation of them) have led to information not being 

http://ico.org.uk/esdwebpages/search
https://www.gov.uk/government/publications/confidentiality-nhs-code-of-practice
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shared when it should be. Accordingly, Recommendation 2 of the Review 
specifically states that: 

 
“for the purposes of direct care, relevant personal confidential data should be 
shared among the registered and regulated health and social care professionals 
who have a legitimate relationship with the individual.  
Further, the Review also recognises that there are certain situations when sharing 
of personal information is not just preferable, but vital. An example given of this is 
within public health medicine in order to identify people at risk during an outbreak of 
an infectious disease, or to carry out health improvement and research exercises. 

 
5.8  Caldicott Guardian Registration 
 All NHS Trusts are required to maintain and update their Caldicott Guardian 

Registration managed by NHS Digital.  This function is carried out by the IG 
Manager and a copy of the registration document is accessible on the NHS Digital 
website. 

5.9  Caldicott Principles 
 The Caldicott principles were recommended by the Caldicott Committee as a 

guide for the NHS for the use of, and transfer of patient identifiable information. A 
seventh principle was added following the Caldicott 2 Report. 
 

 The seven principles provided by the Caldicott Report are the baseline for good 
 practice:  
 

1. Justify the purpose for using confidential information  
2. Only use it when absolutely necessary  
3. Use the minimum that is required  
4. Access should be on a strict need to know basis  
5. Everyone must understand his or her responsibilities  
6. Understand and comply with the law  
7. The duty to share information can be as important as the duty to protect confidential 

information 
 
 A detailed explanation of the Seven Caldicott Principles are contained within 
 Appendix D 
 

The Trusts Caldicott Function Plan is developed on an annual basis and details 
the role and responsibilities of the Caldicott Guardian.  The main responsibility of 
the Caldicott Guardian is to ensure personal data is processed lawfully, in 
particular when the Trust is sharing data with other organisations.  Such proposed 
processing must be approved by the Caldicott Guardian, the Caldicott Approval 
Guidelines and Approval Form provides further guidance and can be found on the 
Information Governance Trust intranet page.  

 
6. Consent and Data Subjects Rights 
 
6.1 Consent 
 Previous legislation required explicit, freely given, specific and informed consent in 

order to be able to lawfully process the personal or sensitive personal information.  
However under new data protection legislation this is not the case.  There are 
more lawful basis under Article 6 and 9 of GDPR meaning the Trust does not have 
to rely on obtaining consent to process personal data, particularly when 
processing data for direct healthcare purposes.  However if the Trust cannot 
satisfy another lawful basis, i.e. research purposes, sharing with other 
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organisations outside of legal obligation (safeguarding) then consent must be 
obtained as the lawful basis for processing. 

 
To obtain explicit, freely given, specific and informed consent from the subject is 
applicable to processing data of both employees and patients. This is fairly straight 
forward to manage for employees, but due to the very nature of health care this is 
not always the case when dealing with the data of patients. If patients consent is to 
be obtained as the lawful basis for processing, a patient must be fully informed of 
the following; 

 
 What information will be collected 
 The purpose of the processing 
 Who it will be shared with (internally and externally to the Trust) 
 How the data will be stored 
 How long the data will be processed/held for 

 
It is still very important that reasonable efforts are made to ensure that patients 
understand how their information is to be used to support their healthcare and that 
they have no objections.   

 
A data subject can withdraw their consent at anytime and the Trust must act on 
this request and stop processing the data immediately, only when obtained 
consent is the applied lawful basis. 
Patients entrust us with, or allow us to gather extremely sensitive data relating to 
their health and other matters as part of their seeking treatment.  They do so in 
confidence with a legitimate expectation that staff will respect their privacy and act 
appropriately.  In some circumstances patients may lack the competence to 
extend this trust, or may be unconscious, but this does not diminish the duty of 
confidence.  It is essential, if the legal requirements are to be met and the trust of 
patients is to be retained, that the NHS and North Tees and Hartlepool NHS 
Foundation Trust, provides, and is seen to provide, a confidential service.   
 
Personal or special categories of data that can identify any individual must not be 
used or disclosed for purposes other than for which it was provided without the 
individual's explicit consent, some other legal basis or where there is a robust 
public interest or legal justification to do so.   
 
Anonymised data is not confidential and may be disclosed in some 
circumstances.  Guidance contained in Confidentiality: NHS Code of Practice 
(November 2003) should be followed. 
 
Consent and Compliance with the DPA and Code of Practice:  Confidentiality 
In order to promote a healthcare service which is open and transparent the Trust 
has developed a series of leaflets and posters which provide patients with specific 
information about how their information will be collected, stored, used and shared 
with partner organisations for the provision of continued healthcare. Similarly, the 
Trust website includes a dedicated page to make explicit reference to the how 
patient information is processed: http:\\www.nth.nhs.uk 
 

6.2 Data Subjects Rights 
Data protection legislation provides data subjects with certain rights relating to the 
processing of their information under certain circumstances.  The rights are; 

 
 The right to be informed 
 The right of access  

http://www.dh.gov.uk/PublicationsAndStatistics/Publications/PublicationsPolicyAndGuidance/PublicationsPolicyAndGuidanceArticle/fs/en?CONTENT_ID=4069253&chk=jftKB%2B
http://www.nth.nhs.uk/
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 The right to rectification  
 The right to erasure  
 The right to restrict processing  
 The right to data portability (Does not apply in a healthcare setting). 
 The right to object 
 Rights in relation to automated decision making and profiling 

 
6.2.1 Right to be informed (Articles 13 & 14) 
 Individuals have the right to be informed about the collection and use of their 

personal data. This is a key transparency requirement set out in Articles 13 and 14 
of GDPR.  The Trust must provide individuals with information including: purposes 
for processing their personal data, retention periods for holding that personal data, 
and who it will be shared with.  

 
 Information on how the Trust process personal data will be set out in the Trust 

Privacy notice available on the Trusts website, however staff must provide privacy 
information to individuals at the time personal data is collected from them.  There 
are a few circumstances when you do not need to provide people with privacy 
information, such as if the data subject already has the information or if it would 
involve a disproportionate effort to provide it to them.  The information provides to 
data subjects must be concise, transparent, intelligible, easily accessible, and it 
must use clear and plain language. 

 
6.2.2 Right of Access by the data subject (Article 15) 

Under article 15 of GDPR data subjects have the right to access their personal data 
and supplementary information the Trust processes about themselves..  This right 
access also allows individuals to be aware of and verify the lawfulness of the 
processing. 
 
The data subject shall have the right to obtain from the Trust confirmation as to 
whether or not personal data concerning him or her are being processed, and, 
where that is the case, access to the personal data and the following information: 

 
(a) the purposes and legal basis of the processing; 
 
(b) the categories of personal data concerned; 
 
(c) the recipients or categories of recipient to whom the personal data have been or will 

be disclosed, in particular recipients in third countries or international organisations; 
 
(d) where possible, the envisaged period for which the personal data will be stored, or, 

if not possible, the criteria used to determine that period; 
 
(e) the existence of the right to request from the Trust rectification or erasure of 

personal data or restriction of processing of personal data concerning the data 
subject or to object to such processing; 

 
(f) the right to lodge a complaint with the ICO; 
 
(g) where the personal data are not collected from the data subject, any available 

information as to their source; 
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(h) the existence of automated decision-making, including profiling giving meaningful 
information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

 
(i) Where personal data are transferred to a third country or to an international 

organisation, the data subject shall have the right to be informed of the appropriate 
safeguards relating to the transfer.  

 
A request for access to records / data must be processed under the Access to 
Records Procedure SOP HCR-SAR01.   
 
The Trust is legally obligated to provide data held about the data subject within 30 
days. 
 
Access to Medical Records 
All patient requests for access should be forwarded to the Medical Records 
department  For additional support, help, advice and guidance please contact 
either the Medical Records Manger on or IG Manager. 
 
Employees Access to their Employment Records 
Employee personal data is governed by the data protection legislation and their 
rights of access to data, privacy, dignity and confidentiality remain the same as for 
patients. 
 
To ensure compliance and impartial management of all employee Subject Access 
Requests, the Human Resources (HR) department will act as a central hub for all 
such requests. Where any employee is in receipt of such a request, this must be 
immediately securely forwarded to the HR department for processing.  

For additional support, help, advice and guidance please contact either the Human 
Resources Department or IG Manager. 

Complaints about Access  
If a data subject or their representative is unhappy with the outcome of their 
access request, such examples may include, information withheld from them or 
they feel their data has been recorded incorrectly within their record. To help 
rectify the complaint, the data subject or their representative can go through the 
following channels:- 

 
 An informal meeting with the lead health professional in the case of a patient or 

senior manager for staff may help to resolve the complaint 
 If the health professional / senior manager feels that they cannot do anything for the 

data subject, the data subject can make a complaint through the Trust's Complaints 
procedure 

 A request for intervention can be made to the Trust’s Caldicott Guardian or Data 
Protection Officer 

 Ultimately, the Data Subject may not wish to make a complaint through the NHS 
Complaints Procedure and can take their complaint direct to the Information 
Commissioner; information on how to do so should be provided to the data subject.  
Alternatively, if the patient or their representative wishes to do so, they may seek 
legal independent advice to pursue their complaint 

 See also section 6.2.3 – The Right of Rectification 
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6.2.3 Right to rectification (Article 16) 
A data subject has the right to have personal data concerning them to be rectified 
by the Trust without undue delay where it is inaccurate, considering the purposes of 
the processing, the data subject shall have the right to have incomplete personal 
data completed, and this may be by providing a supplementary statement.  
 
The DPA / GDPR sets out the following rights: 

 
 The Trust must, if so requested by a data subject, rectify without undue delay 

inaccurate personal data relating to the data subject 
 Where personal data is inaccurate because it is incomplete, the Trust must, if so 

requested by a data subject, complete it.  In appropriate cases, this may also be 
fulfilled by the provision of a supplementary statement. 

 Where the Trust would be required to rectify personal data under the DPA but the 
personal data must be maintained for the purposes of evidence, the Trust must 
(instead of rectifying the personal data) restrict its processing. 
 
Requests for rectification to patient records should be directed to the Medical 
Records department for action.  Requests for rectification to staff records should be 
directed to the Human Resources department for action.   

6.2.4 Right to Erasure (Article 17) 
 A data subject has the right to have personal data concerning them erased by the 

Trust without undue delay where one of the following applies: 
 

 The personal data is no longer necessary in relation to the purposes for which it was 
collected or otherwise processed 

 The data subject withdraws the consent or explicit consent on which the processing 
is based and where there is no other legal ground for the processing.   

 Where the data subject exercises their ‘right to object’ regarding processing in the 
public interest or legitimate interests of the DC, (Article 21(1)) and there are no 
overriding legitimate grounds for the processing, or the data subject objects to the 
processing for direct marketing purposes, (Article 21(2))  

 The personal data have been unlawfully processed  
 The personal data must be erased for compliance with a legal obligation  
 The personal data have been collected in relation to the offer of information society 

services referred to in Article 8(1) relating to a child’s data. 
 

It is noted that the Trust would not ordinarily rely on consent as its legal basis to 
process data in relation to direct healthcare, however where it does then (2) and 
(3) above would apply.  

 
6.2.5 Right to restrict processing (Article 18) 
 Article 18 of GDPR states that the data subject shall have the right to obtain from 

the controller restriction of processing where one of the following applies:  
 

 the accuracy of the personal data is contested,  
 the processing is unlawful, but the data subject opposes erasure and requests the 

restriction of their use instead;  
 The controller no longer needs the personal data, but are required by the data 

subject for the establishment, exercise or defence of legal claims;  
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 The data subject has objected to processing regarding Article 21(1) (public interest 
or legitimate interests of DC) pending the verification whether the legitimate grounds 
of the controller override those of the data subject.  

When processing of personal data is restricted, the Trust is permitted to store the 
personal data, but not further process it.  Enough information about the individual 
must be retained to ensure that the restriction is respected in future. 
 
The Trust must communicate any rectification or erasure of personal data or 
restriction of processing carried out in accordance with Article 16, Article 17(1) and 
Article 18 to each recipient the Trust has shared the data subject’s personal data 
with i.e. other health organisations, unless this proves impossible or involves 
disproportionate effort.  The data subject shall be informed of the recipients if they 
request such information  
 

6.2.5.1 For the Provision of direct Health Care  
 North Tees and Hartlepool NHS Foundation Trust works with a number of NHS 

organisations and independent treatment centres to provide the patient with the 
best possible care. In order to do this, patient information may be shared securely 
to provide care in local, central and peripheral locations.  A data subject may 
choose to prohibit this information from being disclosed to other health 
professionals involved in providing care, it might mean that the care that can be 
provided is limited and, in some circumstances, it will not be possible to stop the 
disclosure i.e. legal obligation 

 
 However, sometimes the law requires that we disclose or report certain data but 

that is only done after formal authority by the Courts or by a qualified health 
professional. Examples include reporting a serious crime which involves murder, 
manslaughter rape, treason, kidnapping, child abuse or infectious diseases that 
may endanger the safety of others, such as meningitis or measles, but not 
HIV/AIDS.  

 
 Additional guidance on dealing with such disclosures is contained in section seven 

of this policy. 
 
6.2.5.2 To Relatives or Carers 
 Data subjects may wish to restrict the amount of data about their healthcare to 

their relatives. Patients should be encouraged to be very explicit if there is anyone 
that they do not want to be given data.  In the event of the data subject being 
unable to give permission a person must be identified to act on behalf of the data 
subject and permission obtained from them. It should however be noted that 
relatives, carers and even those documented as next of kin, do not necessarily 
have the right to access the personal or sensitive records of a data subject. 

 
 In all cases, the wishes expressed by the patient must be appropriately 

documented in the Medical Records. 
 
6.2.6 Right to data portability (Article 20) 
 The right to data portability allows data subjects to obtain and reuse their personal 
 data for their own purposes across different services.  It allows them to move, 
 copy or transfer personal data easily from one IT environment to another in a safe 
 and secure way, without affecting its usability.  This right does not apply to 
 healthcare information. 
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6.2.7   Right to object (Article 21) 
 In accordance with Article 21 of GDPR, data subjects have the right to object to 

the processing of their personal and/or sensitive data that is likely to cause or is 
causing damage or distress when obtaining consent has been chosen as the 
lawful basis for processing.   

 
 A data subject can object to the processing if the processing relates to; 
 

 a task performed in the public interest or the exercise of official authority, or in the 
legitimate interests of the controller, and includes profiling, 

 to direct marketing purposes including any profiling 
 where processing for scientific or historical research purposes or statistical data of 

the data subject  
 

A data subject cannot wholly object to processing information when the data is 
being processed under a legal obligation, the data subject must have an objection 
on “grounds relating to his or her particular situation”.  The Trust must stop 
processing on receipt of request unless the Trust can demonstrate compelling 
legitimate grounds for the processing, which override the interests, rights and 
freedoms of the individual or the processing is for the establishment, exercise or 
defence of legal claims.   
 
Any decisions on objection made will be fully documented and retained for future 
reference. The Trust will endeavor to comply with the request from the individual; 
however this may not always be possible. 

 
6.2.8  Rights in relation to automated decision making and profiling  (Article 22) 
 In accordance with Article 22 of GDPR, data subjects have the right not to be 

subject to a decision based solely on automated processing, including profiling 
which produces legal effects concerning them or similarly significantly affects 
them. 

 
 The Trust currently does not use automated decision making or use profiling, 

should this change this policy will be updated to reflect the Trusts policy on 
complying with this right. 

 
7.  Disclosure Exemptions under Data Protection legislation and Confidentiality: 

 NHS Code of Practice 
 

In certain circumstances personal information may be disclosed, however it is vital 
that staff make an assessment of the need to disclose the data and document that 
the data has been released to whom for what reason. Further guidance is available 
from the Information Governance Team and the Confidentiality: NHS Code of 
Practice. 
 

7.1  Disclosing Information against the Subject’s Wishes without the Presence  
  Consent 

The responsibility of whether or not data should be withheld or disclosed without 
the subject’s consent, lies with the Senior Clinician involved at the time or the 
Senior Manager of the department and cannot be delegated. Circumstances 
where the subject’s right to confidentiality may be overridden are rare; examples of 
these situations are: 

 
 where it is in the vital interest of the subject 

http://www.dh.gov.uk/PublicationsAndStatistics/Publications/PublicationsPolicyAndGuidance/PublicationsPolicyAndGuidanceArticle/fs/en?CONTENT_ID=4069253&chk=jftKB%2B
http://www.dh.gov.uk/PublicationsAndStatistics/Publications/PublicationsPolicyAndGuidance/PublicationsPolicyAndGuidanceArticle/fs/en?CONTENT_ID=4069253&chk=jftKB%2B
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 where the subject’s life may be in danger or cases when the subject may not be 
capable of making an appropriate decision 

 where there is serious danger to other people  
 where there is a serious threat to the community 
 in other exceptional circumstances, based on professional consideration and 

consultation 
 
 All decisions to disclose or withhold information must be fully documented. 
 
7.2  Disclosures Permitted Without the Persons Consent 
 The following disclosure of personal information is permitted under statute laws 

regarding the following: 
 

 Births and deaths  
 Notifiable communicable diseases  
 Poisonings and serious accidents at the work place  
 Terminations  
 The misuse of drugs  
 Offenders thought to be mentally disordered  
 Child abuse 
 Vulnerable adults  
 Road traffic accidents  
 Prevention/detection of a serious crime i.e. terrorism, murder 

 
If in doubt, staff should seek guidance, in confidence, from the Clinician/Nurse in 
Charge, the appropriate Senior Nurse Manager/Directorate Manager, Caldicott 
Guardian or the Data Protection Officer. 

 
7.3  Patient and Staff Disclosure Requests Made to the Police, Social and 

Probation Services under the Data Protection Act 2018: Crime, Taxation and 
Fraud 
Guidance on the disclosure of personal or sensitive personal information to the 
Police, Probation, UK Border Force and Social Services is attached to this policy 
as Appendix E.  
 
Where a request is received the employee dealing with the request should 
complete a Data Protection Disclosure Record Appendix F and should gain 
relevant authorisation from the Caldicott Guardian, a Senior Manager (The Duty 
on call Manager out of hours) or Information Governance Manager prior to 
release. This is to ensure requests are appropriately scrutinised.  
 
The agencies listed above do not have an absolute right to all information 
requested and the Trust does have the right to refuse where it is believed that the 
request is not valid or excessive. 

 
A copy of the completed Disclosure Record must be sent to the IG Manager 
to ensure all disclosure requests are logged within the Trust. This can be sent 
via internal email in a sealed envelope. 
 
North Tees and Hartlepool NHS Foundation Trust will support any member of staff 
who, using careful consideration and professional judgement, can satisfactorily 
justify any decision to disclose or withhold information in the interests of the 
subject, or the greater interests of the public. 
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7.3.1  Release of Information to NHS Fraud Department 
 The Information Governance department will act as a central hub for the 

management of all such requests. Where any employee is in receipt of such a 
request, this must be immediately securely forwarded to the Information 
Governance Department for processing.  

 
The agencies listed above do not have an absolute right to all information 
requested and the Trust does have the right to refuse where it is believed that the 
request is not valid or excessive. 

 
7.4  Disclosure of Information about Armed Forces Personnel 
 Service Personnel (Members) of the UK, NATO and Commonwealth Armed 

Forces are entitled to full use of NHS hospitals on the same basis as civilians. 

 In addition to the normal action taken by NHS hospitals to ensure the relatives are 
notified of the admission of patients, it is essential that the appropriate Service 
Authority is notified as quickly as possible in order that the necessary 
administrative action can be performed. Failure to inform the Service Authority 
may lead to the Service patient concerned being reported as absent without leave 
from his/her unit. 

 Notification to the Service Authority may be made by telephone or secure email 
and should, where possible, include the following details in respect of the Service 
Personnel: 

 
 Name and address of the reporting hospital 
 Service number 
 Rank, name and initials 
 Unit and Address 
 Date of admission 
 Ward 
 Next of kin details, address and telephone number 
 Whether next of kin has been notified 
 

It is important to note that duty of confidence still exists with Service Personnel 
and only the minimal information should be provided to the Service Authority. If 
specific or detailed health related information is requested, always discuss the 
request with the Service Personnel, and gain their consent to disclose. 
 
For further information, advice and guidance contact the Information Governance 
Department. 

 
7.5  Non–Disclosure of Personal Information Contained in a Medical Record by a 

Clinician 
 An individual requesting access to their medical/personnel files may be refused 

access to parts of the information if an appropriate Clinician deems exposure to 
that information could cause physical or mental harm to the subject. In all cases 
reasons for non-disclosure should be documented and approved by the Caldicott 
Guardian or IG Manager, and Data Protection Officer.  

 
 The Harm Test will be completed for all medical record disclosures by the 

appropriate health professional. 
 

Please refer to the Access to Records Procedure SOP HCR-SAR01. 
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7.6  Disclosure of Patient Information after Death 
 When a patient dies, it is unlikely that information relating to that individual remains 

legally confidential. However, an ethical obligation to the relatives of the deceased 
exists and health records of the deceased are public records and governed by the 
provisions of the Public Records Act 1958. This permits the use and disclosure of 
the information within them in only limited circumstances. The Access to Health 
Records Act 1990 permits access to the records of deceased by those with a claim 
arising the death of the patient.  This right of access is negated, however, if the 
individual concerned requested that a note denying access be included within the 
record prior to death (this might be part of a formal advance directive). The Trust 
Medical Records Manager is responsible for compliance with this legislation. 
Advice and guidance relating to the disclosure of information arising due to death 
is available from the Caldicott Guardian the Medical Records and the IG Manager.  
Further related guidance can be found within the Department for Health document 
‘Guidance for Access to Health Records February 2010’ and in the Access to 
Records Procedure SOP HCR-SAR01 

 
7.7  Disclosure of Personal and Sensitive Information by Telephone 
 
7.7.1  General Guidance on the Use of Telephones to Communicate Personal 

Information 
 

A patient or member of staff has a right to privacy, so when attempting to 
communicate with the subject by telephone you must talk to them directly, unless 
you have a justified reason to speak to someone on their behalf e.g. they have 
given their consent or it is in their best interests.  If you think you may need to 
contact the patient or a member of staff by phone, ask if you can call them at work, 
at home or on a mobile. Ask if you can leave messages. Document the consent 
obtained. 
 
If you know the patient or staff members is unable to speak to you, or the recipient 
of the call tells you that they effectively act on the patient’s behalf, it is your 
responsibility to satisfy yourself that this is the case and only then you can pass 
limited information to the recipient. 
 
Additional guidance on dealing with incoming and outgoing calls relating to 
individuals is provided in Appendix G. 

 
8.  Data Privacy Impact Assessment (DPIA) 
 

DPIAs are now a legal requirement under the General Data Protection Regulations 
(GDPR) for any new system (IT or otherwise), process, project, policy or technology 
which involves the processing or personal and/or special categories data. 
 
This process is to ensure that privacy concerns have been considered and actioned to 
ensure the security and confidentiality of the personal identifiable information.   
 
A DPIA must be completed for any proposed, new or change in process, service, 
technology or project which pertains to utilise personal identifiable information.  It must be 
completed before change, implementation or procurement. 
 
The DPIA should be initiated and completed by either the relevant Project Manager, 
System Manager, General Manager or Information Asset Owner in the area proposing the 
change. 
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It is advisable to include the following in the completion of a DPIA: 
 Trust Data Protection Officer (DPO) and Information Governance Team 
 Relevant stakeholders  
 IT & Information Security Team 
 Any data processors (including 3rd party suppliers) 
 Legal advisors or other subject matter experts, where relevant 

 
Following completion of the DPIA, it may also be necessary to consult with the ICO where 
measures cannot be taken to reduce any residual high risk of implementation.  The 
decision on this will be taken by the DPO and the IG Team following review of the DPIA. 
 
Further guidance and the DPIA template can be found in Appendix I 
 
9. Working and Sharing Information 
 
In order for North Tees and Hartlepool NHS Foundation Trust to remain compliant with 
Data Protection legislation, Confidentiality: NHS Code of Practice and Information 
Security Regulations all 3rd Party Contractors, System Suppliers and Healthcare 
Partnership Agencies must formalise, document and sign legally binding agreements to 
permit the sharing of personal and sensitive personal information. 
 
The following are examples of documents which may be required: 
 

 Contract between NTHFT and a 3rd party system suppliers  
 Contract to provide healthcare information between NTHFT and a private hospital   
 Information sharing protocol between NTHFT and NHS Healthcare Partners 

 
9.1  3rd Party Contractors and Contracts 
 Before entering into any agreement to process information or purchase a new 

system which will process, store personal data, a Data Protection Impact 
Assessment (DPIA) (Appendix I) must be completed.  

 
 There are a number of ways in which third parties may have access to information 

or other information held in systems, which will help determine how extensive the 
DPIA needs to be, for example, an assessment for cleaning contractors will be 
different from that carried out for a contractor connecting to the Trust IT network.  
Temporary access will also see different considerations to long-term access. It is 
essential that the nature and level of access / processing is determined before the 
DPIA is conducted and before the information governance elements of the 
contract are completed.  

 
 Third party access may be granted to electronic systems and networks, for 

example, the software for a patient system may be maintained by the developers, 
under contract. In this case it is quite likely that third party staff may have 
significant access to patient data. This situation clearly has 
Caldicott/Confidentiality and Data Protection implications which require 
confidentiality and non-disclosure clauses to be included in the contract which are 
compliant with GDPR. It is also essential to know what security controls the third 
party has in place:  

 
 Do they have adequate security controls, policies and training? 
 Are staff screened prior to commencing employment?  
 Do they have the necessary skills to train their staff in Caldicott/confidentiality and 

data protection issues or should your organisation provide the training?  
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The IAO/IAA will be responsible for the completion of the DPIA. 
 
In order to protect the Trust and mitigate any risks all contracts or protocols are 
required to contain the following: 

 
 Security accreditation verification i.e. ISO270001:2013, Cyber Essentials etc.. 
 Ownership of information & arrangements for retention or destruction following 

decommissioning of the service/system 
 To release personal data within the statutory 1 calendar month to comply with 

subject access received by the Trust 
 Definitions of Clinical Requirements to Share Images/Data and Reports 
 The facility to extract personal data in an anonymised or pseudonymised format 
 Audit of Systems, access, user account controls and reporting anomalies 
 Overview of Technical Solutions 
 Patient consent and legitimate relationships 
 Confidentiality 
 Data Protection including parameters of  disclosure of personal/corporate 

information 
 Access control framework 
 Error correction processes 
 Secure transit of patient identifiable Information 
 Key contacts 
 Liability 
 Information security standards including statement of compliance 
 Details of processing of data outside of the UK 
 Incident reporting procedures 
 Security transfer details  
 Retention schedule for information 
 Sub-contracting plans (will require approval from the Trust) 
 Data breach handling 
 

Contracts with external 3rd party contractors must also be required to include 
statements regarding compulsory compliance with Freedom of Information 
requests. 
 
Any changes to the processing of personal data or purchase of new software / 
systems that will change the way the Trust processes personal data must be 
approved by the ICT Projects Group prior to any procurement. 
 
Formal contracts entered into by the Trust must be reviewed by the Procurement 
Department prior to being signed, on behalf of the Trust. This will ensure that all 
contracts contain the legally binding terms and conditions. This includes the 
procurement of new systems and or services. 

 
9.2 Data Sharing Agreements and Protocols (DSP) with other Healthcare 

Providers 
In order for North Tees and Hartlepool NHS Foundation Trust to effectively 
manage and record, the use and transfer of personal data across Healthcare 
Partnership boundaries, the Trust has agreed to implement the use of data sharing 
agreements and protocols. 
External organisations must comply with the Trust policy and relevant data sharing 
protocol.  
 



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 25 of 73 (Date for review 31 May 2021) 
 

A blank copy of the Trust’s Information Sharing Protocol is included as Appendix 
H 
Please note that each Data Sharing Agreement/Protocol will require authorisation 
from the Caldicott Guardian or Data Protection Officer prior to data being shared. 

 
10. Procedures for Ensuring Safe Transfer of Information 
 
Data protection legislation states that; all personal data must be kept secure.  Therefore, 
every member of staff has an obligation to confirm the right to share data and where 
applicable, to request proof of the identity of the recipient, before confidential personal and 
or special category data is passed on. 
 
Every member of staff is personally responsible to take precautions to ensure and maintain 
the security of confidential personal data both whilst it is in their possession and when it is 
being transferred from one person or organisation to another. Due to the importance of 
secure and safe transfer of information a Trust policy has been developed to provide 
detailed guidance on this subject.   
 
All staff should make themselves aware of the Secure Transfer of Personal, Confidential 
or Sensitive Information Policy IG39 
 
11. Use of Patient Confidential Information for Clinical Training and Research 
 
The use of data about patients is essential to research and the education and training of 
medical and other healthcare students and trainees. For most of these uses, anonymised 
information will be sufficient and should be used whenever practicable.  Most patients 
understand and accept that the education and training of medical and other healthcare 
students and trainees relies on their having access to data about patients.  Further 
information should be obtained from the Trusts Research and Development Department  
 
11.1  Trainee Healthcare Professionals 
 Where trainee clinicians are part of the healthcare team providing or supporting a 

patient’s care, access to the patient’s personal data is permissible like other team 
members, as they have a legitimate professional relationship with the patient. The 
patient does however have the right to object and where this occurs, the wishes of 
the patient must be respected.  Therefore, patients must be asked to provide their 
consent, to allow a trainee clinician to attend a consultation and it is the lead 
clinician’s responsibility to ensure that the patient is under no pressure to consent.  

 
 Additional advice and guidance is available from the General Medical Council 

GMC and staff should visit the following site:  
 http://www.gmc-uk.org/guidance/ethical_guidance/consent_guidance_index.asp 
 
12. Use of Personal and Sensitive Information for Systems Testing and 

Development  
 
The Information Commissioners Office advises that the use of personal data and special 
category of data for system testing must be avoided wherever possible. Systems 
administrators and developers must develop alternative methods of system testing. Only 
where is has been proved that there is no practical alternative to using live data for this 
purpose, can live data be used. In this case, the use of this data must be fully risk 
assessed and approved by the Information Governance Manager and where patient data 
is included, also by the Caldicott Guardian. This must be undertaken before 
commencement of the testing/development. 
 

http://www.gmc-uk.org/guidance/ethical_guidance/consent_guidance_index.asp
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Should the Information Commissioner receive a complaint about the use of personal data 
for system testing or development, their first question to the Trust would be to ask why no 
alternative to the use of live data had been found. Compliance with the above will prove 
assurance that appropriate steps will have been taken to establish if an alternative exists 
and if not, appropriate approval have been received before proceeding. 
 
12.1  Key Risks to Personal Data in System Testing and Development 
 There are a number of general risks that exist whenever system testing is 

undertaken using live data and/or a live environment. These are: 
 

 unauthorised disclosure of data 
 unauthorised access to data 
 intentional corruption of data 
 unintentional corruption of data 
 compromise of source system data 
 loss of data 
 inadequacy of data 
 objections or complaints from data subjects 
 potential clinical risk 
 

Any of the above risks can also lead to financial loss to the Trust and/or the person 
the information relates to. Such action could significantly damage the Trusts 
reputation.  

 
13. Compliance and Assurance 
 

13.1  Information Governance Assessments 
 The information return enables the Trust to measure its compliance for data 

processing requirements by assessing against the following national data guardian 
standards; 

 
Personal confidential data 
Staff responsibilities 
Training 
Managing data access 
Process review 
Responding to incidents 
Continuity planning 
Unsupported Systems 
IT protection 
Accountable suppliers. 
 
The NHS Digital Toolkit is submitted annually at the end of March.  An external audit 
of compliance will be conducted annually.  The audit will be completed by Audit 
North and the compliance report will be available by the end of March each year.  

 
14. Consequences of a Breach of Policy 
 
Any breaches to this policy should be managed as per the Trust Data Breach 
Management Policy. 

 
 

14.1 Disciplinary 
A deliberate breach of this policy will be considered a serious disciplinary matter 
and will be dealt with accordingly. Examples of offences which may be considered 
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to be gross misconduct (the list is not exhaustive) which may result in immediate 
dismissal are: 

 
 Unlawful disclosure of Personal Data and Special Category of Data 
 Inappropriate use of Personal Data and Special Category of Data 
 Accessing patient or staff personal data including medical records in the absence of 

a legitimate professional relationship (including accessing your own records) 
 Misuse of the Personal Data and Sensitive Personal Data which results in any claim 

being made against the Trust 
 
14.2 Criminal Offence 
 Section 170 of the Data Protection Act (DPA) 2018 states that it is an offence to 

unlawfully "knowingly or recklessly without the consent of the data controller obtain 
or disclose personal data or the information contained in personal data, or procure 
the disclosure to another person of the information contained in personal data" 
without the consent of those who control the data. 

 
 The current penalty for committing a section 170 offence is a maximum £5,000 

fine if the case is heard in a Magistrates Court and an unlimited fine for cases tried 
in a Crown Court. Under the Criminal Justice and Immigration Act (CJIA) the 
Justice Secretary has the power to introduce new regulations that would allow a 
custodial sentence penalty to be available for the offences under Section 170 of 
the DPA 2018. 

 
15.  Data Protection, Confidentiality and Disclosure Caldicott Work Plan 
 
The IG Department will carry out the following duties to support the Caldicott Guardian in 
addition to those defined in the Trusts ‘Caldicott Function Work Plan’.  
 
15.1 Mandatory Training 
 It is mandated through NHS Digital Data Security and Protection Toolkit (IG 

Toolkit), that all NHS employees must complete Information Governance Training 
annually. Data Protection and confidentiality will form a major part of the course 
content, which will be offered to all employees via a Computer Based Training 
package. For any member of staff who for whatever reasons (such as disability) 
the CBT is not appropriate, alternative methods of training will be made available 
by the IG Department. 

 
 The Trust will ensure that training courses/presentations will support this 

policy.  The training will ensure general awareness of the Data Protection and 
Caldicott Principles with more specific training for Information Guardians and other 
staff groups.   

 
15.2 Trust Induction 
 All new employees (and those returning to the Trust following a break in 

employment of more than 12 months) must attend IG training provided at Trust 
Induction. All staff will be provided with dedicated Data Protection, Caldicott and 
Confidentiality training.  

 
 Trust Induction content, materials and leaflets will be reviewed annually and more 

frequently if impacting laws, processes, procedures or NHS guidance dictates 
otherwise. 

 
15.2.1 Departmental Induction 
 Each new member of staff will be given appropriate training materials as part of 

their induction pack from their Departmental Manager. The information provided 
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will be fully explained.  Managers and supervisory staff are responsible for 
ensuring that new staff and those returning after a significant period of absence 
are provided with a locally based information governance orientation training which 
should include but is not limited to: 

 
 The use of local fax machines 
 Postal procedures: internal and external post 
 Destruction of confidential waste including handover sheets etc. 
 Using NHS Mail to share patient information outside the Trust  
 Leaving telephone messages for patients, relatives and staff on answerphones 
 Access to secure areas 
 Safe and secure transportation of patient and staff information 
 Appropriate access to confidential information 
 Challenging visitors attempting to access secure areas within the site 
 Briefing new employees on departmental business continuity plans 
 

15.2.2 Information Governance Specific Sessions 
 These sessions will be made available to departments on request. The session 

content will be developed and delivered linked to the specific departmental needs. 
Therefore, training content may vary dependent on recent incidents, complaints 
and concerns raised by patients. The following topics may be included: 

 
 Data Protection 
 Confidentiality 
 Disclosure 
 Data Protection Exemptions 
 Consent to share Information 
 Information Security 
 Incident Reporting 
 Data Quality 
 Staff Responsibilities: Investigations, Incident management & Investigations 
 Handling Disclosure Requests: Crime & Taxation, Child  Protection, Vulnerable 

Adults 
 Freedom of Information 
 Use of social media 
 

15.3 Confidentiality and Data Protection Awareness 
 The IG Department will promote the confidentiality, privacy and dignity of patient 

information to staff via the following mediums: 
 
15.3.1  Articles in the following internal and external publications 

 
 Anthem (Trust magazine) 
 Core Brief (Monthly briefing to Staff from the Trust Board) 
 IG Bite Size (quarterly newsletter) 
 Trustwide weekly communications email (Emailed to all staff) 

 
15.3.2 Patient and Staff Posters and Leaflets 
 North Tees and Hartlepool NHS Foundation Trust will continue to promote staff 

and patient awareness of Data Protection and confidentiality through the continued 
use of leaflets posted to new patients with their appointment letters, with copies 
placed in public areas accompanied by posters. 
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15.3.3 Patient and Staff Posters and Leaflets 
 The Trust will provide all staff with an IG Data Protection Handbook, the hand 

book will be updated to reflect changes in legislation and will made available via 
Trust sharepoint to all staff. 
 

16.  Monitoring Compliance of Confidentiality and Data Protection Review 
 
Compliance with this policy will be monitored through regular confidentiality audits carried 
out by the Information Governance Department supported by IAO/IAA’s.   Any incidents or 
potential concern will be raised with in the first instance with the IAO/IAA and in the 
second instance via the IMIG Committee. All potential breaches will be investigated in line 
with Trust policy and the Trust Data Breach Policy. 
 
All audits will be carried out in accordance with the ICO Confidentiality Audit Guidance: 
ICO which can be obtained from the following site: 
 
http://ico.org.uk/for_organisations/data_protection/~/media/documents/library/Data_Protec
tion/Detailed_specialist_guides/auditing_data_protection.pdf 
 
16.1 Staff knowledge 
Staff knowledge and awareness will be audited by the IG Department annually using a 
questionnaire. The results will be collated to form a report to the SIRO, Caldicott Guardian 
and the IMIG committee. 
 
16.2 Data Protection and Confidentiality Compliance Visits 
The IG department will carry out compliance visits throughout the Trust to be fed back to 
the departments, Directorate Managers and the Caldicott Guardian and IMIG committee.  
 
16.3 Communication and Implementation 
This policy is to be made available to all Trust staff via the Trust SharePoint site and is to 
be disseminated to staff without intranet access by departmental managers and is to be 
observed by all members of staff, both clinical and administrative.  
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Appendix A  
Data Protection Definitions 
 
Personal data 
Personal data means any information relating to an identified or identifiable living individual 
(data subject) an identifiable individual is one who can be identified; 
 

a. directly or indirectly, in particular, by reference to an identifier such as a name,  
b. an identification number,  
c. location data,  
d. an online identifier e.g. including IP addresses, internet cookies. 
e. one or more factors specific to the physical, physiological, genetic, e.g. DNA, 

mental, economic, cultural or social identity of that natural person; 
 
Personal data does not include company information but it does include information that 
identifies individuals within a company i.e. a database containing names of officers and 
employees would fall within the definition because a living individual can be identified by 
their name and place of work.  
 
 
Special Categories of data (sensitive personal data 
Processing of personal data revealing; 
 

a. racial or ethnic origin,  
b. political opinions,  
c. religious or philosophical beliefs,  
d. trade union membership,   
e. the processing of genetic data,  
f. biometric data for uniquely identifying an individual,  
g. data concerning health or  
h. data concerning an individual’s sex life or sexual orientation  

 
Every use of personal identifiable information must be processed legally by satisfying a 
lawful basis set out in Article 6 of GDPR and if the information includes special categories 
of data, must also satisfy a lawful basis under Article 9 of GDPR.  Additional safeguards 
must be put in place when collecting, storing, sharing and destroying sensitive personal 
data. 
 
It is the responsibility of all staff without exception to safeguard the confidentiality and 
security of all personal data. 
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Appendix B  
Trust NHS Confidentiality Code of Conduct  
 

Summary of NHS Confidentiality Code of Conduct 
 

The purpose of this summary document is to ensure that everyone working within North 
Tees and Hartlepool NHS Trust is aware of his or her responsibilities when using 
confidential information (personal and special categories of data). 
 
The principle underpinning this summary document is that no employee shall misuse any 
data or allow others to do so. 

This summary document has been written to support staff in compliance with the following 
legal requirements and best practice guidance:- 

 Data Protection Legislation (General Data Protection Regulations and Data 
Protection Act 2018) 

 Human Rights Act 1998 
 The Freedom of Information Act 2000 
 Common Law of Confidentiality 
 The Caldicott Report 1997 and Caldicott 2 Review 2013 
 Confidentiality: NHS Code of Practice 
 Records Management: NHS Code of Practice (part 1) 
 Records Management: NHS Code of Practice (part 2) 
 NHS Information Governance-Guidance on legal and professional obligations 
 Information Security Management: NHS Code of Practice 

All parts of the NHS need to establish working practices that effectively deliver the level of 
confidentiality that is required by law, ethics and Policy statement. The objective must be 
continuous improvement. 

This document is supported by guidance for staff which: 

 introduces the concept of confidentiality and the duty of confidence; 
 demonstrates the practical safeguards that should be put into place; 
 provides a high level description of the main legal requirements. 

 
Training on confidentiality and IM&T security is provided to all staff within the mandatory 
training and Trust Induction sessions. 

This summary document applies to all personal identifiable data whether written, 
computerised, visual or on audio record, or simply held in the memory of a member of staff. 
It applies equally to staff on permanent, temporary or voluntary placement. 
 
Health care professionals and the staff that support them hold data about people that may 
be private and sensitive.  
  
Patient data is collected to provide care and treatment to individuals and generally must not 
be used for other purposes without the individual’s knowledge and permission.   
 
In the same way data about staff, which is processed for the purpose of their employment 
should be treated as confidential.  
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Confidentiality should only be breached in exceptional circumstances and with appropriate 
justification.  
 
All staff should ensure that the following principles are practiced: 
 

When you are responsible for confidential data you must make sure that the data is 
effectively protected against improper disclosure when it is received, stored, 
transmitted or disposed of; 

Confidential data must only be accessed by you if it is appropriate to the job that 
you are employed to undertake; 

Every effort should be made to ensure that patients understand how data about 
them will be used and their rights regarding the processing of the data before they 
actually supply any confidential data; 

When patients give consent to disclosure of data about them, you must make sure 
they understand what will be disclosed, the reasons for disclosure and the likely 
consequence/s; 

You must make sure that patients understand when data about them is likely to be 
disclosed to others involved in their health care, and that they have the opportunity 
to withhold permission; 

If you are required to disclose data outside the team that could have personal 
consequences for patients or clients, you must a lawful basis to process (share) the 
data.  If you rely on consent as your lawful basis and the patient or client withholds 
consent, or if consent cannot be obtained for whatever reason, disclosures may be 
made only where: 

 processing is necessary for compliance with a legal obligation (required 
by law or by order of a court) 

 processing is necessary in order to protect the vital interests of the 
individual  or of another person (usually where disclosure is essential to 
protect the patient or client or someone else from the risk of significant 
harm) 

 processing is necessary for the performance of a task carried out in the 
public interest 

 
If you are required to disclose confidential data you should release only as much data as is 
necessary for the purpose; 

You must make sure that the persons to whom you disclose data understand that it is given 
to them in confidence which they must respect; 

If you decide to disclose confidential data, you must be prepared to explain and justify your 
decision. If you have any doubts discuss them with your line manager.  

Any queries concerning this summary document should be brought to the attention of your 
line manager in the first instance.  

Your contract of employment includes a commitment to confidentiality.  Breaches of 
confidentiality could be regarded as gross misconduct and may result in serious disciplinary 
action up to and including dismissal. 
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Recommended polies to read which can be found on the trust intranet 
 IG5 Data protection, Caldicott and Disclosure policy 
 IG9 Information security policy 
 IG12 Healthcare records management policy and strategy 
 IG16 Freedom of information policy 
 IG37 Multimedia policy 
 Secure Transfer of Information Policy 

 
Caldicott 
The Caldicott review and the Data Protection legislation enforce strict legal guidelines to 
the storage, maintenance and access to patient information. The Freedom of Information 
Act 2000 and the Information Governance initiative both support the need to maintain the 
principles of effective confidential data control. 

The review committee, chaired by Dame Caldicott, into the use of patient information in the 
NHS recommend seven principles to improve the handling and protection of these records. 
Each NHS Organisation should nominate a Caldicott Guardian, and ours is Julie Lane, 
Director of Nursing, Quality and Patient Safety. 

While the Caldicott information management principles are not a legal requirement, they 
are seen as essential to support the requirements of Data Protection legislation  

The seven Caldicott principles are: 

 
 

  



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 34 of 73 (Date for review 31 May 2021) 
 

Appendix B1  
Confidentiality Agreement Contractors 
 

Confidentiality Agreement - Contractors 
 
I ………………………..……… employee of …………………..………. understand that any information 
concerning the Trust and it’s patients and staff which comes into my possession in the course of my 
work is highly confidential and should be subject to the agreement set out below. 
 
In the course of your contract period, you may acquire or have access to confidential information 
relating to patients, staff or of a commercial nature and your attention is drawn particularly to the 
need to protect personal data, in accordance with the principles of the Data Protection Act, the 
Human Rights Act and any other professional obligations. 
 
Confidential information shall include (but not be exclusive): all information which has been 
specifically designated as confidential by the Trust and any information which relates to the 
commercial and financial activities of the Trust, the unauthorised disclosure of which would 
embarrass, harm or prejudice the Trust. 
 
All such confidential information derived directly or indirectly during the course of your contract 
period with the Trust should be treated confidentially, except as authorised or required by your duties 
as a supplier of services to the Trust; you must not reveal any confidential information.  It should not 
be discussed or disclosed to any unauthorised person and any breaches of confidences may be 
regarded as gross misconduct and may result in the termination of contract. 
 
You shall not, except as authorised by the Trust or required by your duties under your contract 
terms, use for your own benefit or gain or divulge to any persons, firm, company or organisation 
whatsoever, any confidential information belonging to the Trust or relating to its affairs or dealings 
which may come to your knowledge during or after your period of contract. 
 
All records, documents and other papers considered to be confidential, together with any copies 
(including electronic) or extracts thereof, made or acquired by you in the course of your period of 
contract shall remain the property of the Trust and must be returned to the Trust on completion of 
your contract period. 
 
Confidential information shall include all information which has been specifically designated as 
confidential by the trust and information which relates to the commercial and financial activities of the 
Trust, the unauthorised disclosure of which would embarrass, harm or prejudice the Trust. 
 
Information relating to patients and their treatment is of a confidential nature and must not be 
disclosed.  The Trust considers unauthorised disclosure of confidential information a serious matter 
which may by regarded as gross misconduct and may result in termination of contract.  Additionally 
such breaches, regardless of action taken by the Trust, may result in a civil action for damages. 
 
Under the Computer Misuse Act 1990, it is a criminal offence to use computers without authorisation 
or tamper with data or computer equipment. 
 
Signed   ……………………………………………… (Contractor) 
Countersigned  ……………………………………………… (Trust) 
Title   ……………………………………………… 
Date   ………………………………………………. 
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Appendix C  
General Data protection Regulation Principles (Article 5) 
 

Data Protection Principles 
 
1. Personal data shall be;  

 
A. ‘processed lawfully, fairly and in a transparent manner in relation to the data 

subject (‘lawfulness, fairness and transparency’)’ and in particular, shall not be 
processed unless: 

 The data subject has given consent to the processing 
 processing is necessary for the performance of a contract which the 

individual is in agreement or prior to entering into a contract  
 The processing is required to comply with the law 
 processing is necessary in order to protect the vital interests of the individual  

or of another person (life or death) 
 processing is necessary for the performance of a task carried out in the 

public interest 
 

This principle also covers the processing of special categories of data (sensitive).  
Please note that all health records are considered as special category data. 

 
To process sensitive personal data the following conditions will also apply: 

 
 the data subject has given their explicit consent to the processing 
 you are under a legal obligation to process such data 
 processing is necessary in order to protect the vital interests of the individual  or 

of another person where the individual is physically or legally incapable of giving 
consent (life or death) 

 processing is carried out in the course of the Trusts legitimate activities with 
appropriate safeguards and not to be disclosed outside of the Trust without the 
consent of the individual 

 processing relates to personal data which is manifestly made public by the 
individual 

 processing is necessary for the establishment, exercise or defence of legal 
claims or whenever courts are acting in their judicial capacity 

 processing is necessary for reasons of substantial public interest with suitable 
and specific measures to safeguard the fundamental rights and the interests of 
the individual 

 processing is necessary for the purposes of preventive or occupational 
medicine, assessment of working capacity, medical diagnosis, the treatment or 
provision of health or social care,  management of health or social care systems 

 processing is necessary for reasons of public interest in the area of public 
health, such as protecting against serious cross-border threats to health or 
ensuring high standards of quality and safety of health care and of medicinal 
products or medical devices 
 

Ask yourself “is it fair on the patient to process this data?”  If not, can we make it fair, 
e.g. ask the patient’s permission. 

 
B. ‘collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further 
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processing for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes shall not be considered to be 
incompatible with the initial purposes’ 

 
When personal data is obtained, it must only be used for one specified purpose and 
not in a manner that is excessive of that purpose.  A data protection privacy notice is 
on display around the Trust informing patients of the intended uses of that data. 

 
The introduction of new processes, hardware and software could result in the Trust 
breaching the Principles of the data protection and other associated legislation.  
Therefore it is necessary that these systems/processes be tested before installation 
and commencement.  It is vitally important that all proposed changes to the Trust 
systems and processes are able to maintain the confidentiality, integrity and 
accessibility of data. 

 
C. ‘adequate, relevant and limited to what is necessary in relation to the purposes 

for which they are processed’ 
 

This principle governs what is collected, entered and held on Trust systems and what 
data can be disclosed from those systems. 

 
It also governs the Data Fields that be legitimately used, e.g. 

 
Personal Data:  Name 

    Demographic details 
    Date of Birth 
    Hospital / NHS number 
    Sex 
 

Special categories of Data: Racial or Ethnic origin 
     Sexual orientation 
     Political opinion 
     Religious Beliefs 
     Member of Trade Union 
     Genetic / biometric data 
     Physical, Mental Health or Condition 
     Medical history 

Commission or Alleged Commission of any offence, or 
     Processing of any offence or alleged offence  

committed 
 
D. ‘accurate and, where necessary, kept up to date; every reasonable step must be 

taken to ensure that personal data that are inaccurate, having regard to the 
purposes for which they are processed, are erased or rectified without delay’ 
The Trust has to ensure that all data held on any media is accurate and up to date.  
The accuracy of the data can be achieved by implementing validation routines, some 
of which will be system specific. 
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Staff that are responsible for inputting data into Trust systems are responsible for the: 
 quality 
 accuracy 
 timeliness 
 completeness of the data 

 
Staff should check with patients that the data held by the Trust is kept up to date by 
asking patients attending appointments to validate the data held. 

 
Staff data should also be checked for accuracy on a regular basis – either by the 
manager or HR department. 

 
If information is being processed using patient / staff consent, the data subject will have 
the right to erasure or rectification under certain circumstances.  If such a request is 
received it should be acted on and the data held should be rectified or erased without 
delay. 

 
E. ‘kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed; personal 
data may be stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, scientific or 
historical research purposes or statistical purposes subject to implementation of 
the appropriate technical and organisational measures required by the GDPR in 
order to safeguard the rights and freedoms of individuals’ 

 
All records are affected by this principle regardless of the media on which they are 
held, stored or retained.  The Information Governance Alliance ‘Records Management 
Code of Practice’ document covers all retention periods for all data.  The Trust has a 
Records Management Policy with an attached Retention Schedule.  The keeping and 
destruction of records should be handled in line with these procedures. 

 
F. ‘processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or 
organisational measures’ 
 
Data must be kept secure and an appropriate level of security should be implemented.  
If data fell into the wrong hands, or it if was accidentally lost or destroyed, considerable 
damage could be caused to the data subject.  All staff will sign a ‘confidentiality form’ 
on appointment to the Trust.  
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Appendix D  

Caldicott principles 
 

The Caldicott Principles 
 
Principle 1 – Justify the purpose(s) 
Every proposed use or transfer of patient identifiable information within or from an 
organisation should be clearly defined and scrutinised, with continuing uses regularly 
reviewed, by an appropriate guardian 
 
Principle 2 – Don’t use patient identifiable information unless it is absolutely 
necessary 
Patient identifiable information items should not be included unless it is essential for the 
specified purpose(s) of that flow.  The need for patients to be identified should be 
considered at each stage of satisfying the purpose(s) 
 
Principle 3 – Use the minimum necessary patient identifiable information 
Where use of patient identifiable information is considered to be essential, the inclusion of 
each individual item of information should be considered and justified so that the minimum 
amount of identifiable information is transferred or accessible as is necessary for a given 
function to be carried out 
 
Principle 4 – Access to patient identifiable information should be on a strictly need 
to know basis 
Only those individuals who need access to patient identifiable information should have 
access to it, and they should only have access to the information items that they need to 
see.  This may mean introducing access controls or splitting information flows where one 
information flow is used for several purposes. 
 
Principle 5 – Everyone with access to patient identifiable information should be 
aware of their responsibilities 
Action should be taken to ensure that those handling patient identifiable information – both 
clinical and non-clinical staff – are made fully aware of their responsibilities and obligations 
to respect patient confidentiality 
 
Principle 6 – Understand and comply with the law 
Every use of patient identifiable information must be lawful.  Someone in each organisation 
handling patient identifiable information should be responsible for ensuring that the 
organisation complies with legal requirements. 
 
Principle 7 - The duty to share information can be as important as the duty to protect 
patient confidentiality 
Health and social care professionals should have the confidence to share information in the 
best interests of their patients within the framework set out by these principles 
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Appendix E  
Disclosure of information to the police, probation or social services 

Guidance on the Disclosure of Personal Information to 
the Police, Probation Services and Social Care etc... 

 
It is the policy of North Tees and Hartlepool NHS Foundation Trust to share legitimate 
information with the Police, and other services in a justifiable way which upholds the 
service user’s right to confidentiality and releases sufficient, appropriate information to 
assist the Police with their enquiries. 
 
Under the Data Protection Act 2018 and Confidentiality: NHS Code of Practice   you are 
under a legal obligation to keep personal information relating to patients and staff 
confidential and secure. 
 
Information that is provided to the Police by application of this policy is protected from 
further disclosure to a third party without prior permission being granted by North Tees and 
Hartlepool NHS Foundation Trust.  If in any doubt about disclosure, contact you’re 
Departmental Manager, or in the case of a patient, the On Call Consultant. 
 
The following information may be shared without the consent of the individual under the 
following legislation; however you must document your decision to share or not to share: 
 
Legal Duty (you MUST disclose even without consent) 
 
Prevention of Terrorism Act (1989) and Terrorism Act (2000) 
If you have gained information (including personal information) about terrorist activity you 
MUST inform the Police.  It is a statutory duty to do so. 
 
The Road Traffic Act (1988) 
You have a statutory duty to inform the Police, when asked, the name and address of any 
driver who is allegedly guilty of an offence under the Act; do not disclose clinical 
information. 
 
A Court Order 
Where the Courts have made an order, you must disclose the required information unless 
the 
Trust decides to challenge the order at Court 

 
Legal Power (you MAY disclose but consider the implications of gaining consent) 
 
The Police and Criminal Evidence Act (1984) 
You can pass on information to the Police, as the Act creates a power to do so (not a duty) 
if you believe that someone may be seriously harmed or death may occur if the Police are 
not informed. Serious arrest able offences include murder, rape, kidnapping and causing 
death by dangerous driving. 
 
The Crime and Disorder Act (1998) 
You may be requested to pass information to the Police on an individual, if there is a need 
for strategic cross-Organisational planning to detect, prevent or reduce crime and disorder 
that an individual may be involved in.   Requests such as these will be dealt with by the 
Trust’s Data Protection Officer (IG Manager).  There may   also be requests for aggregated 
data (that does not directly identify individuals) for detection, prevention or reduction 
purposes. If the request relates to a “Vulnerable Adult” please refer to the “Adult Protection 
Policy” available on ICID. 
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Multi Agency Public Protection (includes the Probation Service) 
The Criminal Justice and Court Services Act 2000, sets the framework for sharing 
information about potentially dangerous offenders.   Information about individuals may be 
required by 
‘Multi Agency Risk Conferences’.   If you are requested to provide information, you should 
Consider gaining consent/informing the individual(s) unless this may cause more harm than 
good. If the risk presented by an individual(s) clearly cannot be effectively managed without 
information and gaining consent is inadvisable, then relevant information can be shared as 
it is in the interests of the public. 
 
Vulnerable Persons 
For further help, advice   and guidance on disclosing information concerning a “Vulnerable 
Person” refer to the “Adult Protection Policy”  
 
Child Protection 
If you  suspect  a child  is  being  abused, but there is  no  request  for information, you  
have  a legal  power to disclose  information to Social  Services (under ‘vital interest’ 
conditions  of  the Data  Protection  Act  and  or the Police  under the Police  and  Criminal 
Evidence  Act). Consider where gaining consent of informing the child and or parent would 
be beneficial or detrimental to the situation. If detrimental then you should disclose without 
gaining consent.  Always inform the Trusts Named Nurse for Safeguarding Children when 
disclosing information relating to Children. 
 
Other circumstances where disclosure to the Police may be permitted 
 
The Police may seek personal information under an exemption of the Data Protection Act 
2018. 
 
An exemption under DPA 2018 Schedule 2 Part 1(2) is used when making enquires which 
are concerned with: 
 

a) the prevention and detection of crime or 
 

b) the apprehension or prosecution of offenders, or  
 

c) the assessment or collection of a tax or duty or an imposition of a similar nature 
 

 The  Police  will  need  to produce a DPA 2018 form requesting  the information which  has 
been  signed  by a Police Inspector who has decided  to serve the exemption. 

 You do not have to supply the information and you may still decide to seek consent/inform; 
However the Police will   have   taken a considered judgment about the importance of the 
information before issuing the exemption 

 Do not feel   pressurized to give   information because   the Police have   requested   it. It is 
reasonable to  ask  why   the information  is  needed   and  what  is  required  before  
making  a decision. 
 
Important Notes: 
 
Always check the identity of anyone requesting information. Only give the minimum 
information to satisfy the request.  Seek advice   from colleagues and your line   manager 
when   making a decision about disclosure and record your reasoning and any decisions 
made. You may have to judge whether disclosing information will cause fewer problems 
than withholding it. 
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If in any doubt about disclosure, contact your Departmental Manager or the on-call 
consultant. 
 
Transfer of Information/Data to the Police: 
 
If you  have  been  asked  to provide data  files, test results, photographs,  images   or 
copies  of documents in an electronic/digital  format either on a CD, DVD, USB or via  
digital media  or email the files  must be  encrypted  using   the NHS  Encryption  Standard  
AES  256  Bit. Contact the IT helpdesk or the IG manager for further information on 
encryption. 

  
  



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 42 of 73 (Date for review 31 May 2021) 
 

                                            Appendix F 
Data Protection Disclosure Record 

 

This form is to be used to record applications for the disclosure of Staff, Contractors or 
Patients Personal Data to external sources.  This document must be read in conjunction 
with the following Laws, Codes of Practice and Trust policy: 
 
Data Protection Act 2018    Computer Misuse Act 1990 
Access to Health Records Act 1990   Police & Justice Act 2006 
NHS Code of Practice: Confidentiality  Access to Health Records Act 1990 
Data Protection Policy IG5    Secure Transfer of Information IG39 
 
The disclosure of information will only be granted if the appropriate Laws and Codes of 
Practice authorise disclosure. 
 

Section 1 – Details of person(s) making the disclosure request 
Please state the details of the requestor including the data and time of request: 

Name  Date /Time of 
Request:  

Title:  Police Reference 
Number:  

Organisation & 
Address  

 
 

Post Code:  Email:  

Telephone:  Mobile:  
 
Section 2 – Contact method and Verification of Identity 
The request was made via: 
Telephone / Verbal 
Request In Person 

 Postal Request  Email or Fax 
Request 

 Other – 
please 
state 

 

 
The identity was verified via: 
Trusted source (e.g. 
.pnn email) 

 Warrant Card  Verified via call to 
switchboard 

 Other – 
please 
state 

 

 

Other    
 
Section 3 – Requested basis for disclosure & Evidence Received 
The request is made on the following basis(s): 
The prevention or 
detection of crime: 
DPA 2018 Exemption 
Schedule 2 Part 1 
Paragraph 2 

 The prosecution or 
apprehension of 
offenders:  
DPA 2018 Exemption 
Schedule 2 Part 1 
Paragraph 2 

 Protecting the 
vital interests of a 
person: 
GDPR Article 6(1) 
(d) / Article 9 (2)(c) 

 Other – 
please 
state 
below 

 

 

http://www.legislation.gov.uk/ukpga/2018/12/contents
http://www.opsi.gov.uk/acts/acts1990/Ukpga_19900018_en_1.htm
http://www.opsi.gov.uk/acts/acts1990/ukpga_19900023_en_1
http://www.opsi.gov.uk/acts/acts2006/ukpga_20060048_en_1
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4069253
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/Browsable/DH_5799625
http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Data%20Protection%20Caldicott%20and%20Disclosure%20Policy%20IG5%20V9%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=276
http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Secure%20Transfer%20of%20Personal%20Confidential%20%20or%20Sensitive%20%20Info%20IG39v2%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=272
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The following evidence has been received to support the request: 
Police DP2 Form 
Received 

 Consent from the 
data subject 
received 

 Other – please state below  

Other: 
  
 

 
Is consent of the data subject required before disclosure? 
Yes – consent obtained / provided  No – as to do so would be likely prejudice the 

basis for requesting per DP2 form 
 

 
Section 4 – Data Subject Details 
Please give only the minimum information required to identify the data subject: 

Name:  DOB:  

NHS Number:  NTH Hospital 
Number (CRN):  

 
Section 5 – Information requested 
Please give only the minimum information required to identify the information requested, if 
information is contained in documented request (e.g. DP2 form) then please attach: 

 

 
Section 6 – Obtaining requested information 
The following sources have been searched to determine if the Trust holds the information 
requested: 
Source of Information Searched (e.g. medical records, 
system, network share, paper record etc..) 

Date 
Accessed Accessed By 

   

   

   

   
 
Does the Trust hold the information requested? 
Yes – Continue to Section 7  No – respond to requestor  
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Section 7 – Instructing others of the disclosure request 
Has this request been discussed with another person? 
Yes – please state details below including 
name and reason 

 No – please state details why below  

Details:  
  
 

 
Will the disclosure result in an intervention on Trust premises? 
Yes – Contact Trust Security Manager and 
state exact location, date and time below 

 No   

Intervention 
Details:  

  
 

 
Section 7 – Additional supporting information  
Please detail here any additional supporting information regarding the disclosure request: 
 

 
Section 8 – Disclosure Approval  
All approvals to disclose must be approved by the Caldicott Guardian, Data Protection 
Officer (DPO), SIRO or an appropriate Senior Manager (Band 8 or above) within the Trust: 
 

Name  

Title:  

Signature:  
 
 

Date:  Time:  
 

 
 

A completed copy of this document must be submitted to the IG 
Department via the information.governance@nth.nhs.uk email box 

or sent in the internal post in a sealed envelope marked 
Confidential for addressee only to ensure all disclosure requests 

are logged within the Trust. 
 
Section 9 – Information Disclosed & Method 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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Please give only the minimum information required to identify the information disclosed: 

 

 
How was the information disclosed? 
Telephone or 
Verbally In Person  Secure Email  Safe Haven Fax  Post / Courier  

Collection*  Viewed on Site  Encrypted Media 
CD/DVD/USB  Encrypted 

Transfer  

 
*if collected the person collecting should complete and sign section 10 
 
Who released the information? 

Name:  Date Released:  

Title:  Time released:  

 
Section 10 – Collection Record 
 
I confirm that I have collected the requested information as detailed on this disclosure form 
and that my identity was checked upon collection by a Trust staff member: 
 

Name  

Title:  

Organisation / Authority:  

Signature:  
 
 

Date:  Time:  
 
Proof of Identity provided: 

Police Badge Number  Passport  Photo Driving 
License  Other – please 

state below  

Other Details (including 
badge number):  
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Appendix G   
Telephone Guidance  
 

1. TELEPHONE GUIDELINES 

 
Principles of confidentiality and data protection to apply to all telephone conversations. 
 

 This procedure should be used in conjunction with the Data Protection, 
Caldicott  & Disclosure Policy IG5 and the Secure Transfer of Personal, 
Confidential and Sensitive Information Policy 

 
OUTBOUND CALLS  

General Guidance 
 

 A patient has a right to privacy so we must talk to the patient, unless we have a 
justified reason to speak to someone on their behalf, e.g. they have given their 
consent or it is in their best interests. 

 Avoid ‘alarmist’ language such as ‘it’s confidential’ or jargon like ‘fast track’ 
 If you think you may need to contact the patient by phone, ask if you can call 

them at work, at home or on a mobile. 
 Ask if you can leave messages 
 If you know the patient is unable to speak to you, or the recipient of the call tells 

you that they effectively act on the patient’s behalf, then you can pass limited 
information to the recipient. 

 
Anonymous Call Reject Services 
 
Many telephone providers offer additional services to their customers, one is the ability 
to prevent calls being made by anonymous organisations. 
 
If you call a patient or member of staff and you get a ‘number unknown’ or ‘unable to 
connect your call’ they may have activated this service.  If this happens dial 9 1470 then 
the number you need and the number is ‘unanonymised’. 
 
The use of answerphones: 
 

 Unless you can guarantee that the message will be delivered to and received by 
the correct patient then do not leave a message. 

 Services should only use answer phones for personal information after careful 
consideration of the security and confidentiality risks involved.  

 Consider whether leaving personal information on answer phones is 
appropriate.  Has the patient/service user/staff member agreed to this? 

 Never leave any clinical information or mention the hospital if a message is 
deemed safe   

 Ensure answer phone messages cannot be overheard when being played back, 
consideration should be given to a safehaven answer phone. 

 Ensure Trust answer phone services are protected by pin number access or by 
being in a locked room when unattended to prevent unauthorised access 
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Consider the dangers of leaving a message: 
 

 If you leave an answerphone message that the patient may not be the first to 
hear 

 Who might hear the message? 
 Are you sure you have called the correct number? 
 Will the recipient fully understand the content of the message? 
 How can you be certain the message has even been picked up? 
 You may inadvertently breach patient confidentiality 

 
Please do not mention the Hospital or leave any clinical information 

Unless you can guarantee that the message will be delivered to and received by the 

correct patient then do not leave a message. 

Sharing Patient Identifiable Information with Staff/External Agencies 

Before contacting staff in other areas of the Trust or those in external agencies always 

ensure you: 

 Have checked the consent of the patient – if required – to share their 
information 

 Have checked the identity of the person you are calling before sharing the 
information 

 Limit the amount of personal information disclosed.  Information should be 
shared on a ‘need to know’ basis. 

 Are not being overheard while giving clinical information. 
 

Providing a Confidential Service 
Protect patient information 
Inform patients of how their information is used 
Provide choice to the patient to decide whether their information can be disclosed or 
used in the particular ways. 
 
INBOUND CALLS 

 
Answering the Telephone – General guidance 

 State your name, status and ward/department 
 Ask who is calling 
 Ascertain nature of call 
 Activate silence  button where available 
 Be polite and professional at all times 

 
What information can you give relatives/Next of kin when they call? 
 
Before any personal and/or sensitive information may be shared by telephone, it is your 
responsibility to ensure that the caller has the legal right to that information and that the 
subject   of   the information has   provided consent.   This   includes confirming the 
physical whereabouts of the subject.  
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You must therefore: 
 Where practicable, confirm the consent of the subject has been given and 

recorded 
 Check identity of caller and patient’s full  name 
 Make sure the person you are talking to is entitled to the information 
 If in any doubt, provide nothing until you are sure the information should be 

provided 
 Or - allow  patient/subject to speak  directly to caller 
 Or – ask patient/subject what they would like  you to pass to the caller 

 
If unsure pass call to senior member of staff 
 
What Clinical Information can you give staff? 
 
Only those staff with a ‘professional relationship’ have the right to relevant clinical 
information. 

 Check identity of member of staff – name, department, nature of enquiry 
 If you cannot verify the identity of the member of staff, ask to call  them back  

and  consult your manager 
 If you have  to give  clinical information, provide only  what is necessary for the 

task at hand and be aware of others who may  be listening 
 

What if the Police or Another Official Authority wants information and you are 
unsure how to proceed? 
 

 Politely explain that no information is to be given without appropriate 
authorisation, refer to Appendix E of this policy, ‘Guidance on to Disclosure of 
Personal Information to the Police, Probation Services and Social Care’. 

 Refer the enquiry to an appropriate manager, or to the Information Governance 
Team 
 

What information can you give the press/media? 
 

 Politely explain that no information is to be given without appropriate 
authorisation: refer to the Communication Department or on call Manager. 
 

What information can you provide a GP Practice? 
 
Information may be provided to a GP in the interest of a patient’s care. 

 Check identity of caller and patient’s full name 
 If in any doubt, call back using documented GP Practice number 
 If unsure pass call to senior member of staff 
 If you  have  to give  clinical information, provide only  what is necessary for the 

task at hand and be aware of others who may  be listening 
 

What information can be provided to a patient via a telephone enquiry? 
 

 Before providing any information, you must verify the identity of the caller.  
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 Think  carefully about the information you  are sharing, be  sensitive  of  the 

impact the information  may  have  on  the patient, and  others. For instance, it 
is unlikely that it would be appropriate to provide bad news by telephone – does 
the patient have anyone with them as support? 

 Check identity, name, address and date of birth 
 If you  have  to give  clinical information, provide only  what is necessary for the 

task at hand and be aware of others who may  be listening 
 

What information can you give employers about patients? 
• None 
 
What information can you give to a soldier’s commanding officer? 
 
Notification to the Service Authority may be made by telephone or other secure 
communication methods only and should, where possible, include the following details 
in respect of the Service Personnel: 
 

 Name and address of the reporting hospital 
 Service number 
 Rank, name and initials 
 Unit and address 
 Date of admission 
 Ward 
 Next of kin details and if they have been notified 

 
It is neither appropriate nor necessary to provide clinical information. 
 

MONITORING OF PROCEDURE 

This procedure is monitored by exception reporting of Datix incidents and issues raised 
following these incidents relating to data protection and confidentiality by Clinical 
Educators at the Information Governance Group and reports will be produced for the 
Information Management and Technology (IM&T) Steering Group. 
 
FURTHER INFORMATION 

For further guidance please contact the Trust Information Governance Department. 
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Appendix H  
Information Sharing Protocol 
 
Information Sharing Agreement Guidance Notes 
 
INTRODUCTION 
 
This template is designed to assist in the production of information sharing 
agreements, to ensure the implementation of the information sharing principles 
highlighted in the Overarching Multi Agency Information Sharing Protocol .  It is not 
intended to be prescriptive, but merely to provide some guidelines on how to 
produce these agreements where necessary.  Agreements must be produced in 
line with the Overarching Multi Agency Information Sharing Protocol and national 
and local policy and procedure in relation to information governance in such areas 
as Data Protection, IT Security, Information Sharing, Records Management.  For 
further help and support in developing this document please contact your local IG 
Service. 
  
Once completed please forward a copy to your local IG Lead who will take the 
agreement to their local Information Governance Group.  

 
In order to share information between partners there must be a defined and 
justifiable purpose(s) which supports the effective delivery of a policy or service that 
respects people's expectations about the privacy and confidentiality of their 
personal information but also considers the consequences of a failure to act. 
 
 
HOW TO USE THIS TEMPLATE 
 
Guidance notes have been provided under each heading to assist you with the 
completion of this agreement.  These can be removed once you have inserted the 
relevant text.  N.B. It is recommended that you include all sections. 
 
Each organisation will determine how this agreement is disseminated in line with 
local procedures and Overarching Multi Agency Information Sharing Protocol . 
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INFORMATION SHARING AGREEMENT 
 

[ISA TITLE] 
 

SCOPE 
 
 
 

Description of the scope of the 
agreement 

NAME OF LEAD (s) 
 

Name of lead of the agreed sharing 
process. 

ORGANISATIONS TO WHICH THE 
AGREEMENT APPLIES TO 
 
 
 

 

RELATED DOCUMENTS 
 

Overarching Multi Agency Information 
Sharing Protocol  

AGREEMENT EFFECTIVE FROM Date from which the agreement is 
effective from 

MONITORING & REVIEW 
PROCESS 
 

Please describe the monitoring process 
for this particular Agreement. 
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[TITLE OF ISA] 
 

1. OVERVIEW  
 

1.1 WHAT INFORMATION IS TO BE SHARED? 
  

Please describe what information is being shared as part of this agreement. 
Please be as specific as possible and identify: 
 the type of service user information that is proposed to share, paying 

particular attention as to whether the information is of a sensitive nature  
 which of the DPA98 Schedule 2 and 3 conditions apply.   
 if there is any children / young people’s information that will be shared. 

  
1.2 SOURCE(S) OF THE INFORMATION 

Specify where / how the information was originally collected. 
 
 

1.3 PURPOSE FOR SHARING INFORMATION  
 

Explain why the information is being shared; including details of how the 
information will be used and the intended outcomes for the data subject. 
Explain why the sharing is proportionate to the intended aims. You should 
also explain why it is necessary to share personal information as opposed to, 
for example, anonymised data. 

1.4 LEGAL BASIS FOR INFORMATION SHARING 
 

Explain the legal basis for information sharing – this could be an explicit 
statutory basis (e.g. Crime & Disorder Act 1998, Children Act 1989 & 2004, 
etc.) or an implied power (also known as a legal gateway). You should also 
outline any data protection exemptions being replied upon and set out the 
schedule 2 and, where appropriate schedule 3 conditions that are applicable. 

2. SERVICE USER CONSIDERATIONS 
 

2.1 FAIR PROCESSING 
 

Explain how the fair processing requiremnts will be met inless an exemption 
from the fair processing obligations applies. If the data subject has control 
over how their information  will be used, explain how consent / dissent will be 
sought and recorded.  

 
2.2 PRIVACY IMPACT ASSESSMENT 

 
You should state whether a privacy impact assessment (PIA) has been 
completed. Outline any risks identified and any risk mitigation steps. You 
should append the PIA to this agreement. 
 

2.3 RIGHT OF ACCESS TO INFORMATION (Staff Groups/Organisation) 
 

Please specify who will have a right of access to the information provided as 
a result of this agreement. Explain how those staff members / groups will be 
made aware of their responsibilities under this agreement. 
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Where appropriate, include the names and contact details (including 
location) of all authorised roles from whom and to whom the information will 
initially be requested and sent.   

 
3. INFORMATION SHARING PROCEDURES & PROCESSES 

 
3.1 METHODS OF REQUESTING & TRANSFERRING INFORMATION 

 
Explain how information will be requested, transferred by staff between 
partners / staff. This should include all the security arrangements for 
protecting the information in transit. 

 
3.2 FREQUENCY OF TRANSFER 

 
 Specify how often the information shared / accessed.  

3.3 STORAGE REQUIREMENTS 
 

Explain how the information will be stored by the receiving organisation. This 
should include any security arrangements for preventing unauthorised 
access in storage. 

 
3.4 ACCURACY OF INFORMATION 

 
Describe the processes / procedure for ensuring that data held and shared is 
accurate. Explain how any updates will be shared with all recipients of the 
data. 

3.5 RETENTION AND DISPOSAL 
 

Specify the retention period(s) that apply to the data and any processes / 
procedures for disposal of the data. 
 

3.6 INDIVIDUALS RIGHTS 
Set out the procedures for communicating and upholding data subjects rights 
to: 
 
access data,  
alter data,  
make complaints,  
prevent processing etc. 
 

3.7 DATA BREACHES 
Explain how any breaches of this agreement or breaches of the Data 
Protection Act will be handled, including the thresholds agreed for reporting 
breaches to the ICO. 
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Information Sharing Agreement 
 

REVIEWERS CONTACT DETAILS 
 

(Insert ISA Title) 
 

ORGANISATION NAME 
 

POSITION CONTACT 
DETAILS 

Include Telephone 
Number & Email 

Address 
 

  
 

  

  
 

  

  
 

  

  
 

  

    
 

    
 

  
 

  

  
 

  

    
 

    
 

    
 

    
 

    
 

 



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 56 of 73 (Date for review 31 May 2021) 
 

Information Sharing Agreement 
 

 
SIGNATORIES 

 
The boxes below can be copied and pasted as many times as necessary. 

 
Signature Signature 
Date Date signed 
Name Print name of signatory 
Job title Job title of signatory 
Organisation Organisation represented by signatory 
Telephone number Telephone number on which signatory can be reached 
Email address Email address of signatory 
 
 
Signature Signature 
Date Date signed 
Name Print name of signatory 
Job title Job title of signatory 
Organisation Organisation represented by signatory 
Telephone number Telephone number on which signatory can be reached 
Email address Email address of signatory 
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Appendix I  

Data Protection Impact Assessment (DPIA) 
 
Why do I need to complete a DPIA? 
This process is a mandated legal requirement of data protection legislation to 
ensure that privacy concerns have been considered and actioned to ensure the 
security and confidentiality of the personal identifiable information.   
 
When do I need to complete a DPIA? 
This document must be completed for any proposed, new or change in process, 
service, technology or project which pertains to utilise personal identifiable 
information.  It must be completed before change, implementation or procurement. 
 
Who should complete a DPIA? 
The DPIA should be initiated and completed by either the relevant Project Manager, 
System Manager, General Manager or Information Asset Owner in the area 
proposing the change. 
 
It is advisable to include the following in the completion of this form: 

 Trust Data Protection Officer (DPO) and Information Goverance Team 
 Relevant stakeholders  
 IT & Information Security Team 
 Any data processors (including 3rd party suppliers) 
 Legal advisors or other subject matter experts, where relevant 

 
Following completion of the DPIA, it may also be necessary to consult with the ICO 
where measures can not be taken to reduce any residual high risk of implemention.  
The decision on this will be taken by the DPO and the IG Team following review of 
the DPIA. 
 
What Next? 
Please complete the screening questionnaire on the next page, if you answer yes to 
any of the screening questions you will be required to complete the full DPIA on 
page3 with as much detail as possible and return the completed from to Information 
Governance. 
 
Please return all completed forms, address any questions to: 
 
information.governance@nth.nhs.uk   or telephone 83551or 83559 for further 
advise. 
 

 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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Further guidance on DPIA can also be found on the Information Commissioner’s 
website www.ico.gov.uk  

http://www.ico.gov.uk/


Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 59 of 73 (Date for review 31 May 2021) 
 

Data Protection Impact Assessment Screening Questionnaire 
 
To confirm whether a full DPIA is required for your new / or change in service which 
involves the use of personal identifiable information please answer all the questions below.  
 

Project Name  
Project Description  
Name and Job title:  
Date:  

 

Questions Yes No 
Will you collect new information about individuals or compele them to provide 
information about themselves? 

  

Will information be shared to organisations or people who have not previously had 
access to the information?  (including processing by 3rd parties) 

  

Will you use information about people for a purpose that it is not currently used for, 
or in a way it is not currently used? 

  

Will you use systematic and extensive profiling or automated decisionmaking to 
make significant decisions about people? 

  

Will you process special category data (sensitive data) or criminal offence data on a 
large scale?  (Sensitive includes health information) 

  

Will you systematically monitor a publicly accessible place on a large Scale?   
Will you be using any new technologies or  technologies which might be perceived to 
be privacy intrusive e.g. processing biometric of genetic data? 

  

Will you use profiling, automated decision-making or special category data to help 
make decisions on someone’s access to a service, opportunity or benefit? 

  

Will you carry out profiling on a large scale?   
Will you combine, compare or match data from multiple sources?   
Will you process personal data without providing a privacy notice directly to the 
individual? 

  

Will you process personal data in a way which involves tracking individuals’ online or 
offline location or behaviour? 

  

Will you process children’s personal data for profiling or automated decision-making 
or for marketing purposes, or offer online services directly to them? 

  

Will you process personal data which could result in a risk of physical harm in the 
event of a security breach? 

  

 
If you have answered YES to any of the questions above, you must complete the full 
DPIA on the next page and return to the Information Governance Team at 
information.govenrance@nth.nhs.uk  
 
If you have answered NO to ALL questions, you are not required to complete a full 
DPIA. However, Information Governance must record all decision making regarding DPIA, 
please return your completed screening questionnaire to the Information Governance Team 
at information.govenrance@nth.nhs.uk 
  

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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Full - Data Protection Impact Assessment (DPIA) 

Form completed by: 
Name:  
Job Title:  
Signature:  
Date:  

Section A - New/Change of System/Project General Details 
Name:       

Objective: 
      

 

Background: 
Why is the new system / change in 
system required? 

      

 

 

Benefits: 

      

 

 

Constraints: 

      

 

 

Relationships: 
(for example, with other Trust’s, 
organisations) 

      

Quality expectations: 
      

 

Cross reference to other projects: 
      

 

Project Manager: :  

(If applicable) 

Name:        

Title:       

Department:       

Telephone:       
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Email       

Information Asset Owner: 

(All systems/assets must have an 
Information Asset Owner (IAO). IAO’s 
are normally the Heads of Departments 
and report to the SIRO) 

Name:        

Title:       

Department:       

Telephone:       

Email       

Information Asset Administrator: 

(All systems / assets must have an 
Information Asset Administrator (IAA) 
who reports the IAO as stated above. 
IAA’s are normally System Managers / 
Project Leads) 

Name:        

Title:       

Department:       

Telephone:       

Email       

Deputy Information Asset 
Administrator: 

(It is necessary that there is a deputy in 
place for when the IAA is absent from 
the workplace for whatever reason) 

Name:        

Title:       

Department:       

Telephone:       

Email       

Customers and stakeholders: 

Please list any and all involved 
including both internal and external 
parties 
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Section B - Data Protection Impact Assessment Key Questions 

Question Response 

1. Will the system/project/process (now be 
referred to thereafter as ‘asset’) contain 
personal identifiable data or special 
categories (sensitive) data? 
If answered ‘No’ you do not need to complete 
any further information as DPIA is not required. 

 No Yes  

 

If yes, please specify: 

 Patient        Staff  

 Other (specify) 

      

2. Please state purpose for the collection of the 
data: 
for example, patient treatment, health 
administration, research, audit, staff 
administration 

      

3. Does the asset involve new privacy–invasive 
technologies? 

 
 
 

  Yes   No 

If yes, please give details: 

      

4. Please tick the data items that are held in the 
system 
 
 
 
 
Personal Data 
If processing personal data please ensure 
question 14a is completed. 
 
 
 
 
 
 
 
Special Category Data 
If processing special catagories of data please 
ensure question 14 a and b are completed 

  Name    Address 

  Post Code   Date of Birth 

  GP   Consultant 

  Next of Kin   Hospital (District) No. 

  Sex   NHS Number 

 Occupation                      

  National Insurance Number 

 

  Political opinion   Sexual orientation/life 

  Trade union   Religious/Philosophical  

  Genetic / biometric   Racial / Ethnic Origin 

  Medical History              Treatment dates 
/Diagnosis 

Other (please state here):       
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5. Will the asset collect new personal data items 
which have not been collected before? 

  Yes   No 

6. What checks have been made regarding the 
adequacy, relevance and necessity for the 
collection of personal and/or sensitive 
(special categories) of data for this asset? 

Provide details below: 

      

7. Does the asset involve new or changed data 
collection policies that may be unclear or 
intrusive? 

  Yes   No 

8. Is the third party contract/supplier of the 
system registered with the Information 
Commissioner? What is their notification 
number? 

  Yes   No 

  Not applicable 

ICO Registration / Notification Number:  

       

9. Does the third party/supplier contracts 
contain all the necessary Information 
Governance clauses including information 
about Data Protection and Freedom of 
Information? 
Data Controller / Processor / joint controllers 

  Yes   No 

10. Does the asset comply with privacy laws 
such as the Privacy and Electronic 
Communications Regulations 2003 
(see appendix for definition) 

  Yes   No 

 

  Not applicable 

 

11. Who provides the information for the asset?   Patient   Staff 

  Others – Please specify e.g. 

        

12. Are you relying on individuals (patients/staff) 
to provide consent for the processing of 
personal or sensitive (special categories) of 
data? 

  Yes   No 

13. If yes, how will that consent be obtained? 
Please state: 

Explicit consent   Yes   No 

 

14. a) If no consent obtained, what legal basis    
    under Article 6 (personal data) of   
    GDPR will be used for processing. 
 
If you are using 6c legal obligation as your lawful 
basis for processing, please state which law. 
 

6a. Consent has been given to process the data for 
one or more specific purpose   

6b. processing is necessary for the performance of a 
contract which the individual is in agreement or prior 
to entering into a contract  

6c. processing is necessary for compliance with a 
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legal obligation   (Please specify)             

6d. processing is necessary in order to protect the 
vital interests of the individual  or of another person  

6e. processing is necessary for the performance of a 
task carried out in the public interest  

6f. processing is necessary for the purposes of the 
legitimate interests pursued by the Trust or by a third 
party (It will not be lawful if interests are overridden by 
the interests or fundamental rights and freedoms of 
the individual  which require protection of personal 
data, i.e individual is a child).  (shall not apply to 
processing carried out by public authorities in the 
performance of their tasks)  

14. b) If no consent obtained, what legal basis    
    under Article 9 (special catagories of data)     
    of GDPR will be used for processing. 
If you are using 9b legal obligation as your lawful 
basis for processing, please state which law. 
 

9a. Individual has given explicit consent to the 
processing of the data for one or more specified 
purposes  

9b. processing is necessary for the purposes of 
carrying out the obligations and exercising specific 
rights of the Trust  or of the individual in relation to 
employment and social security and social protection 
law.  (Please specify)             

9c. processing is necessary in order to protect the vital 
interests of the individual  or of another person where 
the individual is physically or legally incapable of 
giving consent  

9d. processing is carried out in the course of the 
Trusts legitimate activities with appropriate safeguards 
and not to be disclosed outside of the Trust without 
the consent of the individual.  

9e. processing relates to personal data which is 
manifestly made public by the individual  

9f. processing is necessary for the establishment, 
exercise or defence of legal claims or whenever courts 
are acting in their judicial capacity  

9g. processing is necessary for reasons of substantial 
public interest with suitable and specific measures to 
safeguard the fundamental rights and the interests of 
the individual  

9h. processing is necessary for the purposes of 
preventive or occupational medicine, assessment of 
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working capacity, medical diagnosis, the treatment or 
provision of health or social care,  management of 
health or social care systems  

9i. processing is necessary for reasons of public 
interest in the area of public health, such as protecting 
against serious cross-border threats to health or 
ensuring high standards of quality and safety of health 
care and of medicinal products or medical devices.  

15. Where required, have individuals been 
informed of and have they given their 
consent to all the processing and 
disclosures? 

  Yes (explicit)   No 

  Yes (implicit in leaflets, on website) 

If no, which processing / disclosure have specifically 
been withdrawn? 

      

16. Where the Data is/has been processed 
without consent, detail where this is 
registered. 
 

 Information asset register 

 Data Flow 

  Caldicott Approval 

State where the information above is stored 

      

17. How will the information be kept up to date 
and checked for accuracy and 
completeness? 

Provide details below: 

      

18. Who will have access to the information? Provide details below: 

      

19. Do you intend to send direct marketing 
messages by electronic means? This 
includes both live and pre-recorded 
telephone calls, fax, email, text message and 
picture (including video)? 

  Yes   No 

  Not applicable 

 

20. If applicable, are there procedures in place 
for an individual’s request to prevent 
processing for purposes of direct marketing 
in place? 

  Yes   No 

  Not applicable 

 

21. Is automated decision making used? 
If yes, how do you notify the individual? 
Can there be any human intervention if 
required? 

  Yes   No 
 
Provide details:      
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  Yes   No 

22. Is there a useable audit trail in place for the 
asset? For example to identify who has 
accessed a record. 

  Yes   No 

      

23. Can the data be easily obtained by the data 
Subject upon request? 

  Yes   No 

 

24. Have you assessed that the processing of 
personal/special categories of data will not 
cause any unwarranted damage or distress to 
the individuals concerned?  
What assessment has been carried out? 

  Yes   No 

 

      

25. What procedures are in place for the 
rectifying/right to be forgotten / restriction 
/object of data by individual request or court 
order? 

Please state all that apply: 

      

26. What notification process is in place to 
communicate the rectification/right to be 
forgotton / restriction of the data? 
(patients / organisations) 

      

 

 Not Applicable 

27. Does the asset involve new or changed data 
access or disclosure arrangements that may 
be unclear? 

  Yes   No 

If yes, please provide details. 

      

28. Does the asset involve changing the medium 
for disclosure for publicly available 
information in such a way that data become 
more readily accessible than before? (For 
example, from paper to electronic via the web?) 

  Yes   No 

If yes, please provide details. 

      

29. What are the retention periods (what is the 
minimum timescale) for this data? (please 
refer to the NHS Code of Practice Records 
Management ) 

      

30. How will the data be destroyed when it is no 
longer required? 

Provide details below: 

      

31. Will the information be shared with any other 
establishments/ organisations/Trust’s? 

  Yes   No 

If yes provide details below: 

      

32. Does the asset involve multiple organisations 
whether public or private sector? 

  Yes   No 
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Include any external organisations. Also include 
how the data will be sent/accessed and secured. 
Portability / security 

If yes provide details below: 

      

33. Does the asset involve new linkage of 
personal data with data in other collections, 
or are there significant changes in data 
linkages? 

  Yes   No 

If yes provide details below: 

      

34. Where will the information be 
kept/stored/accessed? 

  On paper 

  On a database saved on a network folder/drive 

  Website 

  On a dedicated system saved to the network 

  Other – please state below: 

      

35. Will any information be sent off site 
 
If ‘Yes’ where is this information being sent 

  Yes   No 

Please provide details: 

      

36. Please state by which method the information 
will be transported 

  Email                             Via NHS Mail 

  Website   Via courier 

  By hand   Via post – internal 

  Via telephone   Via post - external 

  Other – please state below: 

      

37. Are you transferring any personal and / or 
sensitive data to a country outside the 
European Economic Area (EEA)? 
 
If yes, where? 

  Yes   No 

 

 

 
      

38. If applicable, what is the data to be 
transferred to the non EEA country? 

      

39. Are measures in place to mitigate risks and 
ensure an adequate level of security when the 
data is transferred to this country? 

  Yes   No 

  Not applicable 
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If yes please provide detail: 

      

40. Have you checked that the non EEA country 
has an adequate level of protection for data 
security? 

  Yes   No 

  Not applicable 

41. Is there a Security Management Policy and 
Access Policy in place? Please state policy 
titles. 

  Yes   No 

 

      

42. Has an information risk assessment been 
carried out and reported to the Information 
Asset Owner (IAO)? ( If NO DPIA can not be 
approved) 
 
Where any risks highlighted – please provide 
details and how these will be mitigated sating 
the risk level after mitigation? 

  Yes   No 

 

43. Is there a contingency plan / backup policy in 
place to manage the effect of an unforeseen 
event? Please provide a copy. 

  Yes   No 

44. Are there procedures in place to recover data 
(both electronic /paper) which may be 
damaged through: 
 
 Human error 
 Computer virus 
 Network failure 
 Theft 
 Fire 
 Flood 
 Other disaster 

  Yes   No 

 

If yes provide details and procedure / policy titles 
below: 
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Section C – Sign off, actions and outcomes 
*****Information Governance To Complete***** 

DPIA Reviewed by  Review Date  
Summary of IG Advice: 
 
 
 
Action Asigned  Responsibility Due Completed 
 
 
 
 
 

   

DPO Advice Provided                   YES       Date  
Summary of DPO advice: 
 
 
 
DPO advice accepted                    YES      NO       NB: If no state reason why below 
Comments: 
 
 
 
Residual High risk                         YES      NO  (if yes report to ICO)   
ICO Outcome: 
 
 
 
DPIA Approved                               YES      NO 
DPIA Review Due Date  DPIA Owner  
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Section D - Appendix – Glossary of Terms  
 

Item  Definition  

Personal Data  This means data which relates to a living individual (data 
subject) who can be identified, directly or indirectly, by 
reference to an identifier such as name, an identification 
number, location data, and online identifier or to one or 
more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of 
that person: 

A) from those data, or 
B) from those data and any other information which is in 

the possession of, or is likely to come into the 
possession of, the data controller. 

It also includes any expression of opinion about the 
individual and any indication of the intentions of the data 
controller or any other person in respect of the individual 

Special Categories of Data  This means personal data consisting of information as to 
the: 

A) racial or ethnic origin of the individual 
B) the political opinions of the individual 
C) the religious or philosophical beliefs of the individual  
D) whether the individual is a member of a trade union  
E) processing of genetic or biometric data for uniquely 

identifying an individual 
F) physical or mental health of the individual  
G) sex life or sexual orientation of the individual  

 
Direct Marketing  This is “junk mail” which is directed to particular 

individuals. The mail which are addressed to “the 
occupier” is not directed to an individual and is therefore 
not direct marketing.  

Direct marketing also includes all other means by which 
an individual may be contacted directly such as emails 
and text messages which you have asked to be sent to 
you.  

Direct marketing does not just refer to selling products or 
services to individuals, it also includes promoting 
particular views or campaigns such as those of a political 
party or charity.  

Automated Decision Making  Automated decisions only arise if 2 requirements are met. 
First, the decision has to be taken using personal 
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information solely by automatic means including profiling, 
which produces legal effects concerning the data subject 
or similarly affects them. For example, if an individual 
applies for a personal loan online, the website uses 
algorithms and auto credit searching to provide an 
immediate yes / no decision. The second requirement is 
that the decision has to have a significant effect on the 
individual concerned. 

International organisation  Means an organisation and its subordinate bodies 
governed by public international law, or any other body 
which is set up by, or on the basis of, an agreement 
between two or more countries.  

Information Assets  Information assets are records, information of any kind, 
data of any kind and any format which we use to support 
our roles and responsibilities. Examples of Information 
Assets are databases, systems, manual and electronic 
records, archived data, libraries, operations and support 
procedures, manual and training materials, contracts and 
agreements, business continuity plans, software and 
hardware.  

SIRO (Senior Information 
Risk Owner)  

This person is an executive who takes ownership of the 
organisation’s information risk policy and acts as 
advocate for information risk on the Board  

IAO (Information Asset 
Owner)  

These are senior individuals involved in running the 
relevant service/department. Their role is to understand 
and address risks to the information assets they ‘own’ and 
to provide assurance to the SIRO on the security and use 
of those assets. They are responsible for providing 
regular reports regarding information risks and incidents 
pertaining to the assets under their control/area.  

IAA (Information Asset 
Administrator)  

There are individuals who ensure that policies and 
procedures are followed, recognise actual or potential 
security incidents, consult their IAO on incident 
management and ensure that information asset registers 
are accurate and up to date. These roles tend to be 
system managers  

Explicit Consent  Express or explicit consent is given by the data subject 
freely given, specific, informed and unambiguous 
indication of the data subjects wishes, usually orally 
(which must be documented in the patients casenotes) or 
in writing, to a particular use of disclosure of information.  

Anonymity  Information may be used more freely if the subject of the 
information is not identifiable in any way – this is 



Data Protection, Caldicott and Disclosure Policy IG5 V10 
North Tees and Hartlepool NHS Foundation Trust 
 

 72 of 73 (Date for review 31 May 2021) 
 

anonymised data. However, even where such obvious 
identifiers are missing, rare diseases, drug treatments or 
statistical analyses which may have very small numbers 
within a small population may allow individuals to be 
identified. A combination of items increases the chances 
of patient identification. When anonymised data will serve 
the purpose, health professionals must anonymise data 
and whilst it is not necessary to seek consent, general 
information about when anonymised data will be used 
should be made available to patients. 

Pseudonymisation  Means the processing of personal data in such a manner 
that the personal data can no longer be attributed to a 
specific data subject without the use of additional 
information, provided that such additional information is 
kept separately and is subject to technical and 
organisational measures to ensure that the personal data 
are not attributed to an identified or identifiable natural 
person 

Patient identifiers such as name, address, date of birth 
are substituted with a pseudonym, code or other unique 
reference so that the data will only be identifiable to those 
who have the code or reference.  

Information Risk  An identified risk to any information asset that the Trust 
holds. Please see the Information Risk Policy for further 
information.  

Privacy Invasive 
Technologies  

Examples of such technologies include, but are not 
limited to, smart cards, radio frequency identification 
(RFID) tags, biometrics, locator technologies (including 
mobile phone location, applications of global positioning 
systems (GPS) and intelligent transportation systems), 
visual surveillance, digital image and video recording, 
profiling, data mining and logging of electronic traffic. 
Technologies that are inherently intrusive, new and sound 
threatening are a concern and hence represent a risk  

Authentication 
Requirements  

An identifier enables organisations to collate data about 
an individual. There are increasingly onerous registration 
processes and document production requirements 
imposed to ensure the correct person can have, for 
example, the correct access to a system or have a 
smartcard. These are warning signs of potential privacy 
risks.  

Retention Periods  Records are required to be kept for a certain period either 
because of statutory requirement or because they may be 
needed for administrative purposes during this time. If an 
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organisation decides that it needs to keep records longer 
than the recommended minimum period, it can very the 
period accordingly and record the decision and the 
reasons behind. The retention period should be 
calculated from the beginning of the year after the last 
date on the record. Any decision to keep records longer 
than 30 years must obtain approval from The National 
Archives.  

Information Governance 
Alliance (IGA) Records 
Management NHS Code of 
Practice  

Is a guide to the required standards of practice in the 
management of records for those who work within or 
under contract to NHS organisations in England. It is 
based on current legal requirements and professional 
best practice. The code of practice contains an annex 
with a health records retention schedule and a Business 
and Corporate (non-health) records retention schedule. 

General Data Protection 
Regulation  (EU) 2016/679 
(GDPR) 

European legislation (applied in UK law by the Data 
Protection Act 2017) on the protection of natural persons 
with regard to the processing of personal data.  

The Regulation defines the ways in which information 
about living people may be legally used and handled. The 
6 principles of the Regulation state the fundamental 
principles relating to processing personal data must:  

 be processed fairly and lawfully.  
 Collected for specified, explicit and legitimate 

purposes 
 be adequate, relevant and limited to what is 

necessary in relation to the purposes for which they 
are processed. 

 be accurate and, where necessary, jept up to date. 
 Kept in a form which permits identification of data 

subjects for no longer than is necessary for the 
purposes for which the personal dta are processed. 

 be processed in a manner that ensures appropriate 
security of the personal data, including protection 
against unauthorized or unlawful processing and 
against accidental loss, destruction or damage.  

The Regulation also requires that the Data Controller and 
Data Processor are both able to demonstrate compliance 
with these principles. 

Privacy and Electronic 
Communications 
Regulations 2003  

These regulations apply to sending unsolicited marketing 
messages electronically such as telephone, fax, email 
and text. Unsolicited marketing material should only be 
sent if the requester has opted in to receive this 
information.  
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Data Security Awareness Level 1  

This session meets the statutory and mandatory training requirements and learning 

outcomes for Data Security Awareness Level 1 in the UK Core Skills Training Framework (UK 

CSTF). 

This session is also aligned to the new data security standards that came out of the National 

Data Guardian's 2016 review. It, therefore, meets the requirement for Level 1 staff training 

in data security. 

 

Instructions 

In order to complete this learning read each of the chapters. Complete the assessment in 

order to pass the course. Your training record will be updated with your assessment score. 

If you feel you have the necessary knowledge, you can skip straight to the assessment 

without completing the knowledge chapters first. 
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Introduction 

Objectives  

•Describe the importance of data security in health and social care 

•Explain the National Data Guardian Standards and your responsibilities 

•Outline the steps you must follow to ensure you comply with the law 

•Define potential threats to the security of information and how you can avoid or minimise 

them 

•Identify breaches and incidents and how to avoid them 

•Outline the principles of good record keeping 

•Explain the fundamentals of the Caldicott principles 

•Describe the responsibilities of health and social care organisations under the Freedom of 

Information Act 2000 and how to respond to a Freedom of Information request 
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Module 1 ‐ Data Security 

Data security has always been important. In fact, it is more important today than it has ever 

been, but it has become more complex and time‐consuming to manage now that 

technology is so central to the way we deliver health and care.  

Technology and systems must be designed with privacy in mind to ensure the safe and 

effective use of information that does not pose unacceptable risk to our business or the 

people in our care 

Good information underpins good care. Patient and service user safety is supported when 

the confidentiality of personal information is maintained, its integrity is protected against 

loss or damage and the information is accessible by those who are authorised.  

Everyone who uses health and care services should be able to trust that their 

personal sensitive information is protected.  

People should be assured that those involved in their care, and in running and improving the 

services, are using such information appropriately and respecting patient choices where 

allowed.  

By being mindful of good practice when handling information, you can help to ensure that 

patients remain safe and receive the best possible care. 

NDG Recommendations 

In 2015, the National Data Guardian for Health and Care (NDG), was commissioned to 

undertake a review – led by Dame Fiona Caldicott – of data security in health and care.  

Last year, the NDG published a set of recommendations to strengthen the safeguards for 

keeping health and care information secure and ensuring the public can make informed 

choices about how their data is used.  

The National Data Guardian was asked to review of data security, consent and opt‐outs in 

health and care, and recommended the introduction of a national data opt‐out which allow 

the public to opt‐out of their identifiable health data being used for purposes beyond their 

individual care (such as research and planning).  This would apply unless there is a 

mandatory legal requirement or an overriding public interest.  

Patients will be able to register their opt‐out online, using a smartphone, tablet or personal 

computer or through a national telephone service.  They can change their preference at any 

time. 
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Proposed Standards 

The NDG review proposed ten standards for health and social care, with which you and your 

organisation must comply. 

1. Data handling  

All staff must ensure that personal confidential and sensitive data is handled, stored and 

transmitted securely, whether in electronic or paper form. Personal confidential data is only 

shared for lawful and appropriate purposes. 

2. Processes reviewed  

Processes are reviewed at least annually to identify and improve procedures which may 

have caused breaches or near misses, or that force staff to use workarounds which 

compromise data security. 

3. Mandatory training  

All staff must complete appropriate mandatory annual data security training and pass a 

mandatory test, provided through the revised Information Governance Toolkit. 

4. Confidentiality  

Once you have been provided access to personal, confidential and or sensitive information, 

it is your responsibility to ensure this is handled in confidence at all times. Confidentiality 

does not relate to your patients and service users only, but to all staff. 

5. Responsibilities  

All staff must understand their responsibilities under the Caldicott principles and the 

National Data Guardian’s data security standards including their obligation to handle 

information responsibly and their personal accountability for deliberate or avoidable 

breaches. 

6. Data breaches  

Cyber‐attacks against services are identified and resisted and CareCERT security advice is 

responded to if it is available in your service. Action is taken immediately following a data 

breach or a near miss, with a report made to senior management within 12 hours of 

detection. 

7. Continuity plan  

A continuity plan is in place to respond to threats to data security, including significant data 

breaches or near misses. As a minimum, it is tested once a year, with a report made to 

senior management. 
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8. IT estate  

No unsupported operating systems, software or internet browsers are used within the IT 

estate. 

9. IT strategy  

A strategy is in place for protecting IT systems from cyber threats. This is based on a proven 

cyber security framework, such as Cyber Essentials – this is reviewed at least annually. 

10. Suppliers accountability  

Suppliers are held accountable via contracts for protecting the personal confidential data 

they process and meeting the National Data Guardian’s data security standard. 

The value of information 

It is important to comply with the law to protect personal information because health and 

care information is valuable. Poor security can cause personal, social and reputational 

damage. 

Losing information 

Losing information, including paper records via fax and by losing computers or mobile 

phones – or disclosing information over the phone. 

Theft of information 

Theft of information such as clicking links to fake websites. 

Insecure storage 

Insecure storage and disposal of information leading to loss or theft. 

Personal Information 

In health and care settings, we come into contact with various types of personal information 

about people. It is important to be able to identify these different types of information so 

that they can be appropriately protected when they are used and shared. 

Information about someone is ‘personal’ when it identifies an individual. It may be about 

living or deceased people, including patients, services users and members of staff.  

You may also come across the term ‘personal data’ which is used in the Data Protection Act 

and is a subset of personal information. Some personal data may be ‘sensitive personal 

data’ because it concerns a person’s health and care.  
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A person’s name and address are clearly personal information when presented together, 

but an unusual name may, by itself, enable an individual to be identified. 

 

Confidential information  

Confidential information is information that patients and service users disclose in 

confidence to staff who are providing their health and care. They expect that information to 

be treated confidentially. 

It can include names and addresses, as well as a person’s sensitive personal information, for 

example, health and care information. 

Third party information, such as family details, added to a patient or service users notes, 

should also remain confidential. 

 

Anonymised information  

Anonymised information does not identify an individual and cannot reasonably be used to 

determine their identity. Anonymisation requires the removal of name, address, full 

postcode and any other detail or combination of details that might support identification. 

Anonymised information does not identify a person, so it cannot be personal or confidential. 

 

Pseudonymised information  

Pseudonymised information is information in which individuals are distinguished by using a 

unique identifier, that is, a pseudonym.  

This does not reveal their ‘real‐world’ identity, but allows the linking of different data sets 

for the individual concerned. 

 

 

 

 

   



8 | P a g e  
D a t a   S e c u r i t y   A w a r e n e s s   L e v e l   1  

 

Data Security 

 

Data security can be broken down into three areas: 

1. Integrity 

2. Confidentiality 

3. Availability 

 

Integrity  

Integrity is about information being accurate and up‐to‐date. Systems must be designed so 

that the input and management of information is not prone to human error and that the 

flow of information does not result in loss or alteration. 

Confidentiality  

Confidentiality is about privacy and ensuring that information is only accessible to those 

who have a proven need to see it. 

It would be unacceptable for a perfect stranger to be able to access sensitive information 

from a laptop simply by lifting the lid and switching it on. That is why a laptop should be 

password‐protected and the data on it encrypted when switched off. 

Availability  

Availability is about information being there when it is needed to support care. System 

design must include appropriate access controls and checks, so that the information in the 

system has consistency, accuracy, can be trusted as correct and can be relied on when 

providing health or care. 
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Scenario 

Jane has an accident while decorating her flat and falls badly, hurting her leg. She calls an 

ambulance. The paramedics ask Jane for her name and address, and ask her about her 

injury. They can see that she is in pain and ask if she is allergic to any medications. She isn’t 

sure. 

The paramedics use their tablet device to look up Jane’s Summary Care Record (SCR) as 

their role allows them to access details of her medical history. A SCR is an electronic record 

of citizen information that is sourced from the GP record. As a minimum, it contains details 

of current medications, allergies and adverse reactions and the citizen’s personal 

information. 

By accessing Jane’s record, the paramedics can see that Jane is actually allergic to morphine, 

so they administer an alternative pain relief while she is driven to hospital, where she is 

treated for her injuries. 

Let’s see how integrity, confidentiality and availability apply to the scenario. 

Integrity  

By accessing Jane’s record, the paramedics can see that Jane is allergic to morphine, so they 

administer an alternative pain relief. The record is up‐to‐date and accurate, showing the last 

person who updated the record with the allergy information and the time of the update. 

Jane is driven to hospital, where she is treated for her injuries. 

Confidentiality  

The paramedics used their tablet device to look up Jane’s Summary Care Record, which 

gives details of her medical history. Because they are paramedics, the system permits them 

to access Jane’s record, a non‐qualified person would not be able to see this level of 

information about Jane. 

Availability  

In this case, the availability of accurate and up‐to‐date information has had a direct impact 

on patient care. 
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Module 2 ‐ Introduction to Law 

What is Confidentiality? 

The focus of confidentiality is consent. Under the common law duty of confidentiality, 

confidential information should not be used or shared further without the consent of the 

individual. 

  

Exceptions to the requirement for consent are rare and limited to: 

 A legal reason to disclose information, for example, by Acts of Parliament or court 

orders 

 A public interest justification for breaching confidentiality, such as a serious crime 

Decisions on whether or not to breach confidentiality should be made by senior staff, for 

example, your Information Governance (IG) lead, Caldicott Guardian, your manager or 

someone in your organisation who has responsibility for data protection. 
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The Caldicott Principles  

Before using confidential information, you should consider the Caldicott principles. 

 

 

 

1.Justify the purpose for using confidential information  

This means you should not use or share information unless you have a valid reason. 

For example, wanting to send a friend a birthday card is not a valid reason to access the 

records your organisation holds about them. 

2. Don’t use the confidential information unless it is absolutely necessary  

If you believe you have a valid reason, ask yourself if it is essential that you use confidential 

information or can the purpose be met without identifying any individual? 

For example, if you are asked for information about how many people have attended for an 

appointment, it would not be necessary to provide the names and addresses of each person 

who attended. 

3. Use the minimum necessary confidential information  

If you have to use confidential information, you need to be clear on what is actually 

required to meet the purpose. If a particular part of the information is not necessary, it 

should not be used or shared. 

For example, if you receive a valid request for details about a patient/service user’s last 

attendance at your organisation, it would not be appropriate to provide the requestor with 

the entire record or care/treatment. 
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4. Access to confidential information should be on a strict need‐to‐know basis  

Information should only be available to authorised members of staff. You should not 

attempt to access information that you do not need to see as part of your role or use 

someone else’s account details. 

You should never allow anyone to log into systems using your details. If you intend to share 

the information, it should only be shared with those who need it to carry out their role. 

5. Everyone with access to confidential information should be aware of their 

responsibilities  

You should attend the provided training and awareness session so that you understand your 

responsibilities for protecting information. 

If you intend to share the information, you must ensure that the recipient is aware of their 

responsibility for protecting the information and of the restrictions on sharing it further. 

6. Understand and comply with the law  

When you use confidential information, there is a range of legal obligations for you to 

consider. The key obligations are outlined in the Common Law Duty of Confidentiality and 

under the Data Protection Act. 

If you have a query about the disclosure of confidential information, you should contact 

your line manager, then the IG lead (or equivalent) if you are still not sure. 

7. The duty to share information can be as important as the duty to protect confidentiality  

You should have the confidence to share information in the best interests of your patients 

and service users within the framework set out by these principles. 

Your organisation should support you to do so by providing you with policies, procedures 

and training. 

Informing People  

Patients and service users will not expect health and care professionals to look at their 

health record unless those professionals are involved in their care.  

Wherever possible, you should inform patients and service users that you are accessing and 

using their information and the reason for doing so. There are specific techniques that you 

should use. 
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Explain 

Clearly explain to people how you will use their personal information and point them to 

additional information if they ask for it. For example, on your organisation’s website, in a 

leaflet or on a poster. 

Give a choice 

Give people a choice about how their information is used and tell them whether that choice 

will affect the services offered to them. For example, it may not be possible to provide some 

services without being able to access their information. 

Meet expectations 

Only use personal information in ways that people would reasonably expect. 

Sharing Information for Care Purposes  

Sharing information with the right people can be just as important as not disclosing to the 

wrong person.  

You have a legal duty to share the information: 

 If it will assist in the care or treatment of an individual and 

 It Is reasonable to believe that the individual understands the reason for sharing 

Check 

Check that the individual understands what information will be shared and has no concerns. 

Data protection 

Ensure that the data protection, record keeping and security best practice covered later in 

this session are met. 

Respect objections 

Normally, if the individual objects to any proposed information share, you must respect 

their objection even if it undermines or prevents care provision. 

Your Caldicott Guardian, IG lead, your manager or someone in your organisation who has 

responsibility for data protection will be able to advise on what to do in these 

circumstances. 
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Sharing Information for Non‐care Purposes  

In many cases, consent should be obtained if you want to use someone’s personal 

information for non‐care purposes, such as commissioning and research. 

However, if there is a risk of immediate harm to the patient or service user or to someone 

else and you cannot find an appropriate person with whom to discuss the information 

request, you should share the information.  

At the first opportunity afterward, you should inform the person responsible for Information 

Governance in your organisation so they can follow‐up the legal basis for sharing. 

 

The Data Protection Act 

The Act modernised data protection laws in the UK, implementing the EU’s General Data 

Protection Regulation in national law. Under the Data Protection Act, you have the right to 

find out what information government and organisations store about you; this includes: 

 Informed 

The right to be informed about what their personal information is being used for and 

who it may be shared with (fair processing). 

 Objections 

To have objections to their information being processed where they claim they are 

suffering unwarranted distress or damage as a result. 

 Subject to access 

To see and have a copy of their information (subject to access), without charge. 

 Sharing of information 

To have an objection of the use and sharing of information held in confidence. 

Objections should be respected, unless there are exceptional reasons to the 

contrary. 

 Erasure 

The right to erasure, also known as the right to be forgotten. 

 Automated means 

To object to automated decision‐making processes (without human involvement) 
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Rights of individuals 

Patient or service users have rights. 

They have the right to: 

 Make subject access requests (SAR) 

 Have inaccuracies corrected 

 Have inaccurate personal data rectified, blocked, erased or destroyed in certain 

circumstances 

 Object to direct marketing 

 Restrict the processing of their information, including by automated decision‐making 

systems or programmes 

Recording facts 

In addition to accurately recording facts, we must consider that the patient or service user 

might be able to view their record online. 

Access 

When providing people with access, care must be taken not to reveal information that they 

do not already know relating to third parties.  

For example, information in their record about family members, other service users and so 

on. 

Good practice 

Certain simple actions can ensure that you comply with the principles of the Data Protection 

Act. Your organisation will have policies and procedures and can give you training to help 

ensure good governance of personal information. 

It is important that records are full, accurate, dated and timed. They should distinguish 

between service user records, your opinions and any information provided by others. This is 

particularly applicable to making decisions about a child or young person's safety or welfare. 

 Be accurate 

 Enter accurate information into records and ensure that the information is kept up‐

to‐date 

 Give individuals the opportunity to check and confirm the details held about them 
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 Avoid creating duplicate records 

Stick to your organisation’s rules for the disposal of personal information.  

Seek advice from your line manager, Information Communication Technology (ICT) 

department or technology provider when disposing of information held on digital assets for 

example, laptops and smartphones.  

All devices, such as laptops, must be disposed of by your ICT department or provider. 

The General Data Protection Regulation requires your organisation to put stronger controls 

and processes in place to protect the security and confidentiality of personal data. The 

Information Commissioner’s Office advises that the GDPR and DPA 2018 are read side by 

side, this is because the DPA 2018 is the UK’s implementation of the GDPR principles.  

 

Scenerio 

Bill has developed clinical depression since a personal tragedy, but is actively seeking 

treatment from the NHS. Because Bill is optimistic about a full recovery through treatment, 

he has not disclosed his condition to his work colleagues.  

Because of a data entry error, a receptionist mistakenly called his work number rather than 

his personal number and Bill is in a meeting. One of his colleagues picks up the phone.  

Thinking Bill has answered, the receptionist goes on to ask him if he can come in an hour 

earlier for his appointment.  

Should the receptionist have confirmed who she was talking to before disclosing Bill’s 

appointment information? 

Good recording keeping 

Poor quality information presents a risk to patients, service users, staff members and the 

organisation. If you are uncertain about any of the good practice raised, talk to your line 

manager to improve your understanding. 

Records as events occur 

Record information while the event, care or otherwise is still fresh in your mind. 

Complete 

Ensure all patient or service user information is included so that records can be shared and 

accessed effectively. Remember to include the NHS number if available. 

Free from duplication 
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Before you create a new record, make sure that one doesn’t already exist. 

Quick and easy to locate 

Save records in a secure place that are easy to find. 

Complaints with procedures 

Ensure that records are stored safely and securely and can be quickly located when 

requested. 

 

The receptionist should verify a person’s identity before discussing confidential 

information.  

It is immediately apparent to Bill’s colleague that Bill is seeking mental health treatment. 

Rather than keeping this information to himself, the colleague tells other employees.  

The resulting embarrassment causes Bill to resign and to make a formal complaint to the 

healthcare provider.  

This scenario shows the importance of entering information accurately into the correct 

systems and verifying identity before discussing confidential information. 

 

 

Freedom of information act 2000 

Where an organisation uses public money, the Freedom of Information Act 2000 puts a duty 

on the organisation to provide information to individuals who make a written request for 

it.  Members of the public can make Freedom of Information (FOI) requests in three ways – 

letter, fax or email. 

1. The Freedom of Information Act 2000 allows anyone from anywhere in the world to 

ask for information held by the organisation. 

Individuals don’t need to say who they are (other than to provide adequate 

correspondence details) or why they want the information. 

The information must be provided, even if it presents the organisation in a poor light 

 

2. The Act only applies to information that already exists in a recorded form (for 

example, documents, emails, written notes and tape recordings). 

It does not normally require an organisation to create new information in order to 

meet a request. 
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3. Not all organisations have to comply with the Act. 

Is your organisation type listed below? 

 Local authorities, health bodies and regulators, dentists, general practitioners, 

optical contractors and pharmacy businesses must comply with the Act 

 Private health and care providers should check their contract for any duty to comply 

with the Act 

 Charities and similar organisations may deal with FOI requests on a voluntary basis 

Handling FOI requests is a technical skill that should be dealt with by trained staff. 

You should not try to handle a request yourself unless you have been trained to do so. 

If you work in an organisation that is subject to the Freedom of Information Act, you do 

have some responsibilities: 

•Make sure that you know who is responsible for managing requests in your area of the 

organisation 

•Send any FOI requests you receive to the person responsible as soon as possible, to comply 

with the turnaround time of 20 working days 

•All FOI requests must be responded to within 20 working days 
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Module 4 ‐Threats to Data Security  

Social Engineering  

Social engineering involves those who want to steal data, such as health and care records, 

either digital or physical, by using tricks or deception to manipulate people into giving 

access to that data and other valuable information. 

Methods  

This component is a flipcard comprised of flippable cards containing display image. Select 

the front face image to flip to the back face of these card to display associated text.  

Criminals will often take weeks and months getting to know a place before even coming 

through the door or making a phone call. 

Preparation  

Their preparation might include finding your organisation’s phone list or organisation chart 

and researching employees on social networking sites, like Linkedin or Facebook.  

The goal is always to gain the trust of one or more employees, though a variety of means. 

 

In the office  

'Can you hold the door for me? I don’t have my key/access card on me.’ 

How often have you heard that in your building? Although the person asking may not seem 

suspicious, this is a very common tactic used by social engineers. 
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On the phone  

A social engineer might call and pretend to be a fellow employee, for example from your ICT 

department or provider, or a trusted outside authority, such as the police or an auditor. 

 

Online  

Social networking sites have opened a whole door for social engineering scams.  

One of the latest scams involves the criminal posing as a Facebook ‘friend’ however, you can 

never be certain that the individual you are talking to on Facebook is a real person.  

Criminals are stealing passwords, hacking accounts and posing as friends for financial gain. 

 

 

Scenario  

There are examples of many people being scammed by criminals pretending to be calling 

from a call centre. 

For example, they may say they are calling about an online order you’ve made. If you’re 

expecting a delivery, it is easy to be taken in.  

The criminal may already have a lot of information about you and ask you to confirm 

additional details about your online account, so that the order is not delayed. 
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If they have your email address, they may try to get you to click on a malicious link in an 

email they send you. 

 

 

 

Hi. This is Mike from the ICT department. How are you?  

Hi Mike. I’m fine.  

We are doing some urgent updates today on the system. Can you confirm your full name so 

I can bring up your details?  

It’s Georgina Jenkins here. I didn’t realise we had an update today. 

 

 

 

We had a few problems last night and now need to do some urgent work which may affect 

your access. Can you confirm your username and password so I can make sure these are 

transferred when we carry out the urgent update.  

Oh, of course, it’s……. 
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Would you disclose your username, password, email addresses or other details about where 

you work? 

 Your line manager, ICT department or provider already know a lot about you and will not 

need to ask these types of questions. 

 

The Fake ICT Department 

Similarly, calls have been made to NHS and care staff where the caller pretends to be from 

the ICT department or provider.  

For example, the caller advises that ICT have detected some problem with the employee’s 

work account, which they can resolve if the employee allows them to remotely access the 

laptop or PC.  

They may ask you to disclose your username, password, email address or other details 

about where you work. 

Social Media 

Select the arrows to find out more information. 

 

 

Revealing any information about your organisation on social media can be valuable to a 

social engineer. 
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The mental health team is really on fire today! 

It’s office move day today so we’re having to use these stupid passes and door entry codes 

every‐where.  

The amount of codes I have to remember these days is crazy! Mine are all the same 

anyway.  

Having to sort out all this funding today – we’ve just been awarded £1m to cut our waiting 

times. So guess what? I can sign off up to £50,000 now! How senior am I?! 

 

 

 

I can’t get in the office – can you pass me your door code?  

Sure, it’s 12345. 

 

 

Hola! It’s holiday time again in 24 hours. Can you do me a favour? I forgot to update Jane 

Smith’s record – you know my password, don’t you?  

No I don’t. Can you send it to me?  

It’s Katie2011.  
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Got it. Haha! I do that with my passwords too – name them after my kids’ names. 

A criminal reading the posts will gain vital intelligence about how the organisation’s 

processes work. 

 

What information could a criminal get? 

 Find out where Sandra’s new office is by searching her organisation’s website, then 

aligning the social worker’s online pictures to that office 

 Gain access to Sandra’s office using the door entry code 

 Burgle Sandra’s house when she is on holiday 

What could a criminal do with this information? 

 Install malicious software that corrupts data or prevents the organisation using it 

until they pay a ransom 

 Gain access to data to sell on to other criminals 

 Attempt to authorise one or more £50,000 transactions 

 Attempt to create a new referral to claim a personal budget 

 Access bank account details listed in the system, to steal a service user’s money 

 

Using email safely 

Email can be the most efficient option for exchanging information securely but, as with all 

forms of information transfer, there are risks. Hackers and criminals sometimes use 

unsolicited emails that contain attachments or links to try to trick people into providing 

access to information. This type of threat is know as phishing. 

Click on a link  

Click on a link that will take you to a website that looks genuine and enter sensitive or 

financial information about yourself, your patients, service users or organisation. 
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Open an attachment  

Open an attachment that contains a file with an EXE extension. Know as an ‘executable’ file, 

if this comes from a hacker, it is likely to contain malicious software (malware) that will 

automatically download onto your computer. 

Unknowingly install malware  

Some malware can enable the hacker to steal data from your computer or your 

organisation’s network. Other types of malware might lock all your files and lead to your 

organisation being asked to pay a ransom to unlock them. 

If you receive a request from a supposed colleague asking for login details or sensitive, 

financial or patient/service user information, you should always double‐check the request 

with the colleague over the phone.  

Equally, if you receive an unsolicited email that contains attachments or links that you have 

not asked for, do not open them.  

Remain vigilant and report the suspicious email to your line manager, ICT department or 

provider. 

Never give your login details to anyone. 

 

Phishing  

Phishing is by far the biggest and easiest form of social engineering. 

Criminals use phishing emails and websites to scam people on a regular basis. They are 

hoping that you will click on fake links to sites or open attachments so that they can steal 

data or install malicious software. 

Aim of phishing 

The aim of phishing emails is to force users to make a mistake for, example, by imitating a 

legitimate company’s emails or by creating a time‐limited or pressurised situation. 

Do not install software 

Phishing email attachments or websites might ask you to enter personal information or a 

password, or they could start downloading and installing malware.  

Do not install any new software unless you are advised to do so by your line manager, ICT 

department or provider.  

Think – is someone trying to extract or extort information from you? 
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Contact your ICT department or provider 

If you are unsure, or think that this may be happening to you, contact your manager and ICT 

department or provider immediately. 

 If you have clicked on a phishing link or visited a phishing website, contact your line manger 

or ICT department/provider immediately for advice. 

There are warning signs that your email might be from a phisher or fraudster. 

  

 

Sender  

Hovering over the ‘From’ column is a simple way to check if an email is legitimate or not. Is 

the email name and domain real? A quick online search can bring up genuine email domain 

names such as @nhs.net or @xxx.gov.uk 

Subject  

Is the subject relevant to something that you are actually working on or is it in any way 

relevant to you? If not, alarm bells should start ringing, however, it may be that the sender 

has incorrectly addressed the email. 

Addressees  

Check the address fields ‘To’ and ‘CC’, to see where the email has been sent. 

If the fields contain multiple addressees (sometimes it can be 10s or even 100s), it is likely 

that the sender is ‘spamming’ potential targets and hoping to catch someone out. Don’t be 

that person. 

 



27 | P a g e  
D a t a   S e c u r i t y   A w a r e n e s s   L e v e l   1  

 

Suspicious attachments  

If a source, such as your bank, that does not normally send you attachments, sends an email 

with an attachment, this may be evidence of spam. High‐risk attachment file types include: 

exe, scr, zip, com, bat. 

Spelling, punctuation and incorrect grammar  

Many hackers misspell words and use bad grammar on purpose. Emails written in bulk may 

have visible errors or content that doesn’t make sense. 

Requesting personal information  

A common tactic of spam emails is to alert you that you must provide or update personal 

information, including bank account details or an account password.  

You will never legitimately be asked to provide your email login details, such as your 

password, by a genuine ICT department or service. 

Links  

If an email has provided you with some links and instructed you to click them, have a close 

look at the link’s URL. A link to a genuine website will usually be prefixed with HTTPS, as 

opposed to HTTP. 

 A website prefixed with HTTPS means it is an encrypted connection, making it well 

protected from, but not immune to interception. If in doubt, start a new web search on a 

website such as https://www.virustotal.com 

Websites  

If an email has provided you with some links and instructed you to click them, check it is a 

legitimate website link, also known as a URL.  

Hover your mouse over any URLs that the email is trying to persuade you to visit, to make 

sure that they are legitimate. 

What do I do if I receive a phishing email?  

Do not reply.  

Select the email, right‐click it and mark it as junk.  

Inform your line manager, local ICT department or service provider and they will advise on 

how you can block further emails from being received. 
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Macros, Malware and Websites 

Macros are a series of actions that a programme such as Microsoft Excel may perform to 

work out some formulas. Your computer will disable macros by default because they can be 

programmed to install malware.  

Always be vigilant when enabling macros.  

Do you trust the source of the document? 

Malicious software (malware) can reside on your computer and evade detection, making it 

easier for someone to be active on your system without you noticing.  

To protect your organisation from this type of threat, your ICT department or provider will 

ensure that you have up‐to‐date antivirus software installed. Malware can make computers 

run slowly or perform in unusual ways. If you suspect that your computer is not performing 

as it normally does, contact your line manager, ICT department or provider for help. 

Be vigilant when you visit a website that is declared ‘untrusted’. 

If a web browser states that you are about to enter an untrusted site, be very careful. It 

could be a fake phishing website that has been made to look genuine. 

A browser may display a red padlock or a warning message stating your connection is not 

private. 

It is important to use strong passwords on all of your devices to prevent unauthorised 

access. You should also use different passwords for each account.  

Creating strong passwords doesn’t need to be a daunting task if you follow some simple 

guidelines.  

The National Cyber Security Centre (NCSC) has a range of guidance on good password 

management.  

Consider the use of a free password manager, too. Again, the NCSC has detailed guidance on 

what to look for. 

 

   



29 | P a g e  
D a t a   S e c u r i t y   A w a r e n e s s   L e v e l   1  

 

Understanding Your Environment 

Using your home internet connection, your workplace Wi‐Fi connection and your phone’s 

personal hotspot should be password protected. 

  

Security measures  

 Change default passwords 

 Use encryption ‐ WPA2 

 Choose a strong password 

 Disable auto connect to unknown Wi‐Fi networks 

 Update phones and devices with latest patches 

 

The environment where you access information is also important. Do no assume Wi‐Fi 

hotspots are secure in public places including cafes, fast food chains, public transport, 

patient homes, hotels, shops, etc. 

Staying safe on‐line  

 Password protect your device 

 Use personal hotspot for internet access 

 Keep belongings close by 

 Do not assume Wi‐Fi hotspots are secure 

 Sit where you are not overlooked ‐ back against the wall is best 

 Keep paperwork or documents to a minimum 

 Do not discuss patient data on the phone 

 Remember to keep secure and be vigilant at all times. 
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Devices 

A number of simple measures can help you to stay safe online.  

You should lock your device as soon as you stop using it. All mobile phones, laptops, PCs and 

tablets whether personal or not, should have a password set. If you see a colleague’s device 

open and unlocked, lock it for them and gently remind them to do so in future. This also 

applies to corporate mobile devices – activate the lock function so that a password or code 

is needed to unlock them.  

Tip: Press the Windows key + L on your keyboard to quickly lock your laptop or PC. 

 

Do not use unauthorised USB drives and avoid plugging in any non‐approved devices to 

charge via USB cable. A private mobile phone is effectively a large USB storage device and 

may contain malware. 

1. A USB drive is technically a small computer. Many organisations have set 

their computers to ensure only encrypted organisation USB drives can be 

connected to them. Even so, before using a USB drive, you should scan it to 

ensure that it is safe. 

2. If you are permitted to use other USB drives, you should never plug a non‐

secure USB drive into your work computer. This could introduce malware on 

to your computer and then on to the organisation’s network. 

3. Similarly, you should never plug a secure USB drive into an untrusted 

computer because malicious software could be transferred and passed on to 

any other devices where you use the USB drive. If you are unsure, ask your 

line manager, ICT department or your provider. 

 

Disposal of Confidential Information 

We have to be careful when disposing of any information. Much of the data that health and 

care organisations create and use is classed as official in the eyes of the government.  

The government defines ‘official’ as the majority of information that is created or processed 

by the public sector.  

This includes routine business operations and services, some of which could have damaging 

consequences if lost, stolen or published in the media. 
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NDG Data Security Standards 

There are some simple steps that you can take to increase the physical security of your 

organisation. 

 Do shut or lock doors and cabinets as you are required. 

 Do wear your building pass or ID if issued. 

 Do maintain a clear desk policy when away from your desk. 

 Do query the status of stranger (if it is safe to do so) especially if they try to follow 

people into staff area. 

 Do know who to tell if anything suspicious or worrying is noted. 

 Don’t tell unauthorised personnel how the security or other business‐sensitive 

systems work. 

 Do know what an incident or breach is in your organisation and know when and how 

to report one. 

 

Clear Desk Policy  

Most organisations now have a clear desk policy and you should be aware of this. 

 Do not leave information such as documents that identify someone or financial 

details in unsecure locations 

 Having a clear desk ensures that you are not potentially leaving sensitive information 

lying around, raising the risk of a breach 

 A clear desk policy reduces the risk of data loss by ensuring no confidential or 

commercial information is left unattended throughout the workplace 
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Module 4 ‐ Breaches and Incidents  

Overview  

We have already looked at several ways in which data security might be compromised. 

However, it is important to recognise that such incidents typically fall into two categories: 

breaches and cyber incidents.  

However, some incidents may not involve a breach of information. For example, the 

defacement of a website.  

Imagine the risk involved in making an important decision about a person’s care if his or her 

record was no longer available, was wrong or incomplete or if someone had tampered with 

it. 

 

 

 

Common Breaches  

The Information Commissioner's Office (ICO) reports on trends in security incidents and 

breaches. 

 In health and care, the most important forms are: 

 Loss or theft of paperwork 

 Data posted or faxed to the wrong recipient 

 Failure to adhere to Principle 6 of the Data Protection Act 

This principle refers to personal data being processed in a secure manner in order through 

the use of appropriate technical or organisational measures. 

This component is a flipcard comprised of flippable cards containing display image. Select 

the front face image to flip to the back face of these card to display associated text.  

You have a responsibility to know who to report data security incidents to. 
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If you know or suspect that a data security incident has taken place, register it in line with 

your organisation’s incident reporting procedure. 

 

 

If a particular individual deals with such data security incidents in your organisation, notify 

that individual as soon as possible. That way they can assess how serious the incident is and 

start an investigation. 

 

If a particular individual deals with such data security incidents in your organisation, notify 

that individual as soon as possible. That way they can assess how serious the incident is and 

start an investigation. 

 

 

Know your organisation’s policy of the safe use of IT. 

Do not alter or change any software on your device without permission. 
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Postal Breaches  

Certain procedures can help to reduce the risk of sending information by post, email, 

telephone and fax. 

Consider the different ways in which breaches and incidents can be avoided by remaining 

vigilant and aware of your personal responsibility. 

Miss Broom is waiting to receive information from her social worker. She opens her post 

one morning and finds that, as well as her own letter, the envelope contains two further 

letters addressed to other people. 

Miss Broom contacts the organisation and tells an administrative officer about the letters. 

The organisation's Information Governance lead telephones Miss Broom to apologise for 

the error and asks her to keep the letters safe while arrangements are made for someone to 

collect them. 

The organisation writes a formal apology to Miss Broom and to the two individuals about 

whom she received letters. 

Both individuals were deeply concerned that Miss Broom, who they did not know, now 

knew important information about them. One of them wrote to their local paper about the 

breach.  

Senior staff in the local authority spent the next two weeks responding to media queries 

about the number of breaches that the organisation had experienced.  

The other individual, who had suffered from a similar breach the previous year, instructed 

his solicitor to bring legal proceedings against the local authority. 

Make sure that all correspondence containing personal information is always addressed to a 

named person, not to a department, a unit or an organisation. 

If the information contained in a letter includes more than basic clinical information, for 

example, appointment details, consider sending it by recorded or tracked delivery. 

Recorded delivery 

Consider using tracked or recorded delivery for personal information. Take special care 

when sending large amounts of personal information, for example, case notes or care 

records on paper, encrypted disk or other media.  

Send these by tracked or recorded post or by NHS courier to ensure that such information is 

only seen by the authorised recipients. In some circumstances, you should obtain a receipt 

as proof of delivery, for example, when sending care records to a solicitor. 
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Approved packing 

Only send case notes and other bulky material in robust, approved packaging ‐ never in 

dustbin sacks, carrier bags or other containers.  

Don’t leave the containers unattended unless they are securely stored, waiting for 

collection.  

Make certain that the containers are taken and transported by the approved carrier. 

Email Breaches  

This component displays an image gallery with accompanying text. Use the next and back 

navigation controls to work through the narrative.  

Email is increasingly becoming the preferred vehicle for exchanging information, but as with 

other forms of communication, there are risks. 

Mr Foster has recently been diagnosed with depression and has joined a support group to 

help him through this care.  

He has just received his monthly email and noticed the names and email addresses of more 

than 500 people.  

The staff member had mistakenly put the list of all the support group member’s email 

addresses in the CC field rather than the BCC field of the email. 

The organisation undertakes an investigation and finds that a new member of staff had sent 

out the email. 

The staff member had mistakenly put the list of the support group member’s email 

addresses in the CC field rather than the BCC field of the email. 

Everyone who received the email could identify who was a member of the depression 

support group.  

The investigations found that all existing staff members involved in sending out emails knew 

what to do but had not supervised the new member of staff. 

Your organisation will have guidance on sending secure emails. If you are an NHSmail user, 

you can go to the NHSmail portal to access guidance about sending emails securely. 
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1. Check with your line manager whether it is acceptable to send personal information 

in this way. 

2. Confirm the accuracy of the email addresses for all intended recipients, sending test 

emails if you are unsure. 

3. Check that everyone on the copy list has a genuine ‘need to know’ the information 

you are to send. 

4. Check that the transfer is from an NHSmail account to an NHSmail account, or if you 

are sending sensitive information outside of NHSmail, then you should use the 

encryption feature. The only exception is when sending to emails ending in 

‘secure.nhs.uk’. 

If you are unsure of what to do, ask your line manager, ICT department or provider 

for advice. 

5. Where an email needs to be sent to an unsecure recipient, check whether this is at 

the request of a service user who understands and accepts the risks.  Consider 

whether it would be more appropriate to encrypt the email yourself. 

 

Telephone Breaches  

Joe, a practice manager, receives a call from a local hospital requesting information about 

Mrs Smith, one of the practice patients.  

He knows that she has been referred to that hospital for cancer investigation, so he gives 

the information to the caller.  

Joe should not give patient information over the phone without first checking the identity of 

the caller and whether they have a valid reason to request it. Joe had no proof that the 

previous day’s call was from the local hospital.  

The next morning, Mrs Smith phones the practice and tells Joe that her brother‐in‐law has 

information about her health that he can only have obtained from the practice. At that 
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point, Joe realises that he had no proof that the previous day’s call was from the local 

hospital. 

If a request for information is made by phone you should, where possible, adhere to the 

following processes and procedures. 

 Confirm the name, job title, department and organisation of the person requesting 

the information 

 Confirm that the reason for the information request is appropriate 

 Take a contact telephone number. For example, the main switchboard number – 

never a direct line or mobile phone number so that you can phone back and confirm 

that the caller is genuine 

 Check whether the information can be provided – if in doubt, tell the person you will 

call them back 

 Only provide the information to the person who requested it. Do not leave messages 

 Ensure that you record your name, the reason for the disclosure and who authorised 

the disclosure in the patient/service user’s record. Make sure you also record the 

recipient’s name, job title, organisation and telephone number  

 

Fax Breaches  

Rachel works in a care home and is asked to fax some service user information to a local 

general practice. However, she is in a rush and accidentally gets one of the numbers wrong. 

The fax goes to a local golf club, where the manager calls the local newspaper. An 

embarrassing article about negligence and breach of confidentiality soon follows. 

This is not the first such error made by Rachel’s organisation. 

After the ICO has been informed, a fine may be imposed. 
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If it is absolutely necessary to send information by fax, use the following procedure: 

•Personal details should be faxed separately from clinical details, with the exception of an 

individual’s NHS number 

•Telephone the recipient of the fax (or their representative) to let them know you are going 

to send confidential information 

•Ask the recipient to acknowledge the fax 

•Double check the fax number and use pre‐programmed numbers 

•Make sure your fax cover sheets states who the information is for and mark it ‘Private and 

Confidential’ 

•Either request a confirmation that the transmission was completed or call to confirm 

•After you have sent the fax, make sure you remove the original document from the fax 

machine 

Data Security Risks  

This component is an accordion comprised of collapsible content panels containing display 

text. Select the item titles to toggle the visibility of these content panels.  

Last week, someone in a high‐visibility vest visited a social care office as well as a GP 

practice in the same local area. In each case, he followed a member of staff into the building 

and told the receptionist that he needed everyone’s details for a ‘software update’. 

 The person then sold these details to other criminals. Let’s find out what else he found. 

Doors 
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Nearly every door the visitor encounters is open. Even those doors marked as ‘restricted 

access’ have been propped open to allow for a delivery.  

This means he is able to wander freely in and out without challenge, and could have stolen 

equipment or personal items belonging to staff. 

Visitors 

The visitor has forged a badge. He approaches the reception desk and asks for directions to 

the server room. They are happy to help. His badge isn’t even checked.  

With access to the server room, he can disrupt the server as much as he likes, causing 

connectivity problems across the whole organisation. 
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Desks 

Despite most organisations having strict clear desk policies, it is amazing how much data is 

found in unoccupied office areas. Financial documents, including client account details, are 

lying on desks.  

The visitor has a bag of memory sticks and randomly disperses them on desks in the hope 

that someone will plug one in. It will then start installing malware onto the computer. 

Session Summary  

 We all have a duty to protect public information in a safe and secure manner 

 Data security can be broken down into three areas: confidentiality, integrity and 

availability 

 We all have a responsibility to use information lawfully. To make sure you comply 

with the law you must know and comply with any Data Protection Act and/or 

Freedom of Information Act that your organisation has in place 

 Make sure information is shared in a secure way and that you have consent to do so. 

Give individuals an opportunity to check the accuracy of information and records 

held to enable any mistakes to be corrected 

 By following the good practice, you can help to ensure that patient/service user 

information is not put at risk 

 Good data security is important and we are all bound by legal requirements to 

protect health and care information 
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Module 5 ‐ General Data Protection Regulation  

Introduction  

The General Data Protection Regulation (GDPR) came into effect on the 25 May 2018 and 

replaces the Data Protection Directive. 

 The purpose of GDPR is to harmonise data privacy laws across Europe by 

standardising definitions and addressing legal uncertainty and the public's 

perception that their data is at risk. 

 GDPR has given EU member states the opportunity to make provisions for how it is 

applied in their country. The Data Protection Act 2018 (DPA 2018), has replaced the 

DPA 1998 and has been written to translate GDPR into UK law and it is, therefore, 

important that GDPR and DPA 2018 are read side by side. GDPR is intended to 

protect and empower all EU citizens' data privacy – allowing data subjects much 

more control of their personal data. 

 GDPR acknowledges and pre‐empts advancements in technology. In addition, it also 

recognises the rise in criminal exploitation of personal data, as technology allows the 

use of personal data on an unprecedented scale. 

 

The philosophy of GDPR is accountability 

When dealing with someone’s personal and private data you should: 

 Know what data you are collecting about people 

 Only use or share the minimum amount of personal data necessary and document 

who the personal information may be shared with 

 Know why you are collecting data about people and record the legal reason for 

holding and sharing personal information 

 Keep the data secure and be aware of information risk and the requirements for 

data protection impact assessments 

 Let people know what you are doing, for instance, through the Privacy/Fair 

Processing notice on your organisation's website 

 Not keep the data for longer than you need to (IGA Records Management Code of 

Practice for Health and Social Care 2016) 

 Obtain the recipient's consent to send them materials and consider if it is a necessity 

for your organisation's business? If not, it could be viewed as direct marketing 
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The principles of GDPR 

1. Lawful, fair and transparent ‐ We need to be open and transparent about what we 

are doing with the data 

2. Specified, explicit and legitimate purpose ‐ We need to be clear about the purpose of 

the data processing 

3. Adequate, relevant and limited to what is necessary ‐ Ensuring that data we process 

is adequate and relevant 

4. Accurate and where necessary kept up to date ‐ Data is accurate and up to date 

5. Kept in a form which permits identification of data subjects for no longer than is 

necessary ‐ Processing in line with our records management procedures 

6. Appropriate security ‐ Data is secure and processed in line with organisational 

measures 

 

GDPR 

 Covers all organisations that are data controllers or processors of personal data who 

have an establishment in the EU 

 Covers the requirement for all EU citizens to have their personal data protected 

 Not only applies to organisations located within the EU but it will also apply to 

organisations located outside of the EU if they offer goods or services to, or monitor 

the behaviour of, EU data subjects. It applies to all companies processing and holding 

the personal data of data subjects residing in the EU, regardless of the company’s 

location 

 Under GDPR, individuals have the: 

 Right to be informed ‐ Individuals have the right to be informed about the collection 

and use of their personal data. You must provide privacy information to individuals 

at the time you collect their personal data from them 

 Right of access ‐ Individuals have the right to access their personal data, commonly 

referred to as a subject access request (SAR). You have 1 month to respond to a 

request and cannot charge a fee 

 Right to rectification – This is the right for individuals to have inaccurate personal 

data rectified or completed, should it be incomplete  

 Right to erasure – GDPR introduces the right for individuals to have personal data 

erased. This is also known as the ‘right to be forgotten’. This can be denied in certain 

circumstances 

 Right to restrict processing – Individuals have the right to request the restriction of 

their personal data. When data is restricted, you are permitted to store it but not 

use it 
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 Right to data portability ‐ The right to data portability allows individuals to obtain 

and reuse their personal data for their own purposes across different services. It 

allows them to move, copy or transfer personal data easily from one IT environment 

to another in a safe and secure way, without affecting its usability 

 Right to object ‐ The GDPR gives individuals the right to object to the processing of 

their personal data in certain circumstances. Individuals have an absolute (it is legally 

enforceable) right to stop their data being used for direct marketing. You can object 

to automated individual decision‐making (making a decision solely by automated 

means without any human involvement) and profiling (automated processing of 

personal data to evaluate certain things about an individual). 

Some of these rights are qualified rather than absolute rights. This means these rights can 

be legally restricted, for instance, your right to be forgotten could be denied as it is not in 

the public interest. An example of this could be a clinician whose record notes an 

investigation into their conduct. 

In addition, individuals have rights in relation to automated decision making and profiling. 

They have the right to request that a decision about them is made with human intervention 

rather than by automated means. 

Please note: The rights detailed in GDPR are qualified rights not absolute rights. 

Data types within GDPR 

Personal data  

Personal data is any information relating to a living individual (data subject) from which they 

can be identified. Examples include but are not limited to: 

•Name 

•Address 

•Location data 

•IP address 

•Email address 

Special categories of personal data (sensitive data)  

This is personal data revealing racial or ethnic origin, political opinion, philosophical or 

religious beliefs, trade union membership, genetic and biometric data, health data, sex life 

and sexual orientation 
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Obligations for organisation under GDPR 

Under GDPR organisations must:   

 Take appropriate steps to secure the data and ensure data protection by design and 

default. This approach is built‐in rather than bolted‐on. It is more cost effective for 

organisations and more likely to result in compliance. This is now a legal requirement 

 Only use a processor who provides ‘guarantees’ of GDPR compliance 

 Report all data related incidents as per your policies, as all those deemed as serious 

incidents are required to be reported to the Information Commissioner's Office (ICO) 

within 72 hours of the organisation first becoming aware. This should be done using 

the Data Security and Protection Toolkit incident reporting tool 

 Conduct privacy impact assessments (or data protection impact assessments (DPIA)) 

for projects that are likely to result in a high risk to individuals. It is also good practice 

to complete a DPIA for any major project that processes personal data 

 Maintain internal records of your processing activities, for instance, you must know 

the lawful reason for processing an individual’s data, who it is being shared with and 

how long you intend to keep it (retention). These documents are linked to the 

principle of accountability and help ensure you are compliant 

 Perform a DPIA prior to the implementation of a new system, new project or for a 

new process which changes the way in which personal information is processed 

Consequences of not compiling with DPA 218 

There are consequences for both the individual and organisations if they fail to comply with 

DPA 2018. 

An individual or organisation would be considered to have breached or not complied with 

DPA 2018 if there was one of the following: 

 Personal data breach 

 Controller breach notification 

o Supervisory Authorities (ICO) 

o Affected individuals 

 Processor breach notification 

o Controller 

A Data Controller is a person/organisation who decides how personal data is processed and 

why it needs to be processed. A Data Controller can decide this alone or jointly with other 

people/organisations.  
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A Data Processor is a person/organisation who processes data on behalf of a Data 

Controller. 

Under DPA 2018, both Data Processors and Data Controllers are liable for breaches and can 

be fined by the ICO. 

In data protection, 'processing' is an umbrella term to refer to anyway in which data is 

collected, stored, used or organised. 

Administrative fines will be “effective, proportionate and dissuasive". 

Intentional or negligent infringement can result, depending on the infringement, in a 

maximum fine of: 

 2% of global turnover or €10,000,000 whichever is higher 

 4% of global turnover or €20,000,000 whichever is higher 

  

Think Before You Act  

This component is a flipcard comprised of flippable cards containing display image. Select 

the front face image to flip to the back face of these card to display associated text.  

There are certain things you should consider before you deal with someone’s personal and 

private data. 

Before dealing with someone’s personal and private data please consider: 

 Are you complying with data legislation and policies? 

 Have the Caldicott Principles been considered and satisfied?  

 Is the information presented complete or adequate? 

 Do you really know who you are talking to on the phone or via email ‐ who can 

overhear you? 

 Do they really need to have access to the information? 

 Have you ensured appropriate security for transferring personal data? 

 Should you seek guidance/permission before sharing, using or storing data? 
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You are coming to the end of this section on GDPR. However, before you move on, there are 

some key things to remember. 

 GDPR protects an individual's fundamental rights and freedoms, in particular, their 

‘Right to the Protection of Personal Data’ 

 Data protection and data security is the responsibility of every member of staff who 

processes personal information 

 Individuals can be penalised for breach of data protection legislation, for instance, a 

malicious act 

 Always be clear about why you are processing data and do not process any personal 

information other than for its intended purpose 

 Make sure personal data is protected at all times. If personal data is being 

transferred outside of the European Economic Area (EEA), ensure there are 

adequate safeguards in place 

 Follow policies and procedures for information security, Caldicott Guardian 

guidance, data protection, etc. 

 Before sharing data with a third party, ensure you have consulted and received 

approval from the relevant authority, for instance, Information Asset Owners (lAOs). 

Is an information sharing agreement required? 

 When sending data via email please ensure: 

o The correct email addresses are specified 

o Appropriate handling instructions are added to the subject line (e.g. 

OFFICIAL‐SENSITIVE, DO NOT FORWARD etc.) 

o Ensure the correct attachments are sent and that any hidden details within 

documents (usually spreadsheets) are checked and removed 

o Check the email address is a Trusted address 

o Do not send PERSONAL or SENSITIVE information to untrusted addresses 

without encryption 

 

Congratulations, you have reached the end of this session. 

Now its time to take the assessment   
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Data Security Assessment Workbook  

Welcome to the Data Security Awareness Level 1 Assessment. 

To successfully complete this assessment, you need to achieve a score of at least 80%. 

You may choose to complete this assessment prior to reviewing the associated  Data 

Security Awareness Level 1 knowledge chapters; and if you pass, you do not need to 

complete the knowledge chapters. 

You should set aside approximately 15 minutes to complete this assessment. 

This assessment aligns to the UK Core Skills Training Framework Information Governance 

learning outcomes and assessment criteria. You will need to achieve a pass mark of at least 

80% to successfully complete this assessment. If you do not achieve: 

 A score of less than 40% you will need to do the assessment again  

Please note that your score will only be recorded if you answer ALL questions and see your 

results. 
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Q1. Someone follows you into your workplace and asks you to hold the door as they have 

forgotten their access card. Should you stop and challenge them? 

Choose the correct option.  

No  

Yes  

 

Q2. Is the following statement true or false?  It is important to lock your computer or mobile 

device when you're not using it. 

Choose the correct option.  

True  

False  

 

Q3. Is the following statement true or false?  You do not need consent to use someone’s 

personal information for non‐care purposes. 

Choose the correct option.  

False  

True  

 

Q4. Is the following statement true or false? 

Confidential information may include details of a person’s next GP appointment. 

Choose the correct option.  

False  

True  
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Q5. Which of the following represents an example of good practice in record keeping? 

Choose two options.  

If you are not a health or care professional, you can still record clinical information the 

patient gives you  

If you spot an error in the record, you can leave this for someone else to pick up  

Record information while the event is still fresh in your mind  

Do not allow individuals to check information about themselves and point out any 

mistakes or inaccuracies  

Save records in a secure place that is easy to find  

 

Q6. Which of the following represents an example of good practice in record keeping? 

Choose the correct option.  

Recording up‐to‐date and accurate information about someone's care  

Updating records at the end of each month  

Including reference numbers such as an NHS number  

Storing commonly used records in your drawer  

 

Q7. Is the following statement true or false? 

A patient or client may request to see their personal information, including most of the 

notes that you and your team have made about them. 

Choose the correct option.  

False  

True  
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Q8. Which of the following statements on the Data Protection Act is correct? 

Choose the correct option.  

Individuals cannot be fined or face legal action for breaching the principles of the Act  

The Act only applies to personal information in digital form  

Organisations can be fined or face legal action for breaching the principles of the Act  

The Act only applies to patient or service user information  

The Act prevents information being shared for health and care purposes  

 

Q9. Which of the following statements about the Freedom of Information Act is correct? 

Choose the correct option.  

The Act puts a duty on organisations to supply information to individuals who make a 

written request  

Individuals can submit a request for information over the telephone  

General practices are exempt and can choose whether to respond to an FOI request  

 

Q10. How long does your organisation have to respond to a subject request under the 

Freedom of Information Act? 

Choose the correct option.  

Within 10 working days  

Within 20 working days  
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Q11. A cyber incident is any event that threatens the security, confidentiality, integrity, or 

availability of data, information systems, and/or the networks that deliver the information. 

Which of the following is an example of a cyber incident? 

Choose the correct option.  

Phishing email  

Lost or stolen paperwork  

Non‐secure disposal of hardware  

 

Q12. A breach occurs when one of the principles of the Data Protection Act and/or 

confidentiality law is breached. Which of the following is an example of a breach? 

Choose the correct option.  

Phishing email  

Malicious damage to systems  

Non‐secure disposal of computers and mobile devices  

 

Q13. Is the following statement true or false?  Under GDPR, an individual cannot be held 

responsible for a data breach.  

Choose the correct option.  

True  

False  
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Q14. Under GDPR which of the following does an individual NOT have a right to?  

Right to be informed  

Right of access  

Right to rectification  

Right to erasure  

Right to restrict processing  

Right to data portability  

Right to object  

Rights related to objecting to automated decision making including profiling  

Right to repatriation  

 

 

Name: 

________________________________________________________________ 

Department: 

____________________________________________________________ 

Directorate: 

_____________________________________________________________ 

Signature: 

_______________________________________________________________ 

Date: 

________________________________________________________________ 

 

Please return pages 48‐53 ONLY to work book and quizzed, 

Education Department, South Wing, North Tees Hospital 



 

Checking postal address 
 
If ‘other address’ is in bold on the MPI patient demographic page this indicates there could 
be a postal address.   
 

 
 
Click on the Other Address hyperlink 
 

 
 
If a Postal Address is active it will be shown in the Other Address List with an Address Type 
of ‘Postal Address’, if the address is active the ‘Date To’ will be empty/blank. 
 

 
 
 
IF AN ACTIVE POSTAL ADDRESS IS FOUND YOU MUST CHECK WITH PATIENT IF 
THE POSTAL ADDRESS IS STILL VALID / CORRECT AND UPDATE AS REQUIRED 



 

Updating postal address if no longer valid 
 
If the postal address is no longer correct or valid then you should add an end date into the 
‘Date To’ – to do this click the Click on the Postal Address hyperlink 
 

 
 
Enter the date at which the postal address is no longer valid into the ‘Date To’ field and click 
the Update button. 
 

 
 
 
Once all details are complete you must select  on the main MPI screen to save. 

 

 
 
This will stop the postal address from being used from the ‘Date To’. 



 

Add a new postal address (if different from the main 
registered address) 
 
If the patient wishes to add a new postal address which is different to the main registered 
address on the MPI front screen then you should: 
  
Click ‘Other Address’ hyperlink on MPI screen 

 
 

Complete the other address details section 

 

 

Select the Address Type by using the looking glass 

Enter Postcode Into ’Address Line 1’ and select the looking glass and chose the address  



 

Select  when complete 

Once all details are complete, select  on the MPI screen to save. 

 

Note: If selecting and inputting a Postal Address, any system generated letters sent will be 
sent to the Postal address entered here and NOT the address details on the demographics 
page you must make this clear to the patient. 
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4  Information Commissioner’s foreword

The UK is putting more and more data into the public domain.  
The government’s open data agenda allows us to find out more than 
ever about the performance of public bodies. We can piece together 
a picture that gives us a far better understanding of how our society  
operates and how things could be improved. However, there is also 
a risk that we will be able to piece together a picture of individuals’ 
private lives too. With ever increasing amounts of personal 
information in the public domain, it is important that organisations 
have a structured and methodical approach to assessing the risks. 
This code of practice is about managing that risk. My office has seen 
the risks both understated and overstated.

My office has been a strong supporter of the open data agenda, 
and has played its part in ensuring that all sorts of valuable data 
has been made available through the Freedom of Information 
Act 2000. One thing that has become clear, however, from my 
office’s experience of dealing with information rights is that issues 
surrounding the release of information about individuals can be the 
hardest to deal with in practice. Finding out about the performance 
of a public authority, for example, inevitably involves finding out 
about the performance of its staff. We want openness, but we want 
privacy too. That is why the subject matter of this code of practice 
– anonymisation – is so important. If we assess the risks properly 
and deploy it in the right circumstances, anonymisation can allow us 
to make information derived from personal data available in a form 
that is rich and usable, whilst protecting individual data subjects. 

The current Data Protection Directive, dating from 1995, says 
that the principles of data protection shall not apply to data 
rendered anonymous in such a way that the data subject is no 
longer identifiable. It also says that a code of practice can provide 
guidance as to the ways in which data may be rendered anonymous 
and retained in a form in which identification of the data subject is 
no longer possible. Yet, as far as I am aware, this is the first code 
of practice on anonymisation to be published by any European data 
protection authority. Issues surrounding anonymisation techniques 
and the status of anonymised data are becoming a key issue as 
discussion of the European Commission’s proposal for a new data 
protection framework continues. 

Information Commissioner’s foreword 



Information Commissioner’s foreword  5

This code of practice is not a security engineering manual, nor does 
it cover every anonymisation technique. The Anonymisation Network 
will provide greater access to more detailed expertise and advice. 
But it does contain clear, practical advice and a straightforward 
explanation of some very tricky legal concepts. This code of practice 
will be of use to freedom of information and data protection 
practitioners, and to all those who are contributing to the creation of 
one of the world’s most transparent and accountable economies. 

Christopher Graham 
Information Commissioner



6 About this code

  Key points: 

•	  Data protection law does not apply to data rendered anonymous 
in such a way that the data subject is no longer identifiable. 
Fewer legal restrictions apply to anonymised data.

•	  The anonymisation of personal data is possible and can help 
service society’s information needs in a privacy-friendly way.

•	  The code will help all organisations that need to anonymise 
personal data, for whatever purpose.

•	  The code will help you to identify the issues you need to 
consider to ensure the anonymisation of personal data is 
effective.

•	  The code focuses on the legal tests required in the Data 
Protection Act.

The code explains the issues surrounding the anonymisation 
of personal data, and the disclosure of data once it has been 
anonymised. It explains the relevant legal concepts and tests in the 
Data Protection Act 1998 (DPA). The code provides good practice 
advice that will be relevant to all organisations that need  
to convert personal data into a form in which individuals are no 
longer identifiable. We use the term ‘anonymised data’ to refer to 
data that does not itself identify any individual and that is unlikely 
to allow any individual to be identified through its combination with 
other data.  

The DPA does not require anonymisation to be completely risk 
free – you must be able to mitigate the risk of identification until 
it is remote. If the risk of identification is reasonably likely the 
information should be regarded as personal data - these tests have 
been confirmed in binding case law from the High Court. Clearly, 
100% anonymisation is the most desirable position, and in some 
cases this is possible, but it is not the test the DPA requires.

We use the term ‘re-identification’ to describe the process of 
turning anonymised data back into personal data through the use 
of data matching or similar techniques. The code’s annexes contain 
examples of various anonymisation and re-identification techniques 
and illustrations of how anonymised data can be used for various 
purposes. See Annex 1, which shows how a set of personal data can 
be converted into various forms of anonymised data.  

About this code1
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We use the broad term ‘anonymisation’ to cover various techniques 
that can be used to convert personal data into anonymised data. 
We draw a distinction between anonymisation techniques used to 
produce aggregated information, for example, and those – such 
as pseudonymisation – that produce anonymised data but on an 
individual-level basis. The latter can present a greater privacy risk, 
but not necessarily an insurmountable one. We also draw a distinction    
between publication to the world at large and the disclosure 
on a more limited basis – for example to a particular research 
establishment with conditions attached. See case study 1: limited 
access to pharmaceutical data. 

The code shows that the effective anonymisation of personal data is 
possible, desirable and can help society to make rich data resources 
available whilst protecting individuals’ privacy. Anonymisation is of 
particular relevance at the moment, given the increased amount of 
information being made publicly available through Open Data initiatives 
and through individuals posting their own personal data online. 

The code supports the Information Commissioner’s view that the 
DPA should not prevent the anonymisation of personal data, given 
that anonymisation safeguards individuals’ privacy and is a practical 
example of the ‘privacy by design’ principles that data protection law 
promotes. We hope that the code shows that, in some circumstances, 
anonymisation need not be an onerous process. In some cases really 
quite simple techniques can be very effective. See case study 2, 
using mobile phone data to study road traffic speeds and case study 
3, which demonstrates a simple technique for anonymising data 
about passengers’ travelling times.

Some information, particularly datasets containing sensitive personal 
data, will clearly present a need for caution, and the anonymisation 
issues may be complex for large datasets containing a wide range 
of personal data. It is in these complex scenarios in particular that 
organisations should consider whether they need specialist expertise 
and input.

This code was written for a general readership and only looks at the 
issue of anonymisation in the context of the DPA and Freedom of 
Information Act 2000 (FOIA). It does not go into all the other legal 
issues that could be relevant. We have tried to make the code as 
consistent as possible with other authoritative guidance. However, 
the Information Commissioner recognises that organisations may also 
need to follow their own detailed standards and procedures, tailored 
to the data they hold and its intended disclosure.

The code cannot describe every anonymisation technique that has 
been developed nor go into a great deal of technical detail. Additional 
information is available from the sources we have listed and will be 
developed through the Information Commissioner’s Anonymisation 
Network. The Network will also host detailed case studies and 
illustrations of good practice. The network will be launched at the 
same time as this code of practice; details will be available on the 
ICO website. 



Many important issues concerning anonymisation have arisen in 
the context of the FOIA and the Freedom of Information (Scotland) 
Act 2002 (FOISA). We are confident that this code will help public 
authorities in Scotland and the rest of the UK to deal with cases 
where personal data must be withheld, but anonymised data can be 
released. References to FOIA can be read across to include FOISA 
as well. 

Who is this code of practice for?

Any organisation that needs or wants to turn personal data into 
anonymised data should use this code. This could be, for example, 
because the organisation:

•	 is required by law to publish anonymised data, such as some 
health service bodies;

•	 needs to deal with a request for information that contains third 
party personal data made under FOIA;

•	wants to make itself more transparent and accountable to the 
public; or

•	 intends to further research or statistical purposes by making its 
anonymised data available to researchers.

Most of the good practice advice in the code will be applicable to 
public, private and third sector organisations, because the issues 
they face when anonymising personal data effectively are much 
the same. The majority of the code will apply to all instances of 
anonymisation regardless of its scale and context.

The code is not aimed at those seeking in-depth knowledge of 
security engineering or statistical methodology. However, the code 
will help experts in the field to understand the data protection 
framework their activities take place within. 

How can the code help you?

Adopting the good practice recommendations in this code will give 
you a reasonable degree of confidence that your publication of 
anonymised data will not lead to an inappropriate disclosure of 
personal data – through ‘re-identification’.

The code will help you to identify the issues you need to consider 
when deciding how to anonymise personal data. It will also help 
you to assess any risk associated with producing – and particularly 
publishing – anonymised data. 

These risks might include:

•	 information about someone’s private life ending up in the  
public domain;

•	 an anonymised database being ‘cracked’ so that data about a 
number of individuals is compromised;
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•	 individuals being caused loss, distress, embarrassment, or anxiety 
as a result of anonymised data being re-identified; 

•	 reduced public trust if your organisation discloses anonymised data 
unsafely; and

•	 legal problems where insufficiently redacted qualitative data is 
disclosed, for example, under FOIA. 

When the Information Commissioner investigates an issue relating 
to the anonymisation of personal data, he will take the good practice 
advice in this code into account. It will certainly stand an organisation 
in good stead if it can demonstrate that its approach to producing and 
disclosing anonymised data has taken account of the good practice 
recommendations set out in this code. 

Specific	benefits	of	this	code	include:

•	minimising the risk of breaking the law and consequent 
enforcement action by the Information Commissioner’s Office 
(ICO) or other regulators;

•	 promoting a better understanding of a difficult area of the law, 
particularly the data protection – freedom of information interface;  

•	 developing a better understanding of anonymisation techniques, 
of the suitability of their use in particular situations and of their 
relative strengths and weaknesses; 

•	 instilling greater confidence when dealing with UK-wide 
‘transparency agenda’ imperatives for the publication of 
information – or with legal duties to publish;

•	 improving decision making when handling freedom of information 
requests involving personal data;

•	 developing greater public trust through ensuring that legally 
required safeguards are in place and are being complied with;

•	 reducing reputational risk caused by the inappropriate or insecure 
publication or disclosure of personal data; and

•	 reducing questions, complaints and disputes about your publication 
or disclosure of information derived from personal data.

Wider	benefits	of	this	code	include:

•	 the furtherance of statistical and other research that relies on the 
availability of information derived from personal data;

•	 transparency as a result of organisations being able to make 
information derived from personal data available;

•	 the confidence to publish anonymised data in rich, re-usable 
formats;

•	 the economic benefits that the availability of rich data resources 
can bring;

About this code  9



10  About this code

•	 public confidence that data is being used for the public good 
whilst privacy is being protected; and

•	 better public authority accountability through the availability of 
data about service outcomes and performance. 

The code’s status

The Information Commissioner has issued this code under 
section 51 of the DPA in pursuance of his duty to promote good 
practice. The DPA says good practice includes, but is not limited 
to, compliance with the requirements of the DPA. This code was 
also published with Recital 26 and Article 27 of the European Data 
Protection Directive (95/46/EC) in mind. These provisions make it 
clear that the principles of data protection do not apply  
to anonymised data and open the way for a code of practice  
on anonymisation. 

This code gives advice on good practice, but compliance with our 
recommendations is not mandatory where they go beyond the strict 
requirements of the DPA. The code itself does not have the force  
of law, as it is the DPA that places legally enforceable obligations  
on organisations.

Organisations may find alternative ways of meeting the DPA’s 
requirements and of adopting good practice. However, if they do 
nothing then they risk breaking the law. The ICO cannot take 
enforcement action over a failure to adopt good practice or to act 
on the recommendations set out in this code unless this in itself 
constitutes a breach of the DPA.

We have tried to distinguish our good practice recommendations 
from the legal requirements of the DPA. However, there is inevitably 
an overlap because, although the DPA sets out the bare legal 
requirements, it provides no guidance on the practical measures 
that could be taken to comply with them. This code helps to plug 
that gap.
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  Key points:  

•	  Understanding anonymisation means understanding what 
personal data is.

•	  To protect privacy it is better to use or disclose anonymised data 
than personal data.

•	  It is possible to disclose anonymised data without breaching the 
Data Protection Act.

What is personal data?

The Data Protection Act 1998 (DPA) is concerned with ‘personal data’. 
It says that ‘personal data’ means:

data which relate to a living individual who can be identified—

(a) from those data, 

or

(b)  from those data and other information which is in the 
possession of, or is likely to come into the possession of, the 
data controller, and includes any expression of opinion about 
the individual and any indication of the intentions of the data 
controller or any other person in respect of the individual.

Personal data has to be about a living person, meaning that the DPA 
does not apply to mortality or other records about the deceased, 
although such data could still be protected by confidentiality or other 
legal rules.

What is not personal data?

From the definition above, it follows that information or a 
combination of information, that does not relate to and identify an 
individual, is not personal data. Clearly, effective anonymisation 
depends on a sound understanding of what constitutes personal data. 
See the Information Commissioner’s Office (ICO)’s technical guidance 
on ’Determining what is personal data’. 

Anonymisation and personal data2
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Anonymisation in European data protection law

The most explicit reference to anonymisation in European data 
protection law is in Recital 26 of the European Data Protection 
Directive (95/46/EC) which: 

•	makes it clear that the principles of data protection shall not 
apply to data rendered anonymous in such a way that the data 
subject is no longer identifiable; 

•	 recognises that a code of conduct, such as this one, can be 
a useful means of guidance as to how personal data can be 
rendered anonymous; and 

•	 is particularly important because it indicates clearly that the 
anonymisation of personal data is to be considered possible and 
that it can be used to provide important privacy safeguards for 
individuals. 

Anonymisation also supports data protection law’s general data 
minimisation approach. Neither the Directive nor the DPA provide 
any technical advice on anonymisation techniques – which is why 
this code of practice should be particularly useful. 

Note that the UK’s DPA is framed in terms of identification or the 
likelihood of identification. The Data Protection Directive refers 
to ‘likely reasonably’. In some cases the UK courts have used the 
‘likely reasonably’ test. However, the practical problems that arise 
are much the same whether the test is of ‘likelihood’ of identification 
or ‘reasonable likelihood’ of it. 

What	are	the	benefits	of	anonymisation?

The DPA requires all organisations that process personal data to 
protect it from inappropriate use or disclosure. However, the same 
organisations may want, or be required, to publish information 
derived from the personal data they hold. For example, health 
service organisations are required to protect the identities of 
individual patients but may also be required to publish statistics 
about patient outcomes. Anonymisation helps organisations to 
comply with their data protection obligations whilst enabling them 
to make information available to the public. 

Any organisation processing personal data has to comply with the 
data protection principles. The principles regulate the disclosure of 
personal data, and in some circumstances can prevent this. This 
means that, in general, it is easier to disclose anonymised data than 
personal data as fewer legal restrictions will apply. It is also easier 
to use anonymised data in new and different ways because the 
DPA’s purpose-limitation rules do not apply to it. See case studies 8 
and 9 for examples of how useful anonymised data can be. 
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Is anonymisation always necessary?

The primary reason for undertaking anonymisation is to protect 
individuals’ privacy when making available the data resources that 
activities such as research and planning rely on. It is legitimate 
to use personal data for certain purposes, for example where the 
intention is to inform decisions about particular individuals, or to 
provide services to them. Much medical research involves access 
to patients’ personal data and is carried out on the basis of patient 
consent and involvement. However, where the use of personal data 
is not necessary, then the objective should generally be to use 
anonymised data instead.  

In some cases there will be no alternative to using personal data 
for research and certain other purposes. This might be the case for 
example where there is a need to contact individuals to ask them 
about the treatment they have received or the service they have 
subscribed to. The ICO recognises the special utility of personal data 
and that it is not always necessary or possible to use anonymised 
data instead of personal data. 

Is	anonymisation	always	possible?

The Information Commissioner recognises that some collections of 
personal data do not lend themselves well to anonymisation – eg 
voluminous collections of paper records held in a variety of formats. 
Although the sensitivity of data will generally decrease with the 
passage of time, the inappropriate release of records many decades 
old, eg criminal records, could still have a severely detrimental effect 
on an individual. That is why the security of data that cannot be 
anonymised is paramount. It is worth noting that the DPA’s section 33 
exemption – described later in this code - allows personal data held 
for research purposes to be retained indefinitely, provided certain 
conditions are met. 

Disclosing anonymised data

There is clear legal authority for the view that where an organisation 
converts personal data into an anonymised form and discloses it, this 
will not amount to a disclosure of personal data. This is the case even 
though the organisation disclosing the data still holds the other data 
that would allow re-identification to take place. This means that the DPA 
no longer applies to the disclosed data, therefore: 

•	 there is an obvious incentive for organisations that want to publish 
data to do so in an anonymised form; 

•	 it provides an incentive for researchers and others to use 
anonymised data as an alternative to personal data wherever this 
is possible; and 

•	 individuals’ identities are protected.
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A	significant	case	relating	to	the	anonymisation	of	
personal data 

R (on the application of the Department of Health) v 
Information Commissioner [2011] EWHC 1430 (Admin). 

This case concerned the disclosure of medical statistics and 
whether they had been anonymised effectively. 

In February 2005, the ProLife Alliance made a request 
under the Freedom of Information Act 2000 (FOIA) to the 
Department of Health for detailed statistical information 
about abortions carried in the year 2003. The ProLife Alliance 
specifically sought information about abortions carried out 
under ‘Ground E’ of the Abortion Act 1987, providing the same 
level of detail as set out in statistics provided by the Office  
of National Statistics (ONS) up until 2002. 

Between 1968 and 2002 the ONS had published detailed 
information about Ground E abortions, being abortions carried 
out as there was a substantial risk that if the child were 
born it would suffer such physical or mental abnormalities 
as to be seriously handicapped. The ONS statistics listed a 
number of different foetal abnormalities and provided the total 
number of abortions for each one, together with a figure for 
terminations of over 24 weeks gestation. Responsibility for 
publishing abortion statistics was given to the Department of 
Health in 2002, which, in relation to the statistics for Ground E 
abortions, chose to combine certain categories of abnormality 
and suppress figures where the figure was between zero  
and nine.

The Department of Health refused the ProLife Alliance’s 
request for the 2003 abortion statistics, providing the pre-2002 
level of detail, relying on a number of FOIA exemptions from 
disclosure, including the exemption in section 40 concerning 
personal data. Following a complaint to the Information 
Commissioner and an appeal to the Information Tribunal, the 
matter was heard in the High Court before Mr Justice Cranston. 
The key consideration was whether the detailed abortion 
statistics were personal data for the purposes of the DPA. 

The court referred to the DPA definition of personal data and 
Recital 26 of the European Data Protection Directive 95/46/EC  
which, in part, provides that “the principles of protection 
should not apply to data rendered anonymous in such a way 
that the data subject is no longer identifiable”. Consideration 
was also given to the Article 29 working party Opinion 
(4/2007) on the concept of personal data. The Opinion concluded 
that anonymous data, in the sense used when applying the 
Directive, could be defined as any information relating to a 
natural person, where the person could not be identified, 
whether by the data controller or by any other person, 
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taking into account all means likely reasonably to be used to 
identify that individual. 

Mr Justice Cranston, following the reasoning of Lord Hope in 
the case of Common Services Agency v Scottish Information 
Commissioner [2008] UKHL 47, held that, the fact that the 
data controller has access to all the information from which 
the statistical information is derived, does not disable it from 
processing the data in such a way, consistently with Recital 26  
of the Directive, that it becomes data from which a living 
individual can no longer be identified. If converting the 
underlying information into statistics can achieve this, the 
way will then be open for the data controller to disclose the 
information in statistical form because it will no longer be 
personal data. Mr Justice Cranston held that the disclosure by 
the Department of Health of the detailed abortion statistics would 
not amount to the disclosure of personal data. In converting 
the underlying information into statistics, the Department of 
Health had effectively anonymised the information so that, taking 
account of all the means likely reasonably to be used, anyone 
receiving the statistics would not be able to identify any of the 
individuals to whom the statistics related. 

Disclosing personal data

The DPA does not prohibit the disclosure of personal data, but any 
disclosure has to be fair, lawful and in compliance with the other data 
protection principles. The age of the information and level of detail 
can be important factors, for example data showing where individuals 
lived or worked sixty years ago may have little sensitivity in many 
cases. There is no hard and fast rule here, but a good rule of thumb 
is to try to assess the effect – if any - that the disclosure would have 
on any individual concerned and what their attitude to the disclosure 
would be likely to be. This could be influenced by whether the data 
is about their private life or about more public matters, such as 
their working life. See the ICO’s Guide to Data Protection for more 
information about the disclosure of personal data and about the 
‘conditions for processing’ personal data.

Anonymisation within organisations

The DPA is mainly concerned with the disclosure of personal data 
outside the data controller’s own boundaries. However, anonymisation 
can also be relevant to the safe use or sharing of data within 
organisations, particularly large ones with diverse functions. For 
example, a retailer might use anonymised data rather than customer 
purchase records for its stock planning purposes.  
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Personal	data	and	identification	

The definition of ‘personal data’ can be difficult to apply in practice 
for two main reasons:

•	 the concept of ‘identify’ – and therefore of ‘anonymise’ - is not 
straightforward because individuals can be identified in a number 
of different ways. This can include direct identification, where 
someone is explicitly identifiable from a single data source, such 
as a list including full names, and indirect identification, where 
two or more data sources need to be combined for identification 
to take place; and 

•	 you may be satisfied that the data your organisation intends  
to release does not, in itself, identify anyone. However, in  
some cases you may not know whether other data is available 
that means that re-identification by a third party is likely to  
take place.

In reality it can be difficult to determine whether data has been 
anonymised or is still personal data. This can call for sensible 
judgement based on the circumstances of the case in hand. This 
code describes ways of assessing and mitigating the risks that 
may arise, particularly in terms of assessing whether other data 
is available that is likely to make re-identification likely. In some 
cases, it will be relatively easy to determine whether it is likely 
that a release of anonymised data will allow the identification 
of an individual. In other cases it will be much harder, but the 
decision still has to be made. See case study 4: publicly available 
information and anonymisation risk. 

The DPA is not framed in terms of the possibility of an individual 
being identified. Its definition of personal data is based on the 
identification or likely identification of an individual. This means 
that, although it may not be possible to determine with absolute 
certainty that no individual will ever be identified as a result of the 
disclosure of anonymised data, this does not mean that personal 
data has been disclosed. The High Court in the Department of 
Health case above stated that the risk of identification must be 
greater than remote and reasonably likely for information to be 
classed as personal data under the DPA. See the summary of the  
R v Department of Health abortion statistics on page 14.
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Is personal data involved?

If it’s not clear, you should consider:

•	 	is	it	reasonably	likely	that	an	individual	
can	be	identified	from	those	data	and	
from other data?

•	 	what	other	data	are	available,	either	
to the public or to researchers or other 
organisations?

•	 	how	and	why	could	your	data	be	linked	
to other datasets?

Establish a process for ensuring an adequate level of anonymisation.  
Factors to take into account include: 

•	 the	likelihood	of	re-identification	being	attempted;	

•	 the	likelihood	the	reidentification	would	be	successful;	

•	 the	anonymisation	techniques	which	are	available	to	use;	and

•	 the	quality	of	the	data	after	anonymisation	has	taken	place	and	
whether this will meet the needs of the organisation using the 
anonymised information.

Test the data according to your level of acceptable risk. You should document this 
process, for example as part of a PIA.

Is the data still reasonably likely to allow an individual to be identifed?

Yes – individuals 
can	be	identified	
from the data.

If the DPA prevents 
you from disclosing 
personal data, 
you will need to 
consider whether the 
information can be 
anonymised.

No – 
the data does not 
relate	to	identifiable	
individuals.

If the disclosure does 
not involve personal 
data, the DPA is not 
engaged.

No	-	the	data	no	
longer allows 
individuals to be 
identified.	You	can	
now disclose or 
publish the data 
to the recipients 
proposed in your risk 
assessment.

If it is not possible to  
reduce the risk of 
identification	to	an	
acceptable level, do 
not publish unless the 
processing complies  
with the DPA and other 
relevant law.

Yes – there is still an 
unacceptable level of 
risk	of	identification.	
Consider making 
further adjustments 
and retesting the data.

Deciding when and how to release anonymised data
The reason for releasing data will affect how you make the disclosure, because the risk and 
consequences	of	identification	will	differ:	

•	 Publication under freedom of information or the open government licence is to the wider world,  
and carries more risk. 

•	 Discretionary disclosures, such as those made for research purposes or in your own commercial 
interests, can be easier to control and assess but are not without risks.
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Key points:

•	  It can be impossible to assess re-identification risk with absolute 
certainty.

•	  There will be many borderline cases where careful judgement 
will need to be used, based on the circumstances of the case.

•	  If you produce personal data through a re-identification process, 
you will take on your own data controller responsibilities.

What ‘other’ information is out there?

On the face of it, it can seem fairly easy to say whether a particular 
piece of information relates to and identifies an individual or not, 
and therefore whether it is personal data. Bank statements, for 
example, clearly identify individual account holders and contain 
information that relates to them.  

However, the Data Protection Act 1998 (DPA) says that personal 
data means data which relate to a living individual who can be 
identified from those data, or from those data and other information 
which is in the possession of, or is likely to come into the possession 
of, the data controller. Determining what other information is ‘out 
there’, who it is available to and whether it is likely to be used in a 
re-identification process can clearly be extremely problematic. 

The ‘other information’ needed to perform re-identification could be 
information available to certain organisations, to certain members 
of the public or that is available to everyone because it has been 
published on the internet, for example. Clearly the risk of combining 
information to produce personal data increases as data linkage 
techniques and computing power develop, and as more potentially 
‘match-able’ information becomes publicly available. 

It is worth stressing that the risk of re-identification through 
data linkage is essentially unpredictable because it can never be 
assessed with certainty what data is already available or what data 
may be released in the future. It is also generally unfeasible to 
see data return (ie recalling data or removing it from a website) 
as a safeguard given the difficulty, or impossibility, of securing the 
deletion or removal of data once it has been published. That is why 
it is so important to take great care, and to carry out as thorough 
a risk analysis as is possible, at the initial stage of producing and 
disclosing anonymised data.

Ensuring anonymisation is effective3
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There are two main ways for re-identification to come about.

•	 An intruder takes personal data it already has and searches an 
anonymised dataset for a match. 

•	 An intruder takes a record from an anonymised dataset and seeks 
a match in publicly available information. 

Generally the latter risk scenario is of greater concern for data 
custodians because of the confidentiality pledges that are often given 
to those appearing in an anonymised dataset. However, both risk 
scenarios are relevant and can carry with them different probabilities 
of re-identification. In either case though it can be difficult, even 
impossible, to assess risk with certainty. 

Despite all the uncertainty, re-identification risk can certainly be 
mitigated by ensuring that only the anonymised data necessary 
for a particular purpose is released. The fact that data has been 
anonymised does not mean that data minimisation techniques are not 
still relevant.

Freedom of information and personal data

The DPA is primarily concerned with the risks associated with the 
identification of individuals by data controllers. However, section 40 
of the Freedom of Information Act 2000 (FOIA) introduces a broader 
concept of risk because its test for deciding whether personal data 
can be disclosed is whether disclosure to a member of the public 
would breach the data protection principles. This means that public 
authorities have to assess whether releasing apparently anonymised 
data to a member of the public would breach the data protection 
principles. This is intended to ensure that public authorities take into 
account the additional information that a particular member of the 
public might have that could allow data to be combined to produce 
information that relates to and identifies a particular individual - and 
that is therefore personal data. 

The test in FOIA can be particularly difficult to apply in practice 
because different members of the public may have different degrees 
of access to the ‘other information’ needed for re-identification to 
take place. However, a motivated intruder test can go some way 
towards addressing this problem. 

It is good practice to try to look at identification ‘in the round’, ie all 
organisations disclosing anonymised data should assess whether any 
organisation or member of the public could identify any individual 
from the data being released – either in itself or in combination with 
other available information. The risk involved will vary according 
to the local data environment and particularly who has access to 
information. This means that anonymised data disclosed within a 
secure local environment, eg when disclosed to a particular research 
organisation, could remain anonymous even though if published, the 
likelihood of re-identification would mean that the anonymised data 
would become personal data. See case study 5 for an example of a 
FOIA decision notice relating to the disclosure of anonymised data. 
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What	should	I	do	in	a	borderline	case?

There will clearly be borderline cases where, in reality, it will be 
difficult, or even impossible, to determine whether it is likely that 
re-identification will take place. The test in the DPA for determining 
whether information relating to a living individual is ‘personal data’ 
is based entirely on the identification or likely identification of the 
individual. The risk posed to individuals by disclosure, or the public 
benefit of this, are not factors that the DPA allows to be taken into 
account when determining whether or not information is personal 
data. In reality though, some types of data will be more attractive 
to a motivated intruder than others – and more consequential 
for individuals. In reality these factors should also inform an 
organisation’s approach to disclosure.

Clearly the identification of an individual can have a range of 
consequences depending on the nature of the data, the context 
in which it is disclosed and who it is about. The Information 
Commissioner would certainly be more concerned about a disclosure 
of personal data that is detrimental to an individual, than about 
an inconsequential one. The Information Commissioner will take 
the effect or potential effect into account should a case of re-
identification or inappropriate data disclosure come to his attention. 

In borderline cases where the consequences of re-identification 
could be significant eg because they would leave an individual open 
to damage, distress or financial loss, organisations should:

•	 seek data subject consent for the disclosure of the data, 
explaining its possible consequences;

•	 adopt a more rigorous form of risk analysis and anonymisation. 

In some scenarios, data should only be disclosed within a properly 
constituted closed community and with specific safeguards in place.

In some particularly high-risk situations, it may not even be 
possible to share within a closed community.

Even if a FOIA request is refused on section 40 (personal data) 
grounds, a more limited or possibly restricted form of disclosure might 
satisfy the requester. FOIA does not rule out this approach and it may 
help the requester if some anonymised data is released, rather than 
the request being turned down entirely on section 40 grounds. It may 
also reduce the risk, and expense, of an appeal. 

It is worth noting that even if the ‘likelihood’ test points towards 
identification and the information is therefore personal data, you 
can still consider disclosure but will need to consider the other tests 
in the DPA, such as fairness. The DPA only prevents the disclosure 
of personal data under FOIA and more generally, where this would 
breach the data protection principles. 
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What	is	the	risk	of	re-identification?

In some cases the risk of anonymised data being combined with other 
data to result in personal data being created will be high. An obvious 
example is where publicly available data – such as the Electoral Roll 
or data easily retrievable from a web-search – can be combined with 
the ‘anonymised’ data, allowing an individual to be identified. Note 
that ‘identified’ does not necessarily mean ‘named’. It can be enough 
to be able to establish a reliable connection between particular data 
and a known individual. 

However, in some circumstances it can be difficult to establish 
the risk of re-identification, particularly where complex statistical 
methods might be used to match various pieces of anonymised data. 
This can be a particular vulnerability where pseudonymised data sets 
are concerned, because even though pseudonymised data does not 
identify an individual, in the hands of those who do not have access 
to the ‘key’, the possibility of linking several anonymised datasets to 
the same individual can be a precursor to identification. This does not 
mean though, that effective anonymisation through pseudonymisation 
becomes impossible. The Information Commissioner recognises that 
some forms of research, for example longitudinal studies, can only 
take place where different pieces of data can be linked reliably to the 
same individual. The DPA does not prevent this provided that: 

a) identification does not take place, or 

b) if identification does take place, this does not constitute a 
breach of the data protection principles. 

The principles would be breached if individuals were assured that only 
anonymised data would be published but in fact their personal data 
was disclosed. 

Data controllers must be aware of the risk of re-identification and 
that this risk can change over time, eg powerful data analysis 
techniques that were once rare are now common-place. However, if 
anonymisation is carried out effectively in the present this is likely to 
protect personal data from future re-identification. 

A realistic assessment of the risk of re-identification occurring in 
the future should be made, meaning that organisations should not 
assume that data that is anonymous now will necessarily become 
re-identifiable in the future. However, organisations should carry out 
a periodic review of their policy on the release of data and of the 
techniques used to anonymise it, based on current and foreseeable 
future threats. There are certainly examples though of where a 
complacent approach to anonymisation, and insufficiently rigorous 
risk analysis, has led to the substantial disclosure of personal data. 
This was the case where ‘anonymised’ internet search results were 
released without proper consideration of the risk of individuals 
identifying each other from the search terms used. 

The risk of one anonymised dataset being matched with another to 
produce personal data can be reduced by using sampling techniques, 
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so that only parts of databases rather than whole ones are released 
– making direct linkage more difficult.  

Anonymising qualitative data

Much of the anonymised data being created, used and disclosed is 
derived from administrative datasets that are essentially statistical 
in nature. However, the techniques used to anonymise quantitative 
data are not generally applicable when seeking to anonymise 
qualitative data, such as the minutes of meetings, interview 
transcripts or video footage. Different techniques are needed to do 
this. Obvious methods include:

•	 redacting individuals’ names from documents;

•	 blurring video footage to disguise faces;

•	 electronically disguising or re-recording audio material; and 

•	 changing the details in a report (precise place names, precise 
dates etc.)

Inevitably, the anonymisation of qualitative material can be time-
consuming. It does not lend itself to bulk processing and can require 
careful human judgement based on the data in question. The sections 
of this code that deal with assessing re-identification risk will be 
helpful here. The UK Data Archive also provides guidance on the 
anonymisation of qualitative data. See case study 6 for an example 
of anonymised qualitative data. 

The ‘motivated intruder’ test

Neither the DPA nor the FOIA provide any practical assistance in 
terms of helping organisations to determine whether: 

a) the anonymised data they release is likely to result in the  
re-identification of an individual; or

b) whether anyone would have the motivation to carry out  
re-identification. 

However a useful test – and one used by the Information 
Commissioner and the Tribunal that hears DPA and FOIA appeals – 
involves considering whether an ‘intruder’ would be able to achieve 
re-identification if motivated to attempt this. 

The ‘motivated intruder’ is taken to be a person who starts without any 
prior knowledge but who wishes to identify the individual from whose 
personal data the anonymised data has been derived. This test is 
meant to assess whether the motivated intruder would be successful. 

The approach assumes that the ‘motivated intruder’ is reasonably 
competent, has access to resources such as the internet, libraries, 
and all public documents, and would employ investigative 
techniques such as making enquiries of people who may have 
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additional knowledge of the identity of the data subject or advertising 
for anyone with information to come forward. The ‘motivated 
intruder’ is not assumed to have any specialist knowledge such as 
computer hacking skills, or to have access to specialist equipment or 
to resort to criminality such as burglary, to gain access to data that is 
kept securely. 

Clearly, some sorts of data will be more attractive to a ‘motivated 
intruder’ than others. Obvious sources of attraction to an intruder 
might include:

•	 finding out personal data about someone else, for nefarious 
personal reasons or financial gain;

•	 the possibility of causing mischief by embarrassing others;

•	 revealing newsworthy information about public figures;

•	 political or activistic purposes, eg as part of a campaign against  
a particular organisation or person; or 

•	 curiosity, eg a local person’s desire to find out who has been 
involved in an incident shown on a crime map. 

However, this does not mean that data that is, on the face of it, 
‘ordinary’, ‘innocuous’ or without value can be released without  
a thorough assessment of the threat of re-identification. 

In some cases there may be a high level of risk to individuals should 
re-identification occur. One example might be health data, where, 
although there may be no obvious motivation for trying to identify the 
individual that a particular patient ’episode’ relates to, the degree of 
embarrassment or anxiety that re-identification could cause could be 
very high. Therefore, the anonymisation techniques used to protect 
data should reflect this. In reality though, data with the potential 
to have a high impact on an individual is most likely to attract a 
‘motivated intruder’. 

The ‘motivated intruder’ test is useful because it sets the bar for the 
risk of identification higher than considering whether a ‘relatively 
inexpert’ member of the public can achieve re-identification, but 
lower than considering whether someone with access to a great deal 
of specialist expertise, analytical power or prior knowledge could do 
so. It is therefore good practice to adopt a ‘motivated intruder’ test 
as part of a risk assessment. Carrying out a motivated intruder test in 
practice might include:

•	 carrying out a web search to discover whether a combination of 
date of birth and postcode data can be used to reveal a particular 
individual’s identity;

•	 searching the archives of national or local newspaper to see whether 
it is possible to associate a victim’s name with crime map data;

•	 using social networking to see if it is possible to link anonymised 
data to a user’s profile; or 
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•	 using the electoral register and local library resources to try to link 
anonymised data to someone’s identity.

It is good practice to periodically re-assess the risk of re-identification 
through motivated intrusion, bearing in mind that as computing power 
and the public availability of data increases, so will the re-identification 
risk. Where re-identification results in the processing of personal 
data, the organisation doing the processing will take on its own data 
protection responsibilities. See case study 4 for an example of how 
publicly available information can aid re-identification. 

Motivated intruder risk: some issues to consider

•	What is the risk of jigsaw attack, ie piecing different bits 
of information together to create a more complete picture 
of someone? Does the information have the characteristics 
needed to facilitate data linkage - eg is the same code 
number used to refer to the same individual in different 
datasets? 

•	What other ‘linkable’ information is available publicly or easily?

•	What technical measures might be used to achieve  
re-identification?

•	 How much weight should be given to individuals’ personal 
knowledge?

•	 If a penetration test has been carried out, what re-
identification vulnerabilities did it reveal? 

Obvious	sources	of	information	include:	

•	 Libraries

•	 Local council offices

•	 Church records

•	 General Registry Office

•	 Genealogy websites

•	 Social media; internet searches

•	 Local and national press archives

•	 Anonymised data releases by other organisations, particularly 
public authorities

Prior	knowledge	and	re-identification

Re-identification problems can arise where one individual or group 
of individuals already knows a great deal about another individual,  
for example a family member, colleague, doctor, teacher or other 
professional. These individuals may be able to determine that 
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anonymised data relates to a particular individual, even though an 
‘ordinary’ member of the public or an organisation would not be able 
to do this. Examples of this include:

•	 a doctor knowing that an anonymised case study in a medical 
journal relates to a patient she is treating;

•	 one family member knowing that an indicator on a crime map 
relates to an assault another family member was involved in; and

•	 an employee working out that an absence statistic relates to a 
colleague who he knows has been on long-term sick leave. 

The risk of re-identification posed by making anonymised data 
available to those with particular personal knowledge cannot be ruled 
out, particularly where someone might learn something ‘sensitive’ 
about another individual – if only by having an existing suspicion 
confirmed. However, the privacy risk posed could, in reality, be 
low where one individual would already require access to so much 
information about the other individual for re-identification to take 
place. Therefore a relevant factor is whether the other individual 
will learn anything new. An example of this might be an individual’s 
genetic code. This would identify an individual uniquely, but only to 
someone who already has access to both the code and the identity of 
the individual it belongs to. The situation is similar where an individual 
might recognise that anonymised data relates to him or her, allowing 
self-identification to take place. See case study 7, which shows how 
prior knowledge can be a factor in re-identification. 

It is important not to make assumptions about family relationships 
when considering prior knowledge and what individuals may already 
know. The most obvious example is certain medical information 
teenagers may not share with their parents or other family members.

It is good practice when releasing anonymised data to try to assess:

•	 the likelihood of individuals having and using the prior knowledge 
necessary to facilitate re-identification. It is accepted that this will 
be difficult to conduct on a record by record basis for large datasets 
or collections of information. It will often be acceptable to make 
a more general assessment of the risk of prior knowledge leading 
to identification, for at least some individuals recorded in the 
information and then make a global decision about the information; 
the chances that those who might be able to re-identify are likely to 
seek out or come across the relevant data; and

•	what the consequences of re-identification are likely to be, if any, 
for the data subject concerned. Of course this can be difficult to 
assess in practice and a member of the public’s sensitivity may be 
different from yours. For example, the disclosure of the address 
of a person on a witness protection scheme could be far more 
consequential than would usually be the case. 

It is reasonable to conclude that professionals (such as doctors) with prior 
knowledge are not to be likely to be motivated intruders, if it is clear their 
profession imposes confidentiality rules and requires ethical conduct.
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Information,	established	fact	and	knowledge

When considering re-identification risk, it is useful to draw a 
distinction between recorded information, established fact and 
personal knowledge:

•	 Established fact might be that Mr B Stevens lives at 46 Sandwich 
Avenue, Stevenham. This could have been established by looking 
at an up-to-date copy of the electoral register.

•	 Personal knowledge might be that I know Mr B Stevens is 
currently in hospital, because my neighbour – Mr Stevens’ wife – 
told me so. 

The starting point for assessing re-identification risk should be 
recorded information and established fact. It is easier to establish 
that particular recorded information is available, than to establish 
that an individual – or group of individuals - has the knowledge 
necessary to allow re-identification. However, there is no doubt 
that non-recorded personal knowledge, in combination with 
anonymised data, can lead to identification. It can be harder though 
to substantiate or argue convincingly. There must be a plausible 
and reasonable basis for non-recorded personal knowledge to be 
considered to present a significant re-identification risk.

Identification	and	the	educated	guess

Data protection law is concerned with information that identifies 
an individual. This implies a degree of certainty that information is 
about one person and not another. Identification involves more than 
making an educated guess that information is about someone; the 
guess could be wrong. The possibility of making an educated guess 
about an individual’s identity may present a privacy risk but not a 
data protection one because no personal data has been disclosed to 
the guesser. Even where a guess based on anonymised data turns 
out to be correct, this does not mean that a disclosure of personal 
data has taken place. However, the consequences of releasing 
the anonymised data may be such that a cautious approach 
should be adopted, even where the disclosure would not amount 
to a disclosure of personal data. Therefore it may be necessary 
to consider whether the data should be withheld for some other 
reason, as discussed later in this code.

This is clearly a difficult area of the law and in approaching 
questions of disclosure it can be helpful to look primarily at the 
possible impact on individuals and then to move on to the more 
technical issue of whether or not there is likely to be a disclosure of 
personal data subject to the DPA. 

Information	about	groups	of	people

In some circumstances the release of anonymised data can present 
a privacy risk even if it does not constitute personal data and 
cannot be converted back into personal data. This might be the 
case where the anonymised data points to a number of individuals, 
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eg the occupants of a group of households or those living within a 
particular postcode area. Information that enables a group of people 
to be identified, but not any particular individual within the group is 
not personal data. Conversely, information that does enable particular 
individuals within a group – or all the members of a group – to 
be identified will be personal data in respect of all the individuals 
who can be identified. There is no doubt that releasing information 
about groups of people can give rise to privacy and other risks. An 
obvious example would be where released information indicated that 
someone living in a small geographical area had committed a serious 
crime. Even though that individual is not identifiable, there might be 
a health and safety risk to all those in the area if reprisals were likely. 

Even if public authorities cannot rely on the ‘personal data’ exemption in 
FOIA to prevent the release of information like this, they may be able to 
rely on other exemptions, bearing in mind that the public interest may 
favour disclosure where an exemption is not absolute. Organisations that 
are not public authorities should also adopt an approach of balancing 
the risk that disclosure may pose to an individual or group of individuals 
against the benefit that might result from disclosure. 

What if you create personal data from anonymised data?

Initiatives such as open data, and the publication on the internet of 
information released under FOIA, mean that it is easier than ever 
to ‘harvest’ and analyse large amounts of data. This will include 
anonymised data derived from personal data and personal data itself. 

This means that the opportunity may arise for a ‘motivated intruder’ 
individual or organisation to combine, analyse and match publicly 
available data to create personal data anew or to link additional data 
to existing personal data, eg to find out more about a person.

If an organisation collects or creates personal data then it will take on 
its own data protection responsibilities in respect of the data. This could 
require it to inform the individuals concerned that data about them is 
being processed. This could clearly present reputational or legal problems, 
particularly where individuals would not expect your organisation to have 
personal data about them, or may find this objectionable.  

The Information Commissioner will generally take the view 
that where an organisation collects personal data through a re-
identification process without individuals’ knowledge or consent, it 
will be obtaining personal data unlawfully and could be subject to 
enforcement action. 

The Information Commissioner is confident that adopting the 
techniques and procedures recommended in this code will guard 
against re-identification. However, in some cases re-identification 
may be a possibility. Where there is evidence of re-identification 
taking place, with a risk of harm to individuals, the Information 
Commissioner will be likely to take regulatory action, including the 
imposition of a civil monetary penalty of up to £500,000. 
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Key points

•	  Consent is generally not needed to legitimise an anonymisation 
process.

•	  Even if consent can be obtained it is usually ‘safer’ to use or 
disclose anonymised data.

•	  The Information Commissioner’s Office recognises that obtaining 
consent can be very onerous or even impossible.

 
Do I need consent?

The Data Protection Act 1998 (DPA) provides various ‘conditions’ 
for legitimising the processing of personal data, including its 
anonymisation. Consent is just one condition, and the DPA 
usually provides alternatives. The DPA only gives the individual a 
right to prevent the processing of their personal data where this 
would be likely to cause unwarranted damage or distress. In the 
Information Commissioner’s Office (ICO)’s view, it follows therefore 
that provided there is no likelihood of anonymisation causing 
unwarranted damage or distress – as will be the case if it is done 
effectively – then there will be no need to obtain consent as a 
means of legitimising the processing. 

When	is	consent	viable?	

The publication of personal data based on an individual’s properly 
informed consent will not breach the data protection principles. 
Certainly, organisations that involve individuals and obtain their 
consent for the creation and disclosure of their personal data 
can stay inside the law and can build up an open and positive 
relationship with the individuals whose personal data they are 
processing. This could be the case, for example, where individuals 
agree to take part in a valuable but potentially quite intrusive 
longitudinal health study. 

Obtaining consent for the anonymisation of personal data can 
be logistically very onerous, eg where large numbers of personal 
records are involved. It could even be impossible – eg where the 
personal data is old and there is no reliable means of contacting 
individual data subjects. This is often the case with historical 
archives which may contain the personal data of individuals who are 
still living. 

Do you need consent to produce or 
disclose anonymised data?4
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What happens if consent is withdrawn?

However, there can be problems in an approach based on consent, 
particularly where this involves the publication of personal data. If an 
individual can give consent, the individual can withdraw it – and may 
want to do so because of a change in their personal circumstances, 
for example. Even if the withdrawal of consent stops the original 
data controller from further processing the personal data, in reality, 
it may be impossible to remove the data from the public domain. 
The withdrawal of consent may have little or no effect. It is therefore 
‘safer’ to publish anonymised data than personal data, even where 
consent could be obtained for the disclosure of personal data itself. 

Consent	and	obtaining	personal	data

It is important to consider how the personal data you wish to 
anonymise was obtained originally. If, for example, the data was 
collected as part of a survey and individuals were told that it would 
be used for research purposes then clearly there will be no barrier to 
using the data for that purpose. In some cases individuals may have 
been given an assurance that personal data about them would only 
be used for a particular purpose, eg to despatch the goods they have 
ordered. Assurances of this nature should be respected, but very 
specific purpose limitation of this type is rare. 

A more common scenario is for an organisation to have a collection  
of personal data obtained for a particular purpose or set of purposes, 
eg to administer individuals’ library services. In cases like this 
individuals may never have been notified as to whether their data  
will or will not be anonymised for use in research purposes, for 
example. Organisations should address this in their privacy policies  
or by other means.  

Anonymising	personal	data	obtained	under	an	enactment

In some cases it is a legal requirement that personal data is provided 
to an organisation. For example, employers are generally required to 
file tax returns about their employees with HMRC. However, even if 
individuals have no choice over the provision of their personal data, 
this does not mean that they have the right to stop the organisation 
anonymising it – provided the processing of their personal data in 
order to anonymise is not likely to cause unwarranted damage or 
distress. Of course the processing of personal data must also comply 
with the data protection principles, meaning it must be ‘fair’, for 
example. Note that some official bodies such as central government 
departments, may be subject to specific legal constraints on the use 
of the personal data – and other data assets - they hold.  
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Key points

There is no simple rule for handling spatial information – such 
as postcodes, GPS data or map references - under the Data 
Protection Act 1998 (DPA). In some circumstances this will 
constitute personal data, eg where information about a place 
or property is, in effect, also information about the individual 
associated with it. In other cases it will not be personal data. 

The context of the related information and other variables, such as 
the number of households covered by a postcode, is key. It is clear, 
though, that the more complete a postcode - or the more precise 
a piece of geographical information - the more possible it becomes 
to analyse it or combine it with other information, resulting in 
personal data being disclosed. However, where spatial information 
is being published for a legitimate purpose, the objective should be 
to achieve the maximum level of detail that can be balanced with 
the protection of individuals’ privacy. A Privacy Impact Assessment 
(PIA) should be carried out to help you to do this.

The approach you should take to spatial information will also be 
guided by the size of the dataset you have; in some cases you may 
need to consider the position on a case by case basis. For example, 
this may be possible where a Freedom of Information Act 2000 
(FOIA) request is for specific information linked to a postcode. In 
one decision, the Information Commissioner decided that burglary 
information linked to a particular postcode was not personal data 
– see Decision Notice FS50161581. In other cases you will have to 
take more global decisions about the status of different types of 
postcode or other spatial information. 

In some cases it may be necessary to process spatial information 
to remove or ‘blur’ certain elements, to reduce the risk of 
identification. For example, in England, when anonymising 
postcodes the following average characteristics of postcodes should 
be considered:

•	 full postcode = approx 15 households (although some postcodes 
only relate to a single property) 

•	 postcode minus the last digit = approx 120/200 households 

•	 postal sector = 4 outbound digits + 1 inbound gives approx  
2,600 households 

•	 postal district = 4 outbound digits approx 8,600 households 

Personal data and spatial information5
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•	 postal area = 2 outbound digits approx 194,000 households  
 
Source: Centre for Advanced Spatial Analysis: UCL

(‘Outbound’ is the first part of the postcode, ‘inbound’ the second 
part; for example with the postcode SV3 5AF, the outbound digits are 
SV3 and the inbound digits are 5AF.)

An alternative approach – and one that may result in more useful 
data and avoid the problems of inaccuracy and misinterpretation 
that the use of partial postcodes can create – is to use ‘replacement’ 
postcodes for real ones. This may allow researchers to retain the 
granularity and accuracy of data whilst minimising re-identification 
risk when publishing data on a postcode basis. However, this 
approach will not be feasible when publishing data for public use, 
given that individuals will want to find out information referenced 
according to real postcode areas. 

With information relating to a particular geographical area, there can 
be a distinction between a “statistical comfort zone” that eliminates 
almost all risk of identification, and other forms of information that 
pose a risk of an individual being identified. Small numbers in small 
geographical areas present increased risk, but this does not mean 
that small numbers should always be removed automatically. For 
example, always removing numbers relating to five or 10 individuals 
or fewer may be a reasonable rule of thumb for minimising the risk of 
identification in a proactive disclosure scenario, but in the context of 
a specific freedom of information request a different approach may be 
possible, based on an application of the tests in the DPA.

It is important that organisations consider the different geographical 
units used in other anonymised disclosures. One organisation may 
disclose data linked to postcode, others by ward level. As far as they 
can, organisations that disclose anonymised spatial datasets regularly 
should work together to assess the risk of jigsaw identification 
through overlapping geographical units. The Office for National 
Statistics website contains a useful guide to geographical units. 

Smart phones and GPS

Mobile devices such smart phones and GPS systems generate 
significant amounts of detailed spatial information. It depends on how 
the systems operate as to whether the spatial information identifies 
and relates to an individual and is personal data. Often, many 
organisations are involved in delivering the different layers of services 
on these devices, so identification issues become more complex.  

Organisations should consider how other unique identifiers (eg IP 
addresses) and other identifying information (eg names, addresses) 
are linked to the spatial information. In some circumstances 
organisations who offer services related to smartphones or GPS will 
be processing personal data. The answer may be different, depending 
on what other information the organisation using the spatial 
information has access to.  
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Individuals using smart phones will often be given an option to 
allow their device to reveal to its location - to the device itself or a 
particular application ‘app’. It should be clear to the individual how 
this information is used by the device or the app. Privacy policies 
should clearly set out whether spatial information is processed as 
personal data and when it is only used in an anonymised form.  

The concept of ‘degrading’ or ’fading’ personal data is useful for 
organisations using spatial information. An organisation may need 
to process spatial information as personal data initially to enable a 
transaction to work, but once this has finished the need for precise 
information may have passed. Subsequently details could be 
replaced incrementally by more general information. For example, 
information about a user’s exact GPS coordinates could be swapped 
for a street name, then a ward and then just a city.  

The Information Commissioner’s Office (ICO) has produced specific 
guidance on crime mapping. The following principles – developed 
from that guidance - are useful when considering the disclosure 
of geographical-based datasets to the public. We anticipate that 
the UK Anonymisation Network (UKAN, www.ukanon.net) will also 
contribute to the debate about the release of spatial data.

You	can	reduce	the	risk	to	privacy	when	publishing	spatial	
information	by:

•	 increasing a mapping area to cover more properties or occupants;

•	 reducing the frequency or timeliness of publication, so that it 
covers more events, is harder to identify a recent case, or does 
not reveal additional data such as time or date of the event. 
Publishing data very frequently or in real-time poses a greater 
privacy risk;

•	 removing the final ‘octet’ on IP addresses to degrade the location 
data they contain; 

•	 using formats, such as heat maps, that provide an overview 
without allowing the inference of detailed information about a 
particular place or person; and

•	 avoiding the publication of spatial information on a household 
level. This could constitute the processing of personal data because 
it is quite easy to link a property to its occupant or occupants – 
using the publicly available Electoral Register, for example.

Where there are no risks, or they are minimal, geographical 
information should provide as much information as possible, to 
enable the public to understand issues such as crime in their area. 
This can enable communities to engage with agencies such as the 
police and bring about enhanced accountability.

The risks that can emerge from the disclosure of geographical 
information are still emerging. As more data becomes available, as 
data-linkage tools develop and as computing power increases, the 
impact of disclosures of anonymised geographical datasets should 
be kept under review.

http://ukanon.net/
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A heat map approach to crime mapping

The advantages of this are that there is no clear link, actual or 
suggested, between levels and types of crime and particular 
locations. This avoids misleading representation, for example 
where all the crimes occurring in a particular area are mapped 
to a smaller area or specific place. Heat mapping also makes 
it much more difficult for the general public to establish a link 
between a particular crime and a particular individual.   
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Key points 

•	  The fact that data is not personal data does not mean you can 
always disclose it.

•	  The Data Protection Act’s definition of personal data cannot be 
extended to cover situations where the data does not identify  
any individual.

•	  Public authorities need to consider their compliance with human 
rights law.

Organisations may want to disclose data that is not personal data. 
Clearly the Data Protection Act 1998 (DPA) will not prevent this. 
However, there may still be reasons for withholding data that is 
not personal data. Disclosing certain data could still present a 
risk to individuals, even if they cannot be identified from it. For 
example, a risk may arise where an educated guess leads to the 
misidentification of an individual. For example, available data 
plus individual knowledge might lead someone to believe that an 
innocent person was responsible for a particular crime.

The definition of personal data should not be extended to cover 
scenarios where no information that relates to an identifiable 
individual is involved. In the case of public authorities receiving a 
Freedom of Information Act (FOIA) request, another exemption may 
allow the information to be withheld. For example, FOIA’s section 38 
‘health and safety’ exemption could be relevant here. 

The same considerations will apply when considering disclosure 
under the Freedom of Information (Scotland) Act 2002.

Human rights

It goes beyond the scope of this code to provide exhaustive 
guidance on the Human Rights Act (HRA). However, public 
authorities and private sector organisations - insofar as they carry 
out functions of a public nature – must comply with the HRA. 
Organisations subject to the HRA must not act in away that would 
be incompatible with rights under the European Convention on 
Human Rights. This includes Article 8 – the right to respect for 
private and family life. However, this is not an absolute right: public 
authorities are permitted to interfere with it where it is necessary, 
lawful and proportionate to do so.

Withholding anonymised data6
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The Article 8 right will often overlap with the protection provided for 
by the DPA; if a disclosure is compliant with the DPA it is likely to be 
compliant with the HRA. However, the Article 8 right is not limited 
to situations involving the processing of personal data. This means 
that some disclosures of information that do not engage the DPA 
could still engage the broader provision in the HRA. For example, 
information about a large family group might not be personal data 
but its disclosure may well breach the privacy rights of the family.  
It is advisable to seek specialist advice if you believe a disclosure has 
novel or potentially contentious Article 8 implications. 

Other	statutory	prohibitions

Other statutory prohibitions may apply to the disclosure of 
information, with different tests and considerations to the DPA.  
For example, there are relatively strict limitations on the purposes for 
which certain government departments are allowed to produce and 
disclose even anonymised data. A breach of a statutory prohibition 
would engage FOIA’s section 44 exemption.  

Statistical	confidentiality	

Producers of Official and National Statistics must observe the Code of 
Practice for Official Statistics, and the related National Statistician’s 
guidance on confidentiality. 
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Key points

•	  Different forms of anonymised data can pose different  
re-identification risks.

•	Publication is more risky than limited access.

•	 Limited access allows the disclosure of ‘richer’ data.

•	 Limited access relies on robust governance arrangements.

Different types of anonymised data, different risks

A problem faced by those using anonymised data is that on the 
one hand they want data that is rich and usable enough for their 
purposes. On the other, they want to ensure that re-identification 
does not occur. This means that different disclosure options may 
need to be considered. 

Different types of anonymised data have different vulnerabilities 
and pose different levels of re-identification risk. At one end of the 
spectrum, pseudonymised or de-identified data may be very valuable 
to researchers because of its individual-level granularity and because 
pseudonymised records from different sources can be relatively easy 
to match. However, this also means that there is a relatively high re-
identification risk. At the other end of the spectrum, aggregated data 
is relatively low-risk, depending on granularity, sample sizes and so 
forth. This data may be relatively ‘safe’ because re-identification risk 
is relatively low. However, this data may not have the level of detail 
needed to support the data linkage or individual-level analysis that 
some forms of research depend on. 

Given the very different types of anonymised data that can be 
derived from personal data, it is important for data controllers to 
consider their disclosure options carefully, ie does the data need  
to be published or would limited access be appropriate? In general,  
the more detailed, linkable and individual-level the anonymised data 
is, the stronger the argument for ensuring only limited access to it. 
This might be the case where it is necessary to use individual, record-
level anonymised data to track particular individuals’ movement 
through the education, employment and criminal justice systems. 

The more aggregated and non-linkable the anonymised data is,  
the more possible it is to publish it. This might be the case for 
statistics showing the percentage of children in a wide geographical 
area who have achieved particularly high educational attainment, 
for example. 

Different forms of disclosure7
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Publication	versus	limited	access

It is important to draw a distinction between the publication of 
anonymised data to the world at large and limited access. Clearly 
the open data agenda relies on the public availability of data, and 
information released in response to a freedom of information request 
cannot be restricted to a particular person or group. However, much 
research, systems testing and planning, for example, takes place by 
releasing data within a closed community, ie where a finite number 
of researchers or institutions have access to the data and where its 
further disclosure is prohibited, eg by a contract. The advantage of 
this is that re-identification and other risks are more controllable, and 
potentially more data can be disclosed without having to deal with 
the problems that publication can cause. It is therefore important to 
draw a clear distinction between:

•	 publication to the world at large, eg under the Freedom of 
Information Act 2000 or open data. Here – in reality - there is 
no restriction on the further disclosure or use of the data and no 
guarantee that it will be kept secure; and

•	 limited access, eg within a closed community of researchers. Here 
it is possible to restrict the further disclosure or use of the data 
and its security can be guaranteed.

Limited access is particularly appropriate for the handling of 
anonymised data derived from sensitive source material or where 
there is a significant risk of re-identification. 

There can still be risks associated with limited access disclosure - 
but these can be mitigated where data is disclosed within a closed 
community working to established rules. Data minimisation rules will 
also remain relevant. 

It could be appropriate that data anonymised from a collection of 
personal data is published, whilst a record-level version of the data is 
released in a limited way under an end-user agreement. 

Limited access safeguards

The organisation responsible for the initial disclosure of the data on 
a limited access basis must put robust safeguards in place before the 
data can be made available to others. These should include:

•	 purpose limitation, ie the data can only be used by the recipient for 
an agreed purpose or set of purposes;

•	 training of recipients’ staff with access to data, especially on 
security and data minimisation principles;

•	 personnel background checks for those getting access to data;

•	 controls over the ability to bring other data into the environment, 
allowing the risk of re-identification by linkage or association to  
be managed;
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•	 limitation of the use of the data to a particular project or projects;

•	 restriction on the disclosure of the data; 

•	 prohibition on any attempt at re-identification and measures for 
the destruction of any accidentally re-identified personal data;

•	 arrangements for technical and organisational security, eg staff 
confidentiality agreements; 

•	 encryption and key management to restrict access to data;

•	 limiting the copying of, or the number of copies of the data;

•	 arrangements for the destruction or return of the data on 
completion of the project; and

•	 penalties, such as contractual ones that can be imposed on the 
recipients if they breach the conditions placed on them.

It should be noted a pre-defined list of risk mitigations cannot 
be exhaustive. Data controllers must conduct their own risk 
assessment, eg using their organisation’s normal data security risk 
assessment processes. Co-ordination between the organisations 
involved in a project should help to identify other security measures 
that may need to be included.

Publication	under	licence

Once data has been published under a licence - such as the Open 
Government Licence - it may be impossible to protect it from 
further use or disclosure or to keep it secure. However, the Open 
Government Licence does make it clear that while anonymised data 
falls within the scope of the licence, users and re-users are not 
permitted to use the data in a way that enables re-identification to 
take place. However, this may be difficult or impossible to enforce. 
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Key points

•	  Organisations anonymising personal data need an effective and 
comprehensive governance structure.

•	  The ICO will ask about your governance if we receive a  
complaint or carry out an audit.

•	  There needs to be senior-level oversight of your governance 
arrangements.

 
If your organisation is involved in the anonymisation and disclosure 
of data, it is good practice to have an effective and comprehensive 
governance structure in place that will address the practical issues 
surrounding the production and disclosure of anonymised data. 

Having an effective governance structure in place will help you if the 
Information Commissioner’s Office (ICO) receives a complaint about 
your processing of personal data, including its anonymisation, or if 
we carry out an audit. Enforcement action – including the imposition 
of monetary penalties - is less likely where an organisation can 
demonstrate that it has made a serious effort to comply with the Data 
Protection Act (DPA) and had genuine reason to believe that the data it 
disclosed did not contain personal data or present a re-identification risk. 

A governance structure should cover the following areas.

•	 Responsibility for authorising and overseeing the anonymisation 
process. This should be someone of sufficient seniority and with 
the technical and legal understanding to manage the process. A 
‘Senior Information Risk Owner’ (SIRO) approach can be particularly 
useful. The role of the SIRO is to take responsibility for key decisions 
and to inform an organisation’s general corporate approach to 
anonymisation. A SIRO should be able to coordinate a corporate 
approach to anonymisation, drawing on relevant expertise from within 
and outside an organisation. The SIRO should be able to help its 
organisation decide on suitable forms of disclosure, ie publication or 
limited access. 

•	 Staff training: staff should have a clear understanding of 
anonymisation techniques, any risks involved and the means of 
mitigating these. In particular, individual staff members should 
understand their specific roles in ensuring anonymisation is being 
done safely.  

•	 Procedures for identifying cases where anonymisation may be 
problematic or difficult to achieve in practice: These could be cases 

Governance8
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where it is difficult to assess re-identification risk or where the 
risk to individuals could be significant. It is good practice to 
have procedures in place to identify these difficult cases and to 
document how a decision was made as to how, or whether, to 
anonymise the personal data and how, or whether, to disclose it. 

•	 Knowledge management regarding any new guidance or case law 
that clarifies the legal framework surrounding anonymisation. 
Knowledge management should also extend to new techniques 
that are available to organisations anonymising data and 
to intruders seeking to identify individuals within a dataset. 
Participating in the ICO’s Anonymisation Network will be a good 
way to develop understanding, to assess risk and to share 
expertise.

•	 A joined up approach with other organisations in their sector or 
those doing similar work. Organisations should seek to share 
information about planned disclosures with other organisations, 
to assess risks of jigsaw identification. For example it would be 
helpful for public authority A to know that public authority B is 
also planning an anonymised disclosure at the same time, one on 
health and one on welfare, both using similar geographical units. 
They can then assess the risks collectively and agree mitigation 
for both datasets. 

•	 Privacy impact assessment (PIA): This is an effective method of 
assessing privacy risks in a structured way. A PIA could contain 
elements intended to test the effectiveness of an anonymisation 
technique, helping you to assess re-identification risk to devise 
mitigation measures. Many organisations involved in the creation 
or disclosure of anonymised data will find the ICO’s PIA handbook 
a useful way to structure and document their decision-making 
process. The approach in the handbook can easily be read 
across to cover many anonymisation scenarios. The Information 
Commissioner recommends that organisations should normally 
publish their PIA report to show the public how they have 
approached the risk assessment process.  
Read the ICO PIA handbook

•	 Transparency. As anonymised data has no direct effect on  
any individual, there can be a tendency not to tell individuals 
about it, or even to be secretive. It may not be necessary, and 
in many cases will be impossible, to contact individual data 
subjects. However, your organisation’s privacy policy – which 
should be clear and easily accessible to the public - should 
explain your organisation’s approach to anonymisation as clearly 
as possible and any consequences of this. In particular your 
organisation should: 

 – explain why you anonymise individuals’ personal data and 
describe in general terms the techniques that will be used to 
do this; 

 – make it clear whether individuals have a choice over the 
anonymisation of their personal data, and if so how to exercise 
this – including the provision of relevant contact details. (Note 
though that the DPA does not give individuals a general right 
to prevent the processing of personal data about them); 

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
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 – say what safeguards are in place to minimise the risk that may 
be associated with the production of anonymised data.  
In particular, you should explain whether the anonymised data 
will be made publicly available or only disclosed to a limited 
number of recipients;

 – be open with the public about any risks of the anonymisation 
you are carrying out – and the possible consequences of this. 
You should give them the opportunity to submit queries or 
comments about this; and

 – describe publicly the reasoning process regarding the 
publication of anonymised data, explaining how you did the 
‘weighing-up’, what factors you took or did not take into 
account and why, how you looked at identification ‘in the 
round’. This mode of transparency should improve trust as well 
as lead to improvements in the decision process itself through 
exposure to public scrutiny and comment.  
 
Whilst it is good practice to be as transparent as possible,  
you should not disclose data that would make re-identification 
more likely. However, excessive secrecy is likely to generate 
public distrust and suspicion.   
 
Organisations should also consider whether they can 
publish any PIA reports on anonymisation, removing certain 
information if needed or publishing a summary report.

•	 Review of the consequences of your anonymisation programme, 
particularly through the analysis of any feedback you receive 
about it. Review should be an on-going activity and  
‘re-identification testing’ techniques should be used to assess  
re-identification risk and to mitigate this. It is important to 
analyse and deal with any complaints or queries you receive  
from members of the public who believe that their privacy has 
been infringed. 

•	 Disaster recovery: your governance procedures should also 
address what you will do if re-identification does take place and 
individuals’ privacy is compromised. This could involve telling 
individuals there has been a breach and helping them to take 
any necessary remedial action. A re-identification incident 
may lead to the cessation of the anonymisation process or 
to its modification, eg by using more rigorous anonymisation 
techniques or disclosure controls. 

Trusted third parties

A trusted third party (TTP) arrangement can be particularly 
effective where a number of organisations each want to anonymise 
the personal data they hold for use in a collaborative project. 
This model is being used increasingly to facilitate the large scale 
research using data collected by a number of organisations. 

Typically, the TTP will operate a data repository to which the 
various participating organisations will disclose their personal data. 
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A trusted third party is an organisation which can be used to convert 
personal data into an anonymised form. This is particularly useful in 
the context of research, as it allows researchers to use anonymised 
data in situations where using raw personal data is not necessary  
or appropriate. Trusted third parties can be used to link datasets 
from separate organisations, and then create anonymised records  
for researchers.

A trusted third party analyses the data to match the 
records of individuals who appear in both datasets.  
A new dataset can be created which contains research  
data without identifying individuals.

The researchers have access to  useful data, in an 
environment which  prevents them identifying   
individual subjects.

Edited dataset A Edited dataset B

Dataset BDataset A

Using a trusted third party to anonymise data

The datasets contain

different information 

about the same set  

ofindividuals.
A researcher wants to 

link the datasets but 

does not need to know 

the identities of the 

individuals.

The data controllers 

generate versions of the 

dataset which contain 

potentially identifying 

information (eg age 

band, ethnicity, partial 

postcode) and assign 

each record a unique 

identifier.

There are various

techniques which 

can be used at this 

stage, with different 

implications for levels 

of anonymisation and 

data quality.

Research agreements 

can be used to limit  

how researchers use 

the data.
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The personal data can then be anonymised in ‘safe’, high security 
conditions and to an agreed specification – allowing the subsequent 
linkage of anonymised individual-level data, for example. 

The great advantage of a TTP arrangement is that it allows social 
science research to take place – for example using anonymised 
data derived from health and criminal justice records – without the 
organisations involved ever having access to each others’ personal 
data. Security, anonymisation and anti-re-identification measures 
taken by the TTP should be covered on agreement.

Re-identification	testing

It is good practice to use re-identification testing – a type of 
‘penetration’ or ‘pen’ testing - to detect and deal with re-identification 
vulnerabilities. This involves attempting to re-identify individuals from 
an anonymised data set or data sets.

There can be advantages in using a third party organisation to carry 
out the testing, as it may be aware of data resources, techniques or 
types of vulnerability that you have overlooked or are not aware of. 

The first stage of a re-identification testing process should be to take 
stock of the anonymised data that your organisation has published or 
intends to publish. The next stage should be to try to determine what 
other data - personal data or not - is available that could be linked 
to the anonymised data to result in re-identification. As we have 
explained elsewhere, this can be difficult to do in practice because, 
in reality, it may be difficult or impossible to determine what other 
information particular individuals or organisations will have access to. 
However, you should certainly check whether other publicly available 
information is available – or is easily accessible through a web-
search, for example – that could allow re-identification to take place. 
The ‘motivated intruder’ test described earlier can form a useful 
component of a pen-test.

A penetration test should meet the following criteria:

•	 the test should attempt to identify particular individuals and one or 
more private attributes relating to those individuals.

•	 the test may employ any method which is reasonably likely to be 
used by an intruder.

•	 the test may use any lawfully obtainable data source which is 
reasonably likely to be used to identify particular individuals in  
the datasets.

Assessing re-identification risk becomes more complex where statistical 
data is involved, because the various statistical data sets may be 
publicly available which, if matched in a particular way, could result in 
re-identification. There could also be a risk of re-identification using 
the data within a particular dataset itself. Pen-testing for this type 
of vulnerability can require a great deal of specialist knowledge and 
cannot be described fully in this code of practice. The UK Anonymisation 
Network (UKAN) will explore this topic further. 
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Key points 

•	  The Data Protection Act’s research exemption contains limited  
but useful features for researchers.

•	  Researchers processing personal data still have to comply with 
most of the DPA, including its principles.

 
The Data Protection Act (DPA) contains an exemption that relates to 
personal data processed only for research purposes. It is relevant 
to this code of practice because much anonymised data is used for 
research purposes. 

What does the DPA say?

Section 33 of the DPA says this: 

Research, history and statistics.

(1)  In this section— “research purposes” includes statistical or 
historical purposes; “the relevant conditions”, in relation to any 
processing of personal data, means the conditions—

(a)  that the data are not processed to support measures or 
decisions with respect to particular individuals, and

(b)  that the data are not processed in such a way that 
substantial damage or substantial distress is, or is likely to 
be, caused to any data subject.

(2)  For the purposes of the second data protection principle, the 
further processing of personal data only for research purposes in 
compliance with the relevant conditions is not to be regarded as 
incompatible with the purposes for which they were obtained.

(3)  Personal data which are processed only for research 
purposes in compliance with the relevant conditions may, 
notwithstanding the fifth data protection principle, be kept 
indefinitely.

(4)  Personal data which are processed only for research purposes 
are exempt from section 7 if—

(a)  they are processed in compliance with the relevant 
conditions, and

(b)  the results of the research or any resulting statistics are not 
made available in a form which identifies data subjects or 
any of them.

The Data Protection Act research 
exemption9



 The Data Protection Act research exemption  45

(5)  For the purposes of subsections (2) to (4) personal data are 
not to be treated as processed otherwise than for research 
purposes merely because the data are disclosed—

(a)  to any person, for research purposes only,

(b)  to the data subject or a person acting on his behalf,

(c)  at the request, or with the consent, of the data subject or 
a person acting on his behalf, or

(d)  in circumstances in which the person making the 
disclosure has reasonable grounds for believing that the 
disclosure falls within paragraph (a), (b) or (c).

What is ‘research’?

The DPA does not define ‘research’. Therefore the Information 
Commissioner will use an ordinary meaning of ‘research’ when 
determining whether personal data is being processed for research 
purposes: research is a systematic investigation intended to 
establish facts, acquire new knowledge and reach new conclusions. 

The DPA makes it clear that ‘research purposes’ include statistical or 
historical research, but other forms of research, for example market, 
social, commercial or opinion research, could benefit from the exemption. 

What sort of data is section 33 relevant to?

The exemption is clearly of most relevance where personal data 
– rather than anonymised data – is being used for research. The 
exemption is as applicable to sensitive personal data, eg data about 
someone’s health being processed for medical research – as it is 
to ‘ordinary’ personal data. It provides important - though limited 
- assistance to those seeking to use personal data for research 
purposes. As explained elsewhere in this code, it is not always 
possible to use anonymised data for research purposes. Therefore 
researchers should be aware of the useful features that this 
exemption contains and the protection for individuals that it provides.    

The exemption can apply to data collected primarily for research 
purposes and to cases where research is a secondary purpose.

However, the part of the exemption that deals with incompatibility is 
clearly of most relevance where research is a secondary purpose. 

Section 33 safeguards

For the exemption to apply, certain conditions must be satisfied: 

•	 the data must not be processed to support measures or decisions 
with respect to particular individuals. 

•	 the data must not be processed in such a way that substantial 
damage or substantial distress is, or is likely to be, caused to any 
data subject.
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Where anonymisation is carried out effectively, neither the 
production nor the publication of the anonymised data will have any 
effect on any particular individual. Provided that this is the case, the 
research exemption’s conditions will have been satisfied. 

Incompatibility,	retention	and	subject	access

Provided the data is only processed for research purposes, and the 
conditions are satisfied, then:

•	 the data may be processed for research purposes without  
falling foul of the DPA’s prohibition on processing data for  
an ‘incompatible’ purpose. This puts it beyond doubt that 
personal data obtained for one purpose can also be used for 
research purposes;

•	 the data may be retained indefinitely. This is important in 
contexts such as historical research or longitudinal studies 
because the data protection principles usually require that 
personal data is not kept for longer than is necessary. Note that 
the data protection principles do not apply to anonymised data; 
and

•	 the data will be exempt from the right of subject access – 
provided the data is not published in a form which identifies any 
individual or individuals. This means that organisations can avoid 
the administrative issues associated with dealing with individuals’ 
requests. It is good practice though to grant individuals access to 
personal data held for research purposes even if the exemption 
does apply.  

Clearly the research exemption provides important benefits for 
researchers and important safeguards for individuals. However, 
it is good practice to plan for the publication of anonymised data 
as early in the data life cycle as is practicable. This will help to 
minimise, or will negate, the risk to individuals. It also means 
that researchers will not need to be concerned with the parts of 
the DPA from which section 33 does not provide exemption, eg 
the requirement to process personal data fairly and lawfully. See 
case study 10 for an example of anonymisation being used in a 
longitudinal study.

The disclosure of research data

The section 33 exemption can still be relied on even if research 
outputs are published in a form which identifies individuals, but 
the exemption from providing subject access will be lost. However, 
depending on the circumstances, the publication of personal data 
for research purposes could still breach other provisions of the DPA. 

There is a particular incentive to anonymise sensitive personal data, 
eg data about someone’s health or criminal convictions. This is 
because this type of personal data is subject to relatively stringent 
data protection restrictions. In particular, it could be difficult to find 
an alternative to seeking the data subject’s consent as a means of 
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legitimising the processing of sensitive data about their health. (In 
some cases organisation may, as a matter of policy, decide to always 
obtain data subjects’ consent for the anonymisation of personal data 
about them, but the DPA provides alternatives to this.) This is why 
anonymisation should occur at the earliest opportunity – ideally by 
the data controller anonymising the personal data prior to disclosing 
or using it for research purposes. 

The DPA does not necessarily prohibit the disclosure of research data 
in a form which identifies individuals and the benefit of the section 
33 exemption will not necessarily be lost if this happens. However, 
even if a researcher needs personal data to carry out research, it is 
arguably a breach of the DPA to publish or disclose data for research 
purposes in a form which identifies individuals where there is an 
alternative to this. Remember that an organisation that receives 
personal data from a researcher will take on its own data protection 
responsibilities as the data controller for that data. This could mean 
informing the individuals concerned that your organisation has 
obtained personal data about them. 

If an individual consents to the use or disclosure of personal 
data about them for research purposes then there will be no 
need to rely on the DPA’s research exemption. However, it can be 
impossible for organisations or individuals to exercise control over 
personal data once it has been published. An obvious problem 
might be where an individual who once consented to the use or 
disclosure of their personal data decides to revoke consent, eg 
because of a change in their personal circumstances. Therefore 
it is generally better to use and disclose anonymised data rather 
than personal data for research and other purposes - even where 
consent could be obtained. (It is rare for research outputs to be 
published in the form of personal data and consent for this would 
not normally be sought for this type of disclosure.) 
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Aggregated data: Statistical data about several individuals that has 
been combined to show general trends or values without identifying 
individuals within the data.

Anonymisation: The process of rendering data into a form which does 
not identify individuals and where identification is not likely to take place.

Anonymised data: Data in a form that does not identify individuals 
and where identification through its combination with other data is 
not likely to take place. 

Data controller: A person who (either alone or jointly or in common 
with other persons) determines the purposes for which and the 
manner in which any personal data are, or are to be, processed.

Data linkage: A technique that involves bringing together and 
analysing data from a variety of sources, typically data that relates to 
the same individual. 

Data processor: An organisation that processes personal data on 
behalf of a data controller. 

Data	subject:	An individual who is the subject of personal data.

Disclosure: The act of making data available to one or more third parties.

Disclosure Control: A technique used to control the risk of 
individuals being identified from statistical data – typical methods 
include removing or disguising data relating to individuals with 
unusual sets of attributes. 

Limited access: Releasing data within a closed community – i.e. 
where a finite number of researchers or institutions have access to 
the data and where its further disclosure is prohibited.

Longitudinal study: A study that involves linking data about the 
same individual over a period of time, eg to study an individual’s 
health episodes.

Open Data: The government’s white paper defines Open Data as:

Data that meets the following criteria:

•	 accessible (ideally via the internet) at no more than the cost of 
reproduction, without limitations based on user identity or intent;

Appendix 1 – Glossary
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•	 in a digital,	machine	readable format for interoperation with 
other data; and

•	 free	of	restriction	on	use	or	redistribution in its licensing 
conditions.

Personal data: Data which relate to a living individual who can  
be identified— 

(a) from those data, or 

(b)  from those data and other information which is in the 
possession of, or is likely to come into the possession of,  
the data controller, 

and includes any expression of opinion about the individual and any 
indication of the intentions of the data controller or any other person 
in respect of the individual.

Perturbation:	The alteration of values within a data set to guard 
against data-linkage. 

Pseudonymisation: The process of distinguishing individuals in a 
dataset by using a unique identifier which does not reveal their ‘real 
world’ identity.

Publishing:	The act of making data publicly available.

Qualitative data: Data gathered and analysed in a non-numeric 
form, such as interview transcripts, field notes, video and audio 
recordings, still images and documents such as reports, meeting 
minutes, e-mails etc. 

Re-identification:	The process of analysing data or combining it 
with other data with the result that individuals become identifiable. 
Sometimes termed ‘de-anonymisation’.

Sensitive personal data: Personal data consisting of information as to— 

(a) the racial or ethnic origin of the data subject,

(b) his political opinions,

(c) his religious beliefs or other beliefs of a similar nature,

(d)  whether he is a member of a trade union (within the meaning of 
the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) his physical or mental health or condition,
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(f) his sexual life,

(g)  the commission or alleged commission by him of any offence, 
or

(h)  any proceedings for any offence committed or alleged to have 
been committed by him, the disposal of such proceedings or 
the sentence of any court in such proceedings.

Statistical data: Information which is held in the form of numerical 
data, nominal data (eg gender, ethnicity, region), ordinal data (age 
group, qualification level), interval data (month of birth) or ratio 
data (age in months). 



Appendix 2 – Some key anonymisation techniques  51

Appendix 2 –  Some key anonymisation 
techniques

Data masking

This involves stripping out obvious personal identifiers such 
as names from a piece of information, to create a data set in 
which no person identifiers are present. 

Variants:

•	 Partial data removal – results in data where some 
personal identifiers, eg name and address have been 
removed but others such as dates of birth, remain.

•	Data quarantining - The technique of only supplying data 
to a recipient who is unlikely or unable to have access to 
the other data needed to facilitate re-identification. It can 
involve disclosing unique personal identifiers – eg reference 
numbers – but not the ‘key’ needed to link these to 
particular individuals.  

These are relatively high risk techniques because the 
anonymised data still exists in an individual-level form. 
Electoral roll data, for example, could be used to reintroduce 
names that have been removed to the dataset fairly easily. 
However, this type of data is also relatively ‘rich’ in terms of 
allowing an individual to be tracked as part of a longitudinal 
study for example.  

Pseudonymisation

De-identifying data so that a coded reference or pseudonym is 
attached to a record to allow the data to be associated with a 
particular individual without the individual being identified. 

Deterministic modification is a similar technique. ‘Deterministic’ 
here means that the same original value is always replaced 
by the same modified value. This means that if multiple data 
records are linked, in the sense that the same name (or 
address, or phone number, for example) occurs in all those 
records, the corresponding records in the modified data set will 
also be linked in the same way. This facilitates certain types of 
data analysis.

This is also a relatively high risk technique, with similar 
strengths and weaknesses to data masking.  
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Aggregation 

Data is displayed as totals, so no data relating to or identifying 
any individual is shown. Small numbers in totals are often 
suppressed through ‘blurring’ or by being omitted altogether. 

Variants:

•	 Cell suppression - if data is from a sample survey then it 
may be inappropriate to release tabular outputs with cells 
which contain small numbers of individuals, say below 30. 
This is because the sampling error on such cell estimates 
would typically be too large to make the estimates useful 
for statistical purposes. In this case, suppression of cells 
with small numbers for quality purposes acts in tandem with 
suppression for disclosure purposes.   

•	 Inference Control – Some cell values (eg small ones 
such as 1-5) in statistical data can present a greater risk 
of re-identification. Depending on the circumstances, 
small numbers can either be suppressed, or the values 
manipulated (as in Barnardisation). If a large number of 
cells are affected, the level of aggregation could be changed. 
For example, the data could be linked to wider geographical 
areas or age-bands could be widened.

•	 Perturbation – such as Barnardisation - is a method of 
disclosure control for tables or counts. It involves randomly 
adding or subtracting 1 from certain cells in the table. This 
is a form of perturbation.

•	 Rounding – rounding a figure up or down to disguise precise 
statistics. For example if one table may have a cell with 
value of 10,000 for all people doing some activity up to the 
present date. However, the following month, the figure in 
that cell rises to 10,001. If an intruder compares the tables 
it would be easy to deduce a cell of 1. Rounding would 
prevent this. 

•	 Sampling - in some cases, when very large numbers of 
records are available, it can be adequate for statistical 
purposes to release a sample of records, selected through 
some stated randomized procedure. By not releasing specific 
details of the sample, data holders can minimise the risk of 
re-identification.
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•	 Synthetic data - mixing up the elements of a dataset – or 
creating new values based on the original data - so that all 
of the overall totals and values of the set are preserved but 
do not relate to any particular individual. 

•	 Tabular reporting – a means of producing tabular 
(aggregated) data, which protects against re-identification.    

•	 These are relatively low risk techniques because it will 
generally be difficult to find anything out about a particular 
individual by using aggregated data. This data cannot 
support individual-level research but can be sufficient to 
analyse social trends on a regional basis, for example.  

Derived	data	items	and	banding	

Derived data is a set of values that reflect the character of the 
source data, but which hide the exact original values. This is 
usually done by using banding techniques to produce  
coarser-grained descriptions of values than in the source 
dataset eg replacing dates of birth by ages or years, addresses 
by areas of residence or wards, using partial postcodes or 
rounding exact figures so they appear in a normalised form.

Again, this is a relatively low-risk technique because the 
banding techniques make data-matching more difficult or 
impossible. The resulting data can be relatively rich because it 
can facilitate individual-level research but presents relatively 
low re-identification risk.
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Administrative Data Liaison Service: useful advice and 
resources for researchers, including guidance on privacy protection 
techniques. 

A	Systematic	Review	of	Re-Identification	Attacks	on	 
Health Data 

Avoiding the Jigsaw Effect: ‘Experiences With Ministry of Justice 
Reoffending Data’. Work carried out by Kieron O’Hara et al at the 
University of Southampton.

Class	based	graph	anonymisation	for	social	network	data

Clinical Practice Research Datalink: www.cprd.com – advice on 
the use of anonymised NHS data

Data	Anonymization	and	Re-identification: Some Basics Of 
Data Privacy

Dispelling	the	Myths	Surrounding	De-identification: 
Anonymization Remains a Strong Tool for Protecting Privacy (Ann 
Cavoukian and Khaled El Emam).

DWP / ESRC generic security accreditation document relating 
to explicit personal data and data that has not been sufficiently 
anonymised to make it freely available to the public. 

Economic and Social Data Service: www.esds.ac.uk – see in 
particular its data management guides.

Effects	of	Data	Anonymization	by	Cell	Suppression	on	
Descriptive Statistics and Predictive Modelling Performance.

Government Social Research codes and guidance:  
www.civilservice.gov.uk/networks/gsr/publications.

Government Statistical Service: authoritative advice  
for government bodies about the creation and publication of 
statistical data.

ICO seminar on privacy and data anonymisation.

ICO	website for advice on ‘determining what is personal data’, 
‘crime mapping’, privacy by design, privacy enhancing technolgies 
and other issues relevant to the anonymisation of personal data. 
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http://www.adls.ac.uk/
http://www.plosone.org/article/info%3Adoi%2F10.1371%2Fjournal.pone.0028071
http://eprints.soton.ac.uk/273072/
http://www.vldb.org/pvldb/2/vldb09-pvldb26.pdf
https://www.cprd.com/home/
http://whimsley.typepad.com/whimsley/2011/09/data-anonymization-and-re-identification-some-basics-of-data-privacy.html
https://www.ipc.on.ca/wp-content/uploads/Resources/anonymization.pdf
http://www.esrcsocietytoday.esrc.ac.uk/_images/generic-scurity-accreditation_tcm8-19416.pdf
http://www.esds.ac.uk/
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC419433/
https://www.gov.uk/government/publications?departments%5B%5D=civil-service-government-social-research-profession
http://www.statisticsauthority.gov.uk/national-statistician/ns-reports--reviews-and-guidance/national-statistician-s-guidance/index.html
https://ico.org.uk/media/1042332/anonymisation-seminar-report.pdf
http://www.ico.gov.uk/
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Independent Privacy and Transparency Review (Kieron O’Hara)

Inference	Control	in	Statistical	Databases: From Theory to 
Practice (Lecture Notes in Computer Science)

Introduction	to	Privacy-Preserving	Data	Publishing	Concepts	
and Techniques 

Office	for	National	Statistics	– www.ons.gov.uk. In particular see 
its ‘Guidance and Methodology’ section. Also see its Code of Practice 
for Official Statistics. 

Patient data for health research: A discussion paper on 
anonymisation procedures for the use of patient data for  
health research. 

Privacy	in	Statistical	Databases: UNESCO Chair in Data Privacy 
International Conference, PSD 2008, Istanbul, Turkey, September 
24-26, 2008

Protecting Privacy Using k-Anonymity

Statistical	Confidentiality (2011) by G. Duncan, M. Elliot and  
J Salazar

Statistical Disclosure Control (2012) by A. Hundepool, J. 
Domingo-Ferrer, L. Franconi, S. Giessing, E.Schulte Nordhold, K. 
Spicer and P.P de Wolf.

The	problem	of	‘personal	data’	in	cloud	computing. 
International Data Privacy Law paper on anonymisation in the 
cloud. http://idpl.oxfordjournals.org/content/1/4/211.full

UK Data Archive: Practical advice on the legal, ethical and 
practical aspects of using data to carry out research – see in 
particular the guidance on anonymisation and access control.  

UK Statistics Authority: Code of Practice for Official Statistics at 
www.statisticsauthority.gov.uk 

http://www.cabinetoffice.gov.uk/resource-library/independent-transparency-and-privacy-review
http://www.amazon.co.uk/Inference-Control-Statistical-Databases-Practice/dp/3540436146/ref=sr_1_1?ie=UTF8&qid=1320938516&sr=8-1
http://www.ons.gov.uk/
http://www.medlaw.nl/publicaties/patient-data-for-health-research/
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC2528029/
http://idpl.oxfordjournals.org/content/1/4/211.full
http://www.data-archive.ac.uk/
www.statisticsauthority.gov.uk
http://idpl.oxfordjournals.org/content/1/4/211.full
www.statisticsauthority.gov.uk
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Examples and case studies

These examples and cases studies are divided into three sections 
and are intended to illustrate the good practice advice contained in 
the main body of the code. Many of the examples were provided to 
us by respondents to the consultation exercise that preceded the 
publication of this code of practice. 

The first annex consists of a detailed description of how a set of 
personal data can be converted into various forms of anonymised 
data and used in various ways. It also illustrates the difference 
between publication and limited disclosure and explores re-
identification risk. 

The second annex consists of case studies showing how various 
anonymisation techniques can be used in practice. 

Finally, the third annex consists of a set of practical examples of 
some anonymisation techniques drawn up for the Information 
Commissioner’s Office by experts at the University of Southampton. 
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Annex 1–  research data held by the University of 
Stevenham Research Centre (USRC)

This case study shows how a collection of personal data about 
a group of individuals can be turned into various types of 
anonymised data. It also explores re-identification risk and shows 
how anonymised data derived from the personal data of the same 
individuals can be matched without their identities being revealed. 

USRC’s	Public	Health	Research	Department	is	investigating	the	
relationship	between	the	period	of	receipt	of	Special	Assistance	
Benefit	and	individuals’	age	and	body	mass	index	(BMI).

USRC has collected a large amount of data including the  
following extract: 

1. Name, address,  
date of birth

2. Period on Special 
Assistance	benefit

3. Body mass  
index

4. Research cohort  
reference no. 

Mr B Stevens

46 Water St

Stevenham

20-4-69

1y 2m 15 1A5

Mrs C Davids

48 Water St

Stevenham

18-3-60

5y 3m 14 2B4

Mr D Michaels

50 Water St

Stevenham

16-2-71

1y 7m 16 3C3

Mrs E Seniuk

52 Water St

Stevenham

14-1-62

5y 2m 18 4D2

Mr F O’Reilly

54 Water St

Stevenham

12-12-63

1y 8m 20 5E1

Figure 1: Personal data
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In the hands of USRC all of this collection of information constitutes 
personal data because all the data items relate to identified 
individuals. If it is disclosed to a third party in this form, this will 
be a disclosure of personal data and will be subject to the data 

protection principles. 

A redacted data-set 

USRC receives a freedom of information request from a 
neighbouring research centre (NRC), doing similar research on the 
relationship between individuals’ time on Special Assistance Benefit, 
age range and BMI. USRC decides to disclose the following redacted 
data-set: 

1.  Name, address, 
date of birth

2. Period of Special 
Assistance	Benefit. 3. Body mass index 5. Age range

6. Research cohort 
reference no.

< 2 years 15 40-45 1A5

> 5 years 14 50-55 2B4

< 2 years 16 40-45 3C3

> 5 years 18 45-50 4D2

< 2 years 20 45-50 5E1

Figure 2: Information redacted from personal data

In creating the extract, USRC will be processing personal data. 
However, this will not breach the data protection principles as 
the purpose of the redaction process is to protect the individual 
research subjects’ privacy and the processing itself has no direct 
effect on any individual. 

The redacted data-set is still personal data in the hands of USRC 
because it still holds the full version of the original research data. 
This could act as a ‘key’ that would allow the extracted data to be 
linked back to personal identifiers – in this case individuals’ names 
and addresses.   

The extract is only be personal data in the hands of USRC because 
only USRC holds the ‘key’ needed to make the link back to the 
personal identifiers it holds. NRC cannot do this because there is 
no information in the extract itself that could allow the linkage to 
be made. This shows that at the point at which USRC discloses 
the extract, it ceases to be personal data – even though it is still 
personal data in the hands of USRC as long as it holds ‘the other 
information’ necessary to enable identification. (If USRC deletes 
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the full version of the research data – which only USRC holds - the 
extract will cease to be personal data in its, or anyone else’s hands.) 

Note that the ‘research cohort reference number’ – the unique 
identifier that USRC allocates to each individual involved in the 
research – cannot act as a ‘key’ for any organisation because 
only USRC has the complete set of information. However, other 
researchers may be able to use the number to individuate 
particular individuals without identifying them, or even to carry out 

longitudinal studies using USRC’s annual data releases. 

Aggregated or statistical data 

USRC receives a further request for information, this time from a 
government agency that is planning service provision in the health 
service. It wants to know how many individuals that have claimed 
Special Assistance Benefit for less than two years are likely to have 
a BMI of over 16. 

USRC discloses the following data: 

40% of individuals that have been on Special Assistance Benefit 
for less than two years are likely to have a BMI of over 16. 

Figure	3:	non-identifiable	statistical	information

This is cannot be personal data in any organisation’s hands, even 
USRC’s, because the data has been irreversibly aggregated in such 
a way that even with USRC’s ‘key’, this information does not relate 
to a particular, identifiable individual. This illustrates an important 
difference between aggregated and individual-level data.

Alternatively, USRC could have disclosed the following data in 
response to a different request:

One individual of a cohort of five in the study had a BMI of over 
16 having claimed Special Assistance Benefit for over five years. 

Figure	4:	potentially	identifiable	statistical	information

Even though this information relates to only one individual, it is 
still not personal data once disclosed, provided that  no other 
organisation knows the identity of the individuals taking part in 
USRC’s study  - or has the other information needed to link this 



information to a particular individual. However, this information 
would still be personal data in the hands of USRC because its 
researchers could, if they wanted to, use the other information they 
have, to find out that this information relates to Mrs E Seniuk. No 
other organisation could do this unless they have the additional 
information needed to link the information to her. 

We know that USRC could combine the information in Figure 4 with 
other information it has in order to identify Mrs E Seniuk. However, 
the information above does not, in itself, constitute personal data 
because no one can be identified from just that information, except 
when it is in the hands of USRC. Once it comes into the possession 
of an organisation that does not hold the ‘key’ information, nor is 
likely to hold it (because USRC keeps the ‘key’ secure), it ceases to 
be personal data. 

However, someone who knows Mrs E Seniuk – for example a family 
member – and knows that she took part in the research and that 
she has claimed Special Assistance benefit for over five years might 
now be able to discover that she has a BMI of over 16. However, 
this does not mean that the information in itself constitutes personal 
data about Mrs E Seniuk – except when it’s in the hands of USRC. 
Releasing the information may, though, present a privacy risk, albeit 
a minor one because anyone capable of deducing Mrs E Seniuk’ 
identity would already have to have a great deal of knowledge 
about her – none of which is in the public domain.  

Barnardisation	and	‘blurring’	

There are various methods of ‘blurring’, disguising or systematically 
altering data to reduce the risk, or make it less likely or impossible, 
for a link to be established between statistical information and other 
information that identifies a particular individual. It is particularly 
relevant to the sort of information in Figure 4. A ‘blurred’ version of 
Figure 4 might look like this:

0-3 individuals of a cohort of 3-7 in the study had a BMI of 
between 15 and 17 having claimed Special Assistance Benefit for 
4–6 years. 

Figure	5	–	‘blurred’	statistical		information

‘Blurring’ the information in this way means that no-one, not even 
Mrs E Seniuk herself could say “that information is about me”. 
It is certainly possible to use techniques like this so that even 
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the original data controller can no longer establish a reliable link 
between the disclosure-controlled information and the individuals 
whose personal data this information was derived from. 

Re-identification	risk

USRC could use the following key to ‘re-identify’ Figure 2 type 
information.

Name, address:  Research cohort ref. no. 
Mr B Stevens  = 1A5
46 Water St
Stevenham

Figure	6:	a	re-identification	key

Any organisation with the information in Figure 2 and access to 
this ‘key’ would clearly be able to discover that Mr B Stevens has 
been on Special Assistance benefit for less than 2 years and has a 
BMI of 15. However, the re-identification process is only possible 
here because the information in Figure 2 is divided into separate 
data fields that relate to a particular individual, allowing other 
information to be combined with it, resulting in ‘re-identification’. 
The process would not be possible where the de-personalised 
information is no longer separated into fields that relate to a 
particular individual. This might be the case where aggregated 
information is derived from the set of personal data.  
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Reference	numbers	and	identification	

There is a significant difference between USRC releasing this 
information:

1.  Research cohort 
reference no.

2. Period of Special 
Assistance	benefit

3. Body mass  
index

4. IB / BMI 
correlation score

5. Age  
range

1A5 <2 years 15 High 40-45

Figure 7

and this:                                         

1. National insurance 
no. 

2. Period of Special 
Assistance	benefit

3. Body mass  
index

4. IB / BMI 
correlation score

5. Age  
range

NA111213Z <2 years 15 High 40-45

Figure 8

The difference is that the data in Figure 7 only contains the ‘1A5’ 
reference number – this is allocated by USRC for its own purposes 
and the ‘key’ linking it to Mr B Stevens is held securely by USRC 
and is never disclosed. Another organisation could use ‘IA5’ as 
an identifier – for example to match information about the same 
individual over time, for example, to monitor changes to Mr B 
Stevens’ BMI in a longitudinal study. However, no organisation could 
use this reference number to link the information in Figure 7 to any 
other information about the same person, provided the ‘key’ is kept 
secure. Nor could ‘1A5’ be used to take any action in respect of Mr 
B Stevens – for example to contact him to offer health advice.

However, many organisations – all employers for example - hold 
National Insurance numbers meaning that it is far more likely that 
the information in Figure 8 would be matched with other information 
to identify Mr B Stevens explicitly and to take action in respect of 
him. For example, an employer could, if he or she so wanted, take 
the NI number from Figure 8, check it against its own records, 
discover that the number relates to one of its own employees and 
offer Mr B Stevens occupational health advice. Although this is an 
unlikely scenario, it is certainly possible, and illustrates the difference 
between a ‘1A5’ type number and one that is in wider circulation, 
such as an NHS or NI number. It also shows why a person’s name 
and address is such a powerful identifier; because the same 
information is held and used by so many different organisations.  
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Some reference numbers are derived from, or may include, 
biographical information about individuals. For example, USRC could 
have allocated the following research cohort reference number to  
Mr B Stevens: ‘BS2004169’. This is made up of his initials, date of 
birth and a check number. It is fairly likely that another individual or 
an organisation could deduce that the reference number relates to 
Mr B Stevens and find out from Figure 2 type data that his BMI is 15. 
For example, Mr B Stevens’ employer or GP could probably do this if 
motivated to do so. This illustrates that an identifier that is formed 
from other biographical data that is relatively widely held –  
eg someone’s date of birth – carries a relatively high risk of  
re-identification through matching it against other information sources. 

Data-matching using unique patterns

It can be possible to determine that one piece of information 
relates to the same person as another, even though the information 
contains no unique identifiers, such as a reference number or name 
and address. 

For example, the following data shows detailed fluctuations in an 
individual’s BMI during the first six months of 2011 and then for the 
whole year:

An	individual’s	BMI	fluctuation:
14.1 13.9 13.4 13.2 13.1 13.1
14.1 13.9 13.4 13.2 13.1 13.1 13.2 13.5 13.4 13.4 13.8 14.0

Figure 9: a unique pattern

Even though this information contains no identifiers at all, it would 
certainly be possible for anyone to deduce, with a very high degree 
of certainty, that the second string of information relates to the 
same person as the first, even though the data is released in two 
batches. However, this does not mean that an individual has been 
identified or, therefore, that personal data has been disclosed. 
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What does it mean to identify someone?

NRC (the other research organisation) holds Figure 9-type detailed 
BMI information relating to all the members of the research cohort:

BMI	fluctuation	data:	2011
J	 F	 M	 A	 M	 J	 J	 A	 S	 O	 N	 D
15.2 15.1 15.0 14.8 14.7 14.6 14.9 14.7 14.8 14.7 14.4 14.8
14.1 13.9 13.4 13.2 13.1 13.1 13.2 13.5 13.4 13.4 13.8 14.0
16.1 16.2 16.4 16.8 17.0 17.1 17.2 17.9 18.4 18.4 18.2 18.0
18.9 18.7 18.9 18.7 18.8 18.9 19.0 18.9 18.8 18.8 18.8 18.9
20.5 20.4 20.3 20.2 20.1 20.0 19.9 19.8 19.7 19.6 19.5 19.3 

Figure 10 – a set of ‘unique pattern’ information.

NRC took this information from the Digest of Public Health’s website, 
which routinely publishes data sets for use by medical researchers and 
others. The data was provided to the Digest by USRC. 

The Figure 10 data-set clearly relates to five individuals. This 
does not mean though that NRC can identify any living individual 
from that data. NRC has no other information in its possession 
that allows identification, nor is it likely that the other information 
needed to allow identification will come into NRC’s – or any other 
organisation’s possession - because only USRC holds that data and 
its research protocols specifically prohibit its disclosure. 

However, USRC then releases some additional data and NRC 
downloads it from the Journal’s website. It shows BMI fluctuation 
data from the last quarter of 2011 and the first quarter of 2012:

BMI	fluctuation	data:	10-2011	–	3-2012
O	 N	 D	 J	 F	 M
14.7 14.4 14.8 14.8 14.6 14.8
13.4 13.8 14.0 14.2 14.1 14.0
18.4 18.2 18.0 18.3 18.5 18.5
18.8 18.8 18.9 18.8 18.8 18.8
19.6 19.5 19.3 19.2 19.1 19.0

Figure 11 – additional ‘unique pattern’ data

It would be possible for NRC to match the Figure 10 and Figure 11 
data to deduce, with a high level of statistical certainty, that the 
first research subject, who had a BMI of 14.8 in April 2011 had a 
BMI of 14.8 in March 2012 – a piece of information not available 
from either data-set
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However, even if NRC carries out a matching exercise using the 
Figure 10 and Figure 11 data, it only results in this: 

BMI	fluctuation	data:	1-2011		 	3-2012
J	 F	 M	 A	 M	 J	 J	 A	 S	 O	 N	 D	 J	 F	 M
15.2 15.1 15.0 14.8 14.7 14.6 14.9 14.7 14.8 14.7 14.4 14.8 14.8 14.6 14.8
14.1 13.9 13.4 13.2 13.1 13.1 13.2 13.5 13.4 13.4 13.8 14.0 14.2 14.1 14.0
16.1 16.2 16.4 16.8 17.0 17.1 17.2 17.9 18.4 18.4 18.2 18.0 18.3 18.5 18.5
18.9 18.7 18.9 18.7 18.8 18.9 19.0 18.9 18.8 18.8 18.8 18.9 18.8 18.8 18.8
20.5 20.4 20.3 20.2 20.1 20.0 19.9 19.8 19.7 19.6 19.5 19.3 19.2 19.1 19.0

Figure 12 – ‘matched’ unique pattern data

Again, whilst this dataset contains detailed information that  
relates to various individuals over a period time, it still does not 
identify any individual, and cannot be used to do so unless the  
‘key’ information needed to facilitate re-identification is disclosed –  
and USRC’s procedures are designed to ensure that this will  
not happen.
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Case study 1: limited access to pharmaceutical data

In a clinical study, only key-coded data is reported by clinical 
investigators (healthcare professionals) to the pharmaceutical 
companies sponsoring the research. No personal data is disclosed.  
The decryption keys are held at study sites by the clinical 
investigators, who are prohibited under obligations of good clinical 
practice and professional confidentiality from revealing research 
subject identities. The sponsors of the research may share the 
key-coded data with affiliates overseas, scientific collaborators, 
and health regulatory authorities around the world. In all cases, 
however, recipients of the data are bound by obligations of 
confidentiality and restrictions on re-use and re-identification, 
whether imposed by contract or required by law. Given these 
safeguards, the risk of re-identification of the key-coded data 
disclosed by a pharmaceutical sponsor to a third party under such 
obligations is extremely low.
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Case	study	2:	using	mobile	phone	data	to	study	road	 
traffic	speeds

This shows how potentially quite intrusive information – in this case 
geo-location information derived from mobile phone data - can 
be converted into an anonymised form and used safely for a quite 
different purpose.

A telecommunications provider has a large list of subscriber records. 
Each contains:

•	 a mobile phone number

•	 an approximate location

•	 a date and time.

Some of the location data will relate to phones in cars travelling on 
the roads. The company wants to release a data set to a research 
body that will analyse it to derive information about traffic speeds 
on the roads - by calculating how fast individual phones are moving 
between particular locations.  

To reduce the personal data content of the data set, the company 
replaces the phone numbers by dummy values. If the company just 
removes the phone numbers, clearly all the desired value is lost.  If the 
company aggregates the numbers, the valuable information content 
will be significantly reduced.  If the company randomly replaces every 
individual instance of a phone number, records that were linked in the 
original set will not be linked in the modified set, so again the required 
value will be lost.  Instead, the company makes sure that the same 
real phone number is always replaced by the same dummy phone 
number, so that related records can still be linked.

The company can do this by:

•	 Encryption of the individual data records, eg by using the AES 
encryption algorithm - not a probabilistic encryption algorithm. As 
well as ensuring that identical original values are always mapped 
to identical modified values, this also ensures that different original 
values are always mapped to different modified values - there are 
no accidental “collisions”.  It is essential, of course, to keep the 
cryptographic key secret.

•	 Tokenisation. This means creating a mapping table, which maps 
values in the original data set to modified values.  When producing 
the modified data set, as the company works through each input 
value in turn:



 – if this input value already exists in the table, the output value 
indicated by the table is used;

 – otherwise the company creates a new table entry for this input 
value, with the output value selected randomly subject to the 
constraint that the company never uses a value it has used before.

In this case it is essential that the mapping table is kept secret - it 
becomes the equivalent of the cryptographic key.

•	 Randomisation without guaranteeing uniqueness. In effect this 
is the same as tokenisation but without the constraint that a 
newly selected output value must be different from any that has 
been used before. (It may be that collisions do not matter much, 
or if the set of possible output values is very large then accidental 
collisions may be so improbable that will not be a problem.)

With either encryption or tokenisation, if the owner of the original 
data set retains the cryptographic key or the mapping table, then 
it may be able to translate analysis carried out on the modified 
data set back into results on the original data set. This can be very 
valuable for some applications.
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Case	study	3:	analysing	passengers’	journey	times

A public transport company uses its Go-Card data to carry out a 
study showing the amount of time commuters of particular ages 
take to make various journeys. It then uses anonymised data for 
accessibility planning purposes. The nature of data here is such that 
techniques such as pseudonymisation, hashing and data banding can 
be used to anonymise the data effectively:

Go-card	no. Passenger DoB Start point End point Journey time

WT98765G 01/09/1973 Brooks End Tree Street 17m 45s

WT45678B 18/09/1933 Brooks End Tree Street 15m 05s

                              and this:  
 
 
 

Hashed* passenger 
ref. no. Age band Start Point End Point Journey time

14793X… 35 - 45 Brooks End Tree Street 18m

23955P… 75 – 80 Brooks End Tree Street 15m

* a keyed cryptographic hash function such as SHA356
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Case	study	4:	publicly	available	information	and	
anonymisation risk

An electoral register entry includes the name and address of 
those eligible to vote. It also contains the dates of birth of those 
approaching voting age. 

Ms K L Thomas: 1 Sandwich Avenue, Stevenham, SV3 9LK.  

The public availability of the electoral register means that it would 
be easy to link Mrs Thomas to information about her property –  
for example its ‘sold for’ price on a property website. 

Had Ms Thomas been a 17 year old, the publication of her date 
of birth might also present a re-identification threat, where, for 
example, an ‘anonymised’ research database is published that 
contains the years and months of birth and partial postcodes of 
research subjects.
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Case study 5: a summary of a freedom of information  
decision notice relating to the disclosure of personal data.  
The	full	decision	notice	–	and	many	others	–	are	available	 
on	the	ICO	website.	

Police: crime statistics at street level (adapted from decision 
notice FS50161581)

In 2007 a police force received a request for the number of burglaries 
in two specific streets, Daisy Lane and Iris Drive, over the years from 
2004-2006. The police force refused the request under section 40  
of the Freedom of Information Act 2000 (FOIA). In short, this 
exempts personal data from disclosure where disclosure would 
contravene the data protection principles.  

Following a complaint to the ICO, the Information Commissioner 
considered whether the police force had acted in accordance with 
FOIA in withholding the requested information. 

The Commissioner examined the statistics and took the view that it 
was not possible to identify any individual from the statistics alone. 
The Commissioner also considered the statistics in the context of 
other factors and information which might lead to the identification 
of an individual. There were 13 properties in Daisy Lane and 83 
properties in Iris Drive. The Commissioner noted that the number of 
properties falling within the area that that the statistics related to was 
relatively small. Despite this, the Commissioner still took the view 
that the requested information would not lead to the identification of 
any individual. 

The police force had argued that individuals with local knowledge 
would be able to identify individuals from the information. However, 
the Commissioner found no evidence to suggest that disclosure of 
the requested statistics would lead to any individual’s identification. 
Therefore the Commissioner concluded that the statistics were not 
personal data and could not be withheld on s.40 grounds.

This case illustrates the need for careful judgement based on the 
circumstances of each case. Had the number of properties or the 
way the statistics were complied been different, the Commissioner 
may well have agreed with the public authority that section 40 
was engaged. The case also illustrates that in some circumstances, 
for identification to take place the ‘intruder’ would already have a 
great deal of knowledge – in this case that a particular property or 
individual had been associated with a particular crime. 
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Case study 6: anonymising qualitative data

This shows how a piece of qualitative personal data – in this case an 
interview with a child - can be converted into an anonymised form 
which still contains valuable information but does not identify the child.

Original	text

Interview recorded: 3pm, 10 October 2011
Interviewee: Julius Smith
DoB: 9 September 2005
School: Green Lanes Primary School

I live on Clementine Lane so I walk to school every day. I live in 
a flat with my parents and my Uncle Jermaine. When I get home 
from school I watch TV. I don’t like reading but I like watching 
Harry Potter films. My favourite subject at school is art. My 
teacher is Mr Haines and he is very nice. I used to get bullied by 
Neil and Chris but I told Mr Haines and they stopped. 

I play football for Junior Champs, and we are good. I play 
midfield.  

Anonymised	text

Interview recorded: October 2011
Interviewee ref: 2011/67
School year: Key Stage 1
School local authority area: Lynenham District Council

I live in [LM51 postcode] so I walk to school every day. I live 
with [family members]. When I get home from school I watch 
TV. I don’t like reading but I like watching Harry Potter films. 
My favourite subject at school is art. My teacher is Mr [teacher’s 
name] and he is very nice. I used to get bullied by [other pupils] 
but I told [the teacher] and they stopped.

I play football for [a local team], and we are good. I play midfield.
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Case study 7: this shows the importance of third parties’ 
prior	knowledge	in	assessing	re-identification	risk	and	
illustrates some means of reducing this risk

An	engineering	firm	is	carrying	out	a	study	of	its	employees’	
exposure	to	dermatitis-causing	chemicals	

Human Resources summary employee record:

Employee name:   F Gradwell 
DoB:    01/09/1973
Sex:    M
Address:   16 Tree Street, Stevenham, SV8 6QP
Start date:   11/06/1992

Anonymised	research	database	extract:

Age:     39
Sex:    M
Postcode:   SV8 6QP
Period of service:          20 years 5 months
Contact dermatitis:  Positive

It is unlikely that the firm’s HR department would make its 
HR summary employee record publicly available. However, Mr 
Gradwell’s workmates, friends and family members may well know 
his date of birth, address and (approximate) start date. Mr Gradwell 
might post this information on the internet himself as part of his 
social media profile. 

This means that if someone – ‘a motivated intruder’ – wanted to, 
they could combine the datasets together to deduce with a fair 
degree of reliability that Mr Gradwell has dermatitis. This would 
be made much easier if it was known that the research data – 
published by a local university – relates to the employees of the 
firm where Mr Gradwell is known to work. 
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Employee name:   F Gradwell 
DoB:    01/09/1973
Sex:    M
Address:   16 Tree Street, Stevenham, SV8 6QP
Start date:   11/06/1992
Contact dermatitis:  Positive

The risk of identifying Mr Gradwell as a dermatitis sufferer would be 
reduced if the data was ‘blurred’ in the following way: 

Age range:    35-45
Sex:    M
Location:   Stevenham
Period of service:  18 – 22 years
Contact dermatitis:  Positive

It is unlikely that anyone – even someone who knows Mr Gradwell 
– could identify him and find out that he has dermatitis from this 
data set. 

The risk would be reduced further if the data was presented in a 
non individual-level form:

Stevenham branch: 15% of male employees with 18 – 22 years’ 
service have contracted dermatitis.
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Case	study	8:	customers’	purchasing	habits	-	linking	
anonymised data

BuySome.com analyses its customers’ purchasing habits to target 
relevant special offers at them. To do this, its systems analyse 
information in a personally identifiable form and send out vouchers 
to shoppers using its loyalty card database of names and addresses. 

BuySome has been asked to take part in a research initiative 
run by a third party. This will involve correlating shoppers’ 
purchasing habits with public health data about diabetes rates. 
Each organisation will use an extract from a sample of a group of 
individuals’ health information and purchasing data. 

In order to do this BuySome and other local supermarkets use a 
secure-keyed cryptographic hash to generate unique reference 
numbers from customers’ names and addresses. GP surgeries use 
the same algorithm to generate unique reference numbers from 
their patients’ details. Once the reference numbers have been 
created, both BuySome and the GP surgeries delete the key used in 
the hashing process.

This results in two anonymised datasets that the researchers can 
match together and analyse even though they cannot identify any 
individual. The researchers add another round of encryption to ensure 
that neither the participating GP surgeries nor BuySome could ever 
link the data back to individual patients’ or shoppers’ identities.  
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Case study 9: customer analytics

A North American home-ware retailer (“HW”) was experiencing 
declining sales.  In order to address this situation, HW needed to 
better understand its customers’ requirements so it could improve 
its sales. 

HW identified that the analysis of historical point of sale 
transactional data (POS data) would enable it to better understand 
what customers were buying in HW stores.  HW engaged a third 
party, Research Direct, to help undertake an analysis of its POS 
data. Due to payment card regulations, HW was prohibited from 
sending raw POS data (which included credit card payment details) 
to Research Direct.  In order to comply with the payment card 
regulations, HW applied one way encryption to the credit card data 
(contained in the POS data) for the purposes of transferring data 
to Research Direct.  Research Direct was then able to analyse, over 
time, purchases made using the same payment card (using the 
encrypted key) and therefore enriched HW’s understanding of its 
customers through analysis, like customer segmentations. Top-level 
findings were then shared with HW.

By using this method to anonymise its data, HW was able to analyse 
82% of sales (the remaining 18% were cash purchases).  

This enabled HW (a formerly struggling retailer) to accurately 
analyse its customers’ motivations when buying products and 
specifically what they bought over time.
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Case study 10: suppression Rules Applied to Data for the 
Longitudinal Study of Young People in England

This shows how anonymisation techniques can be used by a 
government department to protect the identities of respondents 
to a survey on bullying, educational attainment and other issues 
pertinent to young people. 

Suppression at Wave 7 was informed largely by the Office of 
National Statistics (ONS) published guidance which sets out the 
GSS Microdata Policy for Social Surveys (http://www.ons.gov.uk/
ons/guide-method/best-practice/disclosure-control-policy-for-social-
survey-microdata/index.html). Very few rules from this guidance 
are specific so a certain amount of interpretation had to be applied. 

Different from previous waves, it was felt that variables should 
not be recoded for the sole purpose of avoiding suppression. 
This decision was made partly to reduce the likelihood of 
misinterpretation of recoded variables away from the original 
questionnaire, but also because there was less resource available 
for enhancement at this wave, as the work wasn’t contracted out 
this year.

Of the 932 variables which were in the original dataset, 425 
remained after suppression had been completed. All suppressed 
variables will still remain available to data customers via the 
Longitudinal Surveys Team, but only after completing the LSYPE 
Confidentiality Agreement. The proportion of variables suppressed 
is believed to be higher than at previous waves, However, this is 
not a result of over-sensitivity. As the respondents got older and 
the sample size reduced through attrition, questions relating to less 
common activities at age 19 (such as apprenticeships and non-HE 
qualifications) have seen fewer overall responses and are therefore 
more vulnerable to suppression. The policy to not recode or band 
variables solely for suppression reasons will also have impacted the 
number suppressed.

The rules by which variables were suppressed were as follows:

•	 Sensitivity – Some variables that are highly sensitive are 
suppressed purely because they are defined as such in the ONS 
guidance, whilst others are clearly sensitive regardless of whether 
they are mentioned in the guidance. 

•	 Example variables: ‘sexuality’, un-banded pay information, 
‘number of sexual partners’, ‘what bullying was motivated by’, 
‘sexual orientation’, ‘marital status’.
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•	 Low	Numbers – Once the number of overall responses to a 
particular question drops to a low level, the question may become 
identifiable. For that reason all questions with less than 200 overall 
responses have been suppressed. In addition, where there are 
multiple responses to a question, it is possible that a response 
given by only a minority of respondents is also identifiable. For this 
reason, where less than 10 responses have been given to an answer 
that identifies something factual, all variables relating to that 
question have been suppressed. It should be noted that attitudinal 
questions are not bound by this rule, in addition to responses of 
‘Don’t know’, ‘Refused’, ‘Other’ or similar. 

•	 Example variables: ‘Number of GCSEs studying for since 
September 2009’, ‘number of OCR qualifications studying for’, 
‘reasons for doing apprenticeship’, ‘whether usually pays for 
childcare’, ‘types used - a nursery school or nursery class’, 
‘how health problem/disability affects life’, ‘continence’, ‘type 
of bullying experienced in last 12 months during work/study/
training’, ‘physical abuse’.

•	 Identifiable	Detail – In some cases, responses to questions 
provide large amounts of detailed information that is not 
necessarily sensitive, but is at such a low level that it becomes 
identifiable. In many cases this information is duplicated through 
derived variables that were created to make analysis on these 
topics sensible, so source variables with a high number of 
different responses are suppressed. 

•	 Example variables: ‘Number of current jobs’, ‘amount of hours 
usually worked each week’, detailed information about HE subject 
and institution.

•	Others – Some variables asking for detailed information 
on benefits have been historically suppressed and therefore 
continue to be at Wave 7. Additionally one less detailed benefits 
question was incorrectly asked during fieldwork and so has been 
replaced by a derived variable that better reflects the answer 
to the question. There was also one question – about methods 
used to pay for fees and living expenses other than grants and 
bursaries - where there were a low number of responses to 
answers that were essentially incorrect as they were supposed 
to be specifically excluded by respondents when answering the 
question. The two incorrect responses with low response rates 
have been suppressed with the rest of the question  
left unsuppressed.  
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Case study 11: cryptographic hash technique. 

1. Let D be the personal data you wish to anonymise.

2. Let K be a secret key, known only to the data controller.

3.  Choose a secure cryptographic hash function H. You must take 
care to ensure that the hash  function you are using is secure 
as older algorithms, which may have been used previously,  
may no longer be secure due to exposed vulnerabilities and 
should therefore not be used. 

4.  Compute the hash of the sequence K D, i.e. H(K D). This will 
generate a unique value which can be used to replace the 
personal data in the anonymised release, while still providing 
(a) a unique identifier for the personal data, and (b) a means 
for the data controller to retrieve the original data, since he 
knows both D and K, he can easily re-compute or store H(K D) 
for each data point. 

Due to the nature of cryptographic hashes, it is implausible to 
reverse the hash, even with knowledge of the value of K. However, 
if the domain of D is small, knowing both the hash value H(K D) 
and K, one might be able to guess D by computing H(K D) for each 
possible value of D and comparing this with the anonymised data 
set. For this reason it is important that K remains a secret known 
only to the data controller. 

Note: If there is a likelihood that there are multiple records for the 
personal data D then the value of H(K D) will be the same for each 
of these records in the anonymised release. If you do not wish to 
show these relationships, add a “salt” value S, which is a randomly 
chosen value that you append both to the sequence that is hashed 
as well as the final identifier. So, rather than H(K D), compute 
H(K S D), and then use SH(K S D) as your full identifier. S should, 
ideally, be selected using a cryptographic strength random number 
generator. As before, K must remain a secret, known only to the 
data controller.  
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Annex 3 – Practical examples of some 
anonymisation techniques 
– drawn up by Mu Yang, Vladimiro Sassone and Kieron O’Hara  
at the University of Southampton

In this annex, we will set out a few examples of the anonymisation 
of data, to indicate the range of techniques available to the 
information manager. The aim is not to provide a manual of 
anonymisation, but to give a flavour of the field, and of the variety 
of the options. We do not pretend that this is an exhaustive list of 
methods, or that the methods we have chosen are applicable to  
all anonymisation problems. We try to keep the language as 
accessible as possible; however, some of these techniques are 
statistically quite complex, which in some cases is inevitably 
reflected in the descriptions.

We focus on de-identification (whether complete or partial) in this 
annex, and look at the trade-off between preserving data utility 
and preserving anonymity. We do not discuss refinements of that 
task (such as pseudonymisation or deterministic modification). We 
concentrate on examples using quantitative or categorical data, 
as being somewhat more common and well-understood. There 
are several types of qualitative data which it may be desirable to 
anonymise, eg  free text comments, geolocation data, or purchasing 
records – which we do not cover here, partly for reasons of space, 
partly because of the relative complexity (for more on anonymising 
qualitative data, see http://www.data-archive.ac.uk/create-
manage/consent-ethics/anonymisation?index=2).
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We do not recommend particular techniques over and above others; 
the choice of a particular method of anonymisation will depend on 
many factors, including an understanding of the potential risk of 
exposing personal data inappropriately, the sensitivities of the data, 
and the amount of control that the data controller has over the uses 
to which the anonymised data will be put. It may also be that the 
application of certain techniques could severely damage the utility 
of the dataset in a particular context.

Hence the choice of an anonymisation technique should always be a 
matter for the data controller’s judgement, based on the context of 
data sharing or use. 
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A – Data reduction

A.1	Removing	variables

Description: A variable is a characteristic or attribute of an individual 
– for each individual the variable will have a value (eg the values of the 
variable NAME for the three authors of this appendix are Mu, Vladimiro 
and Kieron). The simplest method of anonymisation is the removal of 
variables which provide direct or indirect identifiers from the data file. 
These need not necessarily be names; a variable should be removed 
when it is highly identifying in the context of the data and no other 
protection methods can be applied.

A variable can also be removed if it is deemed too sensitive for 
public use or irrelevant for analytical purpose (eg if a dataset 
intended for reuse for market research purposes included a variable 
which expressed whether the individual has been convicted for 
a certain class of sexual offences, that variable could simply be 
removed as too sensitive). Of course, deciding what is ‘sensitive’ 
is an art rather than a science and will depend on context; such 
judgments are part of a data controller’s risk assessment.

Example: If the intruder was personally acquainted with the group 
in example one, then the ‘ethnic’ variable could be identifying for 
a large fraction of the group members. If this variable was simply 
removed from the record, the identification risk falls dramatically.
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Removing	variables
Example	one:	the	removal	of	direct	identifiers

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month Ethnic

22 F SO17 £20,000 £1,100 British

25 M SO18 £22,000 £1,300 Irish

30 M SO16 £32,000 £1,800 African

35 F SO17 £31,500 £2,000 Chinese

40 F SO15 £68,000 £3,500 Pakistani

50 M SO14 £28,000 £1,200 British

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month Ethnic

22 F SO17 £20,000 £1,100 British

25 M SO18 £22,000 £1,300 Irish

30 M SO16 £32,000 £1,800 African

35 F SO17 £31,500 £2,000 Chinese

40 F SO15 £68,000 £3,500 Pakistani

50 M SO14 £28,000 £1,200 British

Comments: This technique is subject to much information loss if 
the variable is very important to the analysis.
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A.2 Removing records

Description: Removing records of particular units or individuals can 
be adopted as an extreme measure of data protection when the unit is 
identifiable in spite of the application of other protection techniques.

Example: In example two, only one male is involved, so the 
intruder can easily identify him in the data if he/she is acquainted 
with the participants. Removing this record prevents his personal 
data from being recovered from the table.

Removing records
Example	two:	the	removal	of	a	particular	record	which	is	easy	to	identify

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200
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Comments: Removing records is similarly damaging to the 
information content of the matrix to removing variables; the 
latter removes a column from the table, while the former 
removes a row. In this example, it has been deemed preferable 
to remove this particular record rather than removing the 
variable ‘Gender’ from all records. However, removing records 
will significantly impact (ie distort) the statistical properties of 
the released data. And the risks of jigsaw identification may 
grow where aggregated data are also published as the removed 
records could be inferred by subtracting the published records 
from the aggregation. In example two, if the total income of the 
group was published, that would enable the disclosive information 
(ie information that, even if not identifying, reveals hitherto 
unknown information about a known individual) to be inferred  
(as the sum of the incomes of the published records is £169,500, 
it can be subtracted from the aggregated income total of 
£210,500 to produce the one male’s salary).
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A.3	Global	recoding

Description: This method makes variable values less specific, and 
the table correspondingly less informative. For a categorical variable 
(ie one that categorises the units), several categories are combined to 
form new (less specific) categories, thus resulting in a new variable. A 
continuous variable is replaced by another variable which aggregates 
ranges of the continuous variable. In other words, the global recoding 
method consists in aggregating the values observed in a variable into 
pre-defined classes. Every record in the table is recoded.

A more informative type of recoding involves recoding only the 
outliers (i.e. unusually high or unusually low values). For instance, 
incomes between, say £20,000 and £60,000 would be reproduced 
in the recoded table, but outside that range would be recoded 
as <£20,000 or >£60,000. This type of recoding leaves the vast 
majority of ‘normal’ values unchanged.

Example: In example three the variables ‘Age’ and ‘Postcode’ are 
aggregated into new classes, each of which has values as a range. 
The more specific values have unique mappings to a less specific 
range. We also recode the ‘Income’ and ‘Expenses’ variables into 
the classes low, medium and high, again using a unique mapping.

Global	recoding
Example	three:	aggregating	the	values	observed	in	variables	into	pre-defined	classes

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode Income Expenses/month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode

Income  
(low	if	<25,000;	medium	if	between	
25,000	to	45,000;	high	if	>45,000)

Expenses/month  
(low	if	,1,800;	medium	if	between	 
1,800	to	2,400;	high	if	>2,400)

20-24 F SO17-19 low low

25-29 M SO17-19 low low

30-34 M SO14-16 medium medium

35-39 F SO17-19 medium medium

40-44 F SO14-16 high high

50-54 M SO14-16 medium low
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Comments: Global recoding involves information loss via loss of 
specificity. A related drawback is that a recoding that suitable for 
one set of records might be completely unsuitable for another set. 
For example, the categories of ‘Age’ variable may protect identities 
in one example, but may still be used to disclose information in 
another. There are also obvious limits; we cannot simply recode 
‘Female’ and ‘Male’ as ‘Female or Male’ (this is tantamount to 
removing the variable entirely).

Recoding the outliers has two advantages. First of all, the unusual 
information may be identifying or disclosive by virtue of its 
unusualness, and that is made less specific. Conversely, the majority 
of the cases can safely remain untouched, because a ‘normal’ value 
will be shared by many and so is much less likely to be disclosive. 
Secondly, there will typically be few outliers, and so most of the 
original information in the dataset will be preserved intact.
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A.4 Local suppression

Description: Local suppression consists of replacing the observed 
value of one or more variables in a certain record with a ‘missing’ 
value. This is particularly suitable with categorical key variables (a 
key variable is a variable that a researcher is particularly interested 
in). When combinations of such variables are problematic, local 
suppression consists of replacing an observed value with ‘missing’ 
or some other value which shows that the original value has been 
suppressed. The aim of the method is to reduce the information 
content of rare combinations. The result is an increase in the 
frequency count of records containing the modified combination.

Example: In example four, as the combination “Age=20-24, 
Gender=F” is unique, an intruder may identify this individual if 
the intruder has information about a young lady in the cohort. If 
the number of females in the dataset is high, we can suppress the 
variable ‘Age’ of this record and recode it as ‘missing’.

Local suppression

Example	four:	replacing	the	observed	value	of	one	or	more	variables	in	a	certain	record	with	 
a missing value

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode

Income  
(low	if	<25,000;	medium	if	between	
25,000	to	45,000;	high	if	>45,000)

Expenses/month  
(low	if	,1,800;	medium	if	between	
1,800	to	2,400;	high	if	>2,400)

20-24 F SO17 low low

25-29 M SO18 low low

30-34 M SO16 medium medium

35-39 F SO17 medium medium

40-44 F SO15 high high

50-54 M SO14 medium low

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode

Income	(low	if	<25,000;	medium	if	
between	25,000	to	45,000;	high	if	

>45,000)

Expenses/month	(low	if	,1,800;	
medium	if	between	1,800	to	2,400;	

high	if	>2,400)

missing F SO17 low low

25-29 M SO18 low low

30-34 M SO16 medium medium

35-39 F SO17 medium medium

40-44 F SO15 high high

50-54 M SO14 medium low
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Comments: Local suppression should be applied only to records 
that contain combinations at risk. Once the local suppression 
technique is used, analysis of the data is not simple in the absence 
of highly specific software. Once more it can be easier to deduce 
the missing values if aggregated totals are also given. Furthermore, 
local suppression only works when there is sufficient variety to 
prevent the missing value being inferred (most obviously, if the 
categories used for ‘sex’ were ‘male’ and ‘missing’, it would not be 
hard to infer the sex of everyone).

Perturbing data involves changing some data values according to 
a set of principles. The aim is to disguise the records of individuals 
while leaving some wider properties of the population (eg mean, 
or average, values of the variables) unchanged. For instance, one 
relatively straightforward method of perturbation is Barnardisation, 
which involves adding or subtracting a constant from some values of 
some variables. In a Barnardised dataset, it is impossible to be sure 
(without supplementary information) which data is accurate, but the 
population statistics remain reliable. In this section, we discuss a 
number of more complex methods of perturbation.

Note that all the methods in this section may render the data 
unusable for research that relies on individual-level data as the data 
in the original datasets is perturbed. 
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B.1 Micro-aggregation

Description: The idea of micro-aggregation is to replace an 
observed value with the average computed on a small group of 
units. The units belonging to the same group will be represented in 
the released file by the same value. The groups contain a minimum 
predefined number k of units. Here k is a threshold value and the 
partition is called a k-partition. In order to obtain micro-aggregates 
from a dataset with a certain number of records, these records are 
combined (usually in a meaningful order, such as size order) to 
form groups of size at least k. We do this by computing the average 
value of the target variable over each group and then replacing 
the original values with this average value. The mean value for the 
whole population remains unchanged.

So, for example, if we had 100 individuals in the dataset and wished 
to form a 4-partition, then segment the dataset into 25 groups of 
4. For each group, the average value of the variable is computed, 
and that average replaces the observed value in the dataset. If a 
group of 4 individuals had ages 31, 33, 33 and 34, the age for each 
individual in the published dataset would be 32.75.

Micro-aggregation can be independently applied to one variable or 
a set of variables. In the former case, for different variables the 
dataset could be partitioned in different ways, so that an individual 
might not find itself in the same partition for different variables.  
It is then called individual ranking. In the latter case, then a number 
of groups would be formed, and the average of several variables 
computed in each group. When all the variables are averaged at  
the same time for each group, the method is called multivariate 
micro-aggregation.

Example: In example five, the intruder may identify some 
individual if he has information about their incomes. So if this is a 
real danger, we apply micro-aggregation to the variable ‘Income’. 
We firstly sort the values from small to big, and then perform a  
(i.e. we set k to ). So the group number g in this small example of 
6 individuals is 6 ÷ 3 = 2. Then we compute the average value for 
each group and replace the original value by the average value.
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Example	five:	replacing	an	observed	value	with	the	average	computed	on	a	small	group	of	units	then	
the	units	belonging	to	the	same	group	will	be	represented	by	the	same	value,

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

50 M S014 £28,000 £1,200

35 F SO17 £31,500 £2,000

30 M SO16 £32,000 £1,800

40 F S0O15 £68,000 £3,500

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income
Expenses/ 

month

22 F SO17 £23,333 £1,100

25 M SO18 £23,333 £1,300

50 M S014 £23,333 £1,200

35 F SO17 £43,833 £2,000

30 M SO16 £43,833 £1,800

40 F S0O15 £43,833 £3,500

Comments: This method guarantees that at least  units in the file 
are identical; the information loss about specific individuals is high.
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B.2 Data swapping

Description: Data swapping alters records in the data by switching 
values of variables across pairs of records in a fraction of the 
original data. The purpose is to introduce uncertainty for a data user 
or intruder as to whether records correspond to real data elements.

The variables that will be swapped are called swapped attributes 
or swapping attributes and the fraction of the total n records in the 
microdata that are initially marked to be swapped is called the swap 
rate, and is denoted by r. Typically, r is of the order of 1-10% (so 
that the fraction of attributes swapped will usually be less than one 
in ten).

In some situations there may be conditions on what pairs of records 
can be swapped. These conditions place constraints on the variables 
in order for one record in the pair to be a feasible swap candidate 
for the other. Such variables whose values define the feasibility of 
swap candidates are called constraining attributes. For example, 
one might only want to swap (say) salary values for two individuals 
if they are located in the same postcode. This is to ensure that 
the average salary for each postcode remains unchanged by the 
data swapping; the postcode is the constraining attribute. In that 
case if two individuals live in different postcodes, then their salary 
values cannot be swapped. As another type of example, one could 
swap salary values for two individuals only if they are of different 
sexes; the reason behind this might be to reduce the amount of 
information that could be deduced from personal knowledge of 
the individuals involved. Therefore, when swapping is applied, the 
necessary parameters are: the swapped attributes, constraining 
attributes and swapping rate.

Example: In example six, the first and fourth records are more 
vulnerable to attack as their variable ‘Age’ has unique values: ’20-
24’ and ’35-39’ respectively, unlike the rest of the population. We 
designate ‘Age’ as the swapping attribute, and also set ‘Gender’ as a 
constraining attribute, thereby allowing swaps of Age only between 
those records with the same value of variable ‘Gender’. In this 
example, the swapping rate r = 2 ÷ 6 = 33.3%. The high value of the 
swapping rate is of course due to the small population in the example.
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Data swapping

Example	six:	altering	a	proportion	of	the	records	by	swapping	values	of	a	subset	of	variables	
between	selected	pairs	of	records	(swap	pairs).

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode

Income  
(low	if	<25,000;	medium	if	
between	25,000	to	45,000;	 

high	if	>45,000)

Expenses/month  
(low	if	,1,800;	medium	if	between	
1,800	to	2,400;	high	if	>2,400)

20-24 F SO17-19 low low

25-29 M SO17-19 low low

30-34 M SO14-16 medium medium

35-39 F SO17-19 medium medium

40-44 F SO14-16 high high

50-54 M SO14-16 medium low

Income	&	Expenses	Individual-level	dataset

Age Sex Postcode

Income  
(low	if	<25,000;	medium	if	
between	25,000	to	45,000;	 

high	if	>45,000)

Expenses/month  
(low	if	,1,800;	medium	if	between	
1,800	to	2,400;	high	if	>2,400)

35-39 F SO17-19 low low

25-29 M SO17-19 low low

25-29 M SO14-16 medium medium

20-24 F SO17-19 medium medium

40-44 F SO14-16 high high

50-54 F SO14-16 medium low

Comments: Swapping does not change the distribution of any 
variable, but still there is the anonymisation trade-off that lowering 
the risk implies higher information loss.

value unique

Swapped attribute is Age. 

Swapping rate: r=33.3%*. 

Constraints: only allow swaps of Age between 

records with the same value of Gender

* The rate r is typically in the range of 1-10%. 

We choose 33.3% because of the limited number 

of records
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B.3 Post-Randomisation Method (PRAM)

Description: The Post-Randomisation Method is a probabilistic 
method to perturb categorical variables. In the released file, 
the scores on some categorical variables for certain records in 
the original file are changed to a different score according to 
a probability mechanism called a Markov matrix. This is quite 
a complex method, which is somewhat difficult to describe in 
straightforward language.

Suppose we have a categorical variable V which we wish to perturb, 
and suppose that that variable has K categories (so, for example, 
‘sex’ is a categorical variable with two categories). For that variable 
V, we can decide to change one of the K values to another with 
a certain probability fixed in advance; we can arrange these 
probabilities in a K x K matrix (the Markov matrix), where, say, the 
second cell in the fourth row is the transition probability that when 
we have a value in the fourth category in the observed data, we 
transform it into the value of the second category in the published 
data. We can then decide to transform or perturb the data or not, 
depending on a random process. So, for instance, if our categorical 
variable was ‘sex’, and all the probabilities in the 2 x 2 Markov matrix 
were 0.5, we could toss a coin each time to decide whether or not to 
alter the attribution of M or F to each individual in the data.

In more detail, we begin with our categorical variable V. Let’s call 
the same variable in the perturbed file X. Suppose also that these 
variables have K categories, which we can number from 1 to K. 
We define transition probabilities for each pair of categories from V 
and X; we denote the probability that, for k and l between 1 and K, 
when the value of the original variable V is k, it is transformed into 
the value l in the X variable in the perturbed file. The complete set 
of transition probabilities between all pairs of categories of V and X 
gives us a K x K matrix which is the Markov Matrix. The individual 
entries in the Markov Matrix are referred to as p11, p12, p13, p21, 
p31, etc, so that, say, p31 is the probability that category 3 of 
variable V will be transformed into category 1 of variable X in the 
perturbed file. The general case, the probability of transforming k 
into l is referred to as pkl.

Applying the matrix to the data then means that for each value k of 
V, the probability of the corresponding value of X in the perturbed 
data file is drawn from the probability distribution pk1 ... pkK. 
For each record in the original file, this procedure is performed 
independently of all other records.

Example: In example seven, suppose that the variable V is Gender 
with scores V = 1 if male and V = 2 if female. Applying PRAM with 
p11 = p22 = 0.9 on the original dataset with three males and three 
females, would yield a perturbed file with the expected totals of 
three males and three females. In these records, one of these three 
‘males’ was actually male and similarly, one of these ‘females’ was 
actually male.
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Post-Randomisation Method (PRAM)

Example	seven:	producing	a	microdata	file	in	which	the	scores	on	some	categorical	variables	for	
certain	records	in	the	original	file	are	changed	into	a	different	score	according	to	a	prescribed	
probability	mechanism

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income Expenses/month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income Expenses/month

22 M SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 F SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Comments: Since PRAM uses a probability mechanism, an intruder 
can never be sure that a record describes the identified person 
whom the intruder thinks he has identified. There is a certain 
probability this has been a perturbed record. However, if the Markov 
matrix that is used when applying PRAM is known, the true data 
may be estimated from the perturbed data file.

target variable = Gender, the PRAM-
matrix: p11=p22=0.9, p12=p21=0.1
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B.4 Adding noise

Description: Adding noise, a method applied to numerical data, 
consists of adding a random value ε to all values in the variable to 
be protected. The distribution of ε has mean zero and predefined 
variance σ2. In other words, the expected value of ε is zero 
(sometimes the value will be positive, sometimes negative), so that 
given that noise is added to enough values the additions will cancel 
themselves out, leaving the mean of the distribution unchanged. 
The variance defines the range of the additional ε; a small variance 
means that ε is unlikely to be very far from 0 (and so the numerical 
change in the data unlikely to be large in any instance), while a 
larger variance will allow greater perturbations of individual data 
values. This type of distribution, a normal distribution, is the most 
standard type of distribution in statistics, very well-understood and 
often encountered in practice with real-world data.

Example: In example eight, we apply this method on the  
variable ‘Income’ by adding noise values generated by a standard 
normal distribution.

Comments: This method is less effective if there are large 
differences between values, or there are some outliers. For 
example, in this example, if an intruder knows that exactly one 
individual has a much higher income than the others, he or she can 
still identify this individual in the perturbed file, and even make a 
reasonable guess at a plausible range for the individual’s income.
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Adding noise

Example	eight:	adding	a	random	value	ε,	with	zero	mean	and	predefined	variance	σ^2,	to	all	values	
in	the	variable	to	be	protected

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income Expenses/month

22 F SO17 £20,000 £1,100

25 M SO18 £22,000 £1,300

30 M SO16 £32,000 £1,800

35 F SO17 £31,500 £2,000

40 F SO15 £68,000 £3,500

50 M SO14 £28,000 £1,200

Income	&	Expenses	Individual-level	dataset

Age Gender Postcode Income Expenses/month

22 F SO17 £19,828 £1,100

25 M SO18 £23,862 £1,300

30 M SO16 £32,960 £1,800

35 F SO17 £28,957 £2,000

40 F SO15 £66,951 £3,500

50 M SO14 £27,692 £1,200

Standard Normal

Distribution: mean=0,

variance=1
x 1000

-0.171932015

1.862281351

0.959896624

-2.543129085

-1.049088496

-0.308324388

-£172

£1,862

£960

-£2,543

-£1,049

-£308
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B.5 Resampling

Description: Resampling is also designed for numerical data, and 
again requires understanding of statistical methods. It has three 
steps. First, we have to identify the way that the sensitive or key 
data variables vary across the whole population. This means deciding 
what the population will look like if put on a graph; typically, the 
answer will be a type of reasonably well-known type of distribution.

There are a number of what are called probability distributions or 
probability density functions (so-called because they allow us to 
estimate the probability of a variable having a particular random 
value); in B.4 we met the most common kind of density function, 
the normal distribution (where the variable can take any numerical 
value and will group around a central average), but there are others 
– for instance a Poisson distribution (where the variable is a positive 
whole number, 0, 1, 2 etc, and tends to group around an relatively 
small average and then tail off gradually as we go to infinity) or a 
Beta distribution (where the variable is a real number between a pair 
of limits). Each such distribution will be completely characterised by 
a small number of parameters (for example, the normal distribution 
is described by the mean and variance as hinted above, while the 
Poisson distribution is described by a single number which equals 
both the mean and the variance, and the Beta distribution is 
described by two so-called shape parameters which alter the shape 
of the curve). There are many types of distribution in statistics, most 
very specialised and complex. The details are not important for the 
purposes of this appendix; the reader basically needs to be aware 
that a population’s properties can be estimated and described using 
these statistical terms.

So the first task is to estimate how a particular variable for the whole 
population is distributed, and to estimate the values of the relevant 
parameters for the population. Note that this estimation is for the whole 
population, not for just the population in the database (so, for example, 
we guess the average salary, and the way the salaries vary, for the 
population as a whole, not just for the people we have on the database).

The second step is to generate a distorted sample artificially which 
has the same parameter values as our estimate. The sample should 
be the same size as the database.

The third step is to replace the confidential data in the database 
with the distorted sample. So, in the salary example, if we have 100 
lines in our dataset, and having decided how salaries vary across 
the population, we generate an artificial distribution of 100 salaries 
that has the same mean and variance as the estimate for the whole 
population. We then substitute those 100 artificially generated 
salaries for the 100 observed salaries in the database.

In many cases, to preserve correlations with other variables than 
the confidential one(s), the sample should also be ordered before 
mapping, so that the values of the sample are in the same order as 
the values of the database they replaced.
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The resampling procedure creates datasets – the resample – which 
have the same, or nearly the same, empirical properties functions 
as the original survey data and thus permit statisticians to perform 
meaningful analyses.

Example: In example nine, we resample the two variables ‘Income 
(Jan)’ and ‘Income (Feb)’ together by using the RSXL add-ins tools 
for Excel. We can see the original and perturbed datasets have the 
same mean of the two-month incomes.

In the second version of the example, the generated samples are 
ordered before mapping and replacement on the original data, so 
that relationships between variables (eg the correlation between age 
and income) are preserved to some extent.
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Resampling

Example	nine:	drawing	with	replacement	t	samples	of	n	values	from	the	original	data,	sorting	the	
sample and averaging the sampled values

Income	Individual-level	dataset

Age Gender Postcode Income (Jan) Income (Feb)

22 F SO17 £20,000 £23,000

25 M SO18 £22,000 £22,000

30 M SO16 £32,000 £30,000

35 F SO17 £31,500 £35,000

40 F SO15 £68,000 £58,000

50 M SO14 £28,000 £29,000

Income	Individual-level	dataset

Age Gender Postcode Income (Jan) Income (Feb)

22 F SO17 £58,000 £58,000

25 M SO18 £22,000 £20,000

30 M SO16 £29,000 £20,000

35 F SO17 £20,000 £68,000

40 F SO15 £22,000 £30,000

50 M SO14 £20,000 £31,500

Income	Individual-level	dataset	with	ordered	mapping

Age Gender Postcode Income (Jan) Income (Feb)

22 F SO17 £20,000 £20,000

25 M SO18 £20,000 £20,000

30 M SO16 £29,000 £31,500

35 F SO17 £22,000 £58,000

40 F SO15 £58,000 £68,000

50 M SO14 £22,000 £30,000

Comments: Given that the original data are sampled from a very 
large population, estimating the probability density function of the 
variables is hard to achieve and verify, as sufficient information 
about the true distribution of data may not be available. The data 
will only sometimes follow a specific theoretical distribution such 
as those discussed above, which may make creating the distorted 
sample more difficult. Information about individuals is lost, and the 
correlations between variables will be affected.

Normal distributed resampling. 

Hypothesis testing: Null Hypothesis
Grand mean: £33, 208
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C.1 Sampling

Description: Sampling is one of the non-perturbative methods 
in anonymisation techniques, suitable when the original data is 
in sufficient quantity to make a sample meaningful. Instead of 
publishing the original microdata file, we take a sample from it and 
publish that without identifiers. The resulting sample may contain 
information which is sensitive and which in other circumstances 
could be quite disclosive. However, because there is no way of 
knowing whether a particular individual’s data is included in the 
sample, it is unlikely, though not impossible, that it would actually 
be disclosive.

Two common types of sampling are simple random sampling, 
where all possible subsets of specified size sample have an equal 
probability of selection, and Bernoulli sampling, where each record 
in the sample is selected independently with a certain probability.

The probability that a random sample preserves the basic statistical 
properties of the original dataset can be calculated.

Comments: Sampling is suitable for categorical microdata, but 
its adequacy for continuous microdata is less clear in a general 
disclosure scenario.

Unlikely to be disclosive, but for unusual or unique individuals it 
remains a possibility if someone is aware of their unique qualities. 
For example, if it is known that there is only one teenage amputee 
in a small town, then that combination of information can be looked 
for in the sample. If it has been sampled, then the dataset could 
be disclosive. However, if there were more – say five such people 
– the appearance of one in the dataset would require the intruder 
to gather further information before he could be confident he had 
tracked down his target.

C	–	Non-perturbation	methods
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C.2	Cross-tabulation	of	data

Description: When we have a table of data with two or more 
variables, we can create another table by tabulating the two 
variables against each other direction, in effect aggregating the 
data. The resulting table is called a contingency table. It can protect 
the confidentiality in microdata, especially for large numbers, and is 
non-perturbative.

Example: In example ten, we generate a contingency table by 
tabulating the two variables ‘Gender’ and ‘Education Level’. The 
contingency table does not contain the individual information, that 
is, we are not sure of the first individual‘s educational attainment.

Cross-tabulation	of	data

Example	ten:	generating	the	contingency	table	which	does	not	contain	the	individual	information.

Record NO. Gender Education Level

1 F Undergrad Degree

2 M Grad Degree

3 M Doctorate

4 F Doctorate

5 F Doctorate

6 M Undergrad Degree

                                                        

 
 

 Undergrad Degree Grad Degree Doctorate Total

Female 1 0 2 3

Male 1 1 1 3

Total 2 1 3 6

Comments: It is a non-perturbative method. The confidentiality 
can be compromised if rare situations are revealed via very small 
numbers of cases, which in turn can be linked to an individual. For 
instance, from the contingency table, the number of females having 
a Grad degree is zero. So the attackers are sure that no female has 
a Grad degree.

102  Annex 3 Practical examples of some anonymisation techniques



Reference

In this survey, the authors are indebted to many comments from 
those who responded to the ICO’s consultation on the Code of 
Practice, and to the account in Molla Hunegnaw, African Centre for 
Statistics, Confidentiality	and	Anonymization	of	Microdata.

Annex 3 – Practical examples of some anonymisation techniques  103

http://unstats.un.org/unsd/demographic/meetings/wshops/Ethiopia_20_Sept_2011/docs/Others/7.ppt


Notes

104  Notes



Notes  105



106  Notes



xx  107



108  xx

If you would like to contact us please call 0303 123 1113

www.ico.org.uk

Information Commissioner’s Office, 
Wycliffe House, Water Lane, 
Wilmslow, Cheshire SK9 5AF 

November 2012
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Information Governance is a framework that aims to ensure per-
sonal, sensitive and corporate information is dealt with legally, securely, 
efficiently and effectively to appropriate ethical and quality standards.    
 
The Trust Information Governance team are here to ensure that all nec-
essary safeguards for, and appropriate use of, patient and personal in-
formation are in place within our organisation. 

 
 

What is Information Governance (IG)? 

IG Training Update 

Information Governance 
January 2015 

Volume 1, Issue 1 

IG Bite Size 

Meet the team: 

 

 

 

 

 

 
 
 

Caroline Skipper 
IG Manager 
Call: 83551 

 

 

 

 
 
 
 
 
 
 
 

 
Helen Smith 
IG Officer 
Call: 83559 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Neil Dobinson 
Head of IG & HCR 
Call: 24470 

All staff are required to complete annual IG training.  Education,  
Learning and Development have an e-learning module on their Share-
Point that staff can complete.  If you have any problems accessing the 
site or need a paper copy please contact Education, Learning and  
Development direct by email: workbooksandquizzes@nth.nhs.uk  

Are your emails safe and secure? 
To ensure we keep all confidential and sensitive information safe i.e. 
patient identifiable information, employee information etc. we need to 
be sure we are sending emails correctly. 
You must:   
 always check you are sending the email to the correct recipient 
 ensure that the information included within the email is limited 
 never send confidential or sensitive information external from 

nth.nhs.uk email  
 never send confidential or sensitive information from a NHS.net 

account to a nth.nhs.uk account as this is not secure 
 
The following email addresses are also secure but only when sending 
from an nhs.net. account: 
 cjsm.net (Criminal and Justice)  
 gcsx.gov.uk (Local Government/Social Services)  
 gse.gov.uk (Central Government)  
 gsi.gov.uk (Central Government including Department of Health)  
 gsx.gov.uk (Central Government)  
 pnn.police.uk (Police)  
 scn.gov.uk (Criminal and Justice)  
 mod.uk (Military) 
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Managing information breaches - Correspondence 

Visit our SharePoint site  
http://commsport/Departments/IG 

If you receive a phone call or email from a member of the public/another NHS organisation in-
forming you they have received documents that are incorrectly addressed please do the  
following: 
 
 Thank them for informing you 
 Take their name, address and contact number 
 Inform them someone will personally collect them, ask them when is convenient 
 Arrange for a member of staff to collect the documents, if no one is available ring infor-

mation governance 
 Where transport is not available do not send a taxi to collect them without a member of 

staff going in the taxi 
 Raise a Datix 
 Never ask them to destroy the documents 
 Never ask them to post them back to us 

All Staff are responsible for reporting incidents as soon as possible, ideally within 12 hours, via 
the electronic reporting system Datix (or paper incident report form); and ensuring actions are 
taken immediately where required to continue to provide safe care.   Please refer to policy 
RM15 for further details.  
 
Failure to do so can result in the Trust not complying with Health and Social Care Information 
Centre (HSCIC) and  Information Commissioner’s Office (ICO) guidance for reporting incidents. 
 

Reporting IG Incidents  

Type of incidents IG will investigate: 

Login/Password misuse 

Incorrectly addressed correspondence 

Misuse of Social Media  

Faxes/emails sent in error 

Loss of data / information 
 

Types of incidents that are not IG related: 

Patient pressure sores 

Patient falling out of bed 

Short staffed on wards 

Notes not available on NHTop 

Patient notes filed incorrectly 

IG 5 Top Tips –Keeping Data Safe 
1. Always lock your PC when you leave your desk (even for 5mins!!) 
2. Keep your passwords safe and never share 
3. Don’t have the same password for everything 
4. Always use the minimum amount of identifiable data possible 
5. Avoid using memory sticks– if you must only use Trust encrypted 



Information Governance is a framework that aims to ensure personal, 
sensitive and corporate information is dealt with legally, securely,  
efficiently and effectively to appropriate, ethical and quality standards.    
 
The Trust Information Governance team are here to ensure that all 
necessary safeguards for, and appropriate use of, patient and  
personal information are in place within our organisation. 

 
 

What is Information Governance (IG)? 

Information Governance September 2017 

Volume 1 Issue 2 

IG Bite Size 

 

Meet the team 
 
Neil Dobinson 
Head of  
Information  
Governance & 
Health Records 
 
Kerry McLean 
Information  
Governance 
Manager (right) 
 
Helen Smith 
Information  
Governance  
Officer (left) 
 
 

 

 

 

 

 

 

 

 

General Data Protection Regulations (GDPR) 
What is GDPR? 
 
GDPR comes into force on 25th May 2018 and will be directly applicable as law in the UK, 
replacing the Data Protection Act. Although in general the principles of data protection 
remain similar, there is greater focus on evidence-based compliance with specified  
requirements for transparency, more extensive rights for data subjects and considerably 
harsher penalties for non-compliance.  Most of our current approach to compliance will 
remain valid under the GDPR and can be the starting point to build from.  
 
However, there are new elements and significant enhancements, so we will have to do 
some things for the first time and some things differently.  
 
Main changed and consideration under GDPR 
 Understand the information we hold (how, where and why) 
 Transparency 
 More individual rights 
 Subject Access Requests—SAR’s 
 Must have a lawful basis for processing personal data 
 Consent 
 Children & online services 
 Data breaches 
 Data protection by design 
 Appoint a Data protection officer (DPO) 
 
How will this effect you? 
 
At the moment it wont.  The IG team are working on implementing the changes, updating 
policies and gathering information to share with everyone so we are GDPR ready on 25th 
May 2018.  Once this information is ready and published please familiarise yourself with 
the changes.  
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Information Governance is everyone's responsibility—not just the IG Team 

 Is your annual IG training up to date?  You can complete your training by clicking on this 
link:  
Education and Organisation Development - e-LearningHome 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
http://commsport/Departments/TD/SitePages/e-LearningHome.aspx
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Patients records 

 
When you hear ‘patient record’ what do you think? Buff folders? Paper light? Trakcare? ICE? SystmOne?   
Patients records are all of those, paper or electronic all form part of a patients record. 
 
As a Trust we have an obligation to look after patient records, this includes where and how we store, transport, 
maintain and also who we allow to access them. 
 
The Information Commissioner’s Officer (ICO) has published an article to remind NHS staff about the potentially 
serious consequences of prying into patients’ medical records without valid reason—including YOUR OWN. 
 
The warning came after a former health care assistant was ordered to pay a total of £1,715 in fines and costs  
after pleading guilty to offences of unlawfully obtaining and unlawfully disclosing personal data.  They had  
accessed the medical records of several people without a business purpose to do so. 
 
Some key points to remember: 
 Do not access any information which you have no authorisation to  - remember all access is monitored 
 You must be dealing with the patient or employee of the Trust in some official way to access their              

information 
 Only share personal information on a strictly need to know basis with other professionals dealing with the 

patient or employee of the Trust 
 Never discuss patient or Trust employee personal information outside of work, for example;  family; friends; 

partners 
 Never discuss patients or Trust employees in public areas 
 Be aware that as a Trust employee you have signed a contract of employment which contains a                

confidentiality agreement  
 
The full article can be found on the IG  SharePoint page  

Personal mobile phones in the workplace 
 

There may be times when members of staff need to make or receive personal calls during working time in an 
emergency situation however to minimise business disruption and to ensure a professional and comfortable 
working environment the Trust has agreed that the use of personal mobiles will be restricted to:  
 Staffs break times.  
 Where it has been agreed between the member of staff and their line manager as appropriate if outside 

break times.  
 Staffs personal devices should not be used to take photographs, videos or sound recordings whilst on any 

Trust site unless it has been agreed between the member of staff and their line manager as being appro-

Social Networking 
 

The Trust respects staffs right to privacy and freedom of expression, and whilst there is no intention to interfere with 
our employees’ personal lives, the Trust can and will take action if it becomes aware of information that has been 
posted on a social networking site which contravenes any relevant employment contractual obligations and any 
standards in terms of professional standards. This includes derogatory and inappropriate comments and malicious 
slander about other staff members, patients, partner organisations, contractors or anything which might bring the 
Trust into disrepute. If reputational harm to the organisation is proven or other unprofessional behaviour the Trust 
may commence disciplinary proceedings against the relevant individual(s).  
 
Social networking can blur the lines between work lives and staff personal lives, by creating  
on-line ‘friends’ of other staff members who we might not normally meet socially. Those ‘friends’ 
may be able to access details about us that they would not otherwise have access to, including 
personal information, opinions, photographs and details about where we have been and what we 
have been doing.  

http://commsport/Departments/IG/default.aspx


Information Governance is a framework that aims to ensure per-
sonal, sensitive and corporate information is dealt with legally, securely,  
efficiently and effectively to appropriate, ethical and quality standards.    
 
The Trust Information Governance team are here to ensure that all nec-
essary safeguards for, and appropriate use of, patient and  
personal information are in place within our organisation. 
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Information Governance is everyone's responsibility—not just the IG Team 

 

On 25th May 2018  the new General Data Protection Regulations 
(GDPR) came into effect and is applicable as law in the UK.  Also UK 
Data Protection Act 1998 has been replaced with Data Protection Act 
2018.   The new legislation is a positive step forward that increases the  
existing rights of both our staff and patients to data privacy and security, 
as well as improving the protection of personal information. 
 
The 25 May is only the beginning, we will be issuing new policies and  
procedures which will help support the Trust in compliance with the new 
legislation. 
 
Below are some key areas of changes.   For more information please 
visit IG SharePoint page  

 Staff Privacy Policy  

 Patient Privacy Policy 

 Your Information Poster  

 Consent to collect, process or share information 

 Privacy by Design 

 Data Breaches  

 Data Protection Officer (DPO)  



IG Bite Size 

Access to patients records 

 
Unlawfully accessing patient records is an offence. 
 
The ICO has recently reminded NHS staff of the potentially serious consequences of looking at 
patients’ medical records without a valid reason. 
 
The warning came after a former health care assistant at an NHS Trust was ordered to pay a 
total of £1,715 in fines and costs after pleading guilty to offences of unlawfully obtaining and  
unlawfully disclosing personal data.  In a separate case, a former data co-ordinator at an NHS 
Trust was ordered to pay a total of £1,134.08 after pleading guilty to accessing sensitive medical 
records of colleagues and people in her locality. 
 
Trust staff are reminded of their responsibility to uphold patient confidentiality at all times and 
only to access patient records where a legitimate professional relationship exists with a valid 
reason to do so.  For further information contact Information.governance@nth.nhs.uk  
 
The Trust has zero tolerance in regard to this issue and clearly in addition to being an  
offence  any staff member inappropriately accessing  patient information will be subject 
to investigation and disciplinary action which may result in dismissal.    
 

Smartcards 
 
Remember please only ever use your own smartcard. Keep your PIN number safe and do not 
share it.  If you forget/loose or misplace your smartcard please report on Datix and contact the 
Resourcing Team who will issue a new smartcard.  

Incident reporting—Datix 
 
Under GDPR the Trust must report serious data breaches to the Information Commissioners 
Office (ICO) within 72 hours of being made aware of the breach (including Saturday and  
Sunday’s) the Information Governance Team will manage this process.  If you are notified of a 
data breach by a member of the public, a patient or another staff member it is your responsibility 
(as it is now) to ensure that the Data and Cyber Breach Policy IG30 is applied and that you re-
port the breach on DATIX as soon as practicable within 12 hours of becoming aware of the inci-
dent or report to a line manager  
immediately to DATIX.   

Annual Data Security Awareness training 
 
I am sure you are all aware of the importance to embed a strong and robust IG culture within the 
Trust, this can only start with each and every one of us taking personal responsibility for IG, IG 
training is key to this success.  
 
If you haven’t completed your annual mandatory training or are due to complete the module do 
so by accessing My ESR https://www.nth.nhs.uk/jobs/my-esr/ . 



Information Governance is a framework that aims to ensure  
personal, sensitive and corporate information is dealt with legally,  
securely, efficiently and effectively to appropriate, ethical and quality stand-
ards.    
 
The Trust Information Governance team are here to ensure that all  
necessary safeguards for, and appropriate use of, patient and  
personal information are in place within our organisation. 
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Information Governance is everyone's responsibility—not just the IG Team 

 

Data Privacy Impact Assessment (DPIA)  
 
DPIAs are a legal requirement under the General Data Protection  
Regulations (GDPR) for any new system (IT or otherwise), process, project, 
policy or technology which involves the processing or personal and/or special 
categories of data.  
 
This process is to ensure that privacy concerns have been considered and 
actioned to ensure the security and confidentiality of the personal identifiable 
data.  
 
A DPIA must be completed for any proposed, new or change in process,  
service, technology or project which pertains to utilise personal identifiable 
information. It must be completed before change, implementation or           
procurement.  
 
The DPIA should be initiated and completed by either the relevant Project 
Manager, System Manager, General Manager or Information Asset Owner in 
the area proposing the change.  
 
It is advisable to include the following in the completion of a DPIA:  
 Trust Data Protection Officer (DPO) and Information Governance Team  
 Relevant stakeholders  
 IT & Information Security Team  
 Any data processors (including 3rd party suppliers)  
 Legal advisors or other subject matter experts, where relevant  
 
Following completion of the DPIA, it may also be necessary to consult with the 
ICO where measures cannot be taken to reduce any residual high risk of  
implementation. The decision on this will be taken by the DPO and the IG 
Team following review of the DPIA.  
 
For further guidance and the DPIA template please contact the IG Team 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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Change from GCSX to gov.uk 
 
All local authorities have moved away from the use of GCSX email accounts from 31st March 2019, these 
email accounts will be replaced by new secure gov.uk email accounts. 
 
These new accounts will be secured to the standards required to send and receive confidential and   
sensitive information from/to our @nhs.net accounts (not our @nth.nhs.uk accounts)   
  
The Trust has received assurance that the following domains are secure for staff to use: 
 
Cumbria County Council    cumbria.gov.uk 
Darlington Borough Council    darlington.gov.uk 
Durham County Council    durham.gov.uk 
Gateshead Metropolitan Borough Council  gateshead.gov.uk 
Hartlepool Borough Council    hartlepool.gov.uk 
Middlesbrough Council    middlesbrough.gov.uk 
Newcastle City Council    newcastle.gov.uk 
North of Tyne Combined Authority   northoftyne-ca.gov.uk 
North Tyneside Metropolitan Borough Council northtyneside.gov.uk 
North Yorkshire County Council   northyorks.gov.uk 
Northumberland County Council   northumberland.gov.uk 
Redcar & Cleveland Borough Council  redcar-cleveland.gov.uk 
South Tyneside Metropolitan Borough Council southtyneside.gov.uk 
Stockton-On-Tees Borough Council   stockton.gov.uk 
Sunderland City Council    sunderland.gov.uk 

Information Assets Owner (IAO) Forums 
 
We are holding forums on the following dates at North Tees for all IAO & IAA. 
Please let the team know which date you would like to attend. 
 
Tuesday 17 September 2019, 4th Floor  North Wing Board room  @13.30 
Wednesday 08 January 2020 , Tees Meeting Room NT @ 13:00 
Thursday 19 March 2020,  4th Floor  North Wing Board room  @13.00 
Thursday 18 June 2020,  4th Floor  North Wing Board room  @10.00 

Incident reporting—Datix 
 
Under GDPR the Trust must report serious data breaches to the Information Commissioners Office 
(ICO) within 72 hours of being made aware of the breach (including Saturday and  
Sunday’s) the Information Governance Team will manage this process.  If you are notified of a data 
breach by a member of the public, a patient or another staff member it is your responsibility (as it is now) 
to ensure that the Data and Cyber Breach Policy IG30 is applied and that you  
report the breach on DATIX as soon as practicable within 12 hours of becoming aware of the  
incident or report to a line manager immediately to DATIX.   

Annual Data Security Awareness training 
 
I am sure you are all aware of the importance to embed a strong and robust IG culture within the Trust, 
this can only start with each and every one of us taking personal responsibility for IG, IG training is key to 
this success.  
 
If you haven’t completed your annual mandatory training or are due to complete the module do so by  
accessing My ESR https://www.nth.nhs.uk/jobs/my-esr/ . 

https://www.nth.nhs.uk/jobs/my-esr/


T.H.E I.G C.O.D.E

NHS Confidential

If it’s personal, it’s private



What you need to know

Keeping patient and personal 
information confidential.

It is important that you are aware of 
your roles and responsibilities so that 
the personal information you collect, 
store, use and share is safe, secure and 
legal. This is everyone’s responsibility.

NHS Confidential
If it’s personal, it’s private



What you need to know

Patients have a trust in us to keep their
information confidential. These rights 
are legally-binding as stated in the NHS 
Constitution.

“You have the right to privacy and
confidentiality and to expect the NHS
to keep your confidential information
safe and secure.” Patient right, Section
2a of the NHS Constitution.

What you need to know

The NHS trusts us to handle
personal, patient and organisation
information securely.

“You have a duty to protect the
confidentiality of personal information
that you hold, unless to do so would
put anyone at significant risk of harm.”
Staff pledge, Section 3b of the
NHS Constitution.

NHS Confidential
If it’s personal, it’s private



Information Governance

What is Information Governance?

Information Governance is a series of
legal and best practice standards that
govern the way in which the NHS
handles all organisational information
- in particular the personal and
sensitive information of patients and
employees.

T.H.E I.G C.O.D.E.

T.H.E. I.G. C.O.D.E. is an acronym
which will help you to remember 
what the trust expects of you.

This booklet also explains where to go 
if you need any further information, 
or assistance in incorporating these
 practices into your everyday working 
practices.

NHS Confidential
If it’s personal, it’s private



T.H.E I.G C.O.D.E.

Think - when using personal
information

Handle - information securely

Encrypt - all laptops and
memory sticks

Information - if it’s personal,
it’s private

Governance - you are accountable for
personal information

T.H.E I.G C.O.D.E.

Confidential - prevent
unauthorised disclosure

Overheard - remember:
Sound travels

Do not share passwords or smartcard
PIN numbers - ever

Everyone - we all have a legal duty
to keep personal information safe
and secure.

NHS Confidential
If it’s personal, it’s private



T.H.E I.G C.O.D.E.

Think

Think when you are sharing personal
information. 

t Does the information need to  
identify the individual involved?

t Are you storing and transferring it
in a secure manner? 

t Are you authorised to have access or  
to share it?

T.H.E I.G C.O.D.E.

Handle

Ensure confidential information is not
unlawfully or inappropriately read,
used or shared. 

t Is your screen locked?
t Has your smartcard been removed?    
t Are confidential documents

secure and not left unattended?
t Is your method of disposal or

destruction safe and secure?

NHS Confidential
If it’s personal, it’s private



T.H.E I.G C.O.D.E.

Encrypt

All laptops and memory sticks must be
encrypted. Never hold personal
information on removable media, 
such as memory sticks, disks or laptops
unless it is encrypted. If you need help 
or advice, call the IT Helpdesk.

T.H.E I.G C.O.D.E.

Information

If it’s personal, it’s private.
You should always report incidents of
confidentiality breaches and loss of
data. This ensures that we learn
from incidents and develop ways of
preventing similar incidents from 
happening again. If you are unsure, ask 
your Line Manager.

NHS Confidential
If it’s personal, it’s private



NHS Confidential
If it’s personal, it’s private

T.H.E I.G C.O.D.E.

Governance

This is the legal and best practice
standards that you should use in
your day-to-day work when handling
information. You have a responsibility
to make sure you are complying with
the trust’s policies and the law. Find the 
trust’s policies on the Intranet 
homepage and read them.

T.H.E I.G C.O.D.E.

Confidential

You should only share personal
information with others who are
authorised to see it and need to know
it in order to do their job. 

t Do they need identifiable 
information? 

t Is it relevant and not excessive to 
the purpose they need it for? 

t Do you need to get consent 
to share it?



T.H.E I.G C.O.D.E.

Overheard

Think about the conversations you
have in public places and the messages
you leave. 

t Can other people overhear you? 
t Is the message accessible by others? 
t Is there a need to identify the

individual concerned?

T.H.E I.G C.O.D.E.

Do not share passwords

Passwords and PIN numbers are there 
to protect you and the information you
have access to – don’t share them under
any circumstances and never use a 
colleague’s password or PIN.

NHS Confidential
If it’s personal, it’s private



NHS Confidential

T.H.E I.G C.O.D.E.

Everyone

Everyone working for or with the NHS
has a legal obligation to protect 
information. You have a responsibility 
to keep information safe and secure. 
This includes all personal information 
held electronically or in paper format.
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Information Governance (IG) 

 

Staff Handbook 
Issue: 12-2016 

  

  

Training & 
Awareness 

Use this handbook as a reference tool to signpost you to 
Information Governance policies, procedures and guidance  
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Information Governance Handbook Contents 
 

This handbook highlights importance information about Information Governance that 
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All Trust staff are required to read, understand and agree to the principles set out in this 
Information Governance Handbook.  It is your personal responsibility to learn about Information 
Governance, to help ensure you follow best practice guidelines to ensure the necessary 
safeguards for, and appropriate use of person-identifiable and confidential information.  All staff 
should read and understand the referenced policies and procedures, all new starters should do 
this as part of local induction.  If you require any advice or further information, contact details for 
the Information Governance team can be found within this handbook - we are here to help you. 
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Introduction 

What YOU need to know about Information Governance 

 
Information is the lifeblood of an organisation and one of its most valuable assets.  
 
Information Governance provides a framework for the handling of that information, in 
particular, the handling of person-identifiable and confidential information in a secure 
and confidential manner.  
 
North Tees and Hartlepool Information Governance Framework includes: 
 

 Information Governance Policy 
 Data Protection, Caldicott and Disclosure Policy 
 Freedom of Information Policy 
 Records Management Policy 
 Information Security Policy 
 Information Risk Policy 
 Secure Transfer of Personal & Sensitive Information Policy 
 Email Internet and Digital Media 
 Removable Media Policy 
 Cyber Security Strategy 
 Information Governance Strategy 

 

 

This framework determines how we collect and store data and specifies how the 
data is used and when it can be stored. 
 
EVERYONE who works for or on behalf of the Trust (including temporary, 
contract, volunteers, remote, mobile and teleworkers) must be aware of: 
 

 The importance of the information we hold which may be confidential or 
sensitive and relate to patients, staff, the Trust or its partners. 
 

 The legislation, guidance and best practice for looking after such important 
information. 

 
 Why YOU must take responsibility for how you obtain, record, use, keep and 

share information. 
 

 The impact Information Governance has on our Business Continuity 
Management and our ability to continue to serve patients. 

 

All staff, whether permanent, temporary or contracted, are responsible for 
making themselves aware of the Trust‘s Information Governance duties and 
obligations, and for complying with these on a day to day basis. Please 
familiarise yourself with Trust Information Governance policies and associated 
guidance, available on the intranet and listed throughout this handbook. 
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Information Security 
 
All staff are accountable for information security and must understand and 
comply with the Trust Information Security Policy IG9 and associated guidance 
and policies.  The aim of the policy is to preserve: 
 

  

Confidentiality 

  

Access to Data shall be confined to those with appropriate 
authority. 

  

Integrity 

Information shall be complete and accurate. All systems, 
assets and networks shall operate correctly, according to 
specification. 

  

Availability 

  

Information shall be available and delivered to the right person, 
at the time when it is needed. 

 
The Senior Information Risk Owner (SIRO) is responsible for information risk 
within the Trust and advises the Board on the effectiveness of information risk 
management across the organisation.  
 
 
 
 
 
 
 
 
 
 

Information Asset Owners (IAOs) are assigned to all Trust information assets 
and are responsible for ensuring that information risk assessments are 
performed at least annually...  An Information Asset Register (IAR) has been 
deployed across the Trust to enable the process of recording, reviewing and 
updating assets and data flows. 
 
DO’s 

  
 Do understand what information you are using, how it should be protectively 

handled, stored and transferred  
 
 Do understand the procedures, standards and protocols for the sharing of 

information with others  
 
 Do know how to report a suspected breach of information security 

 
 Do be aware of your responsibility for raising any information security concerns 

with the Information Governance Team 

Dr Graham Evans 
Chief Information & Technology Officer 
Senior Information Risk Owner (SIRO) 
Graham‘s role as SIRO is to take ownership of the Trust 
Information Risk Policy and act as an advocate for information risk 
on the Trust Board providing the focus for the assessment and 
management of information risk. 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig9
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Incident Reporting 

 
 Do ensure that all mobile devices (e.g. laptop, mobile phones) are stored 

securely at all times and locked away when not in use.  
 
DON’T’s 
 
 Don’t share account and/or system password details or SMARTCARDS 

 
 Don’t use devices (e.g. laptops) or removable media (e.g. USB sticks) to 

access Trust information or systems unless the device is encrypted and 
approved by the Trust 

 
 Don’t install software on Trust systems without the prior permission of the 

ICT Team 
 
 Don’t allow external contractors (or third parties) to gain access to Trust 

information systems without a contract in place ensuring compliance with 
appropriate Trust security policies 

 
 Don’t interfere with antivirus software installed on Trust systems or 

purposefully upload or transmit a known computer virus or item of malicious 
software to others 

 
 
 

 
You have a responsibility to identify and report any information governance 
incidents and information security risks in order for the Trust to investigate and 
learn from them.  Please see the Data and Cyber  Breach Policy IG30 for further 
information. 
 
All Information Governance Incidents irrespective of severity must be reported 
immediately to: 
 

 A Senior Manager (preferably within the area the incident has occurred) 
 Out of hours to the ‗Senior Clinical Matron Out of Hours‘ 
 Information Governance Team – information.governance@nth.nhs.uk  

  
Information Governance Incidents apply to the loss of 
both electronic media and paper records. It is important 
that all incidents/near misses are reported within 24 
hours of becoming aware of the incident and the 
incidents are reported on the DATIX reporting system. 
 
The IG team will conduct a risk assessment of all 
incidents to determine the risk level.  An Information 
Governance Serious Incident Requiring Investigation 
(SIRI) is any incident involving the actual or potential 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig30
mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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loss, theft or unauthorised disclosure of person-identifiable information which 
could lead to identity fraud or have other significant impact on individuals (e.g. you 
find a confidential letter on a photocopier, or a lost or stolen Trust laptop) that is 
risk assessed to be Level 2 or above. 

 
The Senior Information Risk Owner (SIRO) and Caldicott Guardian must be 
informed of Level 2 incidents, as appropriate, to enable an investigation to be 
carried out. All SIRIs must be reported to the IG Team who will assist in the 
logging of the incident onto the IG Reporting Tool on the IG Toolkit. 
 

 
 
 
The Trust needs to ensure that when new processes, services, systems and other 
information assets are introduced, the implementation does not result in an 
adverse impact on privacy, information quality or a breach of information security, 
confidentiality or data protection requirements. 
 

For best effect, requirements to ensure information security, confidentiality and 
data protection and information quality should be identified and agreed prior to the 
design, development and/or implementation of a new process or system.  
 
All staff members who may be responsible for introducing changes to services, 
processes or information assets must be aware of the requirement to consider IG 
requirements. 
 
All new projects likely to involve a new use or significantly change the way 
personal information is handled must have a Privacy Impact Assessment (PIA) 
undertaken. 
 
Please see Data Protection, Caldicott and Disclosure Policy IG5 available on 
the intranet for more information. 
 
 
 
 
 
The Trust recognises that its staff are its best ambassadors 
and promotes a culture of openness.  The Email Internet 
and Digital Media Acceptable Usage Policy IG37 is 
provided to all staff working for, or on behalf of, the Trust 
regarding social media, networking on the internet and the 
external use of their online tools such as blogs, discussion 
forums and interactive news sites, to help staff achieve 
business goals. 
 
Each Trust department area is responsible for assessing 
the value of using these tools in an official capacity and 
adhering to the policy.  The use of social media should be approved via the 

IG Requirement for new processes, services and systems 

Social Media  

http://commsport/Departments/IG/IAO%20_%20IAA/Forms/AllItems.aspx
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Data%20Protection%20Caldicott%20and%20Disclosure%20Policy%20IG5%20V8.pdf
http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2%2E%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=250
http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2%2E%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=250
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Keeping Information Safe 

Information Governance Committee. 

 
The Trust holds information relating to individuals which must be protected and 
maintained. All staff need to be aware of their responsibilities in preserving 
information security and safeguarding confidentiality. 
 
Acceptable Use of ICT & User Obligations 
 

The Trust Information Security Policy IG9, Email Internet and Digital Media 
Acceptable Usage Policy IG37 and IT Systems Acceptance Form (the ―Pink 
Form‖) provides guidance on the acceptable use of Trust corporate ICT hardware 
and software. Key messages to be aware of are: 
 
DO’s 
 
 Do be aware that email and internet access 

is provided to support the business, 
however, occasional and reasonable 
personal use is permitted, provided that it 
does not interfere with the performance of 
duties and does not conflict with Trust 
policies 

 
 Do be aware that the Trust has the right to monitor system activity (inc. email) 

where it suspects that there has been a breach of policy 
 
 Do select a quality password & PIN in accordance with password guidance 

and ensure your password & PIN remains confidential 
 
 Do familiarise yourself with best practice guidance for e-mail usage available 

on the intranet – Email Internet and Digital Media Acceptable Usage Policy 
IG37 

 
 Do be aware that personal use of corporate mobile devices is not generally 

permitted, except in exceptional circumstances. Personal use may be logged 
and excessive use investigated 

 
 Do report any suspicions relating to computer misuse and potential corruption of 

the Trusts ICT assets to your Line Manager (e.g. attempts to gain unauthorised 
access or exceeded access/privilege levels to any Trust system, application, 
resource or material; attempts to alter, erase, modify or otherwise compromise 
any legitimate software, files, databases or information) 

 
 Do change your network password when prompted every 60 days or sooner; 

change immediately if you think your password has been compromised. 
 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Information%20Security%20Policy%20IG9%20v8.pdf
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2..pdf
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2..pdf
http://commsport/Departments/ICT/Code%20of%20connection%20form/Forms/AllItems.aspx
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2..pdf
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2..pdf


Page 8 of 22 
 
 

 
 
 
DON’T’s 
 
 Don’t send person-identifiable, confidential or sensitive information via e-mail 

unless it is encrypted. To assist you, nhs.net email is automatically encrypted 
in transit, therefore, any e-mail sent from one nhs.net mail account to another 
nhs.net mail account is secure (Tip: Double check the email address) 
 

 Don’t share your user ID, system password, Smartcard or PIN with others  
 

 Don’t use Trust network or local drives or systems for the installation of 
non-approved software or to store personal music or photographs etc... The 
Trust monitors its network drives and systems 

 
 Don’t use your own equipment to process or send person identifiable, 

confidential or sensitive information  
 

 Don’t attempt to access or forward material that is defamatory, 
pornographic, sexist, racist, offensive or on-line gambling 

 
 Don’t save person identifiable, confidential or sensitive information to the 

local drive (C: Drive) of your PC or mobile device as this may not be secure 
and will not be backed up 

 
 
 
 
It is important that all Smartcard users follow the conditions set out in the Smartcard 
RA01 Form and the Trust Registration Authority Policy & Practice HR73. 
 
DO’s 
 
 Do remember that any work done under your 

smartcard log in will be attributed to you 
 

 Do remember that it is your responsibility to keep 
the smartcard and PIN secure and safe and 
report any loss of Smartcards via Datix 

 
DON’T’s 
 
 Don’t leave you Smartcard unattended whilst logged on – always remove your 

card when leaving your workstation 

NHS Smart Card’s 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Registration%20Authority%20Policy%20and%20Practice%20HR73%20v1%20(1).pdf
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 Don’t share you Smartcard and allow others to carry out activity under your login 
 
 
When working away from the office environment, the potential risks in relation to 
loss, damage, theft or unauthorised disclosure of information are increased. 
 
Please refer to the Trust Mobile Devices Policy EF5 and to the Secure 
Transfer of Personal, Confidential or Sensitive Information Policy IG39 for 
further advice on safe ways to work outside of the Trust environment. 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mobile Working 

DOs 
 

 Do ensure any equipment supplied 
by the Trust is used only by you for 
Trust business only  

 
 Do ensure that Remote Access 

Service Tokens / Fobs are stored 
securely 

 
 Do ensure passwords are not 

written down and stored with your 
RAS Token 

 
 Do ensure that a risk assessment 

is undertaken if you need to use 
person identifiable or confidential 
information at home - seek 
guidance from IG 

 
 Do ensure you back-up and 

save work undertaken to Trust 
systems as soon as you return 
to the office 

 
 Do take care when leaving public 

transport/taxis and ensure that you 
take all equipment and  
information with you 

 
 Do know how to report a loss or 

theft of ICT equipment 
 

DONT’S 
 

 Don’t leave your portable device 
unattended in view of others when 
working remotely (e.g. on the train, 
or in a patients home) 

 
 Don’t  leave paper records, NHS 

equipment or portable devices on 
display in your car, ensure they are 
locked away in your boot during 
transit and remove when arriving at 
your destination 

 
 Don’t take person-identifiable  or 

confidential information away from 
the Trust environment unless it is an 
absolute necessity—a risk 
assessment must be undertaken 

 
 Don’t use a mobile device to work 

on personal/confidential information 
in a public place (e.g. on a train), 
where there is a risk it may be 
viewed by others 

 
 Don’t discuss personal/confidential 

information in a public place where 
you may be overheard 

 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=Mobile%20Devices%20Policy%20EF5%20v5.pdf
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig39
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig39
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Confidentiality 

 

 

 

All NHS employees are bound by a legal duty of confidence to protect the personal 
information they may come into contact with during the course of their work. 

Please refer to the Data Protection, Caldicott and Disclosure Policy IG5 for 
further advice on confidentiality. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DOs 
 

 Do be aware that as a Trust employee 
you have signed a contract of 
employment which contains a 
confidentiality agreement 

 
 Do safeguard the confidentiality of all 

person-identifiable or confidential 
information that you come into contact 
with. This is a statutory obligation on 
everyone working for or on behalf of the 
NHS 

 
 Do clear your desk at the end of each 

day, keeping all portable records 
containing person-identifiable or 
confidential information in recognised 
filing and storage places that are locked at 
times when access is not directly 
controlled or supervised 

 
 Do switch off computers or put them into 

a password protected mode, if you leave 
your desk for any length of time 

 
 Do ensure that you cannot be overheard 

when discussing confidential matters 
 
 Do be vigilant if you are undertaking work 

away from the Trust environment e.g. on 
the train or at a non Trust location 

 
 Do ensure you apply suitable 

transportation methods so that information 
cannot be over looked by or is in view of 
others whilst in transit or working out of 
the Trust 

 
 
 
 Do be aware that both the Trust and 

NHS.net  email address book contains 
many similar staff names and you must 
therefore ensure that information is sent 
to the intended recipient 
 

 Do challenge and verify where 
necessary the identity of any person 
who is making a request for person-
identifiable or confidential business 
information and ensure they have a 
need to know 

 
 Do use only the minimum information 

necessary 
 

 Do seek advice if you need to share 
patient/person-identifiable Information 
without consent of the patient/person 
to which the information relates, and 
record the decision and any action 
taken 

 
 Do report any actual or suspected 

breaches of confidentiality 
 

 Do use the confidential waste bins to 
dispose of any document containing 
person-identifiable or confidential 
information, whether or not you 
consider it to be confidential 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig5
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Confidentiality DON’T’s 

 

 Don’t share passwords/PIN‘s or leave them 
lying around for others to see 

 
 Don’t share information without the consent 

of the person to which the information 
relates, unless there are statutory grounds to 
do so 

 
 Don’t feel under pressure to share information with the Police if they turn up on 

your ward or department – they need to prove entitlement also before sharing  
Tip: See policy IG5 for more guidance on how to handle police requests 

 
 Don’t use person-identifiable information unless absolutely necessary. 

Anonymise the information where possible 
 
 Don’t collect, hold or process more information than you need and do not keep it 

for longer than necessary 
 
 Don’t transfer person-identifiable or confidential business information unless 

absolutely necessary. If it is necessary transfer the information by secure means 
i.e. use an nhs.net e-mail account or a secure government domain e.g. gsi.gov.uk 
or transfer using secure physical controls e.g. tamper evident bag/box. 

 

 

Staff must also adhere to the rules laid out in the Guide to Confidentiality and Social 
Care as follows: 

 Rule 1 – Confidential information about service users or patients should be 
treated confidentially and respectfully 
 

 Rule 2 – Members of a care team should share confidential information when 
it is needed for the safe and effective care of an individual 
 

 Rule 3 – Information that is shared for the benefit of the community should be 
anonymised 
 

 Rule 4 – An individual‘s right to object to the sharing of confidential 
information about them should be respected 
 

Guide to Confidentiality in Health & Social Care 
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 Rule 5 – Organisations should put policies, procedures and systems in place 
to ensure the confidentiality rules are followed 

 

The Caldicott Review was about striking the right balance between sharing people‘s 
health and care information to improve services and develop new treatments while 
respecting the privacy and wishes of the patient.   
 
Many of the recommendations in the review echo the commitments made in the 
NHS Constitution.  
 
The revised Caldicott principles offer a new opportunity to promote information 
governance throughout the health and social care system and challenge a culture 
that undermines the quality of patient care by failing to share information effectively. 
 
The Principles are set out below. 
 

 Principle 1 Justify the purpose(s) for using personal confidential data 
 

 Principle 2 Don‘t use personal confidential data unless it is absolutely 
necessary 

 

 Principle 3 Use the minimum necessary personal confidential data 
 

 Principle 4 Access to personal confidential data should be on a strict need-to-
know basis 

 

 Principle 5 Everyone with access to personal confidential data should be 
aware of their responsibilities 

 

 Principle 6 Comply with the law 
 

 Principle 7 The duty to share information can be as important as the 
duty to protect patient confidentiality 

 

 

 

 

 

 

 

 

 

Caldicott Principles 

Julie Lane 
Director of Nursing, Patient Safety & Quality 
Caldicott Guardian 
Julie‘s role as Caldicott Guardian involves representing and championing 
confidentiality and information sharing requirements and issues at senior 
management level, actively supporting information sharing and providing 
advice on options for lawful and ethical processing of information.   
Julie is deputised in the role by Lindsey Robertson. 
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Person-identifiable information sometimes needs to be shared with other NHS 
organisations and/or third parties. Information that is shared for the direct care of an 
individual is generally shared with the informed consent of the data subject. 
However, there are circumstances where it is both legal and appropriate to share 
information without consent or where consent may be over-ridden. 

For example: 

 In the vital (life or death) interest of the data subject or another person and 
consent cannot be obtained 
 

 Safeguarding of children or vulnerable adults 
 

 By order of the Secretary of State 
 

 In connection with a serious crime 
 

 Where the public interest outweighs the duty 
of confidentiality 

It is good practice to have data sharing agreements in place particularly where 
information is to be shared on a large scale or on a regular basis. For further 
information see the Data Protection, Caldicott and Disclosure Policy IG5. 

Remember the 7 golden rules for information sharing: 
 

1.  Remember that the data protection act is not a barrier to information sharing 
 

2.  Be open and honest 
 

3.  Seek advice 
 

4.  Share with consent where appropriate 
 

5.  Consider safety and well-being 
 

6.  Necessary, relevant, proportionate, accurate, timely and secure 
 

7.  Keep a record 

Where possible personal data should be anonymised for sharing e.g. for research or 
other data analysis purposes.   

Further details can be found on the IG SharePoint site, please see: 

 ICO Anonymisation Code of Practice 

Information Sharing 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig5
http://commsport/Departments/IG/Useful%20documents/ICO%20anonymisation-code-of-practice.pdf
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 ICO  Data Sharing Code of Practice 

 

The Trust operates Safe Haven procedures for flows of confidential information 
which must follow the Caldicott Principles. The Trust has a corporate responsibility to 
ensure that Safe Haven administrative arrangements are in place to safeguard 
confidential person-identifiable information so that it can be handled and 
communicated safely and securely. 

All routine transfers/flows of person-identifiable, confidential and sensitive 
information should be subject to a risk assessment and procedures should be in 
place to ensure receipt at a secure and protected point. 

Safe Haven Procedures act as a safeguard for confidential information which enters 
or leaves the Trust, whether this is by facsimile (fax), e-mail, post or other means. 

Any members of staff handling confidential information, whether paper based or 
electronic must adhere to the Safe Haven Procedures. 

DOs 

 Do be aware of guidelines for sending and receiving of faxes and emails 
 

 Do seek take care not to be overheard when making telephone calls and listening 
to answerphones messages 

DON’T’s 

 Don’t leave confidential voice messages on answer machines, or visible 
confidential messages on white boards or message boards 
 

 Don’t  have confidential conversations in public places or in open offices 
 

 Don’t send person-identifiable information in the internal post 
 

 Don’t send clinical or person-identifiable information via text messages 
 

 

Good practice requires that organisations handling person-identifiable or 
confidential information have processes to highlight actual or potential 
confidentiality breaches in their systems and procedures to evaluate the 
effectiveness of controls within these systems. As such, a programme of audits will 
be coordinated by the Trust IG team. 
 

Safe Haven Procedures 

Confidentiality Audit 

http://commsport/Departments/IG/Useful%20documents/ICO%20data_sharing_code_of_practice.pdf
http://commsport/Departments/IG/Useful%20documents/ICO%20data_sharing_code_of_practice.pdf
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Records Management 

 
 
 

 

Records Management covers the full lifecycle of a record from creation through to 
disposal and is the term used to cover the Trust processes in order to meet its legal 
and regulatory requirements. 

                              

 

Records management is crucial to the Trust; unless records are managed efficiently, 
it is not possible to conduct business, to account for what has happened in the past 
or to make decisions about the future.  
Records come in many formats including emails, paper, faxes, digital documents, 
digital images, social media, CD‘s and blogs and, are a vital, corporate asset which 
are required to: 
 

 provide patient care 
 provide evidence of actions and decisions 
 support accountability and transparency 
 comply with legal and regulatory obligations, including employment, contract 
and financial law, as well as the Data Protection Act and Freedom of 
Information Act 

 support decision making 
 protect the interests of staff, patients and other stakeholders 

 

The Trust Records Management Policy IG25 and procedures have been written 
based on the Records Management: NHS Code of Practice. 

 
Records must be retained for set periods of time and 
destroyed under appropriate confidential conditions, in 
accordance with the Trusts Corporate Records 
Retention & Disposal Schedule. 
 

It is important that staff do not store records in their 
personal drive (C:Drive) or in their Microsoft Outlook e-mail Inbox/sub-folders. 
Records must be stored in either a shared drive where they are required to be 
accessed by other team members or in personal network drives for confidential 
information ensuring that there are appropriate security rights on a need to 
know basis. Paper records should be stored in appropriate designated secure 
locations. 
 
See also Healthcare Records Management Policy IG12, Corporate Records 
Policy IG38 and IG Fact Sheet-Records Management for further guidance. 

 

  

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig25
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig12
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=IG38
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=IG38
http://commsport/Departments/IG/Fax%20sheets/NTH%20IG%20Fact%20Sheet%20Records%20Management.docx
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Data quality is essential for the availability of complete, accurate and timely data. It is 
required in supporting patient care, clinical governance and service level 
agreements. 

The Trust recognises the importance of reliable information and that good data 
quality is fundamental for the business of the organisation. 

All staff who record information, whether by paper or by electronic means, have a 
responsibility to take care to ensure that the data is accurate and as complete as 
possible. The data needs to be present at the time that processes require it, for both 
service delivery and reporting purposes. 

Staff are responsible for the data they enter onto any Trust system.  

We have to keep personal and public information accurate and up to date to comply 
with the Data Protection Act 1998. 

Good record keeping is the responsibility of all staff 

 

  

Information Quality Assurance 
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Data Protection 
 

The Trust needs to process personal data about people in order to operate. These 
include current, past and prospective patients, staff, suppliers and business contacts. 

There are legal safeguards to ensure the personal data is handled appropriately. 
Under the Data Protection Act (1998) anyone has the right to see and have a copy of 
information about them which is held by the Trust, this is known as a Subject Access 
Request.  Details on how to request information can be found in the Fair 
Processing Policy on the Trust Website or in the leaflet ‗Your Health and Social 
Care Records‘ which is available for patients in all waiting areas. 

The Trust aims to fully comply with the eight Data Protection Principles which 
specify that personal data must: 

 

1. be processed fairly and lawfully 
 

2. be obtained only for one or more specified and lawful purposes 
 

3. be adequate, relevant and not excessive in relation to the 
purpose(s) for which they are processed 

 
4. be accurate and, where necessary, kept up to date 

 
5. not be kept for longer than is necessary 

 
6. be processed in accordance with the rights of data subjects 

 
7. have appropriate technical and organisational measures to guard against 

unauthorised or unlawful processing of personal data and against accidental 
loss or destruction of, or damage to, personal data 

 
8. not be transferred outside the European Economic Area (EEA) without 

adequate protection 
 

Data Protection DOs 

 Do understand and comply with the eight DPA principles at all times  
 

 Do observe all Trust guidance, codes of practice and procedures concerning the 
collection and use of person-identifiable information 

 
 Do think about person-identifiable Information held as though it were held about 

you – respect confidentiality and the rights of the data subject 
 

 Do ensure you have a suitable Data Sharing or Processing Agreement or 
contract in place when sharing or processing person identifiable information  

http://www.legislation.gov.uk/ukpga/1998/29/contents


Page 18 of 22 
 
 

Data Protection DON’TS 

 Don’t  delay – upon receipt of a Subject Access Request from an individual for 
information held about them, immediately notify the Health Records Medical 
Legal team for patient requests or the Human Resources Team for all staff 
requests 
 

 Don’t leave person-identifiable information insecure in any way, whether paper 
files or electronic Information 

 
 Don’t  erase or alter person- identifiable information which is the focus of a 

Subject Access Request 
 

 Don’t  use personal data held for one purpose for a 
different purpose without permission from the data 
subject 

 
 Don’t  send or store outside EEA without informing the IG team 

 

 

The Freedom of Information Act 2000 
(FOI) gives members of the public the right 
to access information held by a public 
authority.  The general principle is that all 
information held by the Trust may be 
disclosed, except for a small number of 
tightly defined exempt items. 

The Act is applicant and motive blind.  This means that it does not matter who the 
requester is or why they want the information - the applicant does not need to give a 
reason.   

A request can be made to anybody in the Trust so it‘s everyone‘s responsibility to 
know how to handle requests.  We also have to respond to requests about the 
environment (e.g. air, water, soil, land, emissions, etc.) under the Environmental 
Information Regulations 2004 (EIR) in the same way that we deal with FOI requests. 

All FOI requests should be directed to:  foi@nth.nhs.uk  

For more information please see the Freedom Of Information Policy IG16 

 

Freedom of Information 

http://www.legislation.gov.uk/ukpga/2000/36/contents
mailto:xxx@xxx.xxx.xx
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?qs=ig16
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The Information Commissioner‘s Office (ICO) is the 
independent authority set up to uphold information rights in 
the public interest, promoting openness by public authorities 
and data privacy for individuals. 

The ICO can prosecute an organisation for serious breaches 
of the Data Protection Act or Privacy and Electronic 

Communications Regulations and has the power to fine a data controller (such as 
the Trust) up to £500,000.  

Example fines and undertakings by the ICO include: 

 NHS Surrey - fined £200,000 over the loss of sensitive information about 
more than 3,000 patients. 

 Brighton and Sussex University Hospitals NHS Foundation Trust fined 
£325,000 after "highly sensitive personal data" was stolen from a hospital 
under its control and sold on eBay. 

 St. George's Healthcare NHS Trust, London fined £60,000 after an 
individual's medical information was sent to the wrong address. 

More information about Freedom of Information and Data Protection can be found at 
www.ico.org  

 

 

General IG Enquires:  information.governance@nth.nhs.uk 

IG Secure Email:   nth.tr.infogov@nhs.net  

Name IG Role Phone Email 
Kerry McLean IG Manager 83551 kerry.mclean@nth.nhs.uk 
Helen Smith IG Officer 83559 helen.smith4@nth,nhsuk  
Neil Dobinson Head of IG & HCR 24470 neil.dobinson@nth.nhs.uk  

Dr Graham Evans SIRO 24793 dr.gevans@nth.nhs.uk  
dr.gevans@nhs.net  

Julie Lane Caldicott Guardian 24147 julie.lane@nth.nhs.uk  

Lindsey Robertson Deputy Caldicott 
Guardian 24141 lindsey.robertson@nth.nhs.uk  

Raechel George FOI Lead 24059 raechel.george@nth.nhs.uk  
 

Click the following link to - Meet the team 

 

Information Commissioner’s Office (ICO) 

Contacts List 

https://ico.org.uk/
http://www.ico.org/
mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
mailto:xxx.xx.xxxxxxx@xxx.xxx
mailto:xxxxx.xxxxxx@xxx.xxx.xx
mailto:helen.smith4@nth,nhsuk
mailto:xxxx.xxxxxxxx@xxx.xxx.xx
mailto:xx.xxxxxx@xxx.xxx.xx
mailto:xx.xxxxxx@xxx.xxx
mailto:xxxxx.xxxx@xxx.xxx.xx
mailto:xxxxxxx.xxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxx.xxxxxx@xxx.xxx.xx
http://commsport/Departments/IG/Useful%20documents/IG%20Meet%20The%20Team%20DRAFT1.pdf
https://ico.org.uk/
http://commsport/Departments/IG/Useful documents/IG Meet The Team DRAFT1.pdf
https://ico.org.uk/
http://commsport/Departments/IG/Useful documents/IG Meet The Team DRAFT1.pdf
https://ico.org.uk/
http://commsport/Departments/IG/Useful documents/IG Meet The Team DRAFT1.pdf
https://ico.org.uk/
http://commsport/Departments/IG/Useful documents/IG Meet The Team DRAFT1.pdf
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If you are new to the Trust please ensure that, as an absolute priority, you complete 
the IG E-learning mandatory training module.  This module should be completed 
before commencement in a new role. 

It is important that you keep up to date with best practice and changes in the 
legislation, therefore, each year you will need to update your Information 
Governance knowledge via the e-learning Mandatory Refresher Module. 
 
All staff must complete the IG Mandatory training e-learning module annually as per 
their individual training need analysis. 

IG e-learning Module 

Specialist training is available for those groups working within 
specific areas of expertise e.g. Caldicott Guardian, Records 
Management and Information Asset Owners (IAOs), etc. 

Please email the IG team for information on specialist training or 
refer to your Training Needs Analysis. 

A handy pocket size IG Code Booklet is also available to remind 
you of our responsibilities on the go. 

 
 

Term / Abbreviation Definition 
Caldicott Guardian A Caldicott Guardian is a senior person responsible for 

protecting the confidentiality of patient and service-user 
information and enabling appropriate information sharing. 

DPA Data Protection Act 1998 
EEA European Economic Area 
EIR Environmental Information Regulations 
FOI Freedom of Information 
IAO Information Asset Owner 
IAA Informaiton Asset Administrator 
IAR Information Asset Register 
ICO Information Commissioner‘s Office 
IG Information Governance 
PCD Personal Confidential Data 
PID Person Identifiable Data 
PIA Privacy Impact Assessment 
SAR Subject Access Request 
SIRO Senior Information Risk Owner 
TRUST North Tees and Hartlepool NHS Foundation Trust 

Help & Training 

Glossary of Information Governance Terms 

http://truststore.nth.nhs.uk/sites/eod/captivate/InformationGovElearning/
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The Information Governance Do‘s and Don‘ts throughout this Handbook 
provide you with a brief introduction to Information Governance in a 
handy reference tool to support you in your work, signposting you to 
Trust Information Governance policies, procedures, guidance, e-
learning and useful contacts. 

All IG Policies and Procedures can be found on the Trust Polices page. 
Policy 
Ref Description 
IG04  remove 
IG05 Data Protection, Caldicott & Disclosure 
IG06 Research Governance Policy 
IG07 Clinical Coding 
IG09 Information Security 
IG10 Media policy 
IG11 Data Quality 
IG12 Health Care Records Management 
IG14 Information Governance 
IG15 IM&T Control Policy 
IG16 Freedom of Information 
IG19 Registration policy and practices 
IG23 Secure disposal of IT equipment 
IG24 Medical Illustration Policy 
IG25 Records Management 
IG27  CCTV Policy 
IG28 Information Systems & Technical Change Control 
IG29 Removable media policy 
IG30 Data and Cyber Breach Management 
IG31 Whiteboards and display equipment 
IG32 Health care records keeping 
IG35 Information Risk Policy 
IG36 Confidential Information Audit 
IG37 Email, Internet and Digital Media Policy 
IG38 Corporate Records Policy 
IG39 Secure transfer of personal, confidential or sensitive information 
IG40 Clear Desk and Screen Policy 
IG41 Fair Processing Policy 

 

  

Information Governance Policies 

http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?a=showall
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?a=showall
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This Information Governance Handbook has been developed to ensure that Trust 
staff and third parties handling person-identifiable and confidential information are 
compliant with, but not limited to, the following legislation and regulation standards: 
 

  Data Protection Act (1998) 
 

  Freedom of Information Act (2000)  
 

  Environmental Information Regulations (2004)  
 

  Access to Health Records Act (1990)  
 

  NHS Confidentiality Code of Practice (2003)  
 

  Caldicott Principles  
 

  NHS Care Record Guarantee  
 

  Human Rights Act (1998)  
 

  Copyright, Designs and Patents Act (1998)  
 

  Information Security Standard ISO 27001  
 

  Computer Misuse Act (1990)  
 

Please remember that your computer and any Trust System login has been 
assigned to you only.  As such, you are accountable for your computer and/or Trust 
System login and for ensuring that all activity is auditable.  It is your responsibility to 
ensure that password access is known only to yourself and that if you leave your 
PC/laptop logged on and unattended you must activate a password protected 
screensaver (i.e.Ctrl+Alt+Del lock your workstation) to maintain security and 
prevent unauthorised use of your PC/laptop, removing any Smartcards in use. 
 

You should be aware that inappropriate use, including any violation of the Trusts 
Information Governance policies referenced in this handbook, may result in the 
withdrawal of the facility, prosecution and/or disciplinary action, including dismissal, 
in accordance with the Trusts disciplinary procedures. 

 
Now that you have read your IG Handbook please remember to: 
 

 Read all relevant policies and procedures 
 

 Complete IG Annual e-learning training 
 

http://www.legislation.gov.uk/ukpga/1998/29/data.pdf
http://www.legislation.gov.uk/ukpga/2000/36/pdfs/ukpga_20000036_en.pdf
http://www.legislation.gov.uk/uksi/2004/3391/pdfs/uksi_20043391_en.pdf
http://www.legislation.gov.uk/ukpga/1990/23/pdfs/ukpga_19900023_en.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
http://webarchive.nationalarchives.gov.uk/20130513181011/http%3A/www.nigb.nhs.uk/pubs/nhscrg.pdf
http://www.legislation.gov.uk/ukpga/1998/42/data.pdf
http://www.legislation.gov.uk/ukpga/1988/48/data.pdf
http://www.iso.org/iso/home/standards/management-standards/iso27001.htm
http://www.legislation.gov.uk/ukpga/1990/18/data.pdf
http://truststore.nth.nhs.uk/sites/policies/Policies_list.asp?orderby=dDate_Posted
http://commsport/Departments/TD/SitePages/Mandatory%20E-Learning.aspx


Staff Induction - Information Governance

Information Governance Team
North Tees and Hartlepool NHS 

Foundation Trust

We’re Passionate About

Putting patients first 
Quality, safety and patient experience 

Transforming services to meet the health needs of future generations



Introduction
Information is the lifeblood of an organisation and one of its 
most valuable assets.
Information Governance provides a framework for the handling of information, in particular, 
the handling of person-identifiable and confidential information in a secure and confidential 
manner.  The IG framework determines how we collect, process and store data.

North Tees and Hartlepool Information Governance Framework includes:

Information Governance Policy Information Risk Policy

Data Protection, Caldicott and Disclosure 
Policy

Secure Transfer of Personal & Sensitive 
Information Policy

Freedom of Information Policy Removable Media Policy

Records Management Policy Information Governance Strategy

Data and Cyber Breach Management 
Policy

Email, Internet & Digital Media Acceptable 
Use Policy

Information Security Policy



What you need to know

The Trust has an obligation to inform all staff of their responsibilities and 
accountabilities for information security and confidentiality.

EVERYONE who works for or on behalf of the Trust (including temporary, 
contract, volunteers, remote, mobile and teleworkers) must be aware of:
•The importance of the information we hold which may be confidential or 
sensitive and relate to patients, staff, the Trust or its partners.
•The legislation, guidance and best practice for looking after such important 
information.
•Why YOU must take responsibility for how you obtain, record, use, keep and 
share information.
•The Trust’s Information Governance duties and obligations, and for complying 
with these on a day to day basis. 

Trust Information Governance policies and associated guidance is available on the intranet, failure to 
adhere to these policies could result in disciplinary action.



Information Governance – System Monitoring

We have to inform you of system monitoring under the Data 
Protection Act 2018 and Human Rights Act 1998

Everything staff processes or views on electronic systems is 
monitored by the Trust.  This includes (but not exclusive):

• Sending and receiving emails
• Internet access
• Accessing patient or staff information



Information Governance Team

Julie Lane
Caldicott Guardian

Graham Evans
Senior Information 
Risk Officer (SIRO)

Neil Dobinson
Head of Information Governance & 
Health Records & the Trust’s Data 
Protection Officer

Kerry McLean (Right)
Information Governance Manager

Helen Smith (Left)
Information Governance OfficerEmail: information.governance@nth.nhs.uk



New Legislation
General Data Protection Regulations (GDPR)
The GDPR came into force and became law in the UK on 25th May 2018.  It replaced the basis for the UK Data 
Protection Act, and the DPA was amended to support GDPR, becoming Data Protection Act 2018. 
In general, the principles of data protection will remain similar for the Trust.

The 10 key areas of GDPR and how they will impact the Trust are;
• What information do we hold and who do we share it with? –need to know what data we hold and 

maintain a record of all data flows in and out of the Trust.
• Transparency of what we do - need to be more explicit with individuals on how we process their data.
• Individuals rights – individuals have more rights in the collection, processing and management of their 

data.
• Subject access requests – The Trust will have only one month to comply and will no longer able to charge 

individuals for requests.
• Lawful basis for processing data – the Trust must have a lawful reason to process data
• Consent – The Trust will need to change how consent is obtain and recorded, an individual can freely give 

and take away consent.
• Children and online services – Consent to be sought and age lowered to a minimum of 13 in the UK
• Data breaches – Must report data breaches to the ICO within 72hours, failure to do so can lead to a fine.  

Under GDPR the fines have significantly increased.
• Data protection by design / privacy impact – A legal requirement to complete Data Protection Impact 

Assessments when new technology is being used and when processing of data on a large scale.
• A Data protection officer has been appointed – Neil Dobinson, Head of Information Governance and 

Healthcare Records



Information Security

All staff are accountable for information security and must understand 
and comply with Trust’ Information Security Policy (ICT2) and any 
associated guidance.  The aim of the policy is to preserve;

Confidentiality is about privacy and ensuring 
information is only accessible to those 
with a proven need to see it

Integrity is about information stored in a 
database being consistent and un-
modified

Availability is about information being there when 
it’s needed to support care. 



Information Security

Do’s Don’ts

Do understand what information you are using, how 
it should be protectively handled, stored and 
transferred 

Don’t share account and/or system password details 
or SMARTCARDS

Do understand the procedures, standards and 
protocols for the sharing of information with others 

Don’t use devices (e.g. laptops) or removable media 
(e.g. USB sticks) to access Trust information or 
systems unless the device is encrypted and approved 
by the Trust

Do know how to report a suspected breach of 
information security

Don’t install software on Trust systems without the 
prior permission of the ICT Team

Do be aware of your responsibility for raising any 
information security concerns with the Information 
Governance Team

Don’t allow external contractors (or third parties) to 
gain access to Trust information systems without a 
contract in place ensuring compliance with appropriate 
Trust security policies

Do ensure that all mobile devices (e.g. laptop, 
mobile phones) are stored securely at all times and 
locked away when not in use. 

Don’t interfere with antivirus software installed on 
Trust systems or purposefully upload or transmit a 
known computer virus or item of malicious software to 
others



Information Security – Email Breaches

The organisation’s reaction - The organisation undertakes an investigation and finds 
that a new member of staff had sent out the email. They had mistakenly put the list of 

all the support group members’ email addresses in the ‘CC’ field – rather than the 
‘BCC’ field – of all the individual emails. 



Information Security – Email

Users should not send or hold any of the following 
material: illicit, illegal, pornographic, offensive, 
libellous, indecent, obscene, defamatory, abusive, 
humour, gossip, rumour.

If you receive an email containing any inappropriate 
material please report to your manager and ICT 
Helpdesk 



Information Security – Phishing

Email though efficient has risks:
Criminals use email attachments and links to trick 
people into providing information.
Email attachments may be executable files that 
contain malicious software (malware).

This is known as phishing and the emails aim to 
force you to make a mistake.

Never give your login details to anyone.

If you receive an email requesting sensitive 
information that looks as though its from a 
colleague - double check by phoning the colleague.

Do not open links or attachments in unsolicited 
emails.

Be vigilant:
Do not install any new 
software unless authorised. 
Think - Is someone trying to 
extract or extort information?
Discuss issues with your manager and ICT 
department.

If you do identify a phishing email, take these steps:
•Do not reply.
•Select the email, right-click it and mark it as junk.
•Inform the ICT department who can block 
suspicious email domains.

Report suspicious emails to the ICT helpdesk on ext, 22320– do not open –
when in doubt – delete, delete



Information Security – Malware

Malicious software (malware) can:
Be on your computer and evade detection.
Make your computer run slowly or perform in unusual 
ways.

Your ICT department or provider will:
Ensure that you have up-to-date antivirus software 
installed.
Assist if you suspect your computer is not performing as 
it normally does.



Information Security – Social Engineering

Those who want to steal data may use tricks to manipulate people to give access to 
valuable information.  This is called social engineering.

In the office: "Can you hold the door for me? I don't have my key/access card on 
me." How often have you heard that in your building? While the person asking may 
not seem suspicious, this is a very common tactic used by social engineers.

Online: Social networking sites have opened a whole new door for social 
engineering scams. One of the latest involves the criminal posing as a Facebook 
"friend”. But you can never be certain the person you are talking to on Facebook is 
actually the real person. Criminals are stealing passwords, hacking accounts and 
posing as friends for financial gain.

On the phone: A social engineer might call and pretend to be a fellow employee or 
a trusted outside authority (such as law enforcement or an auditor).



Information Security – Social Engineering

Stay Vigilant

What can you do?

Always be vigilant:
• When using the phone 
• Receiving unsolicited emails 
• Using social media  
• Walking around your place of work

If it’s safe to do so:
• Challenge suspicious behaviour  
• Request proof of identification



Information Security – Passwords

How can I remember my Password?

‘I can never remember my password so I have it stuck on my 
computer screen’

How do I choose a password I am going to remember?...



Information Security – Passwords

Password Rules

When choosing a password it must contain:
A minimum of 6 characters
Alpha numeric characters (letters, number, symbols)

Use strong passwords on all your devices to prevent 
unauthorised access - use different passwords for each 

account

Never share your password with anyone!!!



Information Security - Locking Devices

Locking devices & Logging Out
•Always lock your PC using CTRL+ALT+DEL and click “Lock Computer” when 
leaving it even for a short period of leave - PC’s do not lock automatically
•This is to prevent unauthorised access when you are away from the computer 
– remember all activity is monitored against your username
•On corporate mobile devices - activate the lock function.
•Set passcodes on mobile phones, laptops, PCs and tablets. 
•If you see a colleague's device open and unlocked, lock it for them and gently 
remind them to do so in future.

Generic accounts
•You cannot ‘lock’ a generic PC
•You must ‘log off’ 



Information Security – Mobile devices
Do’s Don’ts
Do read, understand and comply with your 
organisation's policy and procedures.

Don’t use your own device for business purposes unless 
authorised

Do seek advice from your line manager if any 
aspects of the policy or procedures are unclear.

Don’t use work-provided digital assets for personal use 
unless authorised or allow unauthorised personnel, 
friends or relatives to use them.

Do store your digital assets securely when not in 
use.

Don’t connect your work-provided digital asset to 
unknown or untrusted networks – for example, public Wi-
Fi hotspots.

Do update antivirus software if your digital asset 
prompts you to do so.

Don’t install unauthorised software or download software 
or data from the internet.

Do report any lost or stolen digital asset to the 
police immediately.

Don’t attach unauthorised equipment of any kind to your 
work-provided digital asset, computer or network.

Do keep regular backups of the data stored on 
digital assets – store appropriately, according to 
your organisation’s policies.

Don’t remove or copy personal information, including 
digital information (such as by email, on a USB stick), off 
site without authorisation.

Do ensure that digital assets and passes are 
handed back if you are leaving the organisation.

Don’t leave digital assets where a thief can easily steal.

Don’t disable the antivirus protection software.



Information Security – Removable drives 

• Do not use unauthorised USB drives.
• Do not plug in any non-approved devices to 

charge via a USB cable.
• If you need to use a USB device to transfer 

information you must use an authorised Trust 
issued USB device.  

• Scan USB drives before use. 
• Email information.governance@nth.nhs.uk

for a form to request a Trust USB device

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx


Information Security – Smartcards

• Smartcard are used to access 
electronic systems such as ESR, 
Trakcare, Evaluation, summary care 
record, systmOne 

• You don’t need a different card for 
each system

• Human Resources Department issue 
smartcards

• Term and conditions apply when 
using a smartcard and these can be 
found on the Human Resources 
SharePoint page

If a Smartcard is lost or stolen it must be reported on Datix as an IG incident.

Do remember that any work done under 
your smartcard log in will be attributed to 
you
Do remember that it is your responsibility 
to keep the smartcard and PIN secure 
and safe and report any loss of 
Smartcards via Datix
Don’t leave you Smartcard unattended 
whilst logged on – always remove your 
card when leaving your workstation
Don’t share you Smartcard and allow 
others to carry out activity under your 
login



Transferring information - PID via Email
Email is not the best way of transporting confidential information.

Staff must;
•Ensure that the email address of the receiving recipient’s is correct
• Check that everyone on the copy list has a genuine ‘need to know’.
• Use the minimum identifiable information (e.g. Hospital number).
• For messages containing patient identifiable / clinical information going outside of the Trust, NHS mail 

must be used as this provides adequate security by encryption. 
• Emails internal to the Trust, minimal patient details should be contained in the body of the email and 

documents preferably attached, which is password protected or via a link to a secure intranet page or 
shared area on the Trust network 

• Initiate Out of Office assistant on the Trust email giving details of alternative contacts or arrangements 
for planned periods of absence.

• Inform line manager / ICT if unsolicited offensive or sexually explicit emails are received
• Set up shared email accounts through the ICT Helpdesk rather than sharing usernames and/or 

passwords. 
• Check encryption requirements – information is available on the IG intranet page or from the IG team

Inappropriate email messages going out of or coming into the Trust will be subject to quarantine 
and removal by the Trust’s email content management process



Transferring information - PID via Email
Staff must not; 
• Use email to engage in activities or to transmit inappropriate content
• Assume that copying in individuals means that the receiver has read or agreed with the content 

of the email.
• Use personal email software/webmail (Hotmail, Yahoo etc.) for Trust business 
• Send patient identifiable information or sensitive information externally via an email message 

on the Trust system. 
• Deliberately release confidential information. This is a disciplinary offence as set out in the 

policy.
• Send Messages which could cause distress or offence to the receiving recipient, e.g chain mail 

messages and jokes

Where email needs to be sent to an unsecure recipient:
• Check they understand and accept the risks or encrypt the email – guidance is available on the 

IG intranet page or from the IG team.

To get an NHS.net account please contact the IT Helpdesk ext 22320

Please refer to the Email, Internet & Digital Media Acceptable Use Policy IG37 for 
further advice on email usage.



Transferring information - PID via Post

When sending correspondence to patients, please ensure the following steps are taken:

• The name and address on outgoing correspondence must be checked and double checked
for accuracy

• When letters are going to be sent out to patients, staff must use a process that involves 
checking at least 3 data fields to ensure the correct patient and address have been selected

Data fields should include the NHS number and two of the following:
 Name
 Hospital number 
 Date of birth
 Patient initials

This is to ensure that if the wrong NHS number has been selected in error, other checks 
would identify that mistake before the letter is sent for posting. 

• Staff must consider the most appropriate type and size of envelope for the correspondence 
and ensure that the envelope is sufficiently robust for the contents.



Transferring information - PID via Telephone

Phone Breach

The next morning, Mrs Hussain phones the practice and tells Joe 
that her brother-in-law has information about her health that he 
can only have obtained from the practice. At that point, Joe 
realises he had no proof that the previous day's call was from the 
local hospital.

Joe, a practice manager, receives a call from a local hospital 
requesting information about Mrs Hussain, one of the practice 
patients. He knows she has been referred to that hospital for 
cancer investigation so he gives the information to the caller.



Transferring information - PID via Telephone

Phone Checklist
• When discussing patient information on the telephone it is important that 

people in the vicinity cannot overhear any person identifiable, confidential or 
sensitive information from any conversation. 

• Ask patients if they are happy for a message to be left on an answer 
machine

• Do not mention the name of the hospital or trust, or your job title when 
leaving a message.

• Do not leave a message containing any clinical information
• If you telephone a patient, ensure that you do not pass on any confidential 

information or disclose your job role or hospital name until you have 
checked the identity of the person to whom you are speaking. If in any 
doubt end the call by saying you will ring back later, unless the patient has 
agreed a message can be left. 

Further guidance can be found in IG5 Data Protection, Caldicott and 
Disclosure Policy – Appendix G telephone guidance



Protecting information – Indiscreet conversations



Data Protection & Confidentiality

Happy 
Birthday!

You must:
• You must be dealing with the patient or employee of the Trust in 

some official way to access their information
• Only share personal information on a strictly need to know basis 

with other professionals dealing with the patient or employee of the 
Trust

• Never discuss patient or Trust employee personal information 
outside of work, for example;  family; friends; partners

• Never discuss patients or Trust employees in public areas
• Be aware that as a Trust employee you have signed a contract of 

employment which contains a confidentiality agreement



Data Protection & Confidentiality

Happy 
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You must never:
•Access any information which you have no authorisation to  -
remember all access is monitored
•Access the health record (paper or electronic) of your colleagues, 
friends or family unless you are directly providing care
•Access your own Health or Employment Record
•These can be accessed by submitting a Data Protection Subject 
Access Request
•Share information without the consent of the person to which the 
information relates, unless there are statutory grounds to do so

This is governed by GDPR and DPA 2018 and the Common Law of 
Confidentiality



Data Protection – Confidentiality of Information
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Information Commissioner’s Office (ICO) News release: 5 April 2019

A former GP practice manager has been fined for sending personal data to her own email account without 
authorisation, following an investigation by the Information Commissioner’s Office (ICO).

Shamim Sadiq worked at Hollybrook Medical Centre, Derby, but was suspended on 3 November 2017 for 
unrelated matters and dismissed later that month.  At the time Sadiq was also employed by the Care Quality 
Commission as a specialist adviser for practice management and so she still had access to her NHS email 
account following her suspension from the surgery

The day after her suspension, Sadiq had forwarded an email from her work email account to her personal email 
account without a business reason to do so. It contained 13 application forms which had been submitted several 
months earlier for a vacancy at the surgery and included names, addresses, personal email addresses, national 
insurance numbers of candidates as well as further personal data of their referees.

The court was told the incident was discovered by a member of practice staff who had been given access to Ms 
Sadiq’s NHS email account for business continuity following her dismissal. The surgery reported Ms Sadiq to the 
ICO in December 2017.

Sadiq admitted unlawfully accessing personal data and was fined £120, plus £364 costs and a victim surcharge of 
£30. Due to the timing of the incident, the defendant was prosecuted under section 55 of the Data Protection Act 
1998 and not the new Data Protection Act 2018.

Ico.org.uk. (2019). Former NHS Manager fined for sending personal data to her email account. [online] Available at: https://ico.org.uk/about-the-ico/news-and-events/news-
and-blogs/2019/04/former-nhs-manager-fined-for-sending-personal-data-to-her-email-account/



Data Protection – Confidentiality of Information
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Information Commissioner’s Office (ICO) News release: 5 April 2019

Steve Eckersley, ICO said:

“People have a right to expect that their personal data will be handled securely. 
NHS staff have access to great deal of personal sensitive data and are 
therefore in a position of trust. Ms Sadiq betrayed this trust”

“She was an experienced practice manager and had completed relevant 
training in line with NHS guidelines so would have been aware of appropriate 
practices in terms of handling personal data.”

Ico.org.uk. (2019). Former NHS Manager fined for sending personal data to her email account. [online] Available at: https://ico.org.uk/about-the-
ico/news-and-events/news-and-blogs/2019/04/former-nhs-manager-fined-for-sending-personal-data-to-her-email-account/



Data Protection – Confidentiality of Information
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Unlawfully obtaining or accessing personal data is a criminal offence 
under section 161 of the Data Protection Act 2018. 

The Information Commissioners Office can give monetary penalties 
to organisations up to €20 million or 4% of global annual turnover, 
whichever is higher.

Individuals can also be taken to court by the data subject and face 
fines or even prosecution.



Data Protection – Common law duty of confidentiality
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We all have a legal duty to respect the privacy and to use personal 
information appropriately.

Information that individuals disclose in confidence should not be 
used or shared further without a lawful reason.  The lawful reasons 
are:

− The consent of the individual.
− Where there is a legal reason to disclose information. 
− Where there is a public interest justification.

A decision to disclose without consent should be discussed with the 
IG team prior to the potential disclosure.



Data Protection – Rights of Individuals
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Under GDPR individuals have rights in relation to their information 
including;
− Right of Access (Article 15) – Subject Access Request
− Right to Rectification (Article 16) - have inaccuracies corrected
− Right to Erasure (Article 17) – ‘right to be forgotten’, have information 

erased (where it has not been relied upon to provide health or care)
− Right to restriction of processing (Article 18) - restrict the processing of 

their information
− Right to Object ( Article 21) – object to processing of their information 

i.e. direct marketing.



Data Protection – Social Media
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Captured on Facebook, the food-fighting nurses at hospital 
where 1,200 died – Daily Mail 
In 2010 photos of nurses having a food fight with whilst on shift 
were published on Facebook by another employee.  This incident 
happened at Stafford Hospital one year after the Staffs C.diff 
scandal

Hospital Operation photos ‘appear on Facebook’ – BBC news
A nurse has been suspended amid reports that photos of patients 
having operations were posted on the social networking site 
Facebook.

Please read the Trusts  Email Internet and Digital Media 
Acceptable Usage Policy ICT6 for appropriate use of social media

http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2%2E%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=250
http://truststore.nth.nhs.uk/sites/policies/mfhandler.asp?file=Email%20Internet%20and%20Digital%20Media%20Acceptable%20Usage%20Policy%20IG37%20v2%2E%2Epdf&table=Policies&field=Policy%20Link&pageType=list&key1=250


Data Protection – Social Media

Happy 
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NHS medic posts confidential patient data of new mums on facebook – Middlesex 
University Hospital – July 2017

The confidential, sensitive patient data of 31 new mums was posted on Facebook by a medic carrying out a research study on 
improving detection of pregnancies with a high risk of pre-eclampsia.  The Medic uploaded a photo of his laptop screen to 
Facebook with the status update: ‘#SUNnyDAYOUTSIDE #research #workhardplayhard’.  However, clearly visible on the screen 
was a spreadsheet containing information such as, names, NHS numbers and details of babies birth of 31 women who give birth 
at the hospital in June 2017.

The medics Facebook was not set as private and the status was live on their page for more than a week before the Hospital 
became aware.

Some of the patients on the spreadsheet had not consented to take part in the study and therefore he should not actually have
been given access to information about those patients.  The hospital admitted failings on their part and actioned the following;

• Tightened procedures regarding the release of patient information to researchers.
• Suspended its participation in the study until further checks are carried out.
• Apologised to patients concerned, contacting each of them to explain what has happened
• Reported the data protection breach to the Information Commissioner and the Care Quality Commission.

The Hospital terminated his permission to carry out research and work there as the Hospital terminated the research agreement
with his employing university who kicked him of the project.  The Medic also had a contract allowing him to carry out research at 
King’s College Hospital in London which at the time of the press release was under review.

NHS medic posts confidential patient data of new mums on Facebook (2017). [online] Available at: https://www.mirror.co.uk/news/uk-news/nhs-medic-
posts-confidential-patient-10805964



Data Protection – Good Practice
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• Follow your organisations policies and procedures

• No surprises – handle peoples information as you’d expect others to handle 
your personal information

• Be open, honest and clear about it;
−Why you need personal information
−What you intend to do with it
−Who you may share it with
−How the individual can obtain a copy

• Remember - patients and service users have a right to see information 
recorded about them. So make sure you:

−Record clearly so that others can rely on your entries.
−Be accurate and keep information up-to-date.

• Follow your organisation’s rules when disposing of personal information.



Information Governance Incident Reporting
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Information Governance Incidents apply to the loss of both electronic media and 
paper records. It is important that all incidents/near misses are reported within 24 
hours of becoming aware of the incident and the incidents are reported on the DATIX 
reporting system.

The DATIX system is located on the Trust Intranet

You have a responsibility to identify and report any information governance incidents 
and information security risks in order for the Trust to investigate and learn from 
them.  Please see the Data and Cyber Breach Management Policy IG30 for further 
information.

All Information Governance Incidents irrespective of severity must be reported 
immediately to:
• A Senior Manager (preferably within the area the incident has occurred)
• Out of hours to the ‘Senior Clinical Matron Out of Hours’
• Information Governance Team – information.governance@nth.nhs.uk

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx


Healthcare Records – Record keeping

Poor quality information presents a risk to patients, service users, staff members 
and the organisation. It is vital that records are:

•Accurate and up to date.
- Know ‘what and why’ needs recording in the correct system/record.
- Check the information.
- Report errors.

•Recorded and complete.
- At the time events occur.
- Include NHS number.
- Don't create duplicate records.

Please read the HCR Management Policy IG12 & the HCR Keeping Policy 
IG32 for full information on your responsibilities



Healthcare Records - Transporting

Patient Records/Casenotes belong to the Secretary of State and we are duty
bound to ensure the safe keeping of these records.

ANY PERSON handling a Health Record has a responsibility for correct filing
and use of the record including:

• Providing notes for clinics & admissions
• Securely transporting records

 in a tamper-proof bag
 trolley with cover 
 If externally to the Trust, use a trust approved taxi service. 

• Removing any out of date patient labels from notes
• Tracking on the Patient Administration System (PAS) all notes being moved 

from their possession to any other location 
• Contemporaneous record keeping / entries

Please read the HCR Management Policy IG12 & the HCR Keeping Policy 
IG32 for full information on your responsibilities



More Information



Information Governance

Thank you

Any Questions?
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Policy Summary 
 
 
This policy provides guidance to staff on the 
management of Cyber and data security 
breaches. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, ethnicity, 
gender, gender reassignment, nationality, race, religion or belief, responsibility for dependants, 
sexual orientation, trade union membership or non-membership, working patterns or any other 
personal characteristic.  This policy and procedure will be implemented consistently regardless of 
any such factors and all will be treated with dignity and respect. To this end, an equality impact 
assessment has been completed on this policy. 

 

Policy Title: 
Data and Cyber Breach Management Policy 

Reference and Version No: 
IG30 Version 4 
Author and Job Title: 
Neil Dobinson, Head of IG and Health Records 
Executive Lead: 
Chief Information and Technology Officer 
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Information Management/Governance Group 
Ratified By:  
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C40 Duty of Candour incorporating Being Open 
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HR24 Disciplinary Policy  
IG5 Data Protection, Caldicott and Disclosure 
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ICT2 Information Security Policy  
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ICT3 Secure Disposal of IT Equipment Policy  
ICT5 Removable Media Policy 
ICT6 Email, Internet and digital media Acceptable 
Use Policy  
STRAT4 Cyber Security Strategy  
Information Governance Strategy  
Information Security Management: NHS Code of 
Practice 
IG SOP - Investigation of IG related Serious 
Untoward Incidents  
ICO Guidance on Data Security Breach 
Management  
NHS Digital Guidance  
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This Policy is Intended for: 
All Staff Groups. 
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Policy Revisions Change Control 
The table below identifies the areas where this policy has been reviewed; where these are 
minor changes staff should ensure that they take this opportunity to refresh knowledge of 
the whole policy and their responsibilities in relation to this and not just focus on the minor 
changes.   
 
Policy 

Ref 
Version 
Number 

Revision 
to Section Description of Revisions Made Approved 

Date 
IG30 2 Full Policy 

Review Full policy review and refresh.  14/02/2017 

IG30 3 

Section 1, 2.1, 
4.4, 4.5, 4.7, 
4.9, 4.10, 8, 
8.1, 9, 
Appendix 1 
and 
Appendix2  

Interim update of policy  sections to reflect GDPR 
and new DPA 2018 requirements 15/05/2018 

IG30 3 Section 8.2 New section 8.2 to reflect  process for out of hours 
reporting within 72 hours for SIRI Level 2 incidents 15/05/2018 

IG30 4 Full Policy 
Review 

Updated reference to new reporting tool and risk 
assessment methods thought the whole policy 5/10/18 
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1. Introduction  

 
North Tees and Hartlepool NHS Foundation Trust is responsible for protecting the information it 
holds to ensure the security and confidentiality of personal information processed. These 
responsibilities also apply to other organisations working on behalf of the Trust.  
 
This policy has been updated as an interim measure until further guidance issued by NHS Digital 
on the management of Data and Cyber incidents and in order to meet with the requirements and 
obligations of the new data protection legislation which comprises of The General Data 
Protection Regulations (GDPR) and the Data Protection Act 2018.   
 
The key change in this policy is the need to comply with GDPR Article 33 regarding the reporting 
of incidents which states: 
 

In the case of a personal data breach, the controller shall without undue delay and, 
where feasible, not later than 72 hours after having become aware of it, notify the 
personal data breach to the supervisory authority competent in accordance with Article 
55, unless the personal data breach is unlikely to result in a risk to the rights and 
freedoms of natural persons. Where the notification to the supervisory authority is not 
made within 72 hours, it shall be accompanied by reasons for the delay. 

 
In this revised policy the term DPA will now relate to the Data Protection Act 2018 which will 
incorporate GDPR. 
 
The DPA provides a regulatory framework for the processing of personal information, including 
the holding, use or disclosure of such information.  Article 5 (f) of GDPR requires that an 
organisation complies with the following for personal information: 
 

‘processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or 
organisational measures’ 

 
Every care is taken to protect information and to avoid a security or cyber incident, especially 
where the result is a data breach when personal information is lost or disclosed inappropriately to 
an unauthorised person. In the event of such a security incident it is vital that appropriate action is 
taken to minimise any associated risk as soon as possible. We will investigate all security and 
cyber incidents classified as serious using a set plan and follow a Breach Management Plan in the 
event of a data breach.  
 
This policy sets out the steps and actions that should be taken once a breach has occurred. 
 
2. Scope 

 
This policy covers the reporting arrangements and describes the actions that need to be taken in 
terms of communication and follow up when an IG SIRI or Cyber SIRI occurs.  
 
This policy applies to all users of Trust information, data (paper and electronic), information 
systems and the Trusts physical buildings. It applies to not only staff but also contractors, agency 
staff, service providers, consultants and anyone else engaged to work in the organisation and 
encompasses data, information, software, systems, and paper documents.   
 
This policy covers the following key elements to any breach management plan: 
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 Containment and recovery 
 Assessment of on-going risk 
 Notification of breach 
 Investigation, Evaluation and response 
 

2.1. Definitions 
 
a) Personal Data - Personal data refers to any information relating to an identified or 

identifiable living individual (data subject) an identifiable individual is one who can be 
identified, 

 directly or indirectly, in particular, by reference to an identifier such as a name,  
 an identification number,  
 location data,  
 an online identifier e.g. including IP addresses internet cookies. 
 one or more factors specific to the physical, physiological, genetic, e.g. DNA, 

mental, economic, cultural or social identity of that natural person. 
 

b) Special Categories of Data – Special Categories of Data was previously referred to as 
sensitive information under preceding legislation (Data Protection Act 1998) and refers to 
any personal data revealing; 

 racial or ethnic origin,  
 political opinions,  
 religious or philosophical beliefs,  
 trade union membership,   
 the processing of genetic data,  
 biometric data for uniquely identifying an individual,  
 data concerning health or  
 data concerning an individual’s sex life or sexual orientation  

 
c) Confidential Personal Data - is personal and usually sensitive data that is held subject to 

an obligation of confidentiality.  Clinical data relating to and identifiable individual is almost 
always confidential and some data recorded by social care staff may also be subject to this 
obligation. 

 
d) SIRI – Serious Incident Requiring investigation.  Where this document refers to incident or 

SIRI it will generally be applicable to both IG and Cyber SIRI unless explicitly referenced 
as either. 
 

e) Processing data 
The processing of data, means any operation or set of operations which is performed on 
personal data or on sets of data, whether by automated means or not, such as; 

 collection, recording, organisation, structuring, storage,  
 adaptation or alteration,  
 retrieval, consultation, use,  
 disclosure by transmission, dissemination or otherwise making available, 
 alignment or combination,  
 restriction, erasure or destruction;  

 
f) DPA – Data Protection Act 2018 which incorporates the General Data Protection 

Regulations (GDPR) 
 

2.2. Types Of Incident  
 

The Trust must take appropriate measures against unauthorised or unlawful processing 
and against accidental loss, destruction of or damage to personal data.  A number of 
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factors could cause data protection breaches. There is no simple definition of a serious 
incident. What may at first appear to be of minor importance may, on further investigation, 
be found to be serious and vice versa.   

 
a) IG SIRI 

 
As a guide the scope of an Information Governance Serious Incident Requiring 
Investigation (IG SIRI):-  
 
 This type of incident will typically breach one of the principles of the DPA / GDPR 

and/or the Common Law Duty of Confidentiality. 
 

 This includes unlawful disclosure or misuse of confidential data, recording or sharing of 
inaccurate data, information security breaches and inappropriate invasion of people’s 
privacy.  

 
 Personal data breaches which could lead to identity fraud or have other significant 

impact on individuals.  
 
 Applies irrespective of the media involved and includes both electronic media and 

paper records relating to staff and service users.  
 

 When lost data is protected e.g. by appropriate encryption, so that no individual’s data 
can be accessed, then there is no data breach (though there may be clinical safety 
implications that require the incident to be reported down a different route).  

 
 When the data is protected but there is a risk of individuals being identified then this 

remains an incident and should be reported. The sensitivity factors within the IG 
Incident Reporting Tool will reflect that the risk is low. 

 
b) IG Cyber SIRI 

 
There are many possible definitions of what a Cyber incident is, for the purposes of 
reporting a Cyber incident is defined as:-  

 
A Cyber-related incident is anything that could (or has) compromised information 
assets within Cyberspace. “Cyberspace is an interactive domain made up of digital 
networks that is used to store, modify and communicate information. It includes the 
internet, but also the other information systems that support our businesses, 
infrastructure and services.”  
Source: UK Cyber Security Strategy, 2011  

 
It is expected that the type of incidents reported would be of a serious enough nature to 
require investigation by the organisation.  

 
3. Purpose 
 
The purpose of this policy is to support the Trust in ensuring that:- 

 
 The management of SIRIs conforms to the processes and procedures set out for 

managing all Serious Incidents Requiring Investigation;  
 There is a consistent approach to evaluating IG SIRIs and Cyber SIRIs;  
 Early reports of SIRIs are sufficient to decide appropriate escalation, notification and 

communication to interested parties;  
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 Appropriate action is taken to prevent damage to patients, staff and the reputation of the 
Trust  

 All aspects of an SIRI are fully explored and ‘lessons learned’ are identified and 
communicated; and  

 Appropriate corrective action is taken to prevent recurrence  
 Caldicott 2 recommendations are addressed.  
 Transparent reporting of incidents  
 Contractual obligations are adhered to with regards to managing, investigating and 

reporting SIRIs in a standardised and consistent manner, including reporting to 
Commissioners. 

 To meet DPA / GDPR legislation 
 

3.1. Duty of Care and Statutory Obligations 
 

The Trust must put in place adequate technical and organisational safeguards, to prevent 
incidents and have a common law, ‘duty of care’ and statutory obligation to protect 
confidential information against such events. 
 
Technical safeguards can be thought of as physical protection ranging from ICT 
passwords and firewalls to building security, whilst organisational safeguards are aimed at 
employees such as ensuring adequate training, policies and procedures are in place. 
 
An Incident can be caused by a number of factors such as:  

 
 Negligence or human error.  
 Unauthorised or inappropriate access, including processing confidential personal data 

without a legal basis.  
 Loss or theft of information or equipment on which information is stored.  
 Systems or equipment failure.  
 Accidents.  
 Unforeseen circumstances such as fire, flood and other environmental factors  
 Inappropriate access, viewing information for purposes other than specified/authorised 

e.g. an individual browsing record about an ex-partner to find their current address.  
 Unauthorised access, using other people’s user IDs and passwords.  
 Poor physical security.  
 Inappropriate access controls allowing unauthorised use.  
 Lack of training and awareness.  
 ‘Blagging’ offences where information is obtained by deception.  
 Denial of Service attacks  
 Phishing emails  
 Social Media Disclosures  
 Web site defacement  
 Malicious Internal damage  
 Spoof website  
 Cyber Bullying 
 Hacking of systems  
 

3.2. Possible Consequences of an IG Incident including Cyber 
 

The negative impact of an IG incident can vary, for instance it may lead to: 
 
 Embarrassment, damage and harm or distress for individuals. 
 Loss or denial of service - this could be a physical service e.g. part of the business, or 

access to certain information necessary for the organisation to function. 
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 Possible damage to the integrity of information assets 
 Litigation. 
 Fraud and financial loss. 
 Monetary Penalties or action taken by the Information Commissioners Office. 
 Criminal liability. 
 Reputational damage. 
 

4. Roles and Responsibilities 
 
4.1. Chief Executive - The Chief Executive has overall responsibility for the management of 

data breaches within the Trust.  The implementation of and compliance with this policy is 
delegated to the Caldicott Guardian, the Senior Information Risk Owner and the 
Information Governance Team.  
 

4.2. Caldicott Guardian - The Caldicott Guardian is responsible for protecting the 
confidentiality of patient and service users’ information and enabling appropriate 
information sharing with external and collaborative agencies and, in conjunction with the 
SIRO, authorising incidents to be reported to the Information Commissioner’s Office. 

 
4.3. Senior Information Risk Owner (SIRO) - The SIRO is responsible for ensuring that the 

overall culture of the Trust values and protects information within the Trust.  The SIRO is 
responsible, in conjunction with the Caldicott Guardian for making the final decision on 
notifying the Information Commissioner’s Office following an incident.  The SIRO is 
responsible for informing the Chief Executive of serious reportable incidents. 
 

4.4. Data Protection Officer (DPO) – The Data Protection Officer (DPO) is responsible for 
ensuring all data processing activities of personal data complies with all data protection 
legislative requirements.   
 
The DPO will monitor compliance, ensuring policies; awareness raising and training of 
processing personal data is available to all staff.  The DPO will act as a point of contact for 
all staff and provide advice and guidance on completion of data protection assessments 
(DPIAs).  The DPO will report any risks or issues to the Chief Executive via the appropriate 
reporting route. 
 
The DPO will ensure that information governance and cyber incidents are investigated and 
actioned appropriately within timescales for reporting incidents as per NHS Digital (NHSD), 
Department of Health (DH) and Information Commissioners Office (ICO) guidelines and 
per DPA /GDPR legislation. 

 
4.5. Information Governance Manager - The Information Governance Manager will 

investigate information governance incidents, assessing the severity of data breaches and 
ensuring that Senior Management (Caldicott Guardian, SIRO, DPO etc.) are kept 
informed.   Incidents graded in the ‘Yellow’ or ‘Red’ zones using the risk assessment tool 
are potentially reportable to the Information Commissioner. The Information Governance 
Manager will log reportable data breaches on the Data Security and Protection Reporting 
Tool within 72 hours of the Trust being made aware of the incident; this automatically 
informs the Information Commissioner’s Office (ICO) and Department of Health.  The 
Information Governance Manager will liaise with the Clinical Governance Manager to 
ensure that breaches are STEIS reported. 
 

4.6. Information Governance Officer - The Information Governance Officer will support the 
Information Governance Manager in the management and investigation of data breach 
incidents. 
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4.7. Senior Clinical Matron out of hours (SCMOOH) - The SCMOOH will ensure that those 
reporting data breaches are supported and that the incident is managed and contained.  If 
necessary, the SCMOOH will contact the Manager on Call and report the incident on Datix 
within 12 hours of being informed. 

 
4.8. Clinical Governance Manager - The Clinical Governance Manager will STEIS report 

confirmed reportable data breaches to the local Commissioners. 
 
4.9. Directors and Senior Managers - Directors and senior managers are responsible for 

ensuring staff are aware of and comply with Trust policies and procedures and ensuring 
that any breach of confidentiality or information security is reported on the Datix system for 
immediate investigation (within 12 hours) to allow reporting to the ICO within 72 hours 
where applicable 

 
4.10. All staff - All Trust staff are responsible for the timely reporting (within 12 hours) of 

incidents on the Datix system including data breaches for immediate investigation. 
 

5. Identification and Internal Reporting of a Suspected Data or Cyber Breach 
 
 The person who discovers/receives a report of a data breach or cyber incident must notify 

a manager immediately upon identification or notification of the incident. This should 
ideally be the manager responsible for the department in which the incident has occurred, 
but if this is not possible another manager should be informed.  

 
 If the incident occurs or is discovered outside normal working hours this should be 

reported to the Senior Clinical Matron Out of Hours (SCMOOH).   
 

 In all instances Information Governance should be informed by the manager immediately, 
or if outside of normal hours as soon as it is practicable to do so.  See appendix 1 for 
contact information 

 
 The manager must then ensure that the suspected data breach incident is reported on the 

Datix System as soon as possible (within 12 hours) – ensuring that YES is answered to *Is 
this an (IG) Information Governance Incident?* which will send a system notification to IG 
staff. 

 
 The Information Governance Manager is responsible for advising services on assessing 

the impact of any breach of the Data Protection Act. This can include recommendations to 
restore data security. 

 
6. Containment and Recovery 

 
At the same time as the initial internal notification is happening, containment and recovery must 
also take place. 

 
 The reporting manager and Information Governance Manager (in hours) must ascertain 

whether the breach is still occurring. If so, it must be stopped immediately to minimise the 
effect of the breach.  

 
 This will involve liaison with appropriate Trust staff to ensure containment and recovery 

e.g. ICT Manager (or ICT on Call for out of hours incidents) authorising the shutdown of a 
computer system or the Trust Administration Manger to stop the posting of mail. 

 
 Where data has been disclosed inadvertently this MUST be securely retrieved as soon as 

is practicable to avoid further disclosure.   (e.g. a paper containing sensitive patient 
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identifiable data has been sent with another patient’s discharge information to a care 
home; or, a letter that has been wrongly addressed).   

 
 The department from which the breach has occurred should retrieve / recover the 

information by arranging to collect it as soon as is practicable.  If it is not possible for 
department staff to collect then the Information Governance Team should be informed and 
they will arrange retrieval (see appendix 1 for IG Team contact details). 

 
 During recovery of paper based data secure transportation means should be used to 

further protect the data during transit and prevent a secondary breach.  Guidelines on 
secure transit methods can be obtained from the Secure Transfer of Personal, Confidential 
or Sensitive Information Policy IG39 or by contacting the IG Team (see Appendix 1).   

 
 If the Trust approved taxi service is used as a recovery method a staff member must be in 

attendance at all times during collection and transit. 
 

 Where information disclosed is in an electronic format arrangements should be made for 
the secure removal of the data from the recipients system.  Confirmation should be sought 
to verify the secure removal. 

 
 Where an incident is Cyber related the Trust ICT team should ensure that appropriate 

protection is applied to impacted systems.  This may include the shutdown of systems and 
networks to prevent further data loss. 

 
 Details of serious security incidents can be very sensitive and any sensitive information 

must be handled with discretion and only disclosed to those who need to know the details. 
 

 Employees or others working on behalf of the Trust must not attempt to deal with a 
security incident (other than reporting the incident).  

 
 Data security breaches will require not just an initial response to investigate and contain 

the situation but also a recovery plan including, where necessary, damage limitation.   
 

7. Assessment of Risk 
 

Some data security breaches will not lead to risks beyond possible inconvenience to those who 
need the data to do their job, for example if a laptop is lost or damaged, in line with the 
Information Security Policy, it is encrypted and backed up on the Trust network and no data stored 
on the device. This information can be retrieved albeit at some cost to the Trust but is not a 
security breach.   
 
Whilst these types of incidents can still have significant consequences, the risks are very different 
from those posed by, for example, the theft of patient data, whereby the data may be used to 
commit identity fraud. 
 
Before deciding on what steps are necessary, and after immediate containment, an assessment 
of the risks, which may be associated with the breach, must take place. 
 
The Information Governance Team will assess each incident on a case by case basis, using the 
IG Incident Risk Assessment Tool (see appendix 3) for IG incidents. 
 
The IG risk assessment considers: 

  
 What type of data is involved? 
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 How sensitive is it? Remember that some data is sensitive because of its very personal 
nature (health records) while other data types are sensitive because of what might happen 
if it is misused (bank account details) – see section 1 for definition of personal information 

 
 If data has been lost or stolen, are there any protections in place such as encryption?  
 
 What has happened to the data? If data has been stolen, it could be used for purposes 

which are harmful to the individuals to whom the data relate; if it has been damaged, this 
poses a different type and level of risk  

 
 Regardless of what has happened to the data, what could the data tell a third party about 

the individual? Sensitive data could mean very little to an opportunistic laptop thief while 
the loss of apparently trivial snippets of information could help a determined fraudster build 
up a detailed picture of other people  

 
 How many individuals’ personal data are affected by the breach? It is not necessarily the 

case that the bigger risks will accrue from the loss of large amounts of data but is certainly 
an important determining factor in the overall risk assessment  

 
 Who are the individuals whose data has been breached? Whether they are staff, 

customers, clients or suppliers, for example, will to some extent determine the level of risk 
posed by the breach and, therefore, your actions in attempting to mitigate those risks  

 
 What harm can come to those individuals? Are there risks to physical safety or reputation, 

of financial loss or a combination of these and other aspects of their life?  
 
 Are there wider consequences to consider such as a risk to public health or loss of public 

confidence in an important service you provide?  
 

 If individuals’ bank details have been lost, consider contacting the banks themselves for 
advice on anything they can do to help you prevent fraudulent use.  

 
8. Notification of Breach (internal and external) 

 
Immediately after containment and the initial assessment of the risk, the Information Governance 
Manager working with the DPO should decide whom to notify. 
 
Informing people and organisations that the Trust has experienced a data security breach is an 
important element of the breach management policy.  Notification should have a clear purpose. 
This can be to gather information, advice or allow the appropriate regulatory bodies to perform 
their functions, and deal with complaints.   It can also enable individuals affected to take steps to 
protect themselves. 

 
Consideration should be given to: 

 
 can notification help security obligations with regard to Data Protection principles? (See 

Section 1). 
 can notification help the individual? Bearing in mind the potential effects of the breach, 

could individuals act on the information you provide to mitigate risks, for example by 
cancelling a credit card or changing a password? 

 consider how notification can be made appropriate for particular groups of individuals, for 
example, if children or vulnerable adults are involved. Also, consider the appropriate 
method of communication. Always bear in mind the security of the medium as well as the 
urgency of the situation. 



Data and Cyber Breach Management Policy IG30 v3 
North Tees and Hartlepool NHS Foundation Trust  
 

12 of 37 (Date for review October 2021) 
 

 consider the danger of ‘over notifying’. Not every incident will warrant notification and 
notifying the whole patient / staff base of an issue affecting only a few individuals may well 
cause disproportionate enquiries, upset and work. It may also cause unwarranted release 
of data (secondary breach). 

 as well as notifying the Information Commissioner’s Office, other regulatory bodies may 
need to be informed. 

 
The Information Governance Manager working with the DPO should decide whether to notify 
other departments e.g. Human Resources, ICT.  If the breach involves any IT systems or is Cyber 
in nature, the ICT Manager (or in the manager’s absence ICT Systems Team) must be informed 
immediately. 
 
Consideration should also be given by the Information Governance manger to notifying all staff if 
thought necessary or if it will stop additional breaches. 
 
The Information Governance Manager in liaison with the DPO, SIRO and or/ Caldicott guardian 
must also consider whether the police need to be informed.  This could be appropriate where 
illegal activity is known or is believed to have occurred, or where there is a risk that illegal activity 
might occur in the future. 
 
For serious breaches (i.e. the extent of the ‘damage’), the DPO and SIRO must be informed 
immediately by the Information Governance Manager, the Chief Executive will be made aware by 
the SIRO.    

 
8.1. Decision of External Notification  

 
The decision as to whether it is appropriate to inform the Information Commissioner’s 
Office of the incident will be based on the outcome of the IG Incident Risk Assessment 
Tool (Appendix 3). 
 
When an incident has been assessed and scores in the ‘Yellow’ or ‘Red’ zone on the IG 
Risk Assessment Tool (see appendix 3) then the incident is mandated to be reported to 
the Information Commissioner via the Data Security and Protection Reporting Tool within 
72 hours of being made aware of the incident as per Article 33 of GDPR.  Incidents scored 
in the ‘Red’ zone should be reported with 24 hours. 
 
Prior to reporting to the ICO via the Reporting Tool the Information Governance Manager 
should also inform the DPO, Caldicott Guardian and SIRO of the risk assessment 
outcome. 
 
The final decision on the risk level and the notification to the Information Commissioner’s 
Office rests with the SIRO based on advice given by the DPO; the Information Governance 
Manager will obtain approval to report before doing so. 
 
In the SIRO’s absence the Caldicott Guardian will fulfil the SIRO’s approval function. 
 
Following approval, the incident will be reported via the Reporting Tool within 72 hours of 
having become aware of the incident by the Information Governance Manager with all 
known information. 
 
Within 5 days of the reported incident a more detailed report of the incident should be 
recorded on the Reporting Tool and continuous updates made until closure. 
 
The notification should follow the NHS Digital ‘Guide to the notification of data security 
and protection incidents’. 
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Full guidance on the requirement for notification to the ICO should be obtained from the 
ICO website. 
 

8.2. Decision of External Notification – Out of Hours (Bank Holidays) 
 
Where an incident occurs out of hours over a bank holiday weekend where IG staff would 
not be routinely available to undertake the risk assessment and subsequently then report a 
‘Yellow’ or ‘Red’ breach within 72 hours, the Trust shall ensure that following steps be 
taken: 
 

 The Trust shall ensure that during out of hour’s periods it is the staff member for 
which the incident was reported, responsibility to ensure that the incident is put 
onto Datix with 12 hours (or the manager the incident was reported to) notify IG to 
the incident.   

 An on-call IG service should be provided for bank holiday periods where: 
o The IG team shall check Datix at least once per day during bank holiday 

periods and where appropriate conduct relevant risk assessments on 
incidents.   

o If a reportable incident is found during an out of hour’s period then this 
should be reported using the reporting tool (to the ICO) within 72 hours.  

o It may be necessary to report an incident with the known (limited) 
information at the time and then subsequently update or remove once more 
information is available  

o It may be necessary to also contact the DPO, SIRO and Caldicott guardian 
where possible 

 The IG team shall be empowered by the Trust to report an incident to the ICO 
without DPO, SIRO or Caldicott approval (out of hours) where they are doing so in 
the best interests of the Trust and its patients in order to comply with GDPR. 

 
8.3. Notifying data subjects 

 
If after conducting a risk assessment on whether to notify the people whose data has been 
compromised, consideration should be given to the Duty of Candour policy (C40) and the 
principles of Being Open. Where significant harm has occurred the Trust has a legal 
obligation to implement Duty of Candour. Significant harm includes moderate and severe 
harm, prolonged psychological harm, and death; full definitions and guidance of the 
process are within the Duty of Candour policy. Even where the harm occurred does not 
meet the criteria for Duty of Candour, it is good practice to be open with people whose 
data has been compromised, and when contacting the individual(s) the following should be 
considered:: 

 
 what is the most appropriate method of communication? Always bear in mind the security 

of the medium as well as the urgency of the situation 
 
 the notification should include as a minimum, a description of how and when the breach 

occurred and what data was involved. Include details of what has already been done to 
respond to the risks posed by the breach 

 
 give the individuals clear advice on what they should do to protect themselves and what 

the Trust are willing to do on their behalf 
 
 provide a means of contacting the Trust for further information. This could include a named 

individual, a telephone number, a web page or a combination of all of these. 
 
 Details should be provided of how to make a complaint to the Trust and how to appeal to 

the Information Commissioner.  
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The information provided should be recorded on the Datix for all incidents and also on the 
Data Security and Protection Toolkit for reportable SIRI’s. 

  
9. Investigation, Evaluation and response 
 
In most cases, the next stage would be for the Information Governance Manager to fully 
investigate the breach. The Information Governance Manager should ascertain whose data was 
involved in the breach, the person or people responsible for the breach, the potential effect on the 
data subject and what further steps need to be taken to remedy the situation. 

 
Breaches will require not just an initial investigation, decision on the severity and containment of 
the situation but also a recovery plan including, where necessary damage limitation. This will often 
involve input from other departments including (but not limited to):  

 ICT; 
 Human Resources; 
 Clinical Governance and Legal;  
 Information Governance; and,  
 The department where the incident has occurred. 
 

In some cases contact with external stakeholders or suppliers may be required. 
 
It is important that the cause of the breach is investigated but the Trust must also evaluate the 
effectiveness of its response to the incident and the action plan implemented.   
 
If the breach was caused even in part by systemic and on-going problems, then simply containing 
the breach and continuing business as usual will not be acceptable; action plans must be 
implemented and associated policies must be reviewed.  If this action is not taken then further 
breaches will occur.  This will lead to the Trust facing financial penalties from the Information 
Commissioner. 
 
If the incident is scored as ‘Non Reportable’ (Green Zone) the following steps will be followed as 
part of the investigation, evaluation and response: 

 
 A folder for all associated documentation relating to the incident will be set up on the 

information governance shared drive.   
 
 The IG Manager must give notification as per section 8  
 
 The completed IG Risk Assessment will be attached to the Datix 
 
 Any supporting evidence including statements etc... will be attached to the Datix 

 
 Data Security Breach Management Plan (appendix 2) should be reviewed as appropriate 
 
 The investigating manger in consultation with the IG manager will update the Datix to 

include a root cause analysis, investigation details, lessons learned and actions taken / 
planned. 

 
If the incident is scored as ‘Reportable’ (Yellow or Red Zone) the following additional steps will 
be followed as part of the investigation process: 

 
 Following approval (see section 8) the incident will be recorded via the Data Security and 

Protection Reporting Tool within 24 hours (no later than72 hours from the Trust being 



Data and Cyber Breach Management Policy IG30 v3 
North Tees and Hartlepool NHS Foundation Trust  
 

15 of 37 (Date for review October 2021) 
 

aware of the incident) with all known information; and this should be updated periodically 
as more information becomes available 

 
 IG Team will complete Data Loss Checklist (appendix 4) and attach to the relevant Datix 

record within 24 hours of the incident reported date 
 

 Data Security Breach Management Plan (Appendix 2) shall followed and documented 
within the  Datix as appropriate. 

 
 Appoint an investigating officer as per the Trust Serious Untoward Incident Policy 
 
 Engage appropriate speciality help to form an investigation team 

 
 IG Team will work with the nominated lead from the department in which the incident has 

occurred to complete the Interim/24 Hour Investigation Report (appendix 5) which will be 
attached to the relevant Datix record. 

 
 Within 3 days of the reported incident a more detailed report of the incident should be 

recorded on the Reporting Tool if appropriate 
 

 The Department lead will gather statements from staff involved in the incident and these 
will be attached to the relevant Datix record. 

 
 The Investigating Officer, relevant department lead and patient safety lead (where 

appropriate) will lead and complete the Comprehensive Root Cause Analysis and 
complete the Investigation Report (appendix 6), timeline of events (appendix 7) and Action 
Plan (appendix 8) 

 
 The Investigation Report and action plans should be agreed and signed off by the 

Investigation Lead (or a Directorate senior manager) and the SUI Panel Chair and 
attached to the relevant Datix record. 

 
 The DPO, Information Governance Manager or Investigating Manager will then present the 

Investigation Report for at the SUI Panel as per the Trust Serious Untoward Incident 
Policy. 

 
 Closure of the SIRI should be considered once the Trust Serious Untoward Incident policy 

has been followed and when all aspects of the incident are complete, including any 
disciplinary action taken against staff or legal action taken 

 
 Upon closure the Information Governance Manager should update the IG Incident 

Reporting Tool  
 
Any decision to take disciplinary action following a data security breach will be in line with 
the Trust’s Disciplinary Policy.  
 
For IG SIRI’s the Trust will publish details of data breaches in the annual quality report. 

 
10. References 

 
 Data Protection Act 2018 (Incorporating General Data Protection Regulations GDPR) 
 ICO Guidance on Data Security Breach Management 
 NHS Digital Checklist Guidance for Reporting Managing and Investigating Incidents 

 
 



Data and Cyber Breach Management Policy IG30 v3 
North Tees and Hartlepool NHS Foundation Trust  
 

16 of 37 (Date for review October 2021) 
 

11. Consultation 
 

This policy has been created by the Information Governance Team in consultation with members 
of:  

 
 Information Management and Information Governance Group (IMIG); 
 Digital Strategy Board (DSB) 
 

12. Review and Revision 
 

This policy will be reviewed biennially (every two years) or sooner if legislation and guidance 
dictates. 

 
13. Monitoring 

 
This policy will be monitored by regular information governance team audits and compliance spot 
checks and regular reports regarding Datix incidents will be produced for presentation, discussion 
and follow up at the Information Governance Groups.  
 
The following processes will also be monitored for compliance as outlined in the table below.  
Where monitoring identifies deficiencies an action plan will be produced and reported via the IMIG 
Group. 

 
Process 
Reference 

Process Lead Auditor Scrutiny 
Committee 

Frequency 

Whole 
Policy 

The Information 
Governance Team will 
carry out spot checks on 
departments to ensure 
staff are aware and can 
demonstrate adherence 
to the policy where 
appropriate. 
 
The Information 
Governance Team will 
produce regular reports 
on Datix incidents 

Information 
Governance 
Manager 

Information 
Management 
and Information 
Governance 
Group (IMIG) 
 
Digital Strategy 
Board (DSB) 

Report on 
completed spot 
checks 
presented at 
IMIG meetings 
 
 
Annual 
programme of IG 
audits 
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Appendix 1 
 
 
 
Information Governance Contact Details  
 
Information Governance Manager, Kerry McLean 
Telephone: 01642 383551 or 07826 858557 
Email: Kerry.mclean@nth.nhs.uk or information.governance@nth.nhs.uk  
 
Head of Information Governance and Health Records & DPO, Neil Dobinson 
Telephone: 01642 624470 or 07900 584232 
Email: neil.dobinson@nth.nhs.uk or Secure Mail: n.dobinson@nhs.net  
 
Information Governance Officer, Helen Smith 
Telephone 01642 383559 or 07826 858557 
Email: Helen.smith4@nth.nhs.uk or information.governance@nth.nhs.uk 
 
SIRO, Dr Graham Evans 
Telephone: 016242 624793 
Email: dr.gevans@nth.nhs.uk 
 
 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
mailto:xxxx.xxxxxxxx@xxx.xxx.xx
mailto:x.xxxxxxxx@xxx.xxx
mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
mailto:xx.xxxxxx@xxx.xxx.xx
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Appendix 2       
Data Security Breach Management Plan – Recommended Actions & Considerations  

1. CONTAINMENT AND RECOVERY 
Data security breaches will require not just an initial response to investigate and contain the situation but also a recovery plan including, where necessary, 
damage limitation. This will often involve input from specialists across the business such as IT, HR and legal and in some cases contact with external 
stakeholders and suppliers. Consider the following: 
1.1  Further people/resources to be involved 
(Establish who needs to be made aware of the breach and inform them of what they are expected to do to assist in the containment exercise. This could be isolating or 
closing a compromised section of the network, finding a lost piece of equipment or simply changing the access codes at the front door.) 
1.2 What can be done to recover loss/damage limitation of the breach/preserve evidence? 
(As well as the physical recovery of equipment, this could involve the use of backup tapes to restore lost or damaged data or ensuring that staff recognise when 
someone tries to use stolen data to access accounts.) 
1.5  Where appropriate, inform the police (i.e. theft of equipment) 
 
2. ASSESSING THE RISKS 
Some data security breaches will not lead to risks beyond possible inconvenience to those who need the data to do their job. An example might be where a 
laptop is irreparably damaged but its files were backed up and can be recovered, albeit at some cost to the business. While these types of incidents can 
still have significant consequences the risks are very different from those posed by, for example, the theft of a customer database, the data on which may 
be used to commit identity fraud. Before deciding on what steps are necessary, further to immediate containment, preservation of evidence and collation 
of statements, assess the risks which may be associated with the breach. Perhaps most important is an assessment of potential adverse consequences 
for individuals, how serious or substantial these are and how likely they are to happen.  The following points are also likely to be helpful in making this 
assessment:: 
2.1 What type of data is involved i.e. is it sensitive data? 
Remember that some data is sensitive because of its very personal nature (health records) while other data types are sensitive because of what might happen if it is 
misused (bank account details) 
2.2 Lost or Stolen? 
If data has been lost or stolen, are there any protections in place such as encryption? 
2.3 What has happened to the data? 
 If data has been stolen, it could be used for purposes which are harmful to the individuals to whom the data relate; if it has been damaged, this poses a different type 
and level of risk. 
2.4 Regardless of what has happened to the data, what could the data tell a third party about the individual? 
(Sensitive data could mean very little to an opportunistic laptop thief while the loss of apparently trivial snippets of information could help a determined fraudster build 
up a detailed picture of other people). 
2.5 How many individuals’ personal data are affected by the breach?  
It is not necessarily the case that the bigger risks will accrue from the loss of large amounts of data but is certainly an important determining factor in the overall risk 
assessment. 
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2.6 Who are the individuals whose data has been breached?  
Whether they are staff, customers, clients or suppliers, for example, will to some extent determine the level of risk posed by the breach and, therefore, your actions in 
attempting to mitigate those risks. 
2.7 What harm can come to those individuals?  
Are there risks to physical safety or reputation, of financial loss or a combination of these and other aspects of their life? 
2.8 Are there wider consequences to consider? 
Consider risk to public health or loss of public confidence in an important service you provide? 
2.9 Bank Details 
If individuals’ bank details have been lost, consider contacting the banks themselves for advice on anything they can do to help you prevent fraudulent use 
 

SECTION 3 TO BE DISCUSSED WITH THE IG LEAD & PATIENT SAFETY LEAD (As Appropriate) 
3. NOTIFICATION OF BREACHES  
Informing people and organisations that you have experienced a data security breach can be an important element in your breach management strategy.  
However, informing people about a breach is not an end in itself. Notification should have a clear purpose, whether this is to enable individuals who may 
have been affected to take steps to protect themselves or to allow the appropriate regulatory bodies to perform their functions, provide advice and deal 
with complaints.  Answering the following questions will assist you in deciding whether to notify, notification will be done by the Information Governance 
department: 
3.1 Are there any legal or contractual requirements?  
If a reportable (Yellow or Red) breach this must be reported within 72 hours to the ICO via the Data Security and Protection reporting tool 
3.2 Can notification help you meet your security obligations with regard to data protection principles? 
3.3 Can notification help the individual?  
Bearing in mind the potential effects of the breach, could individuals act on the information you provide to mitigate risks, for example by cancelling a credit card or 
changing a password? 
3.4 Notification 
Consider how notification can be made appropriate for particular groups of individuals, for example, if you are notifying children or vulnerable adults. 
3.5 Have you considered the dangers of ‘over notifying’? 
Not every incident will warrant notification and notifying a whole 2 million strong customer base of an issue affecting only 2,000 customers may well cause 
disproportionate enquiries and work. 
3.6 IG Department to consider the risk grading and escalation of the incident (refer to risk matrix in incident reporting policy) 
See also 3.1 regarding reporting within 72 hours 
 
3.7 WHO TO NOTIFY 
You also need to consider who to notify, what you are going to tell them and how you are going to communicate the message. This will depend to a large 
extent on the nature of the breach but the following points may be relevant to your decision: 
3.7 1 Make sure you notify the appropriate regulatory body.  
A sector specific regulator may require you to notify them of any type of breach but the ICO should only be notified when the breach involves personal data. – see 3.6 
3.7.2 There are a number of different ways to notify those affected so consider using the most appropriate one.  
Always bear in mind the security of the medium as well as the urgency of the situation 



Data and Cyber Breach Management Policy IG30 v3 
North Tees and Hartlepool NHS Foundation Trust  
 

20 of 37 (Date for review October 2021) 
 

3.7.3 Your notification should at the very least include a description of how and when the breach occurred and what data was involved.  
Include details of what you have already done to respond to the risks posed by the breach. 
3.7.4 When notifying individuals give specific and clear advice on the steps they can take to protect themselves and also what you are willing to do to help 
them. 
3.7.5 Provide a way in which they can contact you for further information or to ask you questions about what has occurred – this could be a helpline number 
or a web page, for example. 
3.7.6 When notifying the ICO  
Under Article 33 of GDPR the notification shall at least: (a) describe the nature of the personal data breach including where possible, the categories and approximate 
number of data subjects concerned and the categories and approximate number of personal data records concerned; (b) communicate the name and contact details of 
the data protection officer or other contact point where more information can be obtained; (c) describe the likely consequences of the personal data breach; (d) 
describe the measures taken or proposed to be taken by the controller to address the personal data breach, including, where appropriate, measures to mitigate its 
possible adverse effects. 
 
Where, and in so far as, it is not possible to provide the information at the same time, the information may be provided in phases without undue further delay. 
 
You should also include details of the security measures in place such as encryption and, where appropriate, details of the security procedures you had in place at the 
time the breach occurred. You should also inform them if the media are aware of the breach so that they can manage any increase in enquiries from the public. When 
informing the media, it is useful to inform them whether you have contacted the ICO and what action is being taken. 
ICO will not normally tell the media or other third parties about a breach notified to them, but they may advise you to do so. 
The ICO has produced guidance for organisations on the information they expect to receive as part of a breach notification and on what organisations can expect from 
them on receipt of their notification.  
 
3.7.7 You might also need to consider notifying third parties such as the police, insurers, professional bodies, bank or credit card companies who can 
assist in reducing the risk of financial loss to individuals, and trade unions.  
 
 
4. Evaluation and response 
It is important not only to investigate the causes of the breach but also to evaluate the effectiveness of your response to it. Clearly, if the breach was 
caused, even in part, by systemic and on-going problems, then simply containing the breach and continuing ‘business as usual’ is not acceptable; 
similarly, if your response was hampered by inadequate policies or a lack of a clear allocation of responsibility then it is important to review and update 
these policies and lines responsibility in the light of experience.  You may find that existing procedures could lead to another breach and you will need to 
identify where improvements can be made. The following points will assist you: 
 
4.1 What is held and how? 
Make sure you know what personal data is held and where and how it is stored. Dealing with a data security breach is much easier if you know which data are 
involved. Your notification with the Information Commissioner will be a useful starting point. 
4.2 Security incident response team 
 It is recommended that at the very least you identify a group of people responsible for reacting to reported breaches of security 
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4.3 Justify data flows 
Risks will arise when sharing with or disclosing to others. You should make sure not only that the method of transmission is secure but also that you only share or 
disclose the minimum amount of data necessary. By doing this, even if a breach occurs, the risks are reduced 
4.4 Identify weak points 
Identify weak points in your existing security measures such as the use of portable storage devices or access to public networks 
4.5 Mandatory training 
Have all members of staff involved in the incident completed Information Governance training within the last 2 years. 
4.6 Staff Awareness 
Monitor staff awareness of security issues and look to fill any gaps through training or tailored advice 
4.7 ‘what if’ scenarios  
Consider whether you need to establish a group of technical and non-technical staff who discuss ‘what if’ scenarios – this would highlight risks and weaknesses as well 
as giving staff at different levels the opportunity to suggest solutions. 
4.8 Business continuity 
If your organisation already has a Business Continuity Plan for dealing with serious incidents, consider implementing a similar plan for data security breaches 
4.9 Risk assess 
Establish where the biggest risks lie. For example, how much sensitive personal data do you hold? Do you store data across the business or is it concentrated in one 
location? 
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Appendix 3 
 
 
Assessing the Initial Severity of a Data Security and Protection 

Incident (within 24 hours) 
DATIX Reference Number:  

Name of Person Completing Assessment:  
Date & Time of Assessment:  

Initial Incident Checklist 
Question Response 

What has happened? See Datix Description  

How did you find out?  

 

When did you become aware? Date:  Time:  

When did incident start? Date:  Time:  

 

Is incident still on-going? Yes  No  

Was the incident caused by a problem with a network of an information 
system? Yes  No  

Have you informed any other regulatory bodies? Yes  No  
 
Have data subject been informed? Yes  No  Planned  

Does this incident impact across a national border? Yes  No  Not 
Aware  

Have you informed the police? Yes  No  Planned  
Has there been any media coverage (that you are aware 
of)? Yes  No  Not 

Aware  

 

What other actions have already been 
taken or are planned? 

 
 
 

How many data subjects are affected?  Not Known  

Grading the personal data breach 
All incidents must be graded according to the significance of the breach and the likelihood of 
those serious consequences occurring. The incident must be graded according to the impact on 
the individual or groups of individuals and not the organisation.  
The risk assessment operates on a 5 x 5 basis with anything other than “green breaches” being 
reportable.  Please use the guidance above and apply to the incident, take into consideration the 
responses on the above initial incident checklist.   
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Enter the risk score (as a number) into the relevant box on the matrix below: 
 

   
ENTER SCORE INTO MATRIX  

Im
pa

ct
 O

n 
D

at
a 

Su
bj

ec
t Catastrophic 5           

Serious 4           
Adverse 3           
Minor 2           
No Impact 1           

  
x 1 2 3 4 5 

   

Not 
Occurre

d 
Not 

Likely Likely Highly 
Likely 

Occurre
d 

   Likelihood harm has occurred 

        
Risk Assessment 

Outcome 

Reportable to ICO & DHSC - Within 24 hours   
Reportable to ICO - Within 72 Hours   
Not Reportable - An Impact is Unlikely   
Not Reportable - No Impact Occurred   

 
Note: Where the personal data breach relates to a vulnerable group in society, the minimum 
score will be a 2 in either significance or likelihood unless the incident has been contained. This 
will have the effect of automatically informing the Information Commissioner if one of the other 
axes scores above a 3. 
 
Additional Information: 
 

Recommended to report via DSP Tool Yes  No  
 

***PLEASE ATTACH THIS RISK ASSESSMENT TO THE DATIX INCIDENT*** 
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IMPACT - Grade the potential significance of the adverse effect on individuals 
No. Effect Description 
1 No adverse effect There is absolute certainty that no adverse effect can 

arise from the breach 
2 Potentially some minor 

adverse effect or any 
incident involving 
vulnerable groups even if 
no adverse effect 
occurred 

A minor adverse effect must be selected where there is 
no absolute certainty. A minor adverse effect may be the 
cancellation of a procedure but does not involve any 
additional suffering. It may also include possible 
inconvenience to those who need the data to do their job. 

3 Potentially Some 
adverse effect 

An adverse effect may be release of confidential 
information into the public domain leading to 
embarrassment or it prevents someone from doing their 
job such as a cancelled procedure that has the potential 
of prolonging suffering but does not lead to a decline in 
health. 

4 Potentially Pain and 
suffering/ financial loss 

There has been reported suffering and decline in health 
arising from the breach or there has been some financial 
detriment occurred. Loss of bank details leading to loss of 
funds. There is a loss of employment. 

5 Death/ catastrophic 
event. 

A person dies or suffers a catastrophic occurrence 

 

LIKELIHOOD OF HARM - Establish the likelihood that adverse effect has occurred  
No. Likelihood Description 
1 Not occurred There is absolute certainty that there can be no adverse 

effect. This may involve a reputable audit trail or forensic 
evidence 

2 Not likely or any incident 
involving vulnerable 
groups even if no 
adverse effect occurred 

In cases where there is no evidence that can prove that 
no adverse effect has occurred this must be selected. 

3 Likely It is likely that there will be an occurrence of an adverse 
effect arising from the breach. 

4 Highly likely There is almost certainty that at some point in the future 
an adverse effect will happen. 

5 Occurred There is a reported occurrence of an adverse effect 
arising from the breach. 

 
There are a limited number of circumstances where even when an organisation is aware of a 
breach of personal data there may be containment actions that will remove the need for 
notification to the ICO but may still need to be recorded as a near miss as it may still constitute a 
reportable occurrence under the NIS directive.  
 
Under the following circumstances notification may not be necessary; 

 Encryption – Where the personal data is protected by means of encryption.  
 Trusted’ partner - where the personal data is recovered from a trusted partner  
 Cancel the effect of a breach - where the controller is able to null the effect of any 

personal data breach. 
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Appendix 4 
DATA LOSS SUIs CHECKLIST 

Ensure that the following are included in the report or if not initially 
available are pursued until obtained. 

 
Unique SUI Reference:   
Initial assessment of level of SUI:  
CCG Responsible: 
Local Organisation(s) involved:  
 Required Information Check 
01 Date, time and location of the incident 

 
 

 Confirmation that DH guidelines for incident management are being 
followed and that disciplinary action will be invoked if appropriate 

 

03 Description of what happened: Theft, accidental loss, inappropriate 
disclosure, procedural failure etc. 

 

04 The number of patients/ staff (individual data subjects) data involved and/or 
the number of records  

 

05 The type of record or data involved and sensitivity 
 

 

06 The media (paper, electronic, tape) of the records 
 

 

07 If electronic media, whether encrypted or not 
 

 

08 Whether the SUI is in the public domain and whether the media (press etc.) 
are involved or there is a potential for media interest 

 

09 Whether the reputation of an individual, team, an organisation or the NHS 
as a whole is at risk and whether there are legal implications  

 

10 Whether the Information Commissioner has been or will be notified and if 
not why not 

 

11 Whether the data subjects have been or will be notified and if not why not 
 

 

12 Whether the police have been involved  
 

 

13 Immediate action taken, including whether any staff have been suspended 
pending the results of the investigation 

 

14 Whether there are any consequent risks of the incident (e.g. patient safety, 
continuity of treatment etc.) and how these will be managed 

 

15 What steps have been or will be taken to recover records/data (if 
applicable) 

 

16 What lessons have been learned from the incident and how will recurrence 
be prevented 

 

17 Whether, and to what degree, any member of staff has been disciplined – if 
not appropriate why? 

 

18 Closure of SUI – only when all aspects, including any disciplinary action 
taken against staff, are settled. 

 

Notes 
24 hour report has been sent 
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Appendix 5 
 

Interim/24 Hour Report 
 

Serious Untoward Incident Report of Initial Findings  
Directorate/s:    
Ward /Department :   
Report prepared by :  
Date of completion:    
Patient Details    
Name:  
CRN :  
DOB:  
Datix Number:  
STEIS:  
Date of incident :  
 
Diagnosis /Presenting condition and significant co morbidity where appropriate  
 
 
 
Summary  of incident : 
 
 
 
 
 
Lessons Learnt following initial investigation : 
 
 
 
 
Actions implemented/ Proposed Actions following provisional findings: 
 
 
 
 
Statements requested from: 
 
 
 
 
 
Case Review Planned  Yes/No                   Date arranged  (if applicable)  
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Appendix 6 
 

INVESTIGATION REPORT 
 

  
 
The information within this report is protected by the Data protection act 2018 and the 
Common Law Duty of Confidentiality. This information must not be shared or published 
without consent of the Assistant Director of Clinical Governance.      
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

STEIS Reference 
Number: 

 
 

Incident Date:  

Directorates involved in 
the incident: 

 
 

Investigation Lead:  

Author(s) and Job 
Titles of the 
investigation team: 

 

Date completed:  
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ANONYMISATION SHEET 
 
THIS PAGE IS TO BE REMOVED IN THE EVENT OF DISCLOSURE 

Staff 
member’s 
name 

Staff 
member’s job 
title 

Involvement in 
incident 

Referred to in investigation as: 
For example – Doctor A, Nurse B 
etc. 
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EXECUTIVE SUMMARY  
 

Brief incident description and consequences:  
 
 
 
 
Level of investigation conducted: 
 
 
 
 
Duty of Candour Policy followed if applicable: 
 
 
 
Root cause of incident: 
 
 
 
 
Contributory factors including any care and service delivery problems identified: 
 

 
 
 

Incidental Findings 
 

 
 
Recommendations: 
 

 
 
 

Arrangements for sharing learning: 
 

 
 
Investigation Lead:     

Date:    
Additional recommendations following SUI panel on (DATE) 
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THE PURPOSE OF THE INVESTIGATION 

North Tees and Hartlepool NHS Foundation Trust has a strong reporting culture and will always 

undertake to complete a thorough, honest and fearless investigation. The aim is to identify 

learning and to make and implement actions which reduce the risk of an incident recurring. The 

investigation does not seek to apportion blame. A ‘just culture’ is nurtured and if during an 

investigation, concerns of capability or recklessness are identified, individuals may be referred to 

the appropriate agency. 

 

MAIN REPORT 
1. INCIDENT DESCRIPTION AND CONSEQUENCES 

a. Enter description of incident here 

b. Enter consequences of incident here 

2. IDENTIFICATION AND REPORTING OF INCIDENT 

Enter how the incident was identified and reported 

3. TERMS OF REFERENCE  

To establish the facts, root cause and contributing factors the following questions are to be 

answered as part of the investigation: 

Task Factors 

 Enter task questions 

Environmental Factors 

 Enter environmental questions 

Staffing Factors 

 Enter staffing questions 

Patient Mental, Psychological and Social Factors 

 Enter mental, psychological and social questions 

Investigation Methodology 

 Describe investigation methods to be used  

 

4. INVESTIGATION TEAM 

Enter details of investigation team here 

 
5. INFORMATION AND EVIDENCE GATHERED  

Enter details of information and evidence gathered here 
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6. DUTY OF CANDOUR - INVOLVEMENT AND SUPPORT OF PATIENT AND RELATIVES  

Enter details of duty of candour here 

 

7. INVOLVEMENT AND SUPPORT PROVIDED FOR STAFF INVOLVED  
Enter support provided here 

 

8. CHRONOLOGY OF EVENTS  

List a chronology of events here 

 

9. INVESTIGATION FINDINGS /LESSONS LEARNED 

Provide details of findings and lessons learned here 

 
10. INCIDENTAL FINDINGS 

Detail any incidental finding here 

 

11. GOOD PRACTICE POINTS IDENTIFIED 

List any good practice points here 

 

12. ROOT CAUSE/S 

Using the NPSA’s Fish Tail Tool and the 5 Why’s the following Root Cause has been 

identified: 

 Enter details of root cause here 

 
13.  CONTRIBUTORY FACTORS  

Using the NPSA’s Contributory Factors Classification Framework, the following elements were 

considered to be contributory factors: 

 

 Enter details of any contributory factors here 
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14. RISK ASSESSMENT  

In compliance with the IG30 Data & Cyber Breach Management Policy the Information 

Governance Team assessed the severity of the breach by using the IG Risk Assessment 

Tool.   

 

The Incident was risk scored as a Level X SIRI so the following steps were followed as 

part of the investigation process: 

o List risk assessment actions here 

        
15. RECOMMENDATIONS AND ARRANGEMENTS FOR SHARING LEARNING 

Recommendations 

 Enter recommendations here 

 

Arrangements for Sharing Learning 

 Enter arrangements to share learning here 

 
16. CONCLUSION 

Enter detailed investigation conclusion here 

 
 

17.  ACTION PLAN 
Attach action plan here 

Report signed off by: 
Investigation Lead: 
Name  

Title  

Signature  

Date  

 
SUI Panel Chair: 
Name  

Title  

Signature  

Date  
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Appendix 7 
 

  

Directorate RCA Investigation Report  
Timeline Of Events 

Date and Time Information/What Happened 

Comments/Care and 
Service Delivery 

Problems/Variance 
from policy 
/guideline 
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Appendix 8 
ACTION PLAN – IG SUI REFERENCE: 
Clinical 
Audit 

 Discharge  
Audit 

 Essence 
of Care 

 Complaints  Claims  Control 
of 

Infection 

 Research 
Project 

 Untoward 
Incidents 

 HCR 
Audit 

 Patient 
Survey 
Audit 

 

DIRECTORATE:       WARD/DEPARTMENT:   
DEVELOPED BY:         DATE:  

Item 
 

Problem/Issue Actions     Responsibility  By 
When  

Evaluation Status /%Completed 
Progress Update Including any further agreed actions 

1  
 

    

2      

3      

4      

5      

6      
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Appendix 9 
 
NHS Digital Recommended Cyber SIRI Dos and Don’ts  
 
 
Dos:  

 Report incidents that have closed and could be of benefit SIRO’s and the wider health 
and social care sectors.  

 
 Seek appropriate technical advice during completion or if appropriate to your 

organisation delegate access to your IT service to log an incident. Contact the helpdesk 
if you require further assistance.  

 
 Where appropriate group same type incidents into one incident record.  

 
 Do report up to your level of capability / capacity E.g. If you have a new and 

sophisticated IPS that can detect / prevent new attack vectors please report if you 
consider useful even if your IPS blocked it.  

 
 Conversely if your capabilities are limited report what closed incidents you can.  

 
 
Don’ts  

 Don’t report on-going incidents with an expectation of an operational response.  
 

 Don’t report every possible log entry on your firewalls, IPS and IDS. We are interested in 
significant incidents that require investigation.  

 
 Don’t report general phishing emails that go to private email addresses.  

 
 Don’t report Cyber incidents that happen outside of work unless there is some linkage to 

work (e.g. a Cyber incident involving remote home working)  
 

 Don’t report Social Media Incidents unless there is a direct link to work (e.g. names / 
organisations inappropriately identified) 
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 Policy Summary 

 
 
The purpose of this policy is to ensure 
that all staff are aware of their individual 
responsibilities in relation to safeguarding 
the integrity of data within the Trust. 
 
It identifies the rules governing the 
transfer of data internally and externally 
and describes how to transfer personal 
information securely. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, ethnicity, 
gender, gender reassignment, nationality, race, religion or belief, responsibility for dependents, 
sexual orientation, trade union membership or non-membership, working patterns or any other 
personal characteristic. This policy and procedure will be implemented consistently regardless 
of any such factors and all will be treated with dignity and respect. To this end, an equality 
impact assessment has been completed on this policy.  

Policy Title: 
Secure Transfer of Personal, Confidential or 
Sensitive Information  
 
Reference and Version No: 
IG39 Version 4 
 
Author and Job Title: 
Kerry McLean – Information Governance 
Manager 
Neil Dobinson – Head of IG and Health 
Records 
Executive Lead –Chief Information and 
Technology Officer 
Managing Director-LLP 
Validated By: 
Information Management and Governance 
Group 
 
Ratified By:  
Digital Strategy Board 
Date Issued: 
22 March 2019 
Date for Review: 
22 March 2022 
Related Documents: 
HR24 Disciplinary Policy  
IG5 Data Protection, Caldicott Policy and 
Disclosure 
ICT2 Information Security Policy  
ICT3 Secure Disposal of IT Equipment Policy  
ICT5 Removable Media Policy 
ICT6 Email Internet & Digital Media Policy 
Information Security Management: NHS Code 
of Practice 
ICT7 Mobile Devices Policy 
IG SOP – Telephone Guidance: Outgoing calls 
Clinical Administration SOP CA  
Trust Letter Policy. 
IG12 Health Records Management Policy 
EF8 Trust Taxi Policy  
IG30 Data and Cyber Breach Policy 
 
This Policy is Intended for: 
All Staff Groups. 
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Policy Revisions Change Control 
 
The table below identifies the areas where this policy has been reviewed; where these 
are minor changes staff should ensure that they take this opportunity to refresh 
knowledge of the whole policy and their responsibilities in relation to this and not just 
focus on the minor changes.   
 
Policy 
Ref 

Version 
Number 

Revision 
to Page Description of Revisions Made Approved 

Date 

IG39 4 12 & 13 

Updated approved email list from NHS 
Digital following government change and 
removal of GCSX, GSI and GSX accounts 
policy revisions change control 

 

IG39 4 13 Insertion of explanation not of gov.uk 
account approval  

IG39 4 Appendix F Update of approval email list  

IG39 3 Throughout Update policy codes on policy references 
throughout 05/10/2018 

IG39 3 Throughout updated data protection legislation 
references to Data Protection 2018 

05/10/2018 

IG39 3 Throughout Typo errors and grammatical changes 
were necessary 

05/10/2018 

IG39 2 Throughout 
Any reference to Information Management 
and Technology (IM&T) Steering Group 
changed to Digital Strategy Board (DSB) 

27/10/17 

IG39 2 1 Policy summary updated 27/10/17 

IG39 2 2 Insertion of policy revisions change control 27/10/17 

IG39 2 4 
Included reference to General Data 
Protection regulations within section 2. 
purpose 

27/10/17 

IG39 2 5 & 6 Insertion of SIRO, IAO and IAA roles and 
responsibilities 

27/10/17 

IG39 2 6 Removal of ‘Refer to Information 
Directorate Staff IG Protocol’ from ICT 
staff and Healthcare Records staff roles 
and responsibilities. 

27/10/17 

IG39 2 9 Section 6.1 - Insertion of subsection 
Communication with relatives/ Next of Kin 
 

27/10/17 

IG39 2 10 & 11 Section 6.4.1 – Additional information 
regarding anonymisation of data included, 
appropriate email addresses to use, data 
flow register. 

27/10/17 

IG39 2 11 Section 6.4.2 – Inclusion of reference to  
policy  IG 37  

27/10/17 

IG39 2 12 Section 6.4.2 – Additional information of 
email addresses which must be used to 
share personal data.  

27/10/17 

IG39 2 18 & 19 Inclusion of section 6.7 Social Media 
and Consumer Communication 
Applications 

27/10/17 
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Policy 
Ref 

Version 
Number 

Revision 
to Page Description of Revisions Made Approved 

Date 
IG39 2 20 Appendix A – Telephone Guidance  – 

removal of Communication with relatives/ 
Next of Kin paragraph 

27/10/17 

IG39 2 21 Appendix A – Telephone Guidance  –  
inclusion of 2nd and 3rd paragraph under 
section What information can you give 
relatives/Next of kin when they call? 

27/10/17 

IG39 2 24 Appendix B updated to include 7th 
Caldicott principle 

27/10/17 

IG39 2 25 Appendix C – updated safehaven fax 
procedure included 

27/10/17 

IG39 2 32 Insertion of Appendix I Information 
Governance  - Relevant Legislation and 
NHS Guidance  

27/10/17 



Secure Transfer of Personal, Confidential or Sensitive Information IG39 v2 
North Tees and Hartlepool NHS Foundation Trust 
 

4 of 36 (Date for review 22 March 2022) 

 
Contents 

1. Introduction           

2. Purpose           

3. Definitions           

4. Roles and Responsibilities         

5. Risks in Transferring Personal Information and Related Consequences  

6. Trust Transfer Procedures and Guidelines       

7. Compliance and Monitoring         
 
 
Appendices 
 
Appendix A Telephone Guidance         

Appendix B Caldicott Poster       

Appendix C Safe Haven Fax procedure and poster      

Appendix D Confidential Fax Front Page Example      

Appendix E Flow Chart Using Internal Email Accounts to Transfer Patient Identifiable or 

  Confidential Information        

Appendix F Flow Chart for Transferring Information to an External Email Address  

Appendix G Courier Flow Chart         

Appendix H Taxi Procedure         

Appendix I Information Governance Relevant Legislation and NHS Guidance   

Appendix J Documentation to Assure the Trust that Procedural Documents are  

  Communicated Appropriately       
     
 

 

 

 

 

 

 

 



Secure Transfer of Personal, Confidential or Sensitive Information IG39 v2 
North Tees and Hartlepool NHS Foundation Trust 
 

5 of 36 (Date for review 22 March 2022) 

1. Introduction 
 
North Tees and Hartlepool NHS Foundation Trust (NTHFT) maps data flows throughout the 
Trust on a bi-annual basis on the protection of personal identifiable data.  This identifies 
transfers of personal information in order for the Trust to secure the transfer.  
 
The Information Governance (IG) Department carries out regular risk assessments on data 
flows reported, as the risks imposed by sending personal identifiable data without securing it by 
any means, would have a massive impact on the Trust.  The purpose of this policy is to give 
guidance and direction on preventing the loss of any data from these data flows. 
 
Every effort must be made to ensure that the transfer of person identifiable confidential or 
sensitive information, irrespective of its format or the method by which it is being transferred, is 
secure.  Methods of transfer may include all telecommunications (phone, fax or e-mail), post, 
electronic or manual transportation. 
 
2. Purpose 
 
The purpose of this policy is to ensure that all staff are aware of their individual responsibilities 
in relation to safeguarding the integrity of data within the Trust. 
 
It identifies the rules governing the transfer of data internally and externally and describes how 
to transfer personal information securely. 
 
In accordance with the Data Protection Act 2018 every person working for, on behalf of, or 
within the Trust must ensure that personal information is only made available to those who have 
been authorised to receive it. Any breaches of this policy should be reported immediately to the 
Information Governance Department, and an Incident form must be completed via the Datix 
system as per the Trust Data and Cyber Breach Management Policy.   
 
NTHFT promote compliance against the Data Protection Act 2018 and any breaches could 
render the individual or organisation liable to criminal prosecution. In addition, the Information 
Commissioner’s Office can impose a substantial fine on any organisation that is found to have 
breached the Data Protection Act 2018.  See Appendix I for relevant legislation and NHS 
guidance. 
 
The Information Governance Department will answer any concerns or queries relating to secure 
transfer of information and will report to the Information Management and Information 
Governance (IMIG) group as required. 
 
3. Definitions 
 
Person Identifiable Data (PID) is factual information or expressions of opinion which relate to a 
living individual who can be identified from that information or in conjunction with any other 
information coming into possession of the data controller. This also includes information taken 
from a professional opinion, which may rely on other information obtained.  Personal information 
includes name, address, date of birth or any other unique identifiers such as NHS Number, 
Hospital Number, National Insurance Number, etc.  It also includes information which, when 
presented in combination, may identify an individual e.g. postcode, date of birth etc. 
 
Confidential information includes person identifiable information but there is also a certain 
amount of business information that must be kept confidential as would be the case with any 
business.  
Sensitive information includes any information relating to a person’s race, political opinions, 
religious beliefs, trade union membership, physical or mental health, sexuality or the 
commission of a criminal offence.  
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Information may include any of the above 
 
Encryption is the process of converting information into a form that cannot be understood to 
anyone except holders of a specific key or password. 
 
NHSmail is the email and directory service specifically designed to meet the needs of NHS staff 
which allows email to be sent in an encrypted form. It is the only British Medical Association 
(BMA) and NHS Digital approved email service for securely exchanging personal data between 
NHS organisations but needs to be used by both sender and recipient. 
 
Safe Haven is a location which is set up to receive and manage confidential information 
appropriately. It may be a post room or fax machine, or anywhere where personal information 
may be taken and held securely before being passed on to the appropriate recipient. 
 
Consent is an agreement to an action based on knowledge of what the action involves its likely 
consequences and the option of saying “no”. 
 
Removable media is a term used to describe any kind of portable data storage device that can 
be connected to and removed from your computer e.g. floppy discs, CDs/DVDs, USB memory 
sticks.  
 
Bulk transfer is defined as the transfer of numerous electronic or paper data that is “batched 
up” to be sent out of a location and/or organisation. 
 
Approved Courier is a courier on an authorised list of trusted and reliable courier services for 
routine and secure courier transfers, as agreed by the Trust. 
 
Secure Container is any tamper evident vessel (e.g. secure bag or box) for transportation of 
PID, personal or sensitive information (including health care records).  Containers should be 
approved via the Information Governance Team prior to use. 
 
4. Roles and Responsibilities 
 
The Chief Executive Officer (CEO) has overall responsibility for the implementation of the 
Policy within the Trust.  The implementation of, and compliance with, this Policy is delegated to 
the, the Caldicott Guardian, the Senior Information Risk Owner and the Information Governance  
Manager and members of the Digital Strategy Board (DSB).  
 
Data Protection Officer (DPO) is responsible for ensuring all data processing activities of 
personal data complies with all data protection legislative requirements.  The DPO will monitor 
compliance, ensuring policies; awareness raising and training of processing personal data is 
available to all staff.  The DPO will report any risks or issues to the Chief Executive. 
 
The Caldicott Guardian safeguards and governs the uses of personal identifiable information 
within the Trust, as well as data flows to other NHS and non-NHS organisations.  Oversee the 
establishment of procedures governing access to, and the use of, person identifiable information 
and, where appropriate, the transfer of that information to other bodies.  Ensure that information 
sharing agreements are in place for all routine transfers of information outside the Trust. 
 
Senior Information Risk Owner (SIRO) is to take ownership of the Trust Information Risk 
Policy and act as an advocate for information risk on the Trust Board providing the focus for the 
assessment and management of information risk. 
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Information Asset Owners (IAO) are the senior managers involved in running the relevant 
directorates. Their role is to understand and ensure confidential information is transferred 
securely and monitor data flows ensuring information is transferred safely.  They must record all 
data flows and report any risks to the Information Governance Team 
 
Information Asset Administrators (IAA) will ensure that policies and procedures are followed, 
recognise actual or potential data breaches, consult their IAO on incident management, and 
ensure that data flows are accurate and up to date. 
 
Directorate, General and Clinical Managers and Heads of Departments (Line Managers) 
ensure all staff, including agency, voluntary or contractors etc., are instructed in their 
responsibilities in relation to transfer of person identifiable information and work in a manner 
consistent with this policy.  Investigate and take relevant action on any potential breaches of this 
policy supported by Risk Management Leads in line with existing policies and procedures. 
 
ICT Staff provide further advice and guidance to staff when required.   
 
Health Records Staff are to be vigilant and aware of data security issues during their duties.  
  
Information Management and Information Governance (IMIG) Group is responsible for 
developing and implementing the Transfer of Person identifiable, Confidential or Sensitive 
Information Policy and ensuring the Trust meets national and legislative requirements.  Ensuring 
the Trust meets their transfer of personal identifiable information obligations as specified by the 
Connecting for Health Information Governance Toolkit 
 
Information Governance Team provides advice and guidance on the transfer of information.  
Monitor the compliance of the policy. 
 
All Trust Staff adhere to this policy when transferring personal identifiable information.  Bring to 
their manager’s attention any areas of concern regarding the transfer of personal information.  
Seek advice from the Information Governance Department when unsure about the most 
appropriate methods of transferring personal information.  All staff are responsible for ensuring 
the updated location is recorded on TrakCare or on another tracking / tracing system for any 
records transported. 
 
5. Risks in Transferring Personal Information and Related Consequences 
 
There are a number of risks associated with transferring personal information.  Without 
adequate security processes to protect personal information in transit there will always be risks 
to information.  The severity and type of these risks will vary depending on the method of 
transfer.   
 
Examples include:  
 

  Information being lost, damaged or intercepted in transit e.g. stolen laptops, lost 
memory sticks, opened envelopes.  

  Delivery service delivering mail incorrectly. 
  Information being sent to the wrong address via email, post or fax. 
  Information being corrupted by viruses or other malicious software. 
  Information that is received by the organisation not being delivered to the correct 

person. 
  Confidential conversations being overheard. 
  Personal information not being disposed of appropriately. 
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Where such risks are realised and personal information is compromised there is an impact on 
the following:  
 

  Individuals whose information has been put at risk. 
  Staff, whose actions placed the information at risk, may have breached local policy.  

This could potentially lead to disciplinary action and there may also be legal 
implications if they have breached information legislation.  

  Organisations whose actions placed the information at risk may experience a lack of 
trust or confidence from the public and potential prosecution under information 
legislation. 

 
6. Trust Transfer Procedures and Guidelines 
 
This policy and its appendices document the processes to be applied for the transmission of 
person identifiable confidential or sensitive information (including Healthcare Records in both 
paper and electronic format). 
 

 If there are any requests for personal information, for research purposes, to be 
transferred out of the organisation, please ensure that this is authorised by the Trust 
Research and Ethics Committee and Caldicott Guardian before the transfer takes place. 

 
 If there are any requests for personal information, to be transferred out of the 

organisation to a 3rd party then please ensure that this is authorised by Caldicott 
Guardian before the transfer takes place.  Please refer to IG5 Data Protection, Caldicott 
and Disclosure Policy 

 
Telecommunications Media – Telephone (See Appendix A) 

Using the telephone voice facilities to transfer personal information may include the 
following - discussing cases with colleagues, speaking direct with patient/service users, 
booking appointments.  Any discussions involving person identifiable or confidential 
information may have confidentiality implications and as such will be covered by IG5 Data 
Protection, Caldicott and Disclosure Policy and related Code of Conduct.   
 
However, if this information is recorded in some way e.g. notes taken from a telephone 
conversation, messages on answer machines, then, the following key points should be 
adhered to: 

 
 Establish the type of information that may be received over the telephone (check with 

your line manager if in doubt) 
 Always confirm the identity of the other party by asking for their name, department and 

organisation.  The intended recipient should be asked for by name; assumptions 
should not be made that the person answering the phone is the intended recipient. 

 Confirm that the reason the information has been requested is appropriate. 
 The person making the call should always check whether it is convenient for the 

recipient to receive the information before passing it on. 
 Take a contact telephone number and check the identity of the other person by calling 

them back via the main switchboard system, asking for the person direct. 
 Before exchanging information ensure that the correct patient has been identified 

using at least two pieces of identifying information, such as their NHS number, name 
and date of birth. 

 Calls should not be made where they may be overheard by unauthorised individuals 
when passing on or receiving personal information. 

 Ensure that the information requested can be provided.  If in doubt, check first and call 
the person back. Provide the information only to the person who has requested it. 
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 Ensure that you record your name, date and the time of disclosure, the reason for it 
and who authorised it.  Also record the recipient’s name, job title, organisation and 
telephone number. 

 Ensure written messages from individuals are secured when unattended and not 
available for access by anyone other than the intended message recipient. 

 
When contacting patients, service users or staff members by telephone you must consider 
the following: 

 
 Trust/department standards on contacting patient, service users, staff members by 

telephone.  
 Whether the patient/service user/staff member has consented to be contacted in this 

way 
 A patient has a right to privacy so we must talk to the patient, unless we have a 

justified reason to speak to someone on their behalf, e.g. they have given their 
consent or it is in their best interests. 

 Avoid ‘alarmist’ language such as ‘it’s confidential’ or jargon like ‘fast track’ 
 
Anonymity: 

 
  Consider the use of the number withheld service to ensure anonymity. 
  Many telephone providers offer additional services to their customers, one is the 

ability to prevent calls being made by anonymous organisations. 
  If you call a patient or member of staff and you get a ‘number unknown’ or ‘unable to 

connect your call’ they may have activated this service.  If this happens dial 9 1470 
then the number, you need and the number is ‘unanonymised’. 

 
The use of answerphones: 

 
  Unless you can guarantee that the message will be delivered to and received by the 

correct patient then do not leave a message. 
  Services should only use answer phones for personal information after careful 

consideration of the security and confidentiality risks involved.  
  Consider whether leaving personal information on answer phones is appropriate.  

Has the patient/service user/staff member agreed to this? 
  Never leave any clinical information or mention the hospital if a message is deemed 

safe   
  Ensure answer phone messages cannot be overheard when being played back, 

consideration should be given to a safehaven answer phone. 
  Ensure Trust answer phone services are protected by pin number access or by being 

in a locked room when unattended to prevent unauthorised access 
 

Consider the dangers of leaving a message: 
 

  If you leave an answerphone message that the patient may not be the first to hear 
  Who might hear the message? 
  Are you sure you have called the correct number? 
  Will the recipient fully understand the content of the message? 
  How can you be certain the message has even been picked up? 
  You may inadvertently breach patient confidentiality 
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Communication with relatives/ Next of Kin 
 
Some patients might have relatives that do not live locally of even in the UK.  To ensure 
the relative is kept up to date with the welfare of the patient it is advised to set up a 
password with the patient.  This will allow staff to disclose confidential and sensitive 
information at the request of the patient safely over the telephone in the knowledge that 
the person on the line is who they say they are and that consent to share has been 
recorded. 
 

 On admission agree a password with the patient for when relatives ring 
 Make a note of the password on the patients notes/record 
 Before any information is given to the caller they must provide the correct 

password 
 

Also see ICT7 Mobile Devices Policy for further guidance on the use of mobile 
telecommunication devices and the Standard Operating Procedure IG_Tel01 – Telephone 
Guidance (Appendix A) 

 
6.2 Fax – (see Appendices B, C and D) 

The recommended approach for the secure transfer of personal information by fax is to 
have a dedicated Safe Haven fax and follow safe haven procedures (see Appendix C). 

 
Although not every fax in the organisation will be a designated Safe Haven fax, the 
majority of these could potentially be used to send or receive personal information and as 
such should adhere to the safe haven principles. 

 
Confidential information should not be routinely faxed as an alternative to the 
postal system.  
 
When sending person identifiable information by fax ensure you adhere to the following: 
 
 Telephone the recipient of the fax (or their representative) and let them know you are 

about to send confidential information; ask them to acknowledge receipt; and double 
check the fax number. 

 Use pre-programmed numbers wherever possible.  Ensure use of the correct          
fax number when sending a fax.  If pre-programming numbers in your fax machine, 
ensure these numbers are tested by sending test faxes and receiving confirmation 
prior to using them. 

 If not using pre-programmed numbers check and double check that you have typed 
the recipients number correctly. 

 Use only the Trust approved Fax template, which can be tailored with individual 
departments address, contact numbers etc., see Appendix D, which should include 
the following: 
 
 marked “Confidential and Urgent”  
 a standard security message  
 total number of pages that are being sent  
 contact details of the sender  

 
 Contact the intended recipient to ensure they are available and to allow them to 

prepare to receive the fax within an agreed timescale. 
 Request that the recipient contacts you to confirm receipt or non-delivery. 
 Print a confirmation sheet for the transmission and file appropriately, (where 

required, in line with professional recording guidelines). 
 



Secure Transfer of Personal, Confidential or Sensitive Information IG39 v2 
North Tees and Hartlepool NHS Foundation Trust 
 

11 of 36 (Date for review 22 March 2022) 

Some fax machines in the Trust use fax rolls which may contain person identifiable, 
confidential or sensitive information. These fax rolls must be disposed of via the 
confidential waste disposal service provided by the Trust’s authorised contractor.  

 
6.3 Short Message Service (SMS) Mobile Phone Texts 

Due to the increased access to mobile phones amongst patients and service users, 
transfer of information, especially individual information is now being considered as a way 
of communicating with patient/service users.   
 
If a service is considering using text messaging as a way of communicating with patients it 
is essential to seek guidance on any potential security and confidentiality implications from 
the Information Governance Department and have this agreed and authorised by the 
Caldicott Guardian and the IMIG group.   
 
No person identifiable or confidential information should be sent using SMS and the 
following points should be adhered to: 

 
 Dedicated NHS services are always advancing and NHS.Net SMS service should be 

considered in the first instance. 
 Obtain the patient/service users consent to be contacted in this way. 
 If NHS.Net SMS cannot be used, a Trust approved dedicated phone must be used for 

the purpose of transferring personal information.   
 Named staff should be responsible for the dedicated phone/s to maximize 

confidentiality. 
 Smart phones should have the facility to either disable local caching or a delete 

function to regularly perform this task. 
 If using a mobile phone it should be locked away when not in use. 
 If using a mobile phone it should have a PIN or password known only to the named 

staff members with responsibility for that phone. 
 All messages should be documented immediately and should then be treated as any 

other patient/service user documentation. 
 All received and sent messages should be deleted immediately from the dedicated 

phone after documentation. 
 In the event of loss or theft of the mobile phone all precautions should be taken to 

protect the confidentiality of the patient/service user and the theft/loss should be 
reported to the Information Governance Department via the incident reporting process 
and to the police where appropriate. 

 Please refer to ICT7 Mobile Devices Policy for further guidance on the use of mobile 
telecommunication devices 
 

6.4 E-mail 
Generally, e-mail systems cannot be considered a secure medium for transferring person 
identifiable, confidential or sensitive information unless the e-mail system specifically 
states that the e-mails are encrypted.  All staff using email should be made aware of this 
during their induction training and during any training provided for use of the email system.   
 
Therefore, patient identifiable and other sensitive information should not be sent by email 
unless it has been encrypted to standards approved by the NHS. 
 
Patient Identifiable, personal or sensitive corporate information must NOT routinely be 
sent by e-mail (or attachment thereto) without the sender first undertaking a detailed risk 
assessment, a data flow being approved and the following standards compiled with: 
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6.4.1 Internal Transfer 
Where internal email is the only viable method of the data transfer, information should be 
in the first instance anonymised where possible (e.g. use initials or hospital number) and 
PID kept to a minimum. 
 
Where information cannot be anonymised or for all bulk transfers then, transfers of PID 
must be password protected/encrypted using a Trust approved encryption product (e.g. 
transfer PID to a word or excel document and password protect).  

 
PID must not be sent between nth.nhs.uk and nhs.net accounts. 
 
Bulk information flows should be added to the Trust Data Flow Register by contacting the 
Information Asset Owner or Information Governance. 
 
Internal emails may be sent in an emergency situation with some PID but identifiers must 
be kept to a minimum, using as little information as possible; approval to do this must be 
sought from the Caldicott guardian or deputy   
 
Emails containing person identifiable information must be stored appropriately on receipt, 
e.g. incorporated within the individual’s record, and deleted from the email system when 
no longer needed.  
 
Email attachments are one of the most common methods for transmitting viruses. All 
users should be informed of the dangers posed by opening attachments, especially those 
they were not expecting. Up-to-date Anti-Virus software should be used to check 
attachments and lock particular file types.  
 
Ensure that any clinical information sent conforms to the Caldicott principles.  When 
setting up any clinical information flow using email, work flows should be reviewed and if 
necessary approved, by the Caldicott Guardian via the Information Governance 
Department. 
 
Internal NTH to NTH email – (see Appendix E) 
 
The following points need to be adhered to: 

 
 Risk assess the nature of the information you wish to send via email i.e. is it 

sensitive or is it urgently needed for immediate patient care etc. Use the Caldicott 
Principles (see Appendix B) to ensure patient information is minimised and no 
personal information is included in the body of the email.  Consider the use of NHS 
number as the only identifier. 

 Ensure that the name and e-mail address of recipient are correct 
 Ensure a suitable subject heading is used i.e. not including any person identifiable or 

confidential information  
 Ensure e-mail is clearly marked as confidential in the title bar.  
 Attach the personal information in a document, word, excel etc and password 

protect.   
 Check the email address of the recipient and ask for receipt confirmation. 
 Consider utilising the shared drive facility within divisions/directorates where 

documents may be stored for relevant staff to have access to. 
 
6.4.2 External Transfer 
All files containing PID transferred externally by email must be encrypted using a Trust 
approved method.  
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Transfer via NHS.net to NHS.net or NHS.net to other approved secure email types is 
sufficient or by using password/encryption methods/tools to encrypt the file – see ICT6 
Email, Internet and Digital Media Acceptable Usage Policy 
 
NHS.net mail accounts are encrypted to NHS-approved standards and may be used for 
sending patient identifiable information to recipients that also have an NHS.net mail 
account or to another approved secure email account  
 
It is imperative that all users are aware that the information is encrypted only between 
NHS.net mail accounts and the following emails types: 

 cjsm.net (Criminal and Justice)  
 gov.uk (Local and Central Government)  
 nhs.net (NHSmail)  
 pnn.police.uk (Police)  
 mod.uk (Military) 
 parliament.uk (Parliament) 

 
Note local and central government historically used legacy email addresses ending 
with “*.gcsx.gov.uk”, “*.gsi.gov.uk” and “*.gsx.gov.uk” which were switched off by 31st 
March 2019.  Local and central government organisations will instead switch to using 
“*.gov.uk” email addresses. 
 
Emails containing person identifiable information (PID) should not be sent externally to 
any other accounts, as they are not encrypted, even if sent from an NHSmail account.  
This includes between an NHS.net and a Trust NTH.nhs.uk account. 
 
There is still a need to be certain about the identity of the recipient before sending. 
 
A clear benefit must be established after weighing up the potential risks against the 
security implications of sending such information, before transmission, on a case-by-case 
basis. 
 
All users must be fully trained in the use of email and NHSmail accounts. 

 
External email to NHS Organisations – (see Appendix F) 
Communication of PID or confidential data to other NHS organisations should be 
undertaken via the use of NHSmail.   
 
Any NHS employee (including some working in social care) can apply for access to 
NHSmail via www.nhs.net.  Any issues regarding NHSmail should be referred to the IT 
Helpdesk. 
 
NHSmail provides encryption services for those requiring a secure medium for transferring 
person identifiable, confidential or sensitive information.  
 
It should be noted that: 
 
 NHSmail has been developed specifically to meet British Medical Association (BMA) 

recommendations on security and confidentiality.  The BMA and Royal College of 
Nursing (RCN) have endorsed the use of NHSmail for clinical email between NHS 
organisations provided that local policies and procedures are in place at both ends of 
the communications path to ensure that such communications are handled safely. 

 NHSmail users must also read and understand the NHSmail Acceptable Use Policy. 
 NHSmail services limit the amount of data that can be sent to other NHSmail users to 

20 Mb.  Members of staff who require to send data in excess of 20 Mb, but less than 1 

http://www.nhs.net/
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Gb, should inform the Information Governance Department who will provide assistance 
with access to a Secure File Transfer Service (SFT).  The Secure File Transfer service 
is provided by Connecting for Health and it is a method of securely transferring large 
files on an ad-hoc basis to other NHS organisations who also have access to NHSmail 
services.  
 

External email to non - NHS Organisations – (see Appendix F) 
Staff considering using email as a method of contact with a non-NHS organisation, must 
ensure that no person identifiable, confidential or sensitive information is contained in 
emails that are not encrypted to the required NHS standard. 
 
There may be rare circumstances where the use of secure NHS.net mail may not be 
possible/available for the transfer of PID; to meet the business needs of the Trust e.g. 
communication with non-NHS contracted providers.  In such situations specific agreement 
must be received from the Caldicott Guardian or Information Governance Manager for this 
information to be shared in an alternative/secure way.   

 
External email to patients / staff / other 
Any service/staff considering using e-mail as a way of routine communication with patients 
must seek guidance on any potential security and confidentiality implications from the 
Information Governance Department and have this agreed by the Caldicott Guardian and 
the IMIG Group.   
 
Where patients or staff members request emails then staff must explain to the patient that 
the general use of email is considered insecure to transport confidential information as 
once their personal information leaves the organisation over the World Wide Web the 
Trust cannot control who may access it.   
 
In all cases where an email is requested the discussions and consent to send should be 
recorded.  For patients this should be recorded in their healthcare records. 
 
For further guidance/assistance please refer to ICT6 Email Internet & Digital Media Policy 
and or contact the Information Governance Department. 
 

6.5 Manual Transportation (paper) 
It is recognised that authorised staff may find it necessary to transport health records, staff 
records and other person identifiable data (PID), personal or sensitive information from 
their team base/department or place of storage, to either facilitate their daily practice, to 
see patients in community settings or to transfer records between or within Trust sites.   

 
Mechanisms for transferring information should be tailored to the sensitivity of the material 
contained within the records and the media on which they are held.   
 
Person-identifiable, confidential or sensitive information must only be taken off site when 
absolutely necessary, and in accordance with local policy.  Only the minimum required 
data should be transferred and staff should ensure that they take every reasonable 
precaution to safeguard its safe arrival at the correct destination. 
 
Paper based personal information must only be removed from the organisation if 
absolutely necessary and the transportation of original records and particularly those of 
high importance (such as patient records) should be avoided wherever possible.  
Departments should evaluate if information can be redacted or minimised to only essential 
information prior to transportation/use.  If electronic solutions exist to transport/view 
information then these should be used in preference of paper. 
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Due to the number of different approaches to transferring personal information in person 
e.g. on foot, by car, public transport, electronic or paper formats, it is not possible to give a 
definitive list of actions to be taken.  It is the responsibility of the member of staff 
transporting the information to give careful consideration to all the potential security and 
confidentiality risks involved and agree and document actions to mitigate this with their 
line manager and where required in consultation with the IG team.  Much of the guidance 
provided in this policy and in the relevant policies will support this assessment. 
 
Health and/or staff records/PID must not be left unattended in areas used by the public.  
This applies to wards, outpatient departments, offices and also to staff vehicles.  If 
transportation is deemed essential, health records should be tracked on its onward 
dispatch and inward receipt, and the records should be returned to their permanent 
storage location as soon as possible.  
 
For all transportation methods, it is necessary to ensure the Trakcare tracking system 
is updated with the new location of the patient records each time patient records 
move or that tracer cards are updated for records not held on Trakcare.  All 
secretarial and ward clerk staff have access to the tracking system as do all Health 
Records Staff.   

 
6.5.1 External transportation by Trust staff 

 
  All PID, personal and sensitive Information (including patient healthcare records) 

transported outside of the Trust and its community bases should be in a sealed tamper 
evident envelope, bag, box, case or other suitable secure container. 

 
  All secure containers must be marked “Private and Confidential, Addressee Only’ 

stating a contact number should the package be lost and found.  It is recommended 
that a label be attached with this information on or that this be pre-printed 

 
  No patient identifiable information should be visible during transportation.  The patients 

initial or hospital number only may be recorded onto the front of the secure container if 
required for identification  

 
  Services/departments should contact the Information Governance Team and the 

supplies team in order to source suitable secure containers for transportation that meet 
the needs of the service/department and also the Trust policy 

 
  Where service/department specific ‘secure containers’ are not available as a minimum 

requirement the Trust standard grey tamper proof plastic envelopes should be used.  
These can be ordered via Cardea with product code: WYY976 - Tamper proof plastic 
mailer (Grey) 450x525mm (box of 100) 

 
  Each department/division/directorate will need to order their own tamper evident 

material to ensure security of information. 
 
  Where the non-reusable plastic envelopes are used staff should carry a stock of the 

envelopes to ensure records can we made safe once used e.g. once you open an 
envelope at a patient’s property/destination you must then put the documents into a 
new bag and seal it for the return journey. 

 
  When transporting Information (including patient healthcare records) via staff’s own 

transport all information/records should be locked in the boot of the car; and always out 
of sight; records/information should not be left in the car on any other non-patient 
visiting journeys/stops (i.e. going to shop, at home on drive etc…) 
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  If leaving a car for any time take the information with you, risk assess the situation. 
 
  Information (including patient healthcare records) must not be left in the boot of the 

staff’s car overnight 
 
  Information (including patient healthcare records) should not be transported via public 

transport without approval and an appropriate risk assessment being completed by the 
service/department; Staff requiring to transport PID by public transport should seek 
approval from their line manager who should seek advice from the Trust IG Manager 
and Caldicott Guardian 

 
  Information (including patient healthcare records) should be returned to base as soon 

as possible (generally by the end of the working day) 
 
  Staff should not, without authority to do so take PID/Personal /Sensitive Information 

(including patient healthcare records) home; if staff require information/records to be 
taken home (e.g. to facilitate domiciliary visits and out of hours visits) then authority to 
do so should be sought from the staff’s line manager who must ensure that all 
necessary processes have been implemented for the safe keeping.  

 
  Information (including patient healthcare records) must not be stored at staff homes 

over a period of annual leave 
 
  In exceptional (approved) circumstances when a healthcare professional is not 

returning to their team base/department at the end of the working day, the health 
records/information should remain in a secure/ lockable container in the safest location 
available within the staff’s home.  Care must be taken to ensure that family members or 
visitors to the home do not gain access to the Information and that confidentiality and 
Caldicott Principles are upheld 

 
  Any loss/potential loss of information must be reported as soon as possible to the 

Information Governance Department as per the IG30 Data and Cyber Breach 
Management Policy 

 
6.5.2 Cross site transportation by Trust vehicles 

 
  Healthcare records transported between Trust sites should be transported via the Trust 

Portering service via a Trust vehicle (with the exception of community bases where 
the above guidance on external transport may be followed where Trust transport 
is not available) 

 
  Health records/Information which are being transported by the Portering service in a 

Trust vehicle from Health Records Department (site A) to Health Records Department 
(site B) must be placed directly into an approved secure health records transport box 
with lid (The “red box”) and must be secured with a security tag to prevent access 

 
  Health records/Information which are being transported by the Portering service in a 

Trust vehicle for onward delivery to an individual (internal) or specific internal 
department must also be placed into a tamper proof plastic envelope (see 6.5.1 for 
guidance) with the addressee clearly marked; envelopes must be placed into an 
approved health records transport box with lid (The “red box”) and must be secured 
with a security tag to prevent access. 

 
  Health records/Information placed into the ‘Health Records Hub Room’ for collection 

and transportation must be in a sealed ‘secure container’ (see 6.5.1 for guidance) with 
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the addressee clearly marked; Health Records should not be placed into the ‘shuttle 
room’ as this is located in an uncontrolled area. 

 
  Health records/Information should never be left unattended in a Trust vehicle or visible 

to the public during transportation 
 

6.5.3 Personal manual transportation / Hand delivery 
 

  Records/Information transferred in person between clinical or other Trust areas should 
be transported using a secure method to prevent data loss e.g. tamper evident plastic 
envelope, secure transport box or in an approved medical records trolley with cover  

  Health records should be hand delivered for internal departmental transfer and not put 
into the internal mail (for cross site see 6.5.2); internally transported via a secure 
method in ‘secure containers’ or other appropriate means to prevent loss of information 
e.g. tamper evident plastic envelope, secure transport box or in an approved medical 
records trolley with cover 

  If health records are being transported in larger numbers, then they should be safely 
moved around using an approved medical records trolley with cover 

  Records/Information placed into trolleys should be placed so that no PID is visible 
during transportation, the use of a trolley cover is recommended at all times; if this is 
not possible then the records must be placed into secure containers and then into the 
trolley to avoid loss of information 

  Medical records trolleys should never be left un-attended in public places; even for 
short periods; staff are responsible for the trolley that they are using 

  Medical records trolleys should not be ‘over filled’ to prevent accidental loss from the 
trolley 

  Records/Information must be protected from the elements when transporting outdoors 
between Trust buildings; e.g. tamper evident plastic envelope, secure transport box or 
in an approved medical records trolley with cover 

  When transporting records in trolleys or wheeled crates care should be taken to ensure 
that items cannot fall out of the trolley/crate; trolley covers/lids should be used 
especially if transporting via outdoor locations (please contact Information Governance 
for advice) 

  Following internal transportation records/information should be stored securely within 
the clinic, ward or office environment, arranged so that the records can be found easily 
if urgently needed 

  Records should be stored closed when not in use so that contents are not accidentally 
seen; records must be kept in areas that are inaccessible by members of the public 

  Where records are in clinical use outside clinical NHS areas they must be held securely 
in locked cabinets/cupboards when not in use. 

 
6.5.4 Transportation via internal mail 

 
  PID, personal or sensitive information that is to be transported via the internal mail 

must be secured in tamperproof plastic security envelopes or other suitable secure 
containers suitable for use within the internal mail system. (see Information 
Governance Team for further advice)   
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  Post trays for inbound and outbound mail should be kept in a secure location 
 
  Internal post should be clearly addressed on the front of the envelope 
 
 

6.5.5 External mail services 
 

  Patient records should only be sent via the external mail service / postal service where 
authorised to do so by the patient e.g. following a subject access request 

 
  All patient records being sent in the external mail/post must be secured in tamperproof 

plastic security envelopes and sent by Recorded Delivery or in some cases by Special 
delivery. 

 
  Envelopes should be clearly marked with the recipient’s address, a return address 

should be included and the envelope marked ‘Private and Confidential’ 
 
  General correspondence sent from the Trust via external mail services should be sent 

as per the SOP CA13 Completion of Patient and People Documents Procedure 
(Further information and guidance should be sought from the Trust Administration 
Manager or the Information Governance Department) 

 
6.5.6 Records sent as result of patient transfers 
 

 Should a patient be admitted to any hospital outside of the North Tees and Harltepool 
Trust and that hospital makes an urgent request for the North Tees and Hartlepool 
patient notes to be provided immediately, then again the patient records must be 
securely packaged into tamperproof plastic security envelopes or other suitable ‘secure 
containers’ before transfer with the patient. Please see the IG12 Healthcare Records 
Management Policy for further guidance. 

  
6.5.7 Bulk transfers by external approved courier / contractor (see Appendix G) 

 
 It is essential that the Trust is aware of all bulk transfers (in excess of 50 patients/staff 

records) that are occurring.  
 
 All bulk transfers must be authorised.   
 
 Any such transfer must be agreed by a member of the Information Governance 

Department who will decide whether to authorise the transfer of this information after 
careful consideration of the content, format and method of transfer.   

 
 The Information Governance Department will maintain a log of all bulk transfers of 

information on behalf of the Trust to meet the requirements of the Information 
Governance toolkit.  

 
 The transfer must only take place by Trust approved couriers/contractors and receipt 

must be confirmed. 
 

 Appropriate contractual arrangements must be in place with the courier to ensure the 
secure and confidential transfer 
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6.5.8 Transfer by taxi (see Appendix H) 
 

 The use of taxis should be for urgent/emergency transfers only and where possible 
approved Trust vehicles or personal manual transportation should always be used 

 
 Person identifiable, confidential or sensitive information (including healthcare records) 

must be secured in suitable ‘secure containers’ such as an approved tamperproof 
plastic envelope, bag or transport box 

 
 The package for transfer must clearly state where and to whom the information is to 

be hand delivered.   
 

 A record must be kept, and must include as a minimum, date, department sending, 
department/site receiving, what information was sent, and taxi firm used.   

 
 It is the responsibility of the person sending the information to ensure that the 

information reaches the intended destination, if not, the information collated prior to 
dispatch must be used to trace the whereabouts of the information.  

 
 All taxi booking must be made via the Trust Service Desk and must be approved by a 

senior manager (band 8 or above) as per EF8 Use of Taxis Policy 
 

 Any loss/potential loss of information must be reported as soon as possible to the 
Information Governance Department.  

 
6.6 Removable Media 

Any electronic information must be encrypted prior to transfer, in line with DH standards. 
 
Please refer to ICT5 Removable Media Policy for further information or contact IT 
helpdesk for advice. 
 
The Trust has deployed an encryption solution across the organisation for mobile devices 
and device control is now in place to ensure only Trust approved devices can connect to 
the network via USB.   
 
If you receive person identifiable, confidential or sensitive information on removable media 
e.g. CD, DVD or USB Memory Stick that does not have the required security measures in 
place, i.e. encryption, please inform the originator to stop immediately and contact the 
Trust IG Department for further advice/guidance. 
 

6.6.1 Use of CD RoMs, DVD, USB Memory Sticks 
 

  Staff are not permitted to introduce or use any removable media for (i) storing and/or 
(ii) transporting person identifiable, confidential or sensitive information other than 
those provided/ explicitly approved for use by the ICT department.   

 
  Staff with a justifiable need to transfer such information can request an approved 

encrypted USB Memory stick and should do so by contacting the Information 
Governance Department.  

 
6.6.2 Electronic equipment holding personal information 
 

  All electronic systems holding personal information must be secured in accordance 
with the Trust’s Information Security policies.  
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  Further advice is available by calling the Information Governance Team or IT Helpdesk  
 
 

6.7 Social Media and Consumer Communication Applications 
 

The transfer of person identifiable information is strictly prohibited though social media or 
any form of communication application (i.e. WhatsApp, Facebook Messenger etc.) 
 
Whatever other merits of use, such applications should never be used for the sending of 
information in the professional healthcare environment.  Such applications are consumer 
services which do not have service level agreements with users and have no relevant 
data security certification. 
 
There is no valid reason for their use within the NHS.  Only applications that have been 
approved by NHS England / NHS Digital should be used. 
 
Please contact the IG team for further advice. 

 

6.8 Other methods of transfer 
This policy highlights the main ways in which personal information is likely to be 
transferred.  However, there may still be other methods in which this information is 
transferred e.g. use of a private company to support an office move which involves 
patient/service user records. 
 
As with all the other methods described above, the member of staff or authorising 
manager must give consideration to any security and confidentiality risks of the method of 
transportation.   

 
7. Compliance and Monitoring  
 
This policy will be monitored by exception reporting of Datix incidents and issues raised 
following these incidents relating to data protection and confidentiality at the Information 
Governance Group (IMIG) and reports will be produced for the Digital Strategy Board (DSB). 
 
The following processes will also be monitored for compliance as outlined in the table   below. 
Where monitoring identifies deficiencies an action plan will be produced and reported via the 
IMIG group. 
 
Process 
reference 

Process Lead auditor 
(job title) 

Scrutiny 
Committee 

Frequency 

Whole Policy The Information Governance 
Department will carry out spot 
checks on departments to 
ensure staff are aware and 
can demonstrate adherence 
to this policy where 
appropriate. 
 

Information 
Governance 
Manager 

IMIG 
Group 
 
DSB 
 
 
 
 

Bi-Monthly 
Reporting 
 
Annual 
Programme 
of Audit 

 
 
Documentation to assure the Trust that procedural documents are communicated appropriately 
can be found in Appendix J
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Appendix A 
Telephone Guidance 

 

1. TELEPHONE GUIDELINES 

 
Principles of confidentiality and data protection to apply to all telephone conversations. 
 

 This procedure should be used in conjunction with the Data Protection, Caldicott and 
Disclosure Policy IG5 and the Secure Transfer of Personal, Confidential and Sensitive 
Information Policy IG39  

 
OUTBOUND CALLS 
General Guidance 
 

 A patient has a right to privacy so we must talk to the patient, unless we have a justified 
reason to speak to someone on their behalf, e.g. they have given their consent or it is in their 
best interests. 

 Avoid ‘alarmist’ language such as ‘it’s confidential’ or jargon like ‘fast track’ 
 If you think you may need to contact the patient by phone, ask if you can call them at work, at 

home or on a mobile. 
 Ask if you can leave messages 
 If you know the patient is unable to speak to you, or the recipient of the call tells you that they 

effectively act on the patient’s behalf, then you can pass limited information to the recipient. 
 
Anonymous Call Reject Services 
 
Many telephone providers offer additional services to their customers, one is the ability to prevent 
calls being made by anonymous organisations. 
 
If you call a patient or member of staff and you get a ‘number unknown’ or ‘unable to connect your 
call’ they may have activated this service.  If this happens dial 9 1470 then the number you need and 
the number is ‘unanonymised’. 
 
The use of answerphones: 
 

 Unless you can guarantee that the message will be delivered to and received by the correct 
patient then do not leave a message. 

 Services should only use answer phones for personal information after careful consideration 
of the security and confidentiality risks involved.  

 Consider whether leaving personal information on answer phones is appropriate.  Has the 
patient/service user/staff member agreed to this? 

 Never leave any clinical information or mention the hospital if a message is deemed safe   
 Ensure answer phone messages cannot be overheard when being played back, consideration 

should be given to a safehaven answer phone. 
 Ensure Trust answer phone services are protected by pin number access or by being in a 

locked room when unattended to prevent unauthorised access 
 
Consider the dangers of leaving a message: 
 

 If you leave an answerphone message that the patient may not be the first to hear 
 Who might hear the message? 
 Are you sure you have called the correct number? 
 Will the recipient fully understand the content of the message? 
 How can you be certain the message has even been picked up? 
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 You may inadvertently breach patient confidentiality 
 
Please do not mention the Hospital or leave any clinical information 
 
Unless you can guarantee that the message will be delivered to and received by the correct patient 
then do not leave a message. 
 
Sharing Patient Identifiable Information with Staff/External Agencies 
Before contacting staff in other areas of the Trust or those in external agencies always ensure you: 

 Have checked the consent of the patient – if required – to share their information 
 Have checked the identity of the person you are calling before sharing the information 
 Limit the amount of personal information disclosed.  Information should be shared on a ‘need 

to know’ basis. 
 Are not being overheard while giving clinical information. 
 

Providing a Confidential Service 
Protect patient information 
Inform patients of how their information is used 
Provide choice to the patient to decide whether their information can be disclosed or used in the 
particular ways. 
 
 
INBOUND CALLS 
 
Answering the Telephone – General guidance 

 State your name, status and ward/department 
 Ask who is calling 
 Ascertain nature of call 
 Activate silence button where available 
 Be polite and professional at all times 

 
What information can you give relatives/Next of kin when they call? 
 
Before any personal and/or sensitive information may be shared by telephone, it is your responsibility 
to ensure that the caller has the legal right to that information and that the subject   of   the information 
has   provided consent.   This   includes confirming the physical whereabouts of the subject. You must 
therefore: 

 Where practicable, confirm the consent of the subject has been given and recorded 
 Check identity of caller and patient’s full name 
 Make sure the person you are talking to is entitled to the information 
 If in any doubt, provide nothing until you are sure the information should be provided 
 Or - allow patient/subject to speak directly to caller 
 Or – ask patient/subject what they would like you to pass to the caller 

 
Some patients might have relatives that do not live locally of even in the UK or patients may request 
that you provide information by telephone to a relative if they are unable to attend the Hospital.   
 
To ensure the relative is kept up to date with the welfare of the patient it is advised to set up a 
telephone password with the patient.  This will allow staff to disclose confidential and sensitive 
information at the request of the patient safely over the telephone in the knowledge that the person on 
the line is who they say they are and that consent to share has been recorded. 

 On admission agree a ‘telephone’ password with the patient for when the relative rings 
 Make a note of the password on the patients notes/record and record their consent 
 Before any information is given to the caller they must provide the correct password as 

documented in the patient record 
 
If unsure pass call to senior member of staff 
 
What Clinical Information can you give staff? 
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Only those staff with a ‘professional relationship’ have the right to relevant clinical information. 

 Check identity of member of staff – name, department, nature of enquiry 
 If you cannot verify the identity of the member of staff, ask to call them back and consult your 

manager 
 If you have to give clinical information, provide only what is necessary for the task at hand 

and be aware of others who may be listening 
 

What if the Police or Another Official Authority wants information and you are unsure how to 
proceed? 
 

 Politely explain that no information is to be given without appropriate authorisation, refer to 
Appendix E of this policy, ‘Guidance on to Disclosure of Personal Information to the Police, 
Probation Services and Social Care’. 

 Refer the enquiry to an appropriate manager, or to the Information Governance Team 
 

What information can you give the press/media? 
 

 Politely explain that no information is to be given without appropriate authorisation: refer to 
the Communication Department or on call Manager. 
 

What information can you provide a GP Practice? 
 
Information may be provided to a GP in the interest of a patient’s care. 

 Check identity of caller and patient’s full name 
 If in any doubt, call back using documented GP Practice number 
 If unsure pass call to senior member of staff 
 If you have to give clinical information, provide only what is necessary for the task at hand 

and be aware of others who may be listening 
 

What information can be provided to a patient via a telephone enquiry? 
 

 Before providing any information, you must verify the identity of the caller.  
 

 Think carefully about the information you are sharing, be sensitive of the impact the 
information may have on the patient, and others. For instance, it is unlikely that it would be 
appropriate to provide bad news by telephone – does the patient have anyone with them as 
support? 

 Check identity, name, address and date of birth 
 If you have  to give  clinical information, provide only  what is necessary for the task at hand 

and be aware of others who may  be listening 
 

What information can you give employers about patients? 
• None 
 
What information can you give to a soldier’s commanding officer? 
 
Notification to the Service Authority may be made by telephone or other secure communication 
methods only and should, where possible, include the following details in respect of the Service 
Personnel: 
 

 Name and address of the reporting hospital 
 Service number 
 Rank, name and initials 
 Unit and address 
 Date of admission 
 Ward 
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 Next of kin details and if they have been notified 
 
It is neither appropriate nor necessary to provide clinical information. 
 
MONITORING OF PROCEDURE 
This procedure is monitored by exception reporting of Datix incidents and issues raised following 
these incidents relating to data protection and confidentiality by Clinical Educators at the Information 
Management and Information Governance (IMIG) Group and reports will be produced for the Digital 
Strategy Board. 
 
FURTHER INFORMATION 
For further guidance please contact the Trust Information Governance Department. 
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Appendix C  

 
SAFE HAVEN FAX PROCEDURE 

 
A Safe Haven is a location within the Trust where confidential information (whether it is paper, 
electronic, phone or verbal exchanges) is both received and stored in a secure manner, and 
neither the public nor patients have access. 
 
A Safe Haven should have: 

• An entrance that requires a key, keypad or swipe card 
• Access only to those on a need to know basis 
• A designated contact person for each physical site 
• Up-to-date Information Security Policies and Procedures 

 
Staff working within the Safe Haven should be: 

• Trained appropriately in information security and the secure transfer of personal 
information, 
• Aware of the safe haven policies and procedures. 

 
Safe Haven Fax Machines 

 The fax machine should be placed within a secure area (for example a room or locked 
cupboard) 

 Windows and other access points should be secure 
 The fax machine should be sited out of the view of passers by  
 Ensure the fax contains only the minimum details necessary for the recipient to identify 

the data subject(s) and patient identifiable information should only be sent via fax if  
absolutely necessary 

 Use only the Trust approved Fax pro forma with security message 
 Contact the recipient of the fax (or their representative) to confirm number and inform 

them that confidential information is about to be sent via fax 
 Staff should always check that the fax has been received by the correct recipient. Ask 

the recipient (or their representative) to acknowledge receipt/non-receipt of the fax. 
 Where possible, common-use numbers should be pre-programmed into the fax machine 

to prevent mis-dialling; Double check the fax number and dial carefully 
 Monitor transmission and suspend if any anomalies 
 Faxes should be managed promptly and procedures should be in place to cover key 

staff absences 
 Discarded fax rollers should be disposed of securely via the confidential waste disposal 

service provided by the Trust’s authorised contractor. 
 Where identified a “Safe Haven Fax Register” should be kept and monitored by the 

Divisional/Directorate IG Representatives. 
 If a fax is received in error, securely retain the fax and contact the sender to request 

instruction, raise a Datix and if requested to dispose of the fax use the confidential bins 
 If fax is sent in error, contact recipient and arrange to retrieve the document as soon as 

possible, raise a Datix and contact IG department 
 

It is the sender’s responsibility to ensure the appropriate steps are completed 
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Please see IG39 Secure Transfer of Personal Confidential Information or Sensitive 
Information Policy for more information and guidance 
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Appendix D 
 

 

 

CONFIDENTIAL FAX 

 
To:       From:      

Fax:       Date:      

Phone:      Pages:     

RE:       CC:      

 

 

 

 

 

 

 

 

 

 

 

 

Confidentiality Clause 

This fax is confidential and is intended only for the person(s) to whom it is addressed. If you 
have received this fax in error, please immediately notify us by the telephone number above and 
return the message to us by post. If the reader of this fax is not the intended recipient, you are 
hereby notified that any distribution or copying of the message is strictly prohibited. 
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Appendix E 
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Appendix F 
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Appendix G 
 

Courier Flow Chart 
 

 
 

 
Contact recipient to inform of dispatch and timeframe. 

Recipient to sign for delivery and confirm receipt to sender by 
agreed method. 

 

Confirm the name, department and full address of 
the recipient 

The sender must contact the recipient if confirmation of receipt 
has not been received within the specific timeframe – Do not 
presume delivery occurred.  If no delivery contact courier 
and inform IG Department immediately. 

Electronic transfers  
contact Information Governance 
Department for advice 

Manual records 
Ensure the recipient is aware of the 
information transfer. 

Seal all the information in a tamperproof security envelope or for bulk 
transfers use a security bag or box.  The front should clearly state: Private 
and Confidential and include department and full address of the recipient. 

The Courier must only hand the package over to nominated 
individuals and obtain a signature when delivered. 

Obtain a receipt from the Courier when handing over the 
tamperproof envelope/bag/box 

The Courier must only hand the package over to nominated individuals and obtain 
a signature when delivered. 
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Appendix H 

 
Taxi Procedure 

For the Transfer of Person Identifiable, Confidential or Sensitive Information 

 
  

Do not presume delivery occurred. 
If no delivery, contact taxi firm and inform IG Department immediately. 
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Appendix I 
 
Information Governance - Relevant Legislation and NHS Guidance          
   
The lawful and correct treatment of personal information is very important to the successful 
delivery of health care services and to maintaining confidence in the organisation as a whole. 
 
To this end all staff will adhere to the Principles of the Data Protection Act 2018, GDPR (from 
May 2018) Caldicott Recommendations, NHS guidelines, Human Rights Act, all other relevant 
legislation, (all of which are outlined below), this policy document and any relevant professional 
codes of practice. 
 
Relevant Legislation 
 
All Trust staff will comply with current legislation regarding the use and retention of person 
identifiable data and use of computer systems.  
 
These include, but are not limited to:  
 

 Data Protection Act 2018 
 General Data Protection Regulations (GDPR) 
 Computer Misuse Act 1990 
 Freedom of Information Act 2000 
 Copyright, Design and Patents Act 1988 
 Regulation of Investigatory Powers 2000  
 Human Rights Act 1998  
 Electronic Communications Act 2000  
 Common Law Duty of Confidentiality 
 

The Data Protection Act Principles states that personal information: 
 Shall be processed and used fair and lawfully. 
 Processing purposes shall be specified, explicit and legitimate 
 Shall be adequate, relevant and not excessive in relation to the purpose or purposes 

for which they are used. 
 Shall be accurate and kept up to date. 
 Shall not be kept for longer than is necessary. 
 Shall be handled in a way that ensures appropriate security, including protection 

against unlawful or unauthorized processing, access, loss, destruction or damage. 
 
The GDPR Principles states that personal information: 

 Personal data must be processed lawfully, fairly and in a transparent manner in 
relation to the data subject 

 Personal data must be collected for specified, explicit and legitimate purposes and 
not further processed in a way incompatible with those purposes. 

 Personal data must be adequate, relevant and limited to these which are necessary 
in relation to the purposes for which they are processed. 

 Personal data must be accurate and where necessary, kept up to date; every 
reasonable step must be taken to ensure that personal data that are inaccurate, 
having regard to the purposes for which they are processed, are erased or rectified 
without delay. 

 Personal data must be kept in a form which permits identification of data subjects for 
no longer than is necessary for the purposes for which the personal data are 
processed. 

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted/data.htm
https://gdpr-info.eu/
http://www.opsi.gov.uk/acts/acts1990/UKpga_19900018_en_1.htm
http://www.opsi.gov.uk/Acts/acts2000/ukpga_20000036_en_1
http://www.opsi.gov.uk/acts/acts1988/UKpga_19880048_en_1.htm
http://www.opsi.gov.uk/acts/acts2000/ukpga_20000023_en_1
http://www.opsi.gov.uk/ACTS/acts1998/ukpga_19980042_en_1
http://www.opsi.gov.uk/acts/acts2000/ukpga_20000007_en_1
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/Browsable/DH_5803173
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 Personal data must be processed in a manner that ensures appropriate security of 
the personal data, including protection against unauthorized or unlawful processing 
and against accidental loss, destruction or damage, using appropriate technical or 
organisational measures 

 The data controller shall be responsible for and be able to demonstrate compliance 
with these principles 

 
The link below outlines the range of complex legal and professional obligations that limit, 
prohibit or set conditions in respect of the management, use and disclosure of information and, 
similarly, a range of statutes that permit or require information to be used or disclosed. 
  

 NHS Information Governance:  Guidance on Legal and Professional Obligations 
 

Caldicott Principles 
 
Further information can be found in IG5 Data Protection, Caldicott and Disclosure Policy 

 
 

NHS Guidelines  
 

 Information Security Management NHS Code of Practice  
 Information Governance Alliance: Records Management NHS Code of Practice 2016 
 Confidentiality NHS Code of Practice  

 
 

..       
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 

 

 

 

 

 

 

 

http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_079616
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Appendix J 

 
Documentation to assure the Trust that procedural documents are communicated 

appropriately 
 
WARD/DEPARTMENT …………………………………………………………………… 

 
NUMBER AND TITLE OF DOCUMENT ……………………………………………………. 
All staff are responsible for ensuring that they are aware and have read and understood 
their responsibilities in relation to this particular document and what impact it will have 
on their role.  

 

 
  

 

 I have read and understood my responsibilities in 
relation to this particular  Policy 

Names of staff  Signatures  
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Policy Title:  
Data Minimisation Policy 
 

Summary 
This policy details the responsibility of all 
Trust staff regarding the protection of data 
when data is used for purposes other than 
direct patient healthcare. 

Reference and Version No: 
IG43 Version 1  
 
Author and Job Title: 
Kerry McLean 
Information Governance Manager 
 
Executive Lead –Chief Information and 
Technology Officer  
 
 

 
 

 

Validated by: 
Information Management and Information 
Governance Group 
 
Ratified by: 
Digital Strategy Board 
 
Date Issued: 
22 March 2019 
 
Date for Review: 
22 March 2022 
 
Related Documents: 
IG5 Data Protection, Caldicott and Disclosure 
Policy 
IG39 Secure Transfer of Personal Confidential 
or Sensitive Information Policy 
IM2 Data Quality Policy 
 
This Policy is Intended for: 
All Trust Staff 
 

 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, ethnicity, 
gender, gender reassignment, nationality, race, religion or belief, responsibility for dependants, 
sexual orientation, trade union membership or non-membership, working patterns or any other 
personal characteristic.  This policy will be implemented consistently regardless of any such factors 
and all will be treated with dignity and respect.  To this end, an equality impact assessment has 
been completed on this policy. 
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1. Introduction 
 
 This document sets out the North Tees and Hartlepool NHS Foundation Trust’s Data 

Minimisation Policy.  The key principle of this policy is to ensure, as far as is practicable, 
that individual service users cannot be identified from data used to support purposes other 
than their direct care or to quality assure the care provided.  Where this is not practicable, 
data should flow through business processes that minimise the risk of inappropriate 
access.  In many circumstances this requires data to be received by a part of the 
organisation designated as a ‘safe haven’ where it can be processed securely and only 
used in an identifiable form for specific authorised procedures within the safe haven 
boundary.    
 

 Onward disclosure to third parties should be limited, according to requirements for each 
disclosure to pseudonymised, data anonymised data or to data with all patient identifiable 
data fields removed unless otherwise approved under policies in force at the time.  
Pseudonymisation is a method which disguises the identity of patients (or Personal 
Identifiable Data - P.I.D) by creating a pseudonym for each patient identifiable data item. 
This allows patient linking analysis needed within secondary uses.  Pseudonymisation is a 
core element of Secondary Uses Services (SUS) and should be applied across the Trust.  
Pseudonymisation should be applied to data held within a secure database. 
 

 Effective processes depend upon robust information governance and effectively trained 
staff who understand the importance of data protection and confidentiality.  Where there 
are weaknesses in an organisation’s information governance framework its controls on 
access to confidential patient identifiable data are unlikely to be effective and it would not 
therefore be possible to comply with attainment levels required for the information 
governance toolkit relating to information governance management, confidentiality and 
data protection assurance and information security assurance. 
 

2. Scope 
 

 The purpose of this policy is to provide all Trust personnel who use patient data with 
guidance to safeguard the confidentiality of the patient when the data is used for purposes 
other than direct patient healthcare.  In particular, the policy is directed at: 

 
 maintaining the highest standards of confidentiality and security in relation to the 

use of 

PID for planning purposes; 

 ensuring compliance with legislation relating to the handling of confidential data; 

 minimising access across the organisation to PID by ensuring that users have 
access only as required by their role; 

 ensuring that corporate and individual responsibilities and obligations are clearly 
spelt out; 

 ensuring the separation of business objectives from the need to comply with 
mandatory operational and legal requirements around the use of PID. 
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 This policy will apply to: 
 

 All employees working for or on behalf of the Trust, including fulltime, part-time, 
non-executive directors, contracted third parties, agency staff, locums, students, 
trainees, secondees, staff of partner organisations with approved access, visiting 
professionals, researchers, companies providing other services to the Trust e.g.IT 
and all volunteers. 

 

3. Aims of Policy 
 
 This policy will: 
 

 define the legal requirements and general NHS policy requirements to be met; 

 specify the default levels of access to confidential Patient Identifiable Data (“PID”) 
and the 

personal obligations and responsibilities applicable relating to the access to and use 
of PID; 

 define the confidential Patient Identifiable Data to be managed by this policy; 

 specify modes of presentation of confidential PID and non- confidential, patient level 
data 

to be managed by this policy 

 specify categories of access to and use of confidential and non- confidential data so 
that they can be associated with job roles; 

 specify a framework for securely managing and monitoring access to this data  
 
4. Roles and Responsibilities 
 
 The standards within this policy apply to all persons who manage or use Trust information, 

including all employees, agency staff, seconded staff, contractors and volunteers.  In 
addition, certain individuals have specific responsibilities as detailed below: 
 

4.1  The Chief Executive has ultimate responsibility for ensuring that the appropriate systems 
and processes are in place to protect the collection, recording and use of person 
identifiable data or information. 

 
4.2 The Senior Information Risk Owner (SIRO) is responsible to the Chief Executive and the 

Trust Board for the development and implementation of the information risk policy and risk 
assessment, act as an advocate for information risk on the board and in internal 
discussions, and provide written advice to the Chief Executive on the content of the 
Statement of Internal Control relating to information risk  

 
4.3 The Caldicott Guardian is responsible for overseeing the safe and secure use and 

sharing of patient identifiable data and ensuring that procedures are established for the 
accurate recording of patient information.  

 
4.4 Chief Information Officer is responsible for and must have an awareness of all Trust 

Pseudonymisation issues within the Trust and ensure that, Directors, Associate Directors 
and Clinical Directors are aware of the policy  
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4.5 Head of Information Governance and Data Protection Officer is responsible for the 

operational management of data protection, the confidentiality code of conduct, and 
information security and for ensuring that safe haven arrangements conform to NHS 
standards  

 
4.6 Data Quality/Information Management Team/Information Asset Owners are 

responsible for managing the new safe haven processes and applying the rules of de-
identification, pseudonymisation or anonymisation to data within the individual patient 
information systems or the data warehouse they are responsible for. Other staff may be 
approved by the Caldicott Guardian to undertake Safe Haven processes on a case by case 
or exception basis. 

 
4.7 Information Governance Manager is responsible for reviewing and updating the 

Pseudonymisation policy in line with local and national requirements. 
 
4.8 All Trust Staff involved in the processing of person identifiable data and Managers who 

have responsibilities for those staff must ensure the information remains secure and 
confidential at all times. 

 
5 Definitions  
 

5.1 Patient Identifiable Data 
This policy applies to any one or more of the following patient data items wherever it/they 
may appear and irrespective of the name of any data field in which it/they may appear: 
 

 Name - including last name and any forename or aliases 

 Address – including any current or past address of residence 

 Date of birth 

 Postcode - including any current or past postcode of residence 

 NHS number 

 Ethnic category 

 Local Patient identifier 

 Patient pathway identifier 

 Date of death 
 
5.2  Patient data categories 

For the purposes of this policy, definitions of data categories are as follows and apply to 
data at individual record level: 

 
5.2.1  Confidential patient identifiable data: 1 or more of the data items specified in 5.1 can be 

viewed unmodified allowing: 
 

 patients to be identified and differentiated within any subset of data 

 patient records to be linked across systems 
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5.2.2  Non-confidential patient data: pseudonymised: 1 or more of the data items specified in 
5.1 can be viewed modified allowing: 

 
 patients to be identified only via secure, Caldicott approved and managed access to 

related confidential patient identifiable data 

 patients to be differentiated within any subset of data 

 patients to be linked across systems 
 
5.2.3 Non-confidential patient data: part anonymised: 1 or more of the data items specified in 

5.1 can be viewed modified: 
 

 allowing patients to be differentiated within any subset of data but not identified via 
other data sources and 

 not allowing patients to be linked across systems or subsets of data 

 
5.2.4 Non-confidential patient data: fully anonymised: None of the data items specified in 5.1 

can be viewed allowing: 
 

 no patient differentiation or identification or linkage across systems or subsets of 
data. 
 

5.3  Data Storage Locations 
This policy applies to data stored on hardware and equipment directly managed, owned or 
hired by the Trust including but not limited to: 

 
 Servers on Trust premises 

 Desktop workstations on Trust premises 

 Desktop computers on non-Trust premises 

 Laptops, notebooks 

 PDAs, smartphones 

 Memory cards and memory sticks 
 

6. Categories of Data Use 
 

6.1 The categories of information listed below are the types of information the Trust holds and 
the purposes for which this information is used.  Access will be restricted according to 
categories of data use. 

 
6.1.1  Healthcare medical purposes (primary uses): Confidential patient identifiable data 

(5.2.1): 
This category of use allows use of confidential patient identifiable data: 
 

 to directly contribute to the carrying out of diagnoses or the provision of care or 
treatment for an individual usually on a face-to-face basis; 
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 for administrative purposes in direct support of provision of care to enable the 
making of appointment bookings, referrals for treatment, writing and transmission of 
communications; 
 

Allowed users as defined in section 2 of this policy include: 
 

 Regular Users: whose main job role matches one or more categories of data use in 
6.1 and who require continuous access at record level in order to perform their job 
role. 

 Occasional users: whose main job role does not match one or more of the 
categories of data use in this section but who are required to carry out a specific 
project or task which matches one or more of the categories in 6.1 and who require 
access from time to time to specific sub sets of data. 

 
Approval by the Caldicott Guardian is required for each occasional or one-off access in 
this category and each use must be fully justified (see appendix 2: Caldicott approval 
Form). 

 
6.1.2 Non-healthcare medical purposes (secondary uses): Non-confidential patient data: 

pseudonymised (5.2.2) 
Allowed uses, within the Trust, in this category include: 

 
 auditing the quality of care provided to an individual; 

 auditing care provided within a pathway across organisations; 

 monitoring the safety of interventions; 

 controlling and preventing the spread of communicable diseases; 

 individual packages of health care where the identity of the patient is essential; 

 carrying out data quality checks to support validation of record level data. 

 supporting linkage between data sets to ensure the reliable identification of 
individuals across data sets and information systems; 

 carrying out data quality checks to support validation of record level data after it has 
been manipulated and loaded to information systems, data stores and repositories; 

 carrying out the development, design and testing of data handling and information 
systems and to validate their output; 

 managing and maintaining servers and associated networks and hardware which 
hold or transmit patient identifiable data; 

 providing technical support to end users 
 

Allowed users as defined in section 2 of this policy include: 
 

 Regular Users: whose main job role matches one or more categories of data use in 
3C and who require continuous access at record level in order to perform their job 
role. 

 Occasional users: whose main job role does not match one or more of the 
categories of data use in 3C but who are required to carry out a specific project or 
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task which matches one or more of the categories in 3C and who require access 
from time to time to specific sub sets of data. 

 
Approval by the Caldicott Guardian is required for each occasional or one-off access in 
this category and each use must be fully justified (see appendix 2: Caldicott approval 
Form). 

 
6.1.3 Non-healthcare medical purposes (secondary uses): Non-confidential patient data: 

pseudonymised (5.2.2) 
Allowed uses, within the Trust, in this category include: 
 

 financial auditing purposes; 

 the planning of care services 

 the carrying out of preventative medicine 

 the carrying out of medical research 
 

Allowed users as defined in section 2 of this policy include: 
 

 Regular Users: whose main job role matches one or more categories of data use in 
3C and who require continuous access at record level in order to perform their job 
role. 

 Occasional users: whose main job role does not match one or more of the 
categories of data use in 3C but who are required to carry out a specific project or 
task which matches one or more of the categories in 3C and who require access 
from time to time to specific sub sets of data. 

 
Registration with and approval the Information Governance Committee is required for each 
occasional access in this category (see appendix 2: Caldicott approval Form). 
 

6.1.4 Non-healthcare medical purposes (secondary uses): Non-confidential patient data: 
part anonymised (5.2.3) 
Allowed uses, within the Trust in this category are the same as in 3C above.  No approval 
or registration is required for access in this category on a regular or occasional basis. 
 

6.1.5 Non-healthcare medical purposes (secondary uses): Non-confidential patient data: 
fully anonymised (2.5.4) 
There are no Data Protection or Information Governance restrictions on uses in this 
category.  No approval or registration is required for access in this category on a regular or 
occasional basis. 

 
7. Training  
 
7.1 Training around handling of patient data will be delivered via mandatory IG training as well 

as targeted ad hoc Information Security training for staff handling data for secondary 
purposes on a regular basis. 
 

7.2 The Trust is committed to ensuring that, as far as is reasonably practicable, the way we 
provide services to the public and the way we treat our staff reflects their individual needs 
and does not discriminate against individuals or groups on any grounds. 
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8. Monitoring compliance with the policy  
 
 Compliance with this policy will be monitored via bi-annual Data flow returns, audits carried 

out by the Information Management Team and any issues will be reported to the 
Information Management and Information Governance Committee. 

 
9. Review 
 
 This policy will be reviewed every three years (or sooner if new legislation, codes of 

practice or national standards are to be introduced). 
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Appendix 1 
 

Release of Patient Identifiable Data: Procedure Flows 
The following flow chart provides a simple tool to direct your attention to the key considerations in 
making good decisions about the use and disclosure of personal identifiable service user 
information.in the following scenarios: - 
 

1. Use and disclosure of personal identifiable data for the direct care of that service user; 
2. Use and disclosure of personal identifiable data for purposes of health and social care not 

directly related to care of that service user; 
3. Use and disclosure of personal identifiable data for other purposes (statutory requirements, 

etc). 
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Appendix 2 
 

Caldicott Form for the Release of Patient-identifiable data 
 

CALDICOTT APPROVAL FORM GUIDANCE 
Please read the following guide prior to completing your Caldicott approval form.   The Data Transfer 
section of the Caldicott form should be completed if there is an intention to transfer data to external 
organisations. 
 
In March 1996, guidance on The Protection and Use of Patient Information was published by the Department 
of Health. This guidance required that when the use of patient information was justified, only the minimum 
information necessary should be used and it should be anonymous wherever possible.  There are six key 
principles that must be addressed relating to patient-identifiable information: 
 
In addition, the purpose of this document is to enable the Trust to comply with the implementation of Local 
Data Usage and Governance in relation to secondary uses.  Pseudonymisation of patient data for secondary 
use purposes is expected to be effective from April 2011. Thus resulting in the Trust meeting its legal 
obligations concerning patient confidentiality for secondary uses. 
 
To enable the legal, safe and secure use of patient data for secondary purposes by the Trust and to ensure 
the Trust no longer uses identifiable data in its non-direct care related work wherever possible.  NHS IG 
policy requires that data flows between organisations must be encrypted for security purposes; 
Pseudonymisation is concerned with ensuring the security of data within organisations. 
 
The purpose of the use of data determines whether the use is primary or secondary, and the same data can 
be used for both purposes.  It is necessary to distinguish between the two types of use in order to determine 
what data a user can see.   To assist you in this judgement we provide clarification of what is meant by 
primary and secondary use: 
 
Primary Use: purposes that directly contribute to the safe care of the patient are classified as primary uses 
and include diagnosis and treatment, the clinical audit/assurance of the quality of the healthcare provided, 
drug safety and public health surveillance. 
 
Secondary Use:  a high level definition of secondary use is the use of patient information for purposes that 
do not directly contribute to the safe care of the individual concerned.  Examples of secondary use of patient 
data are performance management, commissioning, contract monitoring; all of which do not require the 
identity of patients.  An example at PCT level would be for performance monitoring of Referral to Treatment 
(RTT) which should use pseudonymised data, but for organising care provision within 18 weeks, access to 
identifiable data is a primary use and therefore permissible by a suitably authorised member of staff. 
 
It is necessary to restrict access to identifiable data (and sub-sets of that data) to authorised users for 
specific purposes only.  This means that there will be fine-grained access control facilities that supports such 
access and prohibits access of unauthorised users to all or specific sub-sets of identifiable data.   
Staff must have a legitimate post role to access / process patient identifiable date. This is controlled through 
the ‘login request’ forms for critical systems (available from the Intranet) justified and approved by the 
appropriate staff manager.  
 
ALL audits, research, surveys or any other processing (creation; storage; retention; accuracy; relevance; 
disclosure and disposal) of personal identifiable data are required to be approved through this procedure 
prior to any processing. 

In addition, all transfers of personal Identifiable data must be approved prior to the transferring of data. To 
obtain approval for the transfer of personal identifiable data complete pages 4 & 5 on the Caldicott Form, 
section 'Transfer of Personal Identifiable Data. This document is available from the following link 
 
Approval Process 
Once you have submitted your completed and signed form to the IG team, the  IG team will review details 
of the completed form to ensure compliance with Caldicott, Data Protection, NHS Code of Confidentiality, 
NHS Code of Security and related Trust policies.  The review process will identify those requests which will 
require data to be ammonised and those which require Pseudonymisation.  
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Following review by the IG team, it will be sent to the Caldicott Guardian to be signed for approval / non 
approval. 

 
The requester will be informed of the approval decision via their email account.  This email will include a 
reference number, mandatory standards to be complied with to ensure the security and confidentiality of the 
data and where applicable, provided with tools to Pseudonymous.   A copy of the email should be printed off 
and along with the returned copy of the approved Caldicott Form presented as evidence of approval to 
various Trust departments (Medical Records Library, Clinical Excellence and Information Dept.) in order to 
gain access to patient information. 
 
Next Steps 
If approval has been given to use or release the patient identifiable data with the receiving organisation, the 
requester must liaise with the receiving organisation to complete an Information Sharing Agreement (ISA).  
An ISA template and guidance can be provided by the Information Governance Team. 
 
Contact details for the Information Governance (IG) Team can be found at the end of the approval form.   
 
All queries appertaining to this procedure should be addressed to the IG Manager. 
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Use & Release of Personal Identifiable Data (Caldicott Approval Form) 
-(Please print clearly) 

Introduction 
 
The purpose of the Request for Use or Release of Person-identifiable Data Form is to record the details of 
identifiable information sent from the Trust to other partners/agencies/organisations.  This will ensure that 
all data flows of personal and/or sensitive information, including healthcare, medical and non-medical, are 
conducted in a secure and confidential manner and approved by the Trust Caldicott Guardian where 
necessary. 
 
Division/Directorate:          
                                                                  
Data Flow Title:  
 
Description of proposal: 
 
 
 
Identify purpose: (please refer to Guidance on page 1 & 2 before completing this section) 
  
Healthcare Medical Purpose                   Non-Healthcare Medical Purpose  
Non-Medical Purpose: (Primary)  (Secondary)  
 
Indicate which data items will be processed/shared: 
 
Personal Data (Article 6) 

  Name               Address           Post Code               Date of Birth           GP      
  Consultant       Next of Kin       Hospital (District) No.       Sex      
  NHS Number   Occupation      National Insurance Number      

Special Categories of Data (Sensitive) (Article 9) 
  Political opinion   Sexual orientation/life             Trade union  
  Religious/Philosophical      Genetic / biometric           Racial / Ethnic Origin 
  Medical History                  Treatment dates /Diagnosis 

Other not listed …………………………………………………………………….…. 
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Please chose lawful basis for 
processing personal data  
(Article 6 and 9 of GDPR) 
 
6a. Consent has been given to process 
the data for one or more specific purpose  

 
6b. processing is necessary for the 
performance of a contract which the 
individual is in agreement or prior to 
entering into a contract  
6c. processing is necessary for 
compliance with a legal obligation   
(Please specify)             
6d. processing is necessary in order to 
protect the vital interests of the individual  
or of another person  
6e. processing is necessary for the 
performance of a task carried out in the 
public interest  
6f. processing is necessary for the 
purposes of the legitimate interests 
pursued by the Trust or by a third party 
(It will not be lawful if interests are 
overridden by the interests or 
fundamental rights and freedoms of the 
individual which require protection of 
personal data, i.e. individual is a child).  
(shall not apply to processing carried out 
by public authorities in the performance 
of their tasks)  

9a. Individual has given explicit consent to the processing of 
the data for one or more specified purposes  
9b. processing is necessary for the purposes of carrying out 
the obligations and exercising specific rights of the Trust or of 
the individual in relation to employment and social security 
and social protection law.  (Please specify)             
9c. processing is necessary in order to protect the vital 
interests of the individual  or of another person where the 
individual is physically or legally incapable of giving consent 

 
9d. processing is carried out in the course of the Trusts 
legitimate activities with appropriate safeguards and not to be 
disclosed outside of the Trust without the consent of the 
individual.  
9e. processing relates to personal data which is manifestly 
made public by the individual  
9f. processing is necessary for the establishment, exercise or 
defence of legal claims or whenever courts are acting in their 
judicial capacity  
9g. processing is necessary for reasons of substantial public 
interest with suitable and specific measures to safeguard the 
fundamental rights and the interests of the individual  
9h. processing is necessary for the purposes of preventive or 
occupational medicine, assessment of working capacity, 
medical diagnosis, the treatment or provision of health or 
social care,  management of health or social care systems  
9i. processing is necessary for reasons of public interest in the 
area of public health, such as protecting against serious cross-
border threats to health or ensuring high standards of quality 
and safety of health care and of medicinal products or medical 
devices.  

If lawful basis for processing / sharing data is based on consent (Article 6a and/or 9a), please 
complete the following section:  
 
What information will be given to the service user about the purpose? i.e leaflet, privacy notice 
 
How will the service users consent be obtained? 
 
How will consent be recorded? 
 
Time period for data required:     
 
Start date:                          End date:  
Trust appointed person/Safe Haven responsible for release of data: 
 
Name:               Title:  
Division:                                                           Department:                       
 
Address:  
 
Telephone:              Email:   
Receiving Organisation/individual 
 
Organisation Name:                                                           Address: 
 
Appointed person responsible for data: 
 
Contact details:                                                                  Email address:                                                                       
Recipients location for receiving and processing Trust data: 
 
NHS Organisation      Government Dept.      UK      EEA Country      Non EEA Country    
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Who else will have access to the data? 
(If data recipients are not employed by the NHS please state whether NHS honorary contracts are in 
place. If not – detail confidentiality agreements.) 
 
 
Method of secure information / data transfer (please tick): 
 
NHSmail.net      Secure fax      Removable media encryption AES 256      Email    
Special Delivery / courier      Electronic File Transfer (secured)    
System Access    (if yes, please state system).................................................................................... 
 
Trust Safe Haven …………………………………………………………………………………       
 
Please describe the applicable security arrangements for the transfer: (ie xx@nhs.net to 
xx@nhs.net) 
 
 
How long will the data be stored? 
 
Where will the data be physically stored? 
 
If the data is on a computer is there access via a local network or the internet? 
 
How will data be protected? (Please detail security measures to be taken) 
 
At the end of this period how will the data be disposed? 
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You must address the 7 Caldicott Principles – please give a brief description under each of 
the following headings 
 
Principle 1 - Justify the purpose(s)  
Every proposed use or transfer of service user-identifiable information within or from an organisation should be 
clearly defined and scrutinised, with continuing uses regularly reviewed, by an appropriate guardian. 
 
 
 
Principle 2 - Don't use service user-identifiable information unless it is absolutely necessary 
Service user-identifiable information items should not be included unless it is essential for the specified 
purpose(s) of that flow. The need for service users to be identified should be considered at each stage of 
satisfying the purpose(s). 
 
 
 
Principle 3 - Use the minimum necessary service user-identifiable information 
Where use of service user-identifiable information is considered to be essential, the inclusion of each individual 
item of information should be considered and justified so that the minimum amount of identifiable information is 
transferred or accessible as is necessary for a given function to be carried out. 
 
 
 
Principle 4 - Access to service user-identifiable information should be on a strictly need-to-
know basis 
Only those individuals who need access to service user-identifiable information should have access to it, and 
they should only have access to the information items that they need to see. This may mean introducing access 
controls or splitting information flows where one information flow is used for several purposes. 
 
 
 
Principle 5 - Everyone with access to service user-identifiable information should be aware of 
their responsibilities 
Action should be taken to ensure that those handling service user-identifiable information - both clinical and non-
clinical staff - are made fully aware of their responsibilities and obligations to respect service user confidentiality. 
 
 
 
Principle 6 - Understand and comply with the law  
Every use of service user-identifiable information must be lawful. Someone in each organisation handling service 
user information should be responsible for ensuring that the organisation complies with legal requirements. 
 
 
 
Principle 7 - The duty to share information can be as important as the duty to protect patient 
confidentiality 
Health and social care professionals should have the confidence to share information in the best interests of 
their patients within the framework set out by these principles. They should be supported by the policies of their 
employers, regulators and professional bodies. These principles should underpin information governance across 
the health and social care services. 
 
Other supporting information e.g. Ethics approval, correspondence etc 
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All staff given access to the data will be made aware of these conditions (principle 5) 
1. The data will be treated as confidential. 
2. The data will be used only for the purposes described. 
3. In the case of anonymised or confidential aggregated data, no attempt will be made to identify or contact 

individuals or organisations identified through these data. 
4. The data may be disclosed to staff of the above organisation but only for the purposes described. 
5. The data may not be disclosed to any third party. 
6. The data will be stored in secure condition at all times whether held on computer medium or as a printed copy. 
7. The organisation to which the data are released will maintain and comply with a Data Protection Registration 

which encompasses the data and data usage described. 
8. When the purpose has been completed the data will be securely destroyed in line with NHS approved information 

destruction/deletion standards (printed copies securely shredded, files securely deleted from computer systems 
(including any copies held on backup or archive media) and appropriately certificated)   

9. Assurance/certificates of secure disposal must be sent to the department above 

 
I confirm that the data will be held and used according to the conditions and information given as 
described within this approval from. 
 
Name:…………………………………………..  Title:………………………………...……… 
 
Signature: ………………………………………  Date:………………………….…………… 
 
If the form has been completed by a Medical Student or other similar training posts a supervisory 
signature or equivalent is required below:  
 
Name:…………………………………………..  Title:………………………………...………. 
 
Signature: ……………………………………  Date:………………………….…………….. 
 
Please return completed form to: 
Information Governance Team, Lower Ground, EDM Office, North Tees Hospital, Hardwick, Stockton-on-
Tees, TS19 8PE. 
Email: Information.governance@nth.nhs.uk or nth-tr.infogov@nhs.net 
Contact telephone No: 01642 383551 / 383559 
 
For Office Use and Approval Only 
 
IG reviewer please identify the type of data to be provided: 
Identifiable Data  ☐ Anomymised  ☐ Pseudonymised  ☐ 
 
IG reviewer please identify whether an Information Sharing Protocol or Third Party Data Transfer 
Agreement is required. 

 Information Sharing Protocol Required                        ☐ 
 Third Party Data Transfer Agreement Required           ☐ 

 
The release and use of data as described above:     approved / not approved (please circle answer) 
 
Justification for approval / non approval: 
………………………………………………………………………………………………………………….. 
………………………………………………………………………………………………………………….. 
 
IG reviewer signature: ……………………………………………………….... Date: ……………..…… 
 
Caldicott Guardian/Delegated Authority  

signature: ……………..……………………………………………………… Date:………………………. 

Approved request added to Data Flow Register?       Yes  ☐   No  ☐  Date:………………………. 
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The aim of the Trust Information Security Policy IG is to preserve: 

Information Governance (IG) 

Policy Brief #1  

Email: xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx 

 

  
Confidentiality 

  
Access to Data shall be confined to those with appropriate authority. 

  
Integrity 

Information shall be complete and accurate. All systems, assets 
and networks shall operate correctly, according to specification. 

  
Availability 

  
Information shall be available and delivered to the right person, at 
the time when it is needed. 

Information Security is everyone's responsibility, please ensure that you 
have read and understood the Trust Information Security Policy IG9. 

Information Security Policy IG9 

DO’s 
 
Do understand what information you are 
using, how it should be protectively han-
dled, stored and transferred  
 
Do understand the procedures, standards 
and protocols for the sharing of information 
with others  
 
Do know how to report a suspected breach 
of information security 
 
Do be aware of your responsibility for rais-
ing any information security concerns with 
the Information Governance Team 
 
Do ensure that all mobile devices (e.g. lap-
top, mobile phones) are stored securely at 
all times and locked away when not in use.   

DON’T’s 
 
Don’t share account and/or system pass-
word details or SMARTCARDS 
 
Don’t use devices (e.g. laptops) or remova-
ble media (e.g. USB sticks) to access Trust 
information or systems unless the device is 
encrypted and approved by the Trust 
 
Don’t install software on Trust systems 
without the prior permission of the ICT 
Team 
 
Don’t allow external contractors (or third 
parties) to gain access to Trust information 
systems without a contract in place ensur-
ing compliance with appropriate Trust secu-
rity policies 
 
Don’t interfere with antivirus software in-
stalled on Trust systems or purposefully up-
load or transmit a known computer virus or 
item of malicious software to others 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx�
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Information Governance (IG) 

Policy Brief #4  

 
The Trust Information Security Policy IG9, Multimedia Use Policy IG37 and IT Systems 
Acceptance Form (the “Pink Form”) provides guidance on the acceptable use of Trust 
corporate ICT hardware and software.  

IT Acceptable Use 

Acceptable Use DOs 
 

Do be aware that email and internet access is provided to support the business, how-
ever, occasional and reasonable personal use is permitted, provided that it does not 
interfere with the performance of duties and does not conflict with Trust policies 

 

Do be aware that the Trust has the right to monitor system activity (inc. email) where it 
suspects that there has been a breach of policy 

 

Do select a quality password & PIN in accordance with password guidance and en-
sure your password & PIN remains confidential 

 

Do familiarise yourself with best practice guidance for e-mail usage available on the 
intranet – Multimedia Use Policy IG37 

 

Do be aware that personal use of corporate mobile devices is not generally permitted, 
except in exceptional circumstances. Personal use may be logged and excessive use 
investigated 

 

Do report any suspicions relating to computer misuse and potential corruption of the 
Trusts ICT assets to your Line Manager (e.g. attempts to gain unauthorised access or 
exceeded access/privilege levels to any Trust system, application, resource or material; 
attempts to alter, erase, modify or otherwise compromise any legitimate software, files, 
databases or information) 

 

Do change your network password when prompted 
every 60 days or sooner; change immediately if you 
think your password has been compromised. 



SMARTCARDS USE 

Acceptable Use DON’T’s 
 

Don’t send person-identifiable, confidential or sensitive information via e-mail unless 
it is encrypted. To assist you, nhs.net email is automatically encrypted in transit, 
therefore, any e-mail sent from one nhs.net mail account to another nhs.net mail ac-
count is secure (Tip: Double check the email address) 

 

Don’t share your user ID, system password, Smartcard or PIN with others  
 

Don’t use Trust network or local drives or systems for the installation of non-
approved software or to store personal music or photographs etc... The Trust mon-
itors its network drives and systems 

 

Don’t use your own equipment to process or send person identifiable, confidential 
or sensitive information  

 

Don’t attempt to access or forward material that is defamatory, pornographic, sex-
ist, racist, offensive or on-line gambling 

 

Don’t save person identifiable, confidential or sensitive information to the 
local drive (C: Drive) of your PC or mobile device as this may not be secure and 
will not be backed up 

It is important that all Smartcard users follow the conditions set out in the Smartcard RA01 
Form and the Trust Registration Authority Policy & Practice HR73. 
 
Smartcard DO’s 
 

Do remember that any work done under your smart-
card log in will be attributed to you 

 

Do remember that it is your responsibility to keep the 
smartcard and PIN secure and safe and report any loss 
of Smartcards via Datix 

 
Smartcard DON’T’s 
 

Don’t leave you Smartcard unattended whilst logged on – always remove your card 
when leaving your workstation 

 

Don’t share you Smartcard and allow others to carry out activity under your login 
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The Use of Mobile Devices in Hospitals (e.g. Phones, Tablets and Cameras) 
 
Purpose 
 
1. This short guidance note is aimed at hospitals where there are concerns about the 

inappropriate use of mobile devices, particularly cameras, within premises where care is 
provided. Each organisation is responsible for developing their own policy on the use of 
mobile devices and some may encourage and facilitate their use e.g. through provision of free 
Wi-Fi. However, there are risks that must be managed and this guidance aims to assist with 
the management of those risks. 

 
Recommended Actions 
 

 

 NHS Trusts should have clear rules on the use of mobile devices and on the use of mobile and 
camera phones, cameras, video and audio recording devices 

 These rules and why they are important should be understood by all staff who need to be 
clear on expected behaviour and what to do when confronted by unacceptable behaviours 

 Nurses in charge in clinical areas may agree exceptional use of mobile devices where 
circumstances warrant it e.g. to take pictures of a new-born or where a patient is too ill to 
move to a location where use is permitted. When agreeing the use of devices it is important 
that the risks identified in this guidance are recognised and managed 

 All areas should be clearly marked with appropriate signage to leave patients, staff and 
visitors in no doubt where mobile devices can or cannot be used 

 All staff should be encouraged and supported to enforce hospital rules by drawing attention to 
policies and restrictions 

 Where there are recurring examples of unacceptable behaviours Trusts should consider 
whether sections 119 and 120 of the Criminal Justice and Immigration Act 2008 might provide 
options for removing individuals from hospital premises  

 

 
Guidance 

 
2. Communication with family and friends is often an essential element of support and comfort 

for a patient admitted to hospital. Patients generally prefer to use mobile devices e.g. phones 
and their integrated functionality such as texting and e-mailing to communicate. These 
mobile devices must be accepted as an important resource for patients and their visitors, but 
the risks associated with their use must be managed. The use of cameras within premises 
where care is provided is a particularly significant concern and many mobile phones are also 
cameras, video and audio recorders. 
 

3. Many of these risks also apply to staff use of mobile devices for personal purposes on premises 
where care is provided and even where staff use is permitted, e.g. in emergencies, there are 
a range of significant information governance issues that need to be addressed (see IGA 
guidance on ‘Bring Your Own Devices’ for further information)1.  

 
4. It is important to differentiate between the use of mobile devices by patients to capture 

details of or record their own consultations which, if this can be done without incurring any of 
the risks identified below, is increasingly an accepted practice. Staff may need support to 

                                                           
1
 See also the GMC guidance at www.gmcuk.org/guidance/ethical_guidance/making_audiovisual.asp 

http://www.gmcuk.org/guidance/ethical_guidance/making_audiovisual.asp
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ensure that they continue to deliver appropriate care even where they are uncomfortable 
about this being recorded. 

 
5. Potential risks from inappropriate use of devices include: 

 impact on the privacy of patients and visitors  

 impact on the right to dignity of those receiving care 

 breach of confidentiality in respect of those receiving care and/or the Data Protection Act 
in respect of all individuals 

 threat to safeguarding arrangements for children and vulnerable adults 

 causing interruptions to care provision, creation of unacceptable working conditions for 
staff or undermining patient comfort and recuperation 

 threat to patient safety through interference with electronic medical devices 

 spread of infection through contaminated mobile devices 

 
Privacy and Dignity  
6. There is a legal duty imposed by human rights legislation to respect the private lives of 

individuals and the European Court of Human Rights has suggested that there are positive 
obligations inherent in effective respect for private life. This means that care providers have 
an obligation to take reasonable steps to create an environment where privacy and dignity are 
respected. It is essential, and a key component of the NHS Constitution, that those receiving 
care remain safe, that they are treated with dignity, and enjoy privacy and comfort during 
their stay.  
 

Confidentiality & Data Protection 
7. The European Court has recognised that respecting patient confidentiality is a 'vital principle' 

crucial to privacy and to confidence in health services. Individuals may take legal action if 
information about them is inappropriately shared. Further, any individual who takes 
photographs or videos of other individuals (other than of family or friends) whether a patient, 
visitor, volunteer or member of staff, where this is not directly related to their own care, 
must comply with the Data Protection Act and is likely to be in breach of that Act if consent 
has not been gained. In many cases recordings will be stored in unsecure repositories without 
encryption and in some cases this will not provide adequate protection.  

 
Safeguarding  
8. Care providers must safeguard and promote the welfare of children and vulnerable adults, 

whether patients or visitors, and need to take steps to prevent inappropriate photographs 
being taken, either of the individuals concerned or of confidential information pertaining to 
them. There are clear links to the broader safeguarding agenda and to the actions that Trusts 
are recommended to take in the lessons learned report relating to Jimmy Savile2.    

 
Nuisance  
9. Ill and recuperating individuals should not be subject to the noise and disturbance that may 

arise from the use of mobile devices by other patients, visitors or staff even where this is 
otherwise unobjectionable communications activity. Staff also need consideration and should 
not be expected to put up with unreasonable behaviour. Whilst in NHS hospital premises 
people who are not seeking medical advice, treatment or care could commit an offence if 
they use a mobile phone in such a way as to cause a nuisance or disturbance to an NHS staff 

                                                           
2 https://www.gov.uk/government/publications/jimmy-savile-nhs-investigations-lessons-learned  

 

https://www.gov.uk/government/publications/jimmy-savile-nhs-investigations-lessons-learned
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member. Organisations seeking to rely upon the provisions of sections 119 and 120 of the 
Criminal Justice and Immigration Act 2008 to remove an offender from the premises will need 
to develop a good understanding of the legal provisions and have trained staff in the required 
procedures.  

 
Interference with Electronic Medical Devices  
10. The Medicines and Healthcare products Regulatory Agency (MHRA) does not advise that NHS 

trusts should operate a hospital-wide ban but has said that in certain circumstances the 
electromagnetic interference from mobile devices can interfere with some medical devices, 
particularly if used within 2 metres of such devices. There is little evidence of detriment 
having been caused by mobile devices and Trusts need to decide whether to enforce 
restrictions or not. Mobile devices may also need to be charged via the mains power supply. 
Consequently, there is a risk that an essential medical device may be inadvertently unplugged 
in order to charge a mobile device. In addition, patients' chargers are not electrically Portable 
Appliance Tested (PAT), and this may contravene hospital policy and health and safety 
regulations. NHS trusts should take this issue into account when devising their mobile device 
policies.  

 
Spreading Infection 
11. Standard precautions are required to underpin the safe care of all patients at all times when 

staff are using equipment such as mobile phones and computer keyboards/tablets. 
Precautions include hand washing before direct contact with patients and after any activity 
that contaminates the hands, and regular cleaning of the equipment with detergent and 
disinfectant wipes, which should be used in line with manufacturer’s instructions. 
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THE USE OF MOBILE DEVICES SHOULD BE KEPT TO A MINIMUM AND MUST ONLY BE USED WHERE ALLOWED. 
USERS OF MOBILE DEVICES MUST BE CONSIDERATE OF PATIENT PRIVACY, DIGNITY AND NEED FOR QUIET  

 

Area Designation Staff Patients Visitors 

Intensive Care / High 
Dependency Units 
Operating Theatres and 
Recovery Areas 
Neonatal Units 
Emergency/  
Resuscitation Areas 
Renal Dialysis Units 
Delivery Rooms 

Prohibited Mobile device cameras can only 
be used for urgent clinical 
photographs. Phones can be 
used for work purposes or 
during breaks in a permitted 
area.  
Staff with carer responsibilities 
should agree a landline contact 
with their line manager 

Not allowed 
The Nurse in Charge can agree exceptional patient 
use for those with specific communication or carer 
needs or for those confined to bed areas. Care should 
be taken to avoid  

Not allowed 
Visitors should leave the 
area. Calls must only be 
made from a permitted area 
or outside the building. The 
Nurse in Charge can agree 
exceptional use.  

Other clinical areas 
(not in prohibited list) 
that the Trust has 
designated as restricted 
due to risks outweighing 
the benefits to patients 
and visitors.  

Restricted Mobile device cameras can only 
be used for urgent clinical 
photographs. Phones can be 
used for work purposes or 
during breaks in a permitted 
area.  
Staff with carer responsibilities 
should agree a landline contact 
with their line manager 

Not allowed  
The Nurse in charge can agree exceptional patient 
use as above but this should avoid proximity 
electronic Medical Device e.g. on Maternity Units 
pictures can be taken of new born babies if this is the 
ONLY method of taking the picture. 
 
 

Not allowed 
Visitors should leave the 
area. Calls must only be 
made from a permitted 
area or outside the building 
The Nurse in Charge can 
agree exceptional use. 

Other areas e.g. waiting 
areas 

Permitted Allowed, but no personal use 
when on duty (Phones can be 
used in breaks). 

Allowed but please have regard to others and try to keep a distance from electronic 
medical devices. Phones should not be used between 23:00 and 07:00. If using video 
chat the camera must be facing you and you need to be aware that you may pick up 
other peoples conversations and other people may hear both sides of your 
conversation. Please Respect staff and service user privacy and dignity when 
updating your status on any social media sites / apps. 

 

VIDEO / PHOTOGRAPHS OF PATIENTS MUST NOT BE TAKEN ON PHONES BY PATIENTS OR VISITORS 
WITHOUT NURSE IN CHARGE AGREEMENT. KEEPING A RECORD OF YOUR OWN CARE IS PERMITTED BUT 

PLEASE INFORM STAFF IN ADVANCE AND HAVE REGARD TO THE PRIVACY AND DIGNITY OF OTHERS. 
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NHS Confidentiality Code of Conduct 
 

Summary 
 

Purpose & Scope 
The purpose of this summary document is to ensure that everyone working within 
North Tees and Hartlepool NHS Trust is aware of his or her responsibilities when 
using confidential information.  
 
The principle underpinning this summary document is that no employee shall misuse 
any information or allow others to do so. 
 
This summary document has been written to support staff in compliance with the 
following legal requirements and best practice guidance:- 
 

 Data Protection Act 1998 
 Human Rights Act 1998 
 The Freedom of Information Act 2000 
 Common Law of Confidentiality 
 The Caldicott Report 1997 and Caldicott 2 Review 2013 
 Confidentiality: NHS Code of Practice 
 Records Management: NHS Code of Practice (part 1) 
 Records Management: NHS Code of Practice (part 2) 
 NHS Information Governance-Guidance on legal and professional obligations 
 Information Security Management: NHS Code of Practice 

All parts of the NHS need to establish working practices that effectively deliver the 
level of confidentiality that is required by law, ethics and Policy statement. The 
objective must be continuous improvement. 
 
This document is supported by guidance for staff which: 
 

 introduces the concept of confidentiality and the duty of confidence; 
 demonstrates the practical safeguards that should be put into place; 
 Provides a high level description of the main legal requirements. 

 
Training on confidentiality and IM&T security is provided to all staff within the 
mandatory training and Trust Induction sessions. 
 
This summary document applies to all personal identifiable information whether 
written, computerised, visual or on audio record, or simply held in the memory of a 
member of staff. It applies equally to staff on permanent, temporary or voluntary 
placement. 
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Responsibilities Summary 
Health care professionals and the staff that support them hold information about 
people that may be private and sensitive.  Patient information is collected to provide 
care and treatment to individuals and generally must not be used for other purposes 
without the individual’s knowledge and permission.   
 
In the same way information about staff, which is processed for the purpose of their 
employment should be treated as confidential.  
 
Confidentiality should only be breached in exceptional circumstances and with 
appropriate justification.  
 
All staff should ensure that the following principles are practiced: 
 

 When you are responsible for confidential information you must make sure 
that the information is effectively protected against improper disclosure when it 
is received, stored, transmitted or disposed of; 

 Confidential information must only be accessed by you if it is appropriate to 
the job that you are employed to undertake; 

 Every effort should be made to ensure that patients understand how 
information about them will be used before they actually supply any 
confidential information; 

 When patients give consent to disclosure of information about them, you must 
make sure they understand what will be disclosed, the reasons for disclosure 
and the likely consequence/s; 

 You must make sure that patients understand when information about them is 
likely to be disclosed to others involved in their health care, and that they have 
the opportunity to withhold permission; 

 If you are required to disclose information outside the team that could have 
personal consequences for patients or clients, you must obtain their consent. 
If the patient or client withholds consent, or if consent cannot be obtained for 
whatever reason, disclosures may be made only where: 
 

o they can be justified in the public interest (usually where disclosure 
is essential to protect the patient or client or someone else from the 
risk of significant harm) 

o they are required by law or by order of a court 

 If you are required to disclose confidential information you should release only 
as much information as is necessary for the purpose; 

 You must make sure that the persons to whom you disclose information 
understand that it is given to them in confidence which they must respect; 

 If you decide to disclose confidential information, you must be prepared to 
explain and justify your decision. If you have any doubts discuss them with 
your line manager.  
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Caldicott Principles 
The Caldicott review and the Data Protection Act 1998 enforce strict legal guidelines 
to the storage, maintenance and access to patient information. The Freedom of 
Information Act 2000 and the Information Governance initiative both support the need 
to maintain the principles of effective confidential data control. 

The review committee, chaired by Dame Caldicott, into the use of patient information 
in the NHS recommends seven principles to improve the handling and protection of 
these records. Each NHS organisation should nominate a Caldicott Guardian, and 
ours is Julie Lane, Director of Nursing. 

While the Caldicott information management principles are not a legal requirement, 
they are seen as essential to support the requirements of Data Protection Act. 

Staff should make themselves aware of the seven principles and follow these when 
using information. 

The seven Caldicott principles are: 
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Compliance and Awareness 
Your contract of employment includes a commitment to confidentiality.  Breaches of 
confidentiality could be regarded as gross misconduct and may result in serious 
disciplinary action up to and including dismissal. 
 
In order to ensure compliance staff should read and comply with Trust polices and 
local procedures.  The following Information Governance polices can be found on the 
trust intranet: 
 

 IG5 Data protection, Caldicott & Disclosure policy 
 IG9 Information security policy 
 IG30 Data Breach Management policy 
 IG20 Sharing Information policy 
 IG39  Secure Transfer of Personal, Confidential or Sensitive Information 
 IG12 Healthcare records management policy and strategy 
 IG32 Healthcare records keeping policy 
 IG25 Records Management policy 
 IG14 Information Governance policy 
 IG16 Freedom of information policy 
 IG38 Corporate Records policy 
 IG37 Multimedia policy 
 IG35 Information Risk policy 
 IG29 Removable Media policy 
 NHS Confidentiality Code of Conduct 

 
 

Any queries concerning this summary document or content of Trust polices should be 
brought to the attention of your line manager in the first instance.  
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The National Information Governance Board
for Health and Social Care (NIGB) was set
up as part of the Health and Social Care Act
2008 to provide advice and guidance on,
and support improvements in, how
information is used in health and social care
in England. 

We heard from patients who were finding it
difficult to get changes made to the parts of
their healthcare record they disagreed with.
We felt these represented a wider issue, so
we have produced this guidance which we
hope will help you. We have explained what
should happen, but how this will happen is
down to individuals and organisations.

This guidance has been produced by a
group of NIGB members and medical and
legal experts. The working group talked to
members of the public, GPs, Caldicott
Guardians (senior staff in the NHS and social
services who protect patients’ information)
and other staff responsible for health and
social care records, all of whom had
experience of this issue. 

In this document we will discuss:

• the purpose of healthcare and social care
records;

• how we believe problems develop in
terms of what information records
contain; and 

• what the law says.  

We give guidance about what should
happen when people ask to change
information in their record. Section 1 is for
people asking to change their records and
section 2 is for professionals.

The way this guidance will apply to young
people will change as they grow up and
become more able to make decisions for
themselves. Also, as children’s records may
contain information about their parents, 
we have used appendix 1 to explain how
our guidance will normally apply to
children’s records. 

You can find more information about the
NIGB and our work at www.nigb.nhs.uk.

About this guidance



Section 1 - 
for patients, service users and the public



We consider a ‘record’ to be information
about providing health or social care, which
identifies the patient or service user,
whether they are an adult or a child.

The National Information Governance Board
for Health and Social Care (NIGB) strongly
believes that health and social care
organisations that keep records hold that
information for a number of people who
have a genuine interest in its accuracy and in
using it. As the patient or person using the
service - in other words, the ‘subject’ of the
record - you have a personal interest in the
record being an accurate reflection of your
consultation (including your own views and,
in a health record, the process of diagnosis). 

If you disagree with what is in your health
or social care record, you should do the
following:

1 Explain your worries to the person who
put the information in your record. If
that person is no longer available,
contact:

• the clinician (a doctor, nurse, health
visitor or other person carrying out a
similar role) or social care worker who
currently has your record;

• the chief executive of the hospital
which holds your record;

• the GP practice which holds your
record; or

• the director of adult or children’s
social services at your local council.  

Good communication is very important
when dealing with this problem.
Everyone involved should try to deal with
the problem quickly. For more
information, see ‘What to do if you
disagree with what is in your record’.

2 You should always expect that if you
disagree with what is in your record, a

note about this will be added. For more
information, see ‘What to do if you
disagree with what is in your record’.

3 There may be rare circumstances when it
will be agreed that it would be
appropriate for an entry in your paper
record to be completely removed so
there is no trace that it was ever there,
but this will not usually be the case (on
page 8 we explain in detail why this is).
When an entry is removed, there must
be a clear reason for this, and
information about what has been
removed should be put in the record. For
more information, see ‘About removing
information from records’. 

4 Remember that records contain opinions,
and an opinion is not wrong just because
you disagree with it. For more
information, see ‘How problems happen’.

5 If you feel that your request is not being
dealt with appropriately, you should use
the NHS or social care complaints
procedures. For more information, see ‘If
you do not feel that your concerns have
been properly dealt with’. 

6 If your complaint using either the NHS or
social care complaints procedure is
unsuccessful, you could also complain to
the Parliamentary and Health Service
Ombudsman (for complaints about
health records) or the Local Government
Ombudsman (for complaints about
social care records). For more
information, see ‘If you do not feel that
your concerns have been properly 
dealt with’. 

7 You can also complain to the Information
Commissioner. For more information, see
‘If you do not feel that your concerns
have been properly dealt with’. 

Summary
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There are many definitions of what a health
or social care record is. However, in this
document we consider a ‘record’ to be
information about providing health or social
care, which identifies the patient or service
user personally. Records can be kept in
different ways, including on a computer, on
paper or a mixture of both. In most cases,
records are held by a professional or team
providing care or by the organisation they
work for. In some cases (for example,
maternity and child-immunisation records),
the person receiving the care, or their
representative, may hold the records.

Originally, individual clinicians and social
workers kept records as personal records of
what had been discussed with you, what
action they had taken and their professional
opinions, examination findings, test results
and other reports.

Providing health and social care now
involves teams of people rather than
individuals. So, depending on the services
that you have used in the NHS and in social
care, you may have several records in
several different places, some or all of which
may be linked. The teams use these records
to co-ordinate your care. The Medical
Protection Society says doctors should be
able to understand the essential parts of a
patient’s medical record without having to
resort to memory. Medical records should
be detailed enough for another doctor (or
other health professional) to deal with the
patient’s case. The same should apply to
social care records.

In recent times there has been a change in
how health and social care is provided, and
people expect to be more involved in
decisions about their care. You make
informed choices, rather than being
directed by a health or social care
professional. Records are increasingly
becoming information which is shared and
that you can look at and be involved in. For

some time, professional guidelines and the
law have allowed you to see what is in 
your records. 

The boundaries between health and social
care are blurred, so it is not unusual to find
some information about health in social
care records, and vice versa. 

Accurate records are important for making
sure you receive continuous care and are
safe. They may also be needed for legal
purposes (for example, if you wanted to
make a claim after a traffic accident).
Records are also very important if you make
a complaint about the care you have
received - not just for you but for the person
or service you are complaining about.

In healthcare there are different ways to use
records and gain access to them. Some
clinicians will tell you what they have added
to the record and a small number let you
see your electronic record from your home
computer. The Data Protection Act 1998
gives you the legal right to see what is in
your record, although there are some cases
where this is not possible. (For more details
on the Data Protection Act, see
www.opsi.gov.uk/acts/acts1998/ukpga_
19980029_en_1) 

In social care, where possible, it is usual for
the person putting the information in your
record to agree this information with you. 
If they cannot agree this with you, you 
can ask to have your comments included in
the record. Most local councils are very
open about letting you add comments to
your record.

What are records for?
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There can be several reasons why people
disagree over what is in their record.

a The information is wrong 
No system is completely free of mistakes,
and keeping health and social care
records is no exception. Occasionally,
mistakes will be made - the records of
people with the same name and similar
dates of birth could be mixed up without
it being noticed, test results could get
put in the wrong record, or a
professional could add the wrong
information.  

b The facts are correct but you want
certain parts of your record removed
People naturally worry about other
people sharing or seeing very sensitive
information without their full
permission. You may want to avoid this
by having parts of your healthcare or
social care history permanently deleted
and, sometimes, to have no sign in your
record of them having been deleted.

c The difference between ‘fact’ and
‘opinion’
Health and social care records contain
facts, but also opinions, judgements and
decisions made based on the
information the care professional knows
at the time.  

In healthcare, making a diagnosis often
happens in steps rather than a single
event, and health professionals need to
be able to record their thoughts at a
particular time, even if the ‘facts’ are not
totally clear. It can be easy for opinions
and facts to be confused. Professionals
should make it clear in the record which
information is there not as confirmed
facts, but to help the diagnosis and
treatment. This is especially important if
you disagree with anything in your
record and you want to have your own
views put in the record.

d Information given by, or about,
another person
Records may include information
reported by or about another person
which the clinician or social care
professional thinks is important enough
to be included. (Professionals often call
this ‘third party’ information.) Details of
the health and social care professionals
involved in your care is not third party
information. 

If there is information about someone
else or supplied by someone else in a
record, it should be clearly marked.
Clinicians and social care staff should
take reasonable steps to make sure
information is accurate before they
record it, and, if appropriate, try to find
out from you whether the information is
correct. If professionals find that
information is not accurate or that it has
been reported maliciously (that is, with
the intention to cause harm), they
should say this in the record. They may
also feel it is appropriate to remove the
information from the record if it has not
already been used to make a decision. 

Under the Data Protection Act 1998,
when you ask to see what is in your
record you should be able to see as
much information as possible. However,
in some circumstances, you may not be
able to see any information which could
identify another person, unless that
person agrees that you can see it or the
person who holds the record feels that,
given all the circumstances, it is
reasonable to give the information to
you without the other person’s
permission.

How problems happen
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Some people think that mistakes in records
should be completely removed so that no-
one can tell that they were ever there. With
health and social care records, this is not the
case, and it is not safe, for you or the
professionals providing your care, for
information to be completely removed. 

The organisations which advise, support
and give guidance to doctors nationally, the
Information Commissioner’s Office and the
National Information Governance Board for
Health and Social Care all agree that the
information in health and social care records
should never be changed or removed
without an explanation being recorded. 

Records are a history of the care or
treatment you have had. They often contain
large amounts of information, including
your opinions, details of the treatment and
care you have received, test results and the
opinions, judgement and advice used by
health or social care professionals to make
decisions about your care. The main reason
for keeping a record is to support you. 

Providing care and treatment is often
complicated and based on trust between
you and the professionals providing it.
Professionals will usually make decisions
about care or treatment based on what
happened or what was done previously. For
this reason, it is important to you and the
professionals that the whole record
(including any amendments, who made
them, and why) is available.

Completely removing one or more pieces of
information from a record so that no one
knows it was ever there can be like taking a
chapter out of a book - the following
chapters often do not make sense. 

If information is removed and there is no
trace that this has happened, it can make it
difficult for professionals to understand the
record, and it may not be reliable. This can
create two problems. 

The first is that not having the relevant facts
available about your care or treatment may,
in some circumstances (such as in an
emergency), put you at risk. The second is
that if something goes wrong, you might
not be able to show that you were given
poor advice, care or treatment. Also, the
professional might not be able to show that
they provided good advice (for example, on
the side effects of drugs).  

If you ask to have information removed
from your record, the professional will have
to take account of the importance of having
a complete record.

Information is normally removed from a
paper record by drawing a line through it
and adding a comment to say why it is
being removed. This shows that the
information should be ignored, and explains
why, but means the record is still complete.

We accept that there may be rare
circumstances when, after a full risk
assessment, which involves the person the
record is about, it will be agreed that
information will be completely removed
from a paper record leaving no trace that it
was ever there. We cannot say when and
why this might happen as it will depend on
the risks and benefits in individual cases.

An advantage of new modern electronic
records systems is that they automatically
keep information about what has been
changed in a record, when it was changed
and who has changed it. This information is
called an ‘audit trail’. People who need to
see your record for care purposes will not
be able to gain access to the audit trail. 
This means that information can be
removed from your record, but the audit
trail will always keep the record complete.
Information in the audit trail must 
stay complete.

When someone asks for information to be
removed from their record (whether

About removing information from records
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electronic or paper), they must be made
aware of any potential consequences for
their future care. There must also be a clear
explanation of the reasons for removing the
information and we would expect the
following to be recorded:

• The fact that information has been
removed;

• The justification for removing it;

• The date the information was removed;
and

• The person who removed the information
or authorised this to happen.

This would allow the patient to be asked
about why the information was removed, 
if necessary.

When the professional holding your record
feels that information should be removed
from it, they should tell you, ask for your
permission and record this. They do not 
need to do this if they are removing
something which is not relevant to your
care or medical treatment.

In June 2009, the Information
Commissioner agreed that if a patient asks
for all of their summary care record
(summary care records are part of the NHS
Care Records Service) to be removed, and
the record has not been used for clinical
care, the record should be completely
deleted, without keeping an audit trail of its
contents. This fits with our guidance, as
information is not entered directly into the
summary care record - it comes from other
electronic record systems (for example, GPs’
systems). The Information Commissioner is
not suggesting that the information in
those other electronic records systems
should be deleted, and so the original
records and audit trails remain complete.

About removing information from records



Note

1  The Care Record Development Board Working Group’s report on the ‘Secondary Uses of Patient
Information’, August 2007. Available at www.connectingforhealth.nhs.uk/crdb/workstreams 
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In 2007 the Care Record Development
Board published a report on what are called
the ‘secondary uses’ of patient information
(see note 1 below). ‘Secondary use’ means
using your information for purposes other
than providing care and treatment. This
could include, for example, managing the
NHS or carrying out research.

We have considered what should be done if
information which is sent to a national
electronic system for secondary uses is later
found to be incorrect and is corrected in the
system used for directly providing care.

If it is possible to identify you from your
information, we believe there should be a
process in place to correct this. If that is not
possible, the parts of the information which
identify you should be removed, or the
record should be deleted in the secondary
uses system. In other words, we accept that

there may be a need to delete entries from
electronic systems which are used just for
secondary purposes. As mentioned earlier,
we believe that information can, and
should, never be completely removed from
both an electronic record and the associated
audit trail of electronic systems which are
used to provide care and treatment.

If it is not possible to identify you from your
information, we believe that the
organisation holding the information should
decide whether it would be practical to
change it. 

We recognise that this is complicated and
feel that the NHS Information Centre for
Health and Social Care should consider this
problem and produce guidance.

Using information from records for purposes other
than for providing care and treatment
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What to do if you disagree with what is in your record

Health and social care organisations that
keep records hold that information for a
number of people who have a genuine
interest in its accuracy and in using it
appropriately. As the patient or person
using the service - in other words, the
‘subject’ of your record - you have a
personal interest in it being an accurate
reflection of your consultations (including
your own views and, in a health record, the
process of diagnosis).

Our guidance on disputes over
the content of records

• If you disagree with something in your
record, the first thing you should do is to
raise your concerns with the person who
added that information. If that person is
no longer available, contact:

o  the clinician or social care worker who
currently has your record;

o  the chief executive of the hospital
which holds your record;

o  the GP practice which holds your
record; or

o  the director of adult or children’s
social services at your local council.

Good communication is very important
when dealing with this problem. Be clear
about what your concerns are and how
you want them to be put right. All the
people involved should try to settle the
matter quickly.

• If you are worried about raising the
matter yourself and you are concerned
about a health record, you should ask
your local Patient Advice and Liaison
Service (PALS) for help (see
www.pals.nhs.uk). Every NHS trust has a
PALS to provide confidential advice and
support to patients, families and their
carers. As one of their roles is to provide
confidential help in dealing with

problems and concerns quickly, you may
find that they can help you to find a
satisfactory solution. You can use NHS
Direct (call 0845 4647 or go online to
www.nhsdirect.nhs.uk) to find the
contact details of your nearest PALS. 

• NHS Direct, your local Citizens Advice
Bureau (or Age Concern, if appropriate)
can provide advice on complaints about
the NHS or social care.

What you should expect 
to happen

• In all situations where you disagree with
your record’s contents, a note about this
will be added to the record.

• If information about you is incorrect, this
will be corrected and a note added
explaining what was corrected, why, by
whom and when. ‘Corrected’ does not
necessarily mean deleted without trace.
The Data Protection Act 1998 gives you a
right to expect that any record about you
will be accurate.

• If you are disputing an opinion in your
record, you must remember that an
opinion is not incorrect just because you,
or another professional you ask, disagree
with it. You should also note that opinions
can change or vary and that keeping
previous opinions (even if they are
eventually shown to be wrong) can be
important in understanding the care
process. In all situations, a note of your
concerns will be added as explained above. 

We looked at the web pages of several
social services departments and they all
made it clear they would do this. In
healthcare, both the Medical Defence
Union and the Medical Protection Society
have agreed that this is an appropriate way
of dealing with such a problem, and we
believe this model reflects best practice.
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At the time we produced this document
(May 2009), the Department of Health
guidance (see note 2 below) advises
clinicians to agree to add a comment to a
record if the patient:

• asks for this; and

• has used the NHS complaints procedure
(see note 3 below); and

• has complained to the Information
Commissioner. 

We disagreed with this approach. We
believe that patients should not have to
make a formal complaint to get a comment
added to their record. We have advised the
Department of Health that it would be
appropriate to revise its guidance on this
and it has agreed to do this.

If you do not feel that your
concerns have been properly
dealt with

• You should use the formal complaints
process of the organisation you have
been dealing with. 

• You can find information about making a
complaint about an NHS or a social care
organisation by calling NHS Direct on
0845 4647 or going to their website at
www.nhsdirect.nhs.uk. Local NHS
organisations will give you information
about their complaints procedure. Your
local council’s social services department
can give you information about their
complaints procedure, or you could visit

www.direct.gov.uk. Your local Citizens
Advice Bureau (or Age Concern, if
appropriate) may also be able to provide
advice on complaints about the NHS and
social care.

• If your complaint is about an NHS
organisation, your local Patient Advice
and Liaison Service (PALS) can tell you
how to make a complaint to the NHS
organisation which holds your record.
The PALS can refer you to the
Independent Complaints Advocacy
Service (ICAS) if you need help with
making a complaint. Again, NHS Direct
can give you the contact details of your
local PALS. 

• If you are not happy with the result of
your complaint, you can refer the matter
to the Parliamentary and Health Service
Ombudsman (health) or the Local
Government Ombudsman (social care).
You can also complain to the Information
Commissioner, but they will only get
involved after you have contacted the
organisation concerned and given it an
opportunity to put things right (see note
4 below). The Information Commissioner
can assess whether your information has
been used in an appropriate way under
the Data Protection Act 1998. Although
the Information Commissioner can issue
an enforcement notice to make the
organisation keep to the Data Protection
Act, they usually only do this in cases
where the organisation has broken the
conditions of the Data Protection Act in a
serious way, or repeatedly.

What to do if you disagree with what is in your record

Notes

2  Department of Health guidance on access to health records - www.dh.gov.uk/en/Managingyour
organisation/Informationpolicy/Patientconfidentialityandcaldicottguardians/DH_4084411

3  NHS complaints procedure - www.nhs.uk/choiceintheNHS/Rightsandpledges/complaints/Pages/
NHScomplaints.aspx

4  Information Commissioner’s Office, ‘Data Protection Act 1998 - When and How to Complain’, page 4.
See www.ico.gov.uk/upload/documents/library/data_protection/practical_application/
dp_how_to_complain_final.pdf
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What to do if you disagree with what is in your record

‘Significant damage or distress’ - 
section 10 of the Data Protection
Act 1998

The Data Protection Act deals with
‘processing information’ and this includes
keeping and using information. If you feel,
and can show, that keeping some
information about you in your record is
causing you a significant amount of
unnecessary damage or distress (the Act
calls it ‘substantial and unwarranted’),
section 10 of the Act (see note 5 below)
allows you to write to the organisation
concerned asking that they stop keeping or
using the information. You will need to
quote section 10 and give the specific
reasons for why keeping or using the
information is causing, or is likely to cause,
you significant, unnecessary damage or
distress. If they refuse and you do not
accept their reasons, you can take the
matter to court to stop the organisation
from keeping or using your information.
However, you do need to be aware that
section 10 is a complicated part of the Data

Protection Act and that there are several
exceptions under which it does not have to
be enforced. For example, it does not apply
to a record which has to be kept by law.

Some people may want to use section 10 to
have removed from their record factually
correct information which they do not want
anyone to see. If you want to take this step,
you should have tried all other ways of
getting your record amended and also have
considered what effect removing the
information could have on your care and
treatment, including on decisions that
might need to be made in the future.
Ideally, you should have discussed this with
a professional who understands the content
of your record.

Every NHS and social care organisation will
have one or more people responsible for
overseeing how the information they hold is
handled. This person (or people) may be
called the Caldicott Guardian, the
Information Governance Manager or the
Data Controller. They may be able to help
and give you more advice.

Note

5  Data Protection Act 1998, section 10 - www.opsi.gov.uk/acts/acts1998/ukpga_19980029_en_ 3#pt2-l1g10



Section 2 - 
for professionals



In all situations where a person disagrees
with the content of their record, you should
add a note of this to the record.

Most examples of disagreements over a
record’s contents seem to be caused by
opinions in the record. When we were
preparing to produce this guidance, we
were made very aware of the stigmas
people suffer when inappropriate or
provocative comments or opinions are
added to their record. We take this very
seriously, and we expect that all health and
social care professionals will share our
concerns and always act appropriately.

You should always remember that patients
have a legal right to see their record. You
should make sure that you fully consider the
opinions you plan to include in a record,
and that you can justify them as being a
necessary part of the patient’s care. 

Patients, service users and other
professionals can be given access to health
and social care records in circumstances
other than when treatment or care is being
provided. As a result, when you add your
comments or opinions to a record, you
should consider how these might be viewed
by the patient, service user or another
professional and also how they might reflect
on you in the future. 

We recognise the challenges of providing
treatment and that the steps in a different
diagnosis can often blur into opinion. For
this reason, when you are recording an
opinion you should make it clear that it is
opinion and, if the opinion came from
someone else, include who gave it and
when. If possible, you should also include
the contact details of the person who
provided the information.

We believe that you should, wherever
possible, discuss with the patient what you
are going to put in their record, as this will

make it less likely that disputes will arise in
the future. 

Occasionally, you will need to include
information in the record which third parties
have reported to you in confidence. If this is
the case, you should only include this
information if you believe it is serious
enough and important for the person’s care
to justify including it in the record.
Information from third parties should be
clearly labelled. Under the Data Protection
Act, you must take reasonable steps to
make sure the information is accurate
before you add it to the record, and, if
appropriate, when you next have contact
with the patient. 

You should make sure that paper records
are appropriately structured so that, if
someone disputes the accuracy of the
information, you can include that person’s
view in such a way that their concerns 
are clear.

In our advice to service users and patients
we have been very clear that the first thing
that they should do if they are concerned
about the content of their record is to talk
to the person who created the entry or the
person who now holds the record. It is clear
that good communication with people on
what the information means, its context,
why it has been recorded and how ‘fact’
may be different from ‘opinion’ are vital in
settling most concerns. It is important that
you give enough weight to the patient’s
view and include in their record when and
how it conflicts with your own.

If information in a record is found
to be factually inaccurate

In paper records, in line with professional
guidelines, you should keep the information
in the record, but cross it out with a single
line and add an entry to explain the
problem and any consequences it may have.

Guidance for health and social care professionals

Requesting amendments to health and social care records | 15



16 | Requesting amendments to health and social care records

If reports or results have been included in
the wrong record, you should move these
to the correct record and, if necessary, add a
note to the record explaining what
happened and where the report or results
can be found if they are needed. You do,
however, need to make sure that you
maintain the confidentiality of the person
whose information was wrongly filed. 

The same principles apply to electronic
records, and you should always add clear
entries to identify the changes you 
have made.

There will be times when you are asked to
completely remove some of the content of
the record so that there is no trace that it
was ever there, and we have explained in
previous sections (page 8) why we feel that
this should only be done in exceptional
circumstances for paper records and not at
all for electronic records. It is important that
you discuss this fully with the patient or
service user. You may also want to get
advice from your Caldicott Guardian or, for
healthcare, from your medical defence

organisation or another appropriate person.

Patients may not know that making
changes to an electronic record leaves
traces which cannot be completely
removed. You may need to explain that this
fact can protect your and their interests if a
dispute arises and cannot be settled.

If you send information to records which are
used by more than one organisation, it is
good practice to have an agreed policy
about how you will jointly manage
amendments that are made to the records.

The approach above is emphasised in
professional, regulatory and ethical
guidance, all of which stress the importance
of accurate information and good
communication. Both the Medical Defence
Union and the Medical Protection Society
(who offer doctors advice and protection
against claims) agree that where there is a
dispute that cannot be settled, adding a
note to the record which explains the
dispute is the best way of dealing with 
the issue.

Guidance for health and social care professionals
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Parents and young people

Our guidance applies to any record which
fits our definition (‘information related to
the provision of health or social care which
identifies the patient or service user
personally’), whether the record relates to
an adult or a child.

However, as children’s use of our guidance
will change as they grow up and become
more able to make decisions for themselves,
and children’s records may contain
information about their parents, we thought
it appropriate to explain how our guidance
will normally apply to children’s records. 

This is a complicated area. While we have
done our best to explain the situation, there
may be exceptional circumstances where the
information which follows does not apply.

Advice to parents (‘parents’ includes all
those people who have parental responsibility)

1 If your child is not able to
understand and make decisions 

You can see your child’s record and ask
for changes to be made to the record as
explained in this guidance. This can be
information about your child or about
you as their parent. If the changes are
felt to be in your child’s best interest,
they will be made.

2 If your child is felt capable of
understanding and making decisions 

a  You can ask to see the information in
your child’s record, but your child will
be asked for their agreement first. If
you are allowed to see your child’s
record, you can ask for changes to be
made to information about your child,
as set out in our guidance, but they
will be asked for their agreement.  

b  You can see and have changes made
to the information about you in your

child’s record. Your child will not be
able to see this information without
your agreement and you can hide this
information from them.

Advice to young people

Your record will contain information about
you and might contain information about
your parents.

1 If you are under the age of 16 and the
person who keeps your record thinks
that you are able to understand and
make decisions, you can see your record.
You will be shown your own information,
but if there is any information in your
record about your parents you cannot
see this without their agreement.

Your parents can see any information
about them in your record without your
agreement. However, you will be asked
for your agreement before your parents
can see the information about you in
your record.

2 You can ask for changes to be made to
the information in your record which is
about you, as we have explained in 
this guidance.

3 If your parents have given you
permission to see the information about
them in your record, you can ask for this
to be changed, as explained in this
guidance. However, your parents will be
asked for their agreement first. 

Parents and young people

If you disagree about who can see the
content of a record or ask for changes, your
local council’s social services department or
your local hospital or GP practice will ask
the advice of their Caldicott Guardian (a
senior staff member who is responsible for
protecting the privacy of patients and
service users).  

Appendix 1
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What the law and
professional guidelines say
about records
In line with professional guidance and
under their contract of employment (and
sometimes the law), health and social care
professionals must keep records. It is not
possible or sensible to receive either
healthcare or social care without some
records being kept.

The Data Protection Act 1998 is the main
relevant law. The Act refers to ‘processing’
data which covers collecting, storing,
gaining access to, using or changing
information. 

The Act:

• gives people a legal right to see their
records;

• makes it a requirement that any
information held is accurate and, where
appropriate, kept up to date;

• gives people the right to have factual
inaccuracies in their records put right;

• can be used to ask that an opinion
which is factually incorrect is changed or
removed from a record (an opinion is not
necessarily factually incorrect just
because someone else, even another
clinician or social worker, disagrees with
it); and  

• can be used to ask that information is
not processed if it is causing significant
unnecessary damage or distress.

The Act does not:

• give people the right to ask for
professional opinions to be amended,
unless they were based on factually
incorrect information (or unless section
10 of the Data Protection Act is used -
see page 13); or

• allow people to insist that their records
are kept in one format rather than
another (for example, paper rather than
electronic). Also, it does not allow
people to say where in the UK their
records will be kept, other than that they
must be stored securely. 

Section 10 of the Data Protection Act allows
a person to ask that an organisation stops
processing information it holds about them,
on the grounds that the processing is likely
to cause that person significant unnecessary
damage or distress. (The actual words used
in the Act are ‘substantial and
unwarranted’.) However, this is a
complicated part of the Act, and there are
several circumstances where it does not
apply. Requests made using section 10 must
demonstrate why processing is causing
unnecessary damage or distress and are
considered case by case. There is more
information on section 10 on page 13.

The Information Commissioner’s Office have
issued guidance (a ‘Good Practice Note’ -
see note 6 on the following page) which
confirms that the Data Protection Act 1998
covers any expression of opinion about an
individual. However, it does not lay down
specific rules about what should or should
not be recorded as an opinion, other than it
should be the minimum necessary for 
the purpose.

The guidance explains that opinions should
not include irrelevant material. However, it
also says that neither believing that an
opinion contains irrelevant material, nor
that an opinion has failed to take account
of information which is believed to be
important, are reasons for using the Data
Protection Act 1998 as the basis for asking
for an opinion to be removed from a record. 

There is no law which deals directly with
disagreements over professional opinions
which are not factually incorrect. 

Appendix 2
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The Access to Health Records Act 1990 (see
note 7 below), which applied to records put
together after 1 November 1991, gave
patients the legal right to have a comment
added to any entry in their health record
that they disagreed with. This right was lost
when the Act was replaced by the Data
Protection Act 1998, which only deals with
issues around factual inaccuracies. This
difference was identified as the Data
Protection Act 1998 was going through
Parliament and the Department of Health
agreed to issue guidance on adding
comments to records. 

At the time we produced this document,
the Department of Health guidance advises
clinicians to agree to add a comment to a
record if the patient:

• asks for this; and

• has used the NHS complaints procedure;
and

• has complained to the Information
Commissioner.

We disagreed with this approach. We
believe that patients should not have to
make a formal complaint to get a comment
added to their record. We have advised the
Department of Health that it would be
appropriate to revise its guidance on this
and it has agreed to do this.

Both the Medical Defence Union and the
Medical Protection Society advise that
adding a note explaining the patient’s
concerns, or offering the patient the
opportunity to add information to the
records, is an appropriate way of dealing
with any dispute over an opinion in a record
and maintains good doctor-patient
relationships.

Appendix 2

Notes

6  Information Commissioner’s Office, ‘Good Practice Note’ - www.ico.gov.uk/upload/documents/
library/data_protection/practical_application/gpn_recording_and_retaining_professional_opinions%20v1_
290408.pdf

7  Access to Health Records Act 1990 – www.opsi.gov.uk/acts/acts1990/ukpga_19900023_en_1
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The Working Group’s responsibilities

Purpose 

a   To produce a report to the National
Information Governance Board
(NIGB), which will be made public,
outlining the current position,
identifying any improvements needed
and making appropriate
recommendations.

b   To produce the necessary advice and
guidance for the NIGB, once the
NIGB’s recommendations have 
been accepted.  

Context

When carrying out its review, the Working
Group will follow the principles the NIGB
works to. This particularly includes giving
people who use health and social care
services appropriate control over, and access
to, their own information. This is central to
the role of the NIGB.

Exclusions 

The Working Group’s responsibilities do not
include dealing with:

• the records of patients who have died;

• disputes raised by a third party; and

• mistakes identified through a
performance assessment or clinical audit.

The exclusions raise a number of different
issues and may need to be considered
further in the future.  

Future work

The Group will consider how the proposed
guidance and principles for health records
might apply to social care records.

Terms of reference

1   To review the laws and professional
guidelines related to disagreements
over the content of clinical records.

2   To understand the issues associated
with making changes to records or
adding notes about the accuracy of
information in records.  

3   To understand the differences
between paper and electronic
records, and the consequences of
using them. 

4   To understand whether the NHS Care
Records Service presents any
opportunities or affords any
difficulties in this area. 

5   To gather the views of patients and
clinicians to provide practical
examples of this matter. 

6   To consider whether corrections of
mistakes should include information
which has already been removed or
which hides the identities of patients
by failing to include names (for
example, in the secondary uses
service).   

7   To consult the Information 
Commissioner’s Office.

8   To involve the Information Standards
Board in matters relating to the
quality of information. 
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Policy Summary 
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to protect person identifiable and other 
sensitive information from unauthorised 
disclosure caused by inappropriate 
display on whiteboards and other display 
screen equipment. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, 
ethnicity, gender, gender reassignment, nationality, race, religion or belief, responsibility for 
dependants, sexual orientation, trade union membership or non membership, working 
patterns or any other personal characteristic.  This policy and procedure will be implemented 
consistently regardless of any such factors and all will be treated with dignity and respect. To 
this end, an equality impact assessment has been completed on this policy 
 

 
 

Policy Title: 
Policy on the Use of Whiteboards and Display 
Equipment 
 
 
Reference and Version No: 
IG31 Version 3 
 
Author and Job Title: 
Kerry McLean, Information Governance 
Manager 
Executive Lead – Director of Nursing and 
Patient Safety 
 
Validated By: 
IMIG Group 
 
 
Ratified By:  
Digital Strategy Board 
 
 
Date Issued: 
20 June 2018 
 
Date for Review: 
31 May 2020 
 
Related Documents: 
IG9 Information Security Policy 
IG5 Data Protection, Caldicott and Disclosure 
Policy 
 
 

This Policy is Intended for: 
All Trust Staff 
 
 



Policy on the Use of Whiteboards and Display Equipment IG31 v3 
North Tees and Hartlepool NHS Foundation Trust 
 

2 of 6 (Date for review 31 May 2020) 

 
 
 
Policy Revisions Change Control 
 
The table below identifies the areas where this policy has been reviewed; where these are 
minor changes staff should ensure that they take this opportunity to refresh knowledge of the 
whole policy and their responsibilities in relation to this and not just focus on the minor 
changes.   
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IG31 V2 Front 
page Version number 7 July 2015 

IG31 V2 Front 
page Approving group changed 7 July 2015 
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page Version number  
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IG31 V3 Page 4 2. Background – reference to sensitive 
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sections  
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1.  Introduction 
 
1.1. Whiteboards and other display equipment are used to communicate information.  This 

policy provides staff with guidance aimed at ensuring confidential information is not 
viewed by unauthorised persons. 

 
2.  Background 
 
2.1. When displaying information which may be seen by visitors, patients and staff it is 

important not to compromise confidentiality by displaying special categories of data 
(previously known as sensitive information).  Such information would include: 

 
 Condition 
 Special precautions (e.g. reference to MRSA, hepatitis etc) 

 
2.2. The guiding principle for this policy is that personal information, such as address, age, 

condition or medical treatment, must be handled in such a way as to remain 
confidential between the hospital and the patient.  It is important that the Trust always 
observes best practice principles in regard to patient confidentiality.  This policy 
addresses those concerns and summarises best practice for the confidential handling 
of sensitive information. 

 
2.3. Recent publicity surrounding the loss of personal data in transit both in the public and 

private sector has focused attention on how organisations can best safeguard the 
data with which they are entrusted.  This policy is part of the Trust’s provision of 
guidance on the various data storage and transfer methods in use to ensure good 
practice is followed. 

 
3.  Responsibilities 
 
3.1 Managers 

Managers are responsible for ensuring that their staff are aware of their information 
responsibilities and staff adhere to this policy.  That they have appropriate access to 
training and support and act in accordance with Trust policies and procedures in all 
aspects of information governance. Managers must report information incidents in 
accordance with the Trust’s incident reporting and management policy and recognise 
and manage information risk according to the Trust’s risk management policy. 

 
3.2 Staff 

It is paramount staff communicate with each other effectively whilst maintaining 
patient confidentiality at all times.  Staff must ensure sensitive information is not 
compromised as part of their duties for the Trust. Staff must adhere to this policy 
and supporting Information Governance Policies (IG5 Data Protection, Caldicott 
and Disclosure Policy). 

 
4.  Definitions 
 
4.1. The term ‘staff’ is used generically and covers all persons with access to Trust data 

including contractors and employees of the Trust. 
 
4.2. The term ‘confidential’ includes personal data (see below).  The term also includes 

financial and operational data that should not be disclosed.  Example reasons for 
non-disclosure include, but are not restricted to, the following: 
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4.3. Financial data – disclosure of building refurbishment costs could provide an outside 
body with a commercial advantage. 

 
4.4. Operational data – disclosure of information regarding site security could compromise 

the Trust’s business. 
 
4.5. The term ‘personal data’ includes data from which an individual can be identified or 

data which can contribute to the identification of an individual.  Examples of personal 
data include name, address, video image, health records etc. 
 

4.6. The term ‘special categories of data’ was previously referred to as sensitive 
information’ and includes  data concerning health i.e. medical condition and special 
precautions (e.g. reference to MRSA, hepatitis etc) 

 
4.7. The terms ‘data’ and ‘information’ are used interchangeably. 
 
5.  Scope 
 
5.1. This policy relates to the use of display equipment in business or ward environments 

or where patients or their visitors may have access. 
 
5.2. Display equipment includes wall mounted flat-screen televisions, white boards, 

monitors, computer displays, notice boards. 
 
5.3. This policy specifically excludes care plans and drug kardex, which are held at the 

end of beds. 
 
6.  Guidance 
 
6.1. Do not write any personal or special categories of data relating to treatment, race, 

age, sex, condition drug prescribing, address, other contact details or any other 
information which can be deemed ‘personal’ or ‘sensitive’, on any medium or visual 
aid which is on open view to the public or in a prominent position. 

 
6.2. Only identify patients using surname and initial.  In no circumstances use condition, 

visual appearance, dress or details which may be misunderstood as an identifier. 
 
6.3. Consider carefully when placing wall mounted flat-screen televisions, whiteboards, 

display screens or notice boards, which may be used to hold sensitive information.  
Encourage a ‘safe haven’ principle for these visual aids.  A safe haven should be 
identified and clearly marked as ‘staff only’. 

 
6.4. Where special categories of data is required to be held temporarily, such as 

messages to patients or employees, shift change information, managers should 
ensure procedures are in place to prevent disclosure to unauthorised persons. 

 
7.  References 
 

 IG5 Data Protection, Caldicott and Disclosure Policy 
 Information Security Policy 
 Confidentiality: NHS Code of Practice 

 
8.  Monitoring and Review 
 
8.1. The White Boards and Display Equipment Policy will be monitored by exception 

reporting to the Information Management and Information Governance Group (IMIG). 
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8.2. The policy will be reviewed on a biennial basis or sooner if legislation dictates. 

 
8.3. Monitoring of the effectiveness of the policy will be managed via testing of staff on by 

means of spot checks and supported through training via the Trust’s Data Security 
(IG) Awareness Training. 

 
 



Information Governance (IG) 

Policy Brief #6  

 
Please see Data Protection, Caldicott and Disclosure Policy IG5 for more information 
on Privacy. 
 
The Trust needs to ensure that when new processes, services, systems and other 
information assets are introduced, the implementation does not result in an adverse impact 
on privacy, information quality or a breach of information security, confidentiality or data 
protection requirements. 
 

For best effect, requirements to ensure information security, confidentiality and data 
protection and information quality should be identified and agreed prior to the design, 
development and/or implementation of a new process or system.  
 
All staff members who may be responsible for introducing changes to services, processes 
or information assets must be aware of the requirement to consider IG requirements. 
 
All new projects likely to involve a new use or significantly change the way personal 
information is handled must have a Data Privacy Impact Assessment (DPIA) undertaken. 
 
A DPIA template can be found on the IG SharePoint page. 
 
 

: 
 Can my conversation be overheard? 

 Can my computer screen be seen by others? 

 Where and how will I store information securely? 

 Will sharing information impact the privacy of the individual? 

 What is appropriate to share to maintain an individuals privacy? 

 Has the individual given me consent to use their information? 

 How will I share, transfer, use information and will it impact privacy? 

 How long will I retain information for? 

 How will I dispose of information? 

 What is my legal basis for using the information in the first instance? 

Privacy Impact 

THINK PRIVACY? 



All NHS employees and every person working for, on behalf or within the Trust are 
bound by a legal duty of confidence to protect the personal information they may come 
into contact with during the course of their work. 
 
Definitions 

Information Governance (IG) 

Policy Brief 10  

Email: information.governance@nth.nhs.uk 

 

 
 
Person  
identifiable  
information (PID) 

is factual information or expressions of opinion which relate to a living individual who 
can be identified from that information or in conjunction with any other information 
coming into possession of the data controller. This also includes information taken 
from a professional opinion, which may rely on other information obtained. Personal 
information includes name, address, date of birth or any other unique identifiers such 
as NHS Number, Hospital Number, National Insurance Number, etc. It also includes 
information which, when presented in combination, may identify an individual e.g. 
postcode, date of birth etc. 

Confidential  
information 

includes person identifiable information but there is also a certain amount of busi-
ness information that must be kept confidential as would be the case with any  
business. 

Sensitive  
information 

includes any information relating to a person’s race, political opinions,  
religious beliefs, trade union membership, physical or mental health, sexuality or 
the commission of a criminal offence. 

Information may include any of the above 
Safe Haven is a location which is set up to receive and manage confidential information 

appropriately. It may be a post room or fax machine, or anywhere where  
personal information may be taken and held securely before being passed on to the 
appropriate recipient. 

Secure transfer of personal   

confidential or sensitive information IG39 

It is the responsibility of all employees and every person working for on behalf or within the 
Trust to adhere to IG Secure Transfer of Personal and Sensitive Information policy when  
transferring personal identifiable information. All employees and every person working for on 
behalf or within the Trust must ; 
 bring to their manager’s attention any areas of concern regarding the transfer of personal 

information. 
 seek advice from the Information Governance Department when unsure about the most 

appropriate methods of transferring personal information.  
 
All staff are responsible for ensuring the updated location is recorded on Trakcare or on  
another tracking / tracing system for any records transported. 

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx


There are a number of risks associated with transferring personal information. Without 
adequate security processes to protect personal information in transit there will always be risks 
to information. The severity and type of these risks will vary depending on the method of 
transfer. 
Examples include: 
• Information being lost, damaged or intercepted in transit e.g. stolen laptops, lost memory 

sticks, opened envelopes. 
• Delivery service delivering mail incorrectly. 
• Information being sent to the wrong address via email, post or fax. 
• Information being corrupted by viruses or other malicious software. 
• Information that is received by the organisation not being delivered to the correct person. 
• Confidential conversations being overheard. 
• Personal information not being disposed of appropriately. 
 
Where such risks are realised and personal information is compromised there is an impact on 
the following: 
 
• Individuals whose information has been put at risk. 
• Staff, whose actions placed the information at risk, may have breached local policy. This 

could  potentially lead to disciplinary action and there may also be legal implications if they 
have breached information legislation. 

Risks in Transferring Personal Information and Related Consequences 

There has been a high increase in incidents reported on Datix and observations where  
transferring of information has been poor.   Please can staff be reminded: 
 
 To track Health Care Records using Trakcare at all times 
 To always use a tamper proof bag, a Trust approved secure bag or a trolley with a cover 

when transferring information to another department or building. 
 To NOT take handover sheets off the Ward, at the end of every shift staff must dispose of 

handover notes using confidential waste bins provided.  This includes NOT taking them to 
the canteen on breaks 

 To check email addresses are correct before sending any information, in particular to         
external persons and also that they are secure 

 To always follow the Safe Haven procedure when sending faxes 

Please refer to policy Secure Transfer of Personal Confidential or Sensitive Information 
IG39 for further information. 

It is the responsibility of all employees and every person working for on behalf or within the 
Trust to identify and report any information governance incidents and information security 
risks in order for the Trust to investigate and learn from them.  Please see Data and Cyber 
Breach Management Policy IG30 for further information. 
 
If you have any concerns or queries regarding the handling and transferring of information 
please speak to; 
 Senior Manager  
 Out of hours to the ‘Senior Clinical Matron Out of Hours’ 
 Information Governance Team – information.governance@nth.nhs.uk  

mailto:xxxxxxxxxxx.xxxxxxxxxx@xxx.xxx.xx
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Introduction: 
 
On a daily basis within the trust, a high volume of patient and/or personal related documents are 
produced and sent out. As trust employees we must ensure that all patient and personal related 
documents comply with all Data Protection and Caldicott requirements and that all documents (whether 
they be used internally or send out external to the trust) are presented in the correct layout as indicated 
in the Trust Style Book (see trust intranet site under communications for this document). 
 
Patient and people related documents includes patient information, letters, reports, minutes, memos, 
slide presentations, signs, posters and other corporate publications. 
 
As mentioned in the Trust Style book, patients, visitors and the public base their views about our 
organisation on what they see, hear and read. So we must all ensure that our professionalism is 
reflected in all of our written material.  
 
All written communication produced by the Trust must support our People First Values as well as our 
strategic and business objectives and the Trust Style Book provides instructions and practical examples 
of how the corporate style must be used to do that. The style book must be used internally as well as 
externally. 
 
It is important that all our written information is consistent and, in the spirit of the Freedom of 
Information Act, accessible to the public. We pride ourselves on being efficient, professional, and above 
all, an organisation which understands its own business - caring for our patients and demonstrating this 
through our written material is vital. 
 
Therefore, we each have a responsibility to ensure that all of our written information including email 
conforms to the Trust’s house style, that all patient related correspondence is competed to the highest 
degree of quality and that rigorous checks are completed by the staff producing the written material to 
ensure that any defects or incorrect information is identified and corrected prior to the written material 
being sent out to intended recipients. 
 
With regard to patient related documents in particular, we must ensure that certain information is 
included on all letters and an example of this is shown in appendix 1 (Letter Quality Check 
Guidelines). 
 
Clinician’s Responsibilities: 
 
 
 To ensure that any letters dictated by them are dictated under their own individual author ID 

(available from pull down list on digital recording devices) and that no information is dictated under 
another clinicians’ ID. 
 

 To ensure that all letters are dictated and processed via the digital dictation system in a timely 
manner as soon as practicable. For example, clinic letters should be dictated and uploaded for 
transcription either as soon as patient leaves the clinic appointment or at the end of the clinic 
session. Dictation of letters from results should be completed and uploaded for transcription within 
48 hrs of result being available to clinician. 
 

 To ensure that all dictations recorded are clear and concise that a separate voice file is created for 
each patient. (multiple patient letters being dictated onto a single voice file can cause corruption of 
the voice file on upload and may result in letters having to be re-dictated.)  

 
 To ensure that all information dictated is are compliant with requirements with regard dictating the 

relevant patient identifiable information (Name, DOB, CRN), at the beginning of each dictation so 
that the typist can pull up the correct patient information on Trak to undertake the appropriate 
quality checks and ensure that the correct patient information is pulled into the letter template. 



Department of Clinical Administration 
 

 

SOP CA13 Revised and updated September 2018       Page 3 of 11 
 

 
 To ensure that the identity of the dictating clinician and clinic information is clearly identified at the 

beginning of each dictation, particularly for junior doctors (for example this is Dr xxxx, SpR to Dr 
xxxx. dictating on behalf of (Cons name, clinic  

 
 +date). This will ensure that any potential miss-directed voice files can be re-routed into the correct 

typist group for transcription in a timely manner. 
 

 To ensure that information contained in the letter is the minimal required to deliver patient care and 
that no other information is contained in the document that might already be known to the intended 
recipient. 
 

 To ensure that dictated work is identified by the correct job types to facilitate the timely processing 
of work for secretaries. Selecting the correct job type from the list available to them on their digital 
recorders will ensure that all transcription is actioned by priority order on a first in - first out basis 
and that delays in processing patient information is avoided. 

 
 To ensure that they explicitly identify (at the beginning of each dictated voice file), any letters that 

should not have a copy sent to patient. In accordance with trust requirements, patients should 
receive a copy of any related correspondence as a matter of course unless the clinician informs the 
typist otherwise.  

 
 To ensure that all completed letters that are sent through to WinvoicePro are clinically checked and 

electronically verified in a timely manner to allow the admin staff to action any requirements and 
print, send copies of the letter to named recipients within the mandated timescales to meet the 
requirements of the letter turnaround target KPI from CCG’s and to file copies of the letters into 
patient healthcare records. 

 
Clinical Administrative Staff Responsibilities: 
 
1. To ensure that all dictations have been uploaded correctly and investigate any missing dictations to 

ensure no letters are missed. 
 
2. To ensure that all transcription is completed within required turnaround times to the highest level of 

quality with zero defects in accordance with all Trust Policies and Guidelines prior to signature by 
clinicians, paying particular attention to checking that both the patient and GP demographics in all 
sections of the correspondence correctly match the recorded demographics in the relevant fields on 
the TrakCare system or SystemOne.  

 
3. To ensure that all dictations uploaded into the Winscribe typists’ queues are completed in job 

priority order and within the required timescales (as determined by the job type chosen by the 
dictating clinician and the finish by date which is calculated from date/time the voice file was 
uploaded to typists’ queue), to avoid unnecessary delays in the processing of patient related 
information that might impact on the provision of care. 
 

4. To ensure that any issues preventing completion of dictation are investigated and resolved within a 
maximum of 48 hrs from commencement of transcription and to ensure that the reason the 
transcription is on hold and the actions taken by the typist to resolve are clearly annotated on the 
voice file job properties. 
 

5. To ensure that transcription targets are adhered to at all times to avoid backlogs and ensure 
compliance with CCG KPI of documents being processed from upload, through 
transcription/verification to receipt at GP practice within 10 working days. Non-compliance with this 
target from CCG could incur financial penalties for the Trust. 
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6. To ensure that any jobs that are found to have had the incorrect job type assigned by the dictating 
clinician are reported to the Admin Team Lead / Trust Administration Manager via e-mail including 
the following information: job number, dictating clinician, date and time uploaded, job type assigned 
by clinician, type of letter when transcription completed (i.e. uploaded as 2wk rule letter but was a 
DNA letter etc.) 

 
7. To ensure that all patients receive a copy of any correspondence (unless specifically notified 

otherwise by the dictating clinician) 
 
8. To ensure that all patient related documents are produced via a technological solution to ensure 

that patient and GP demographics are electronically pulled into templates from the main trust 
system holding patient and GP demographic information (TrakCare) via an interface with 
WinvoicePro Client as per details shown in appendix 1 (WinvoicePro Client Typist Guide).  
 

9. To ensure that any documents relating to patients that WOULD NOT routinely be filed into the 
patients’ Healthcare Record (e.g. serious incidents, legal reports coroner’s reports, inquest reports, 
compliant reports/statements, safety incidents, incident investigations and police 
reports/statements), are not completed within WinvoicePro Client. If a clinician has dictated the 
information, the transcription must be completed in Microsoft Word before the interface to WVP is 
activated to ensure that a copy of the document does not get uploaded to the electronic patient 
record or filed into patient’s HCR in error. 

 
10. Areas of the Trust that use SystemOne as their main patient administration system will ensure that 

any letters produced in those areas are created using the SystemOne templates to ensure the 
patent and GP demographic details are automatically uploaded correctly into the letter template 
from the main patient index files. 
 

11. To check that patient and GP demographics information that has uploaded into the WinvoicePro 
letter template matches the information in Trak or SystemOne prior to the dictation being 
transcribed and a second check of the demographics should be made once document is verified 
and ready for distribution in case there have been any changes in the period between the letter 
being transcribed and verified.  
 

12. If there is any query relating to patient or demographic details generated on the template letter from 
WinvoicePro being different from the information in Trak, the typist must double check details by 
contacting the patient and/or their GP to ensure that the correct details are available for upload into 
the letter.  
 

13. If there are any changes made, the information must be updated in Trak as per the correct process 
and details of with whom the information was checked (+ date checked) logged on the weekly letter 
quality audit sheets as per requirements of SOP CA17 

 
14. To ensure that all aspects of this Standard Operating Procedure and other related SOP’s are 

adhered to at all times – without exceptions. 
 
All staff must be fully aware of the consequences that non-compliance with any aspect of this Standard 
Operating Procedure and all other related SOP’s, might have, including the effect on patients who 
might receive correspondence with incorrect or poor quality information, or delays in treatment due to 
information not being processed in a timely manner, and the consequences for the trust and its 
reputation when issues regarding breaches of confidentiality arise through incorrect information being 
sent out to patients. 

 
Any documents that are found to be non-compliant with the requirements of this SOP or any related 
SOP’s will be Datix’d and fully investigated via a root cause analysis, discussed with the relevant 
member(s) of staff and action plans will be drawn up to address any areas of concern and investigation 
outcome requirements.  
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As information breaches incur a cost to the trust both in terms of financial penalties and loss of 
confidence from our service users any members of staff that do not fully comply with all of the 
requirements of this SOP may be subject to disciplinary action in accordance with trust policies. 

 
 
Transcription of Documents: 
 
Without exception, all patient related documents produced within the trust that are to be sent out to 
GP’s, patients and other intended recipients must be created within either the WinvoicePro or 
SystemOne solutions (dependent on work area), to ensure that no information that might relate to 
another person is inadvertently included in letter templates.  
 
All letter templates created must be quality fully checked to ensure that all patient and GP demographic 
information which has pulled through to the WVP template exactly matches the information in Trak or 
SystemOne. Any information that does not match must be investigated and resolved BEFORE dictation 
is transcribed. Any changes to demographic information must be processed via Trak/WinvoicePro and 
not free-typed into letters by typists. 
 
All other letters/documents that may be patient related but that are not routinely copied to patients or 
filed into patient’s HCRs (see examples in paragraph 9 under Clinical Admin Staff’s responsibilities – on 
page 4 above) Note this is not an exhaustive list and there may be other documents that would come 
under this category – if not sure – please check with Admin Team Leads BEFORE document is 
transcribed. 
 
 
Overtyping of Letters: 
 
There have been some instances in the past where secretaries have overtyped patient information onto 
letters that they have previously typed and this has resulted in some patient information being typed 
onto the wrong patient’s letter. Therefore, on no account should any patient information be overtyped 
onto a previously typed letter, to ensure that all information transcribed relates to the correct patient.  
 
 
Pre-typing Information: 
 
There have been some instances in the past where secretaries have pre-typed patient demographic 
information onto letters prior to the patient attending clinic and this has resulted in clinical information 
relating to one patent being typed onto another patient’s pre-typed demographic details, particularly 
when the secretary has pre-typed the information in appointment time order from the clinic list and 
some patients have subsequently dna’d. Therefore, on no account must any secretary pre-type 
information prior to the patient attending for their clinic appointment and the clinician dictating the letter 
following the patient’s attendance. 
 
 
Dictations containing multi-patient Information: 
 
There has been a recent incident around information relating to multiple patients having been typed into 
one document. This is totally unacceptable and on no account must any secretaries’ type multiple 
patients’ information onto one document as this will result in the potential for multiple information 
breaches.  
 
As all letters dictated that are transcribed within WinvoicePro Client are now being automatically 
uploaded to the patient’s electronic record in Trak, it is especially important that any documents created 
relate to single patients only – not multiple patients. Therefore, if a clinician is dictating correspondence 
to anyone (e.g. a colleague requesting a clinical opinion etc.), about a number of patients, each of 
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those patients must have a separate letter typed so that the information being filed into the casenotes 
relates to that patient only. Ward rounds and Surgical Operation Notes that are being dictated by 
clinicians must also by transcribed as a separate document for each patient to avoid the potential for 
multiple breaches. 
 
Dealing with clinician’s instructions: 
 
If the dictating clinician dictates any specific instructions for the patient i.e. that they require a follow up 
appointment, investigations etc, it is the responsibility of the person transcribing the letter to ensure that 
these instructions are acted on accordingly following the correct processes (see appendix 2). 
 
Working from patient healthcare records: 
There have been instances where secretaries have been in the middle of transcribing a patient letter 
whilst having a number of sets of healthcare records on the desk. When the secretary has been 
interrupted (either by a telephone call or a colleague) and returned to the transcription, they have 
inadvertently looked at the wrong set of notes resulting in the letter they are in the process of 
transcribing containing information relating to another patient.  
 
Therefore, where possible, no healthcare records should be kept in secretaries’ offices unless 
specifically required by clinicians.  
 
Dealing with attachments: 
 
There may be occasions where the letter being transcribed will need to have other documents sent out 
with it and in those instances admin staff must ensure that they double check all attachments to ensure 
that they relate to the correct patient to whom the letter is to be sent and also ensure that the 
attachments are securely attached to the letter using a staple rather than a paper clip. 
 
Storing documents once transcribed and verified: 
 
The Admin Shared Drive was set up to ensure that all patient related information was available in one 
place, rather than each secretary holding files in their personal drives so that in the event of one 
member of staff not being available i.e. annual leave/sick leave etc, other members of the team are able 
to access the patient information to deal with any queries.  
 
All staff must therefore ensure that they are aware of and are compliant with the requirement to save 
any patient related documents into the appropriate department folders on the Admin Shared Drive – no 
other documents should be saved in this shared area (such as appraisals/rotas etc). 
 
All letters on the admin shared drive are linked to the document portal which the clinicians’ access to 
look at patient letters in the event of emergency admissions etc where healthcare records might not be 
available and the portal searches the admin shared drive to look at parameters entered by the clinician. 
 
In order for this process to work efficiently and to ensure that when clinicians are searching for specific 
patient information the correct records are being identified it is extremely important that all documents 
held on the shared drive are filed using the correct file naming structure.  
 
It is the typist’s responsibility to ensure that the correct file naming structure is used at all times i.e. 
Surname.Firstname.CRN Number.Date of Clinic Attendance – for example rogers.pam. 
0000000.14.1.14  
 
Please note that backslashes or forward slashes must not be used in the file name structure and each 
aspect of the file name i.e. Surname.Firstname.CRN number and clinic date must be separated by a full 
stop. 
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The reason why this correct file naming structure must be adhered at all times is because the 
document portal has a program running in the background to ‘pull’ files through from the Admin Shared 
Drive into the Document Portal and this program takes the information from the file name structure.  
 
If the patient information has been filed without using the correct file name convention, the information 
would not be ‘pulled through’ to the portal and vital patient information might not be made available to 
clinician. 
 
Please note: It is expected that by January 2019, all patient related documents will be uploaded 
directly into the patient specific record in TrakCare. Once the documents are being filed directly 
into the patient record, there will no longer be a requirement to save letters to the admin shared 
drive. 
 
Full instructions on this new process will be sent to all secretaries prior to implementation. 
 
 
Filing of Patient Related Information: 
 
All admin staff must ensure that they are conversant with and comply with the trust requirement for 
patient related information being filed into the patient’s healthcare record within 5 working days from 
receipt / transcription so that all patient related information is available in the right place at the right 
time. 
 
All admin staff must also ensure that all patient related information is filed securely into the correct 
section of the healthcare record and in the correct datal order. 
 
Please note: It is expected that by January 2019, all patient related documents will be filed 
directly into the patient specific record in TrakCare. Once the documents are being filed directly 
into the patient record, there will no longer be a requirement to file letters into individual’s 
healthcare records. More information on this process will be advised when the change is 
implemented. 
 
 
Sending out letters: 
 
It is important that all staff adhere to data protection and patient confidentiality at all times and this is 
especially important when sending out letters.  
 
When transcribing any patient/personal related documents, the typist transcribing the letter must ensure 
that all of the required quality checks are carried out against the information in Trak prior to the letter 
being transcribed and forwarded to the dictating clinician or author for signature This will ensure that 
the information is changed whilst still within WinvoicePro Client if required so that an audit trail is 
available. 
 
Any differences between the information being pulled into the template letter via WinvoicePro Client 
and the information relating to the patient and GP demographic details in Trak must be thoroughly 
checked and where required updated accordingly before the dictation is transcribed. 
 
This will ensure that all information is being sent to the correct recipient and that errors are identified 
before the document is produced thereby minimising the risk of a potential information breach. The 
quality checks that must be carried out by typists are shown in red text in the diagram appendix 1 
(Letter Quality Check Guidelines). 
 
A comprehensive second quality check of the patient demographics must also be completed against 
the information in Trak or SystemOne prior to the letter being sent out to intended recipients to ensure 
that the information has not changed in the time period between transcription and verification. If the 
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information has changed, the necessary action must be taken to amend the letter accordingly before it 
is sent out. 
 
When using window envelopes to send out letters containing patient identifiable information, the private 
and confidential heading and the main name and address including the post code should always be the 
only information that is clearly visible in the window of the envelope and the letter folded in such a way 
that no other information contained in the letter can be seen. 
 
All patients’ own details and their GP details must be checked whenever contact is made with the 
patient such as when they attend for their outpatient appointments or if they telephone the hospital and 
any changes notified should be updated immediately in TrakCare to ensure that we are sending 
correspondence to the patient’s correct address or GP practice. 
 
All envelopes containing patient related documents must have the trust address stamped onto the back 
of the envelope with an extension number of the department sending out the correspondence (no 
department details should be shown on the envelope).  
 
This is to ensure that in the event of correspondence not being delivered and subsequently returned to 
the trust via royal mail, the post room staff can contact the number on the back of the envelope to 
identify which department it needs to be returned to without them having to open the envelope. This 
ensures that patient confidentiality is maintained. 
 
Sending Information Via E-mail  
Where information that would contain any patient identifiable information is to be sent out of the trust 
(i.e. to other hospitals) via e-mail, the information must only be sent out from an NHS.NET email 
account to a recipients NHS.NET e-mail account or other similar secure e-mail accounts (contact 
Information Governance for advice on other accepted secure e-mail accounts). On no account should 
any information be sent out in an unsecured or unencrypted e-mail. 
 
When sending information via Fax, secretaries should confirm with intended recipient that the fax is 
situated in a secure (safe-haven) location use hard-coded fax numbers when dialing fax numbers 
where possible. Secretaries must advise recipient that they are in the process of sending a fax to them 
and ask for confirmation from the recipient that all pages faxed over to them have been received.  
 
 
P R Rogers 
Trust Administration Manager 
Revised November 2018. 
 
 
 
 
 
 
 
 
 
 
 
Appendix 1 – Letter Quality Check Guidelines 
 
Department of (type in department name) 
Direct Line:  type in contact telephone numbers 
Direct Fax:   type in fax number 
 
Ref:  (clinician’s initials/typist’s initials/patient’s CRN number) –  
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NHS No: insert patient’s NHS number here 
 
Date of letter: insert date letter typed 
Date of Clinic: Insert the date that the patient attended clinic 
 
 
 
PRIVATE & CONFIDENTIAL  
Dr (type in patient’s GP name) 
Practice Name 
Address line 1 
Address line 2 
Address line 3 
Post code 
 
Dear Dr (type in patient’s GP name) 
 
Patient’s Name:                    D.O.B.  
Patient’s address: 
 
Type the body of letter as dictated by clinician using trust style book guidelines etc. 
 
 
 
 
 
 
 
Yours Sincerely 
 
 
Dr X XX (type in name of clinician who has dictated the letter) 
Designation (type in designation of clinician) 
GMC No.XXXXXX 
If the dictating clinician is a junior doctor, please note the  
Senior consultant details: 
E.G. Dr G Apple, SpR to Dr D Plum, Consultant Physician 
 
Encs  
(only if any other documents are to be included with the letter) 
 
 
cc A N Other person  
(only if letter is being copied to another recipient(s) 
 
 
 
 
Appendix 2 

 
RTT Results Pathway (Outpatients) 

 
Medical Secretaries Responsibilities - Page1 of 2 

(Dealing with actions requested by clinicians) 

Important!! – You must double check that the patient’s CRN 
number, NHS number, name and address, DOB and the 
patient’s GP details that has been pulled into the letter template 
are correct against the information held in Trak or SystemOne. 
 
Use window envelopes when sending out letters and ensure 
that the full address is clearly visible in the window of the 
envelope but that no other information is visible in the window 
of the envelope 

Important!! – Check that all spelling and grammar contained within the 
letter is correct and relates to the patient to whom the letter is being 
sent before completing the letter and processing for verification by 
dictating clinician.  

Important!! – Check that the name 
and address of the person(s) to 
whom the letter is being copied to 
is correct before letter is send for 
electronic verification by dictating 
clinician.  
 
If copy is going to same person 
detailed in the body of the letter, 
please ensure that all details 
match in both sections of the letter 
 
Ensure that the full name address 
of the person to whom the letter is 
being copied to clearly visible in 
the window of the envelope but 
that no other information 
contained in the letter is visible. 
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RTT Results Pathway (Outpatients) 
 

Medical Secretaries responsibilities - Page 2 of 2 
(Checking / chasing investigation results)  

 

Log details of all 
investigations requested 

into the investigations 
database. 

(This is located on the 
admin shared drive) 

YES 

YES 
NO 

NO 

Track Healthcare Record into Location in TrakCare and check healthcare records for actions 
required. 

If no investigation 
results pending 
Track HCR out on 
Trak and return to 
Medical Records 

 Send an e-mail request to the central booking 
office: 
Central Booking (RVW) Health Records 

 
 Once the e-mail request has been sent, print 

out a copy showing date and time sent to be 
checked later 

 
 If the request is deemed urgent i.e. apt 

required within 2 weeks, telephone the 
central booking office to request an urgent 
appointment and take details of appointment 
from the booking team 

 
 Check the TrakCare system against copy of 

e-mail request to ensure that request for 
outpatient appointment has been actioned by 
the central booking team. 

 
 If no appointment is appearing in Trak – 

send a second e-mail request to the 
central booking office – please ensure that 
you annotate that this is a second request 
and where possible, give details of when 
first request was made

Track and return HCR to 
main file in medical records 
dept., 
 
HCR can then be requested 
from medical records once 
the result is available if the 
clinician viewing the result 
would like to see the HCR. 

 
Any notes kept in 
secretaries’ offices 
awaiting results must be 
checked DAILY via ICE, 
until result is available for 
clinician to check and the 
result spreadsheet 
updated with full details of 
any checks made. 

 

Have any investigations been 
requested by clinician? 

Is an outpatient follow-up 
appointment required? 
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NO 

YES 

If results are not received within normal timescales – chase up with relevant department and 
advise them that results are still outstanding (details of when tests requested will be available 
from the investigations database) 
 
Update database with comments from department including name of person chasing result, 
date and time of call to chase up result, name of contact and response given by department. 
 

Keep checking for results on ICE on a daily basis where possible, chasing and 
updating database as necessary until all results received. If secretaries are having 

problems with obtaining results after various attempts to chase – escalate to Admin 
Team Leader for advice/action.

Once results are available, advise clinician that result is available for checking on ICE. 
 
Retrieve HCR from Medical Records where required by clinician  
 
Consultant or nominated deputy to dictate a result letter a.s.a.p. after result is available for viewing. 
 
Secretary to then transcribe and send out the result letter within required timescales. (All letters must be 
double checked for accuracy and quality of information, particularly patient names/address, GP name 
and practice address). 
 
Letter to be filed on admin shared drive as appropriate using correct file naming structure. 
 
If an outpatient appointment is requested – secretary to send an e-mail request to central booking team 
or request by telephone if urgent appointment is required (within 2 weeks) 
 
Secretary or admin assistant to file copy of letter in HCR and send result letter to GP with copy of the letter to 
patient. 
 
Track HCR out on Trak and return to Medical Records. 
 

Are results available on ICE / Omnilab for checking? 
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Policy Summary: 
 
The NHS in England is one of the largest 
employers in the world, with a carbon footprint 
of over 20 million tonnes a year, and is a large 
procurer of goods and services from local, 
national and international economies. 
 
Everybody employed within North Tees and 
Hartlepool NHS Foundation Trust has an 
obligation to mitigate the effects of climate 
change, which is arguably the largest health 
threat that faces us.  
 
The ambition of the Trust is to be a public 
exemplar in sustainable development in 
general and carbon reduction in particular. To 
do this the Trust needs to operate 
economically, conscious of its core role in 
delivering safe and cost effective health care, 
whilst simultaneously operating economically 
and ethically, recognising its broader 
obligations to the health of the population and 
the planet as a good corporate citizen. 
 
The Environment, Sustainability and Carbon 
Governance Policy will set a structured 
approach to environmental management 
within the Trust by establishing a strategy to 
achieve the goals set by the Climate Change 
Act (CCA) using guidance provided by the 
NHS Sustainable Development Unit. 
 
The policy will be continuously monitored and 
subject of regular review.  
 
 

 
 
The Trust is committed to the fair treatment of all, regardless of age, colour, disability, ethnicity, 
gender, gender reassignment, nationality, race, religion or belief, responsibility for dependants, 
sexual orientation, trade union membership or non membership, working patterns of any other 
personal characteristic.  This policy and procedure will be implemented consistently regardless of 
any such factors and all will be treated with dignity and respect.  To this end, an equality impact 
assessment has been completed on this policy. 
 

Policy Title: 
The Environment, Sustainability and Carbon 
Governance Policy 

Reference and Version No: 
EF4 v5 
 
Author and Job Title: 
Stuart Watkin – Head of Engineering 
Compliance and Energy 
 
Executive Lead:  Director of Estates and 
Facilities Management 
 
Validated By: 
The Environment, Sustainability and Carbon 
Governance Committee 
 
Ratified By:  
Health, Safety and Welfare Committee 

Date Issued: 
21 August 2017 
 
Date for Review: 
15 August 2020 
 
Related Documents 
RM10 Health and Safety Policy    
EF1    Waste Disposal Policy    
EF3    Traffic Management Policy for Staff 
 
This policy is intended for: 
Trustwide 
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1. Introduction  
 
North Tees and Hartlepool NHS Foundation Trust is committed to serving the local community 
by providing effective and efficient healthcare services.  In providing this, the Trust consumes 
finite resources and produces waste materials, which in turn have an effect on the environment 
and ultimately impact upon the health of the nation. 
         
As the largest single organisation in the UK, the NHS has huge purchasing power and is 
responsible for major consumption of resources with a Carbon Footprint of over 20 Million 
Tonnes every year. 
 
The Board therefore acknowledges that the Trust has a responsibility to consider the 
environmental implications of its corporate business strategy and to support policies that will 
provide an environmentally responsible approach to the management of Trust. 
 
The purpose of this policy is to set out and communicate the North Tees and Hartlepool NHS 
Foundation Trust statement of intent with regards to implementing and maintaining an effective 
environmental management system.  As per the Department of Health’s:  Environmental 
Strategy for the National Health Service, the aim of this policy is to “Introduce a change of 
approach, a more informed thought process where decisions are made based on physical 
knowledge of what the impacts and implications could be”.   
 
2. Purpose 
 
The Environment, Sustainability and Carbon Governance Policy backed by the Trust Board will 
help the Trust fulfil its commitment to conducting all aspects of its activities with due 
consideration to sustainability, whilst providing high quality patient care. 
 
The NHS Sustainable Development Unit (SDU) has produced its NHS Carbon Reduction 
Strategy which sets out clear measurable milestones to measure, monitor and reduce direct 
carbon emissions, which contribute towards the commitments and time frames around carbon 
reduction. 
 
This is a corporate social responsibility issue and fits within the wider sustainability remit of the 
NHS SDU as carbon forms a lens for examining progress towards a sustainable NHS. 
 
The NHS SDU’s approach to sustainable development fits well with the concept of being a 
‘Good Corporate Citizen’, which means using NHS organisations’ corporate powers and 
resources in ways that will benefit rather than damage the social, economic and environmental 
conditions in which we live. 
 
In terms of wider targets, the NHS CRS states that to meet the Climate Change Act a 34% 
reduction of carbon emissions by 2020 and 80% reduction by 2050 (based on 1990 levels) will 
be a huge challenge.  The major impact of this legislation for the Trust may be the requirement 
to join an emissions trading scheme such as, the Carbon Reduction Commitment (CRC) Energy 
Efficiency Scheme.  Thresholds for compulsory participation in the scheme are based upon the 
level of imported electricity.   
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The Trust was above the threshold levels and therefore a paying participant in Phase 1 but, due 
to simplification of the rules and how they are applied, together with the use of Combined Heat 
and Power units on both sites means that the Trust is now below the threshold level and exempt 
from Phase 2. 
 
In addition, the UK Government and the European Union are introducing increasing 
environmental legislation and guidelines as well as economic and social policies that stipulate a 
change in the way we view our relationship with the environment.  
 
3. Aim 
 
The aim of this policy is to guide Trust management and staff on all activities relating to energy 
usage, and environmental concerns relating to procurement, travel and waste management on 
all Trust premises, and by all Trust employees.   
 
 
4. Roles and Responsibilities 
 
4.1 Chief Executive 
 
 The Chief Executive is ultimately responsible for the environmental performance of the 
 Trust. 
 
4.2 Director of Estates and Facilities 
 
 The Director of Estates and Facilities reports to the Trust Board, as the member 
 responsible for carbon and environmental management and sustainability, and as such 
 will ensure that: 
 

• An Environment, Sustainability Carbon Governance Committee is established and 
 maintained to promote Energy Awareness and Sustainability. 

 
• Regular updates are given to the Trust Board on Carbon Management performance. 
 
• Adequate resources are made available to continue the successful Carbon Management 

 Programme. 
 
• Ensuring resources are allocated to areas of environmental improvement activity within 

 the business planning and strategic direction. 
 
• Support the development and implementation of the trust environmental management 

 systems. 
 
• Providing regular performance and status reports on environmental issues.  

 
4.3 Head of Engineering Compliance and Energy 
            
 The Head of Engineering Compliance and Energy will act as the Trust Lead for Energy 
 related activities. 
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 Key responsibilities include: 
 

• Preparing Trust returns for the ERIC; Display Energy Certificates; CHP QA and any 
 other recording body to maintain legislative compliance. 

 
• Monitor and trending energy use profiles and producing periodic reports. 
 
• Providing advice and guidance to managers and staff on energy issues. 

 
4.4 Head of Corporate Health and Safety / Non-Clinical Risk 
 

• Taking a lead role in the promotion of good environmental management practices 
 at the Trust, keeping data on waste and providing an annual report. 

 
• Provide advice and guidance to managers and staff on environmental issues to do with 

 waste. 
 
• To maintain the ‘Register of applicable environmental legislation and other  
 requirements’. 

 
4.5 Head of Procurement 
 

• Taking a lead role in the promotion of good environmental management practices in the 
 relation to Procurement. 

 
• Considering supply options that reduce packaging, waste and transportation. 

 
4.6 Head of Transport 
 

• Taking a lead role in the promotion of good environmental management practices in the 
 relation to Transport. 

 
4.7 Managers 
 

All line managers are responsible for ensuring that all employees accountable to them 
operate in accordance with the Environment, Sustainability and Carbon Governance 
Policy, Strategy and appropriate environmental procedures. 

 
4.8 All Employees 
 
  Staff, have a responsibility to ensure that: 
 

• They participate in any training programmes and initiatives, where requested. 
 
• They support the aims Environment Sustainability and Carbon Governance Policy 

 towards successful implementation. 
 
• Contribute to the achievement of all energy and environmental objectives and  
 targets. 
 
• Report all environmental incidents. 
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• Take energy awareness and environmental consideration into their daily  
 activities. 

 
4.9 Environment, Sustainability and Carbon Governance Committee (ESCGC) 
 

The Director of Estates and Facilities or the Head of Engineering shall chair the ESCGC.  
Members will be multi-disciplinary and its membership will be from a wide cross section 
of directorates and departments across the Trust [see Appendix 1]. 
 
The committee will meet periodically to discuss all issues which relate to management at 
the Trust. The main aims of the ESCGC are as follows: 

 
• To develop a structured approach to Environment, Sustainability and Carbon 

 Governance issues at the Trust. 
 
• To define strategy - Set targets / action plan / dates for achieving targets set by the 

 Climate Change Act. 
 
• To provide a forum for the discussion and implementation of environmental 

 management best practice within the NHS. 
 
• Provide an information point for advice, enquiries, suggestions and support from 

 patients, staff and the general public and outside agencies. 
 
• Liaise and create partnerships with other groups and organisations such as the 

 Environment Agency, NHS National Performance Advisory Group etc. 
 
• Provide the Trust Board with an Annual report, reporting target and progress to date. 
 
• Participation in the Good Corporate Citizen scheme 

 
5. Statement of Intent 
 
The principle aim is to identify and implement environmentally responsible practices and 
procedures in order to reduce the overall impact of the Trust.  This can be achieved by a 
combination of improved working practices, greater awareness and involvement, and an on-
going commitment to the pursuance of technical improvements. 
 
As a measure of its commitment, the Trust will: 
 

• Comply with all relevant legislation and other environmental requirements. 
 
• Meet and exceed the national target to reduce NHS carbon emissions. 
 
• Support the Good Corporate Citizenship Assessment Model. 
 
• Commit to continually improve the Trust’s environmental performance. 
 
• Educate, train and motivate employees to understand and undertake their role in  
 preventing, controlling and reducing the Trust’s environmental impact. 
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• Reduce the amount of natural resources used by conserving resources and minimising 

 energy and water consumption (the minimisation of waste and the  need to recycle 
 wherever viable). 

 
• Procurement – sustainable procurement means purchasing goods and services in a way 

 that maximises positive benefits and minimises negative impacts on society. 
 
• Transport – encourage sustainable transport, walking, cycling and the use of public 

 transport and making sure that pollution and CO2 emissions are minimised. 
 
• Consider environmental costs in resource; purchasing, disposal, transport and 

 distribution decisions. 
 
• Promote and publicise good environmental practice both internally and externally. 
 
• Audit operations on a regular basis to identify strengths and areas for improvement, and  
 to highlight actions required to prevent potential deficiencies. 

 
6. References  
 
 Climate Change Act 2008 
 

www.dh.gov.uk 
 

www.sdu.nhs.uk 
 
www.decc.gov.uk 
 
www.corporatecitizen.nhs.uk 
 
Trust Policies: 
 

• RM10 – Health and Safety Policy 
 
• EF1 – Waste Disposal Policy 
 
•  EF3 – Traffic Management Policy 

 
7. Consultation 
 
This policy has been produced in consultation with Environment, Sustainability and Carbon 
Governance Committee and members of the original Carbon Management Programme team. 
 
8. Review and Revision Arrangements 
 
This policy will be reviewed annually by the author, or earlier if there are: 
 

• Regulatory / statutory changes or developments. 
 
• Significant changes to the environmental impact of the Trust. 

http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4119710
http://www.sdu.nhs.uk/
http://www.decc.gov.uk/
http://www.corporatecitizen.nhs.uk/pages/about.html
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• Any other adverse event which instigates policy review. 
 
The policy will be formally reviewed in line with Trust policy on a 3-yearly basis. 

 
9. Monitoring 
 
The Trust’s Environment, Sustainability and Carbon Governance Committee will continually 
monitor and report on the implementation and adherence to this policy.  A report to Board will 
indicate the performance of the Trust in applying this policy to its business. 
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Appendix A 
 
 

ENVIRONMENT, SUSTAINABILITY CARBON GOVERNANCE COMMITTEE 
 

Terms of Reference – Aug 2017 
 
 
1. Purpose of Committee 
 
The purpose of the committee is to provide a consultation and governance mechanism to ensure 
the effective and consistent management of energy and environmental issues within the Trust.  The 
committee will provide the opportunity for nominated representatives from all Directorates and staff 
groups to actively participate in monitoring, reviewing and reporting of issues relating to the 
environment and sustainability, and to promote the awareness of such issues. 
 
The Environment, Sustainability and Carbon Governance Committee (ESCGC) will: 
 
• Guide and influence strategic direction of all aspects of environmental management within 
 the Trust, and for keeping the Board informed on progress in improving the Trust’s overall 
 environmental performance. 
 
• Formulate a structured approach to environmental management within the NHS, and to  
 co-ordinate the dissemination of information on environmental matters pertinent to the NHS. 
 
 
2. Objectives and Function of the Committee 
 
• To develop a structured approach to environmental management, in line with ISO14001, at 
 the Trust. 
 
• To assist the Trust in meeting all its legislative obligations relating to the environment and 
 energy management, most especially those relating to the Climate Change Act 2008. 
 
• To address the need to maintain up-to-date policy, objectives and targets in light of 
 changing circumstances and the commitment to continual improvement. 
 
• To provide a forum for the discussion of environmental and energy awareness issues, and 
 appoint the best people to investigate and provide solutions. 
 
• To provide a focal point for advice, enquiries, suggestions and support from patients, staff 
 and the general public. 
 
• To provide guidance, training, promotional and publicity material relating to environmental 
 and energy saving issues. 
 
• To seek and provide examples of Best Practice and to share that with the group and 
 disseminate to the wider Trust and healthcare community. 
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• To liaise and create partnerships with our groups and organisations with similar goals to 
 share ideas and potential schemes. 
 
• To deliver an annual report to the Trust Board on the implementation of schemes and 
 progress towards applicable targets. 
 
 
3. Role of Committee Members 
 
• To act as the Directorate, staff group or staff side representative and to ensure effective 
 communication between their representative area and the committee. 
 
• To attend all ESCG committee meetings or arrange for a deputy to attend. 
 
• To actively participate in discussions of reports received or issues raised, and to take part in 
 any scheme to improve the situation. 
 
• To seek best practice within their field of activity and share it with the committee for wider 
 awareness and implementation. 
 
• To provide updates and progress reports on any areas of work identified or allocated by the 
 ESCGC. 
 
• To ensure all relevant information from the committee is cascaded to all staff within their 
 area. 
 
 
4. Membership 
 
• Director of Estates and Facilities   – Chairperson  
• Head of Engineering, Compliance and Energy  – Deputy Chairperson  
• Communications Manager 
• Head of Corporate Health and Safety / Non-Clinical Risk 
• Head of Portering and Transport 
• Head of Procurement 
• Hotel Services Manager 
• Senior Matron / Nursing Rep 
• Pathology Rep 
• Pharmacy Rep 
• Head of Financial Services 
• Trade Union rep 
 
 Any other representatives who may wish to attend or be co-opted as necessary 
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