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1. Recommendation:

Ofcom refuses a licence

andmént on the basis of this consultation:
Ofcom consults again on theli

3licence amendment;

Eal e

viable option and recommend that PE considers adopting either options 2, 3 or 4, the
argumen r i



Agreement was reached earlier this year between broadcasters and manufacturers in the
Digital Television Group (DTG) that Digitat Rights Management (DRM}) digital copy control
technology would form part of the minimum HD Freeview receiver specifications. This
wouid require receiver manufacturers wanting to use the HD Freeview logo fo include
DRM in their products’. Ofcom played no role in this decision?.

It is currently a condition of the Multiplex B licence that the HD Freeview channels are
broadcast inthe-clear without encryption even if PRM is applied fo the content. This
makes it feasible for receiver manufacturers to provide products without DRM, which can
provide full access to the HD Freeview broadcast channels and EPG. These
manufacturers would effectively be trading the benefit of not being able to gge the HD
Freeview logo against the benefits of not incurring additicnal DRM Ilcensmg ts and
being able {o provide consumers with potentially more attractive productsﬁh{gg to not .
apply DRM content usage restrictions. &

The BBC has reported to us that during negotiations with the Digi
Authorily (DTLAY?, who own the IPR for the DRM technology incl
Freeview receiver specifications, that a grealer level of surely i
implement DRM before it will license broadcasters to Lj%e |t§}
m’

@% . “that receivers will
) chnology. The BBC
reported that this surety is bemg insisted upon by the D the forizontal HD Freeview

free-to-air broadcast market! to ensure that; ”m%{

- manufactures implementing DRM areg wpetmvely disadvantaged by
manufacturers choosing not to implement _DR

— broadcasters are able to offer rights, Ider a better guarantee that DRM copy
protection will protect their content fr, &w\ i

The BBC has so far not prowdecté.fconﬁgw ithzevidence of the DTLA hcensmg position or

the impact not gaining a greater Surety tiat DRM is implemented in receivers would have

on its ability to secure third-pa iD cgntent rights for the Freeview platform.

. B

Following its d{scussmﬁ §the DTLA the BBC proposed an approach it believed would
prowde a level of Qréﬁ garantee that all manufacturers would |mplement DRM in their
recewers Th|s i t’;glved {he BBC leveraging unrelated IPR it owns in a system planned to .
”ata fiore efficiently {Huffman Codes), and to only license these codes
SIS) to manufacturers who agreed to implement DRM in their products®.
Wo[ﬂ?d mean that HD EPG data would no longer be available in a free-to-air
for at and cotild only be accessed in receivers using secret Huffman Codes provided
under I|cen%e from the BBC. The Multiplex B Licence currently requires any EPG service
to e r@ylﬁed using published technical standards which are freely available.

! DRM mesting the HD Review requirements is already integratcd as standard into HD receiver chips and
the licensing cost of activating this technology in receivers is approximately 30.5 per receiver.
% Ofcom has no regulatory powers over receiver specifications. The Intellectual Property Office (IPQO) is
responsible for overseeing legislation relating to consumer *fair use’ of digital content.
* DTLA members include: Hitachi, Intef, Panasonic, Sony and Toshiba.
* The DTLA has licensed its DRM to broadcasters on the HD Freesat platform, whose receivers all
implement DRM,
3 The ability of a Huffman Code approach (o prevent receivers entering the market without DRM has been
questioned by Samsung. Freesat currently operate using a similar approach but are now planning to switch
to the full CA encryption of its EPG data 1o prevent it being used in unlicensed receivers.

2




The BBC therefore asked Ofcom in the summer for an amendment to its Multiplex B
licence which would allow them to transmit their HD EPG data to in what would effectively
be an encrypted rather than free-to-air format. it is this request which has triggered
Ofcom’s involvement in DRM related issues on the HD Freeview platform. Ofcom wrote to
interested parties asking for thelr views on a proposal that exceptions could be made to
the requirement to make EPG data freely available for content protection purposes where
Ofcom approved such proposals, and published the letter on the web site {also notified in
a broadcast notification). The letter proposed allowing, in principle, changes to the licence
which would have allowed measures to be taken to implement DRM such as the encoding
of EPG data with Ofcom’s agreement. The BBC would therefore have baen able to
implement their proposal but would have to have put forward more detaned posals
relating to how the copy protection measures would be used to allow Ofcorfi S|der
Whether approval were appropnate b 5

strongly opposed in nearly 200 responses from individual const
and open source software developers. These raised a range of congy
concerns not addressed in the original consultation, and a ng iﬁ?%%\f respondents asked

in terms of its duration

e

whether in view of these, Ofcom’s consultation had beeﬁ‘@
and scope. &

%f ﬁmg

1. Allow alicence amendment on the basi; f’of’"{hg first consultation

e

Moving forwards the project team has considered

content rights negotiations (subje‘ét 1o 1 eﬁ@%g};emse terms of any proposal which Ofcom -
would need to approve), but is not considered viable in view of the wider consumer and
competition issues not addressed? by the frlgmal consultation.

2. Reject the licence ameﬁd%%ent on the basis of the first consu[tatlon

This option would alsd%gm\ﬂge early clarity for receiver manufactures and third party
content rights negohﬁtr@ns»“%l'he other likely outcomes of this option are:

erjthe range of HD content available on the Freeview platform. No
e\f|de e h@;s been provided by the BBC vyet of the impact rejecting the licence
-apefidment would have on.its ability to secure third-party HD content rights;

a duied number of potentially reliable receivers in the market that have been
compllance tested by the DTG to the HD Freeview specifications;

the“availability of receivers which do not impose DRM copy restrictions.

3. Conduct a second consultation on the licence amendment

This option would allow Ofcom to make a full assessment of issues raised by the first
consultation. The main questions a second consultation would be seeking to address are:

¢ The DTG Council recently agreed in principle to including the EPG data encryption approach in the
minimum receiver specification for HD Freeview receivers, pending Ofcom’s decision on the multiplex
licence amendment,



1. Whether it is appropriate to allow encryption of EPG data for content protection
purposes generally;

2. What impact the BBC's proposal would have on competition in the receiver market;

3. Whether the consumer benefits of more HD Freeview receivers implementing DRM,
which is likely fo be achieved if the BBC's proposal is approved, outweigh the benefits
of a receiver market where only receivers compliant with the HD Freeview receiver
logo implement DRM.

This will involve balancing arguments for potentially enabling a wider range of HD content
on Freeview and providing a more uniform reliable receiver market for consumers, against
maintaining the ability of manufacturers fo provide consumers with receivers WitQ%DRM.

de:

1. The broader question of whether BRM is generally a good or b"ag @%@f@f the HD
Fresview platform. In this respect, it is worth noting that, had the%7 be h able to find
a DRM solution which was consistent with its licence, Ofcom slidinotifave had locus
fo intervene; K i %!%\’3‘

2. How broadcasters should be permitied to apply DRM to l#enrgé ntent. Ofcom does not
have any specific powers in respect of DRM and is onLy in the process due to
the fact that the proposal requires a licence ar%endme |3 1n spect of EPG data, not
DRM itself. However, because the BBC's proposa mov@s the ability for consumers
to purchase recelvers without DRM, Ofcom’s™d "ﬁ‘ mn the BBC's proposal is likely
to be dependent on advice from the 1PO on wt %r? toadcasters planned use of DRM

would be consistent with consumer fair us mat shifting’ of the content.

The questions that would be out of the direct scope of this second consggtatlgﬁ‘fu,gl

i

uﬁétlé\ﬁ“%fn"these complex set of issues’ is that it is
Quatthe earliest. This means that when DVB-T2
rana@a Switchover region in December 2009 the BBC
ilable in a free-to-air format pending a decision from

HD broadcasts comimence in thé
would need to make its EPG data
the second consultation.

6§x§
Whilst our current expept%g 45 that most of the first generation of DVB-T2 receiver
products provided by Mgjor ¥panufacturers will be complaint with the HD Freeview logo
and implement DRI ieonsultation process were delayed this could create a risk that - '
cheaper receivers Withott DRM from smaller scale manufacturers would enter the market
around the, tim tes2010 World Cup and that the EPG on these devices would stop
functioning ( m were to subsequently approve the BBC proposal. A delay in the
consgi% Ss could also cause some major manufacturers planning to provide
: DV@—T2 re“& ivérs for service launch to pause their development of HD products, so as not
é dlessly incur DRM licensing costs, whilst they wait for Ofcom to make up its mind.

) 3«%33;{%‘5

4. Conduct a second consultation an the licence amendment and allow the BBC to
encrypt its EPG data on an interim basis

This is similar to option 3 but ensures that receiver equipment is less likely to be
purchased by consumers whose EPG would stop functioning if Ofcom approves the BBC
proposal. This approach is aligned with recent agreements reached by DTG Council and

" The “fair use’ and “format shifting’ aspects of the consultation would need to be handled in collaboration
with the JPO.



current industry expectations that HD EPG data will be encrypted cn Freeview using the
BBC's proposed approach.

There are a number of potentially significant risks associated with this option:

— Ofcom could be considered to have pre-judged the outcome of the second
consultation without properly taking into account the range of consumer and
competition raised hy the first consultation;

— It would temporarily foreclose the receiver market to manufacturers not wanting to
include DRM in their products, which may become a significant issue if the BBC
proposal was subsequently refused; Q%b

— Third party rights contracts agreed on the basis of EPG data encryption
may need to be re-negotiated if Ofcom refused the licence amendment.

W e
Sorer That the only

s
i‘?%: of ‘tarket clarity
ragg%%f HD content
ay#o deal with the
does create a risk
me receivers. Option 4 is
wgﬁ the broadcaster and
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None of the four options set out above are risk free. On balance we ¢ar
three credible options are 2, 3 and 4. Option 2 provides the greatest
for DVB-T2 launch but uncertainties remain over its impact on
available on Freeview. Option 3 provides a procedurally rob
consumer and competition issues raised by the first consulné?ji

that a future Ofcom decision would switch EPG access off:onis ég
aligned with agreements recently reached in th%& D'%%
manufacturers but also presents a reputationat apd nrog
to pre-judge the ouicome of a second consultatio *E%E}%

. LA
interest.

3. Stakeholders:

respond positively o a decision to adopt
d"4. The consumer concerns associated with
ttaching the conditions that DRM restrictions
g'second consulfaticn has reached a final decision
ded that consumer ‘fair use' and ‘format shifting’ of

Consumers and consumer group
options 2 or 3 and negatively to
option 4 might be partially addrégsed
cannot be applied to the content
and that adequate guarantegs.are p
the content will be prese%ﬁ% ‘f%

l\ TV Eind C4) would prefer option 1 but are likely to view option 4,
icH 3, as an appropriate compromise given the level of consumer -

The BBC (and poten
and to a lesser ext

oppositioncanqé;gecfeg neyative press coverage®, The potential impact of option 2 on third

party rights negotiations is uncertain® and is likely to differ for different PSBs.

Ma@ﬂ?ﬁ%ﬁ'ﬂér; -are seeking early certainty over receiver specifications which would be
prayided byioption 2. Options 3 and 4 should have no real impact on major manufacturers
plan’i%jﬁgg toé%rovide products for the 2010 World Cup, who are already intending to use the
HD Ffeatiew logo and implement DRM, but in practice the uncertainty created by
consulting again may cause some manufacturers to delay their product developments until

Ofcom makes up its mind.

4. 'Irhpac_:t Assessment (in_ciudi'n_g Equality Impact Assessment) and risk:

.17 September, FT, “Anger at digital copy protection plans”.

* A similar rights dispute over free-to-gir satellite averspill into other countries was resolved by
broadcasters agreeing to pay more for third-party content rights,



Ofcom could face a potentially significant reputational risk if it were to adopt option 1. If
approval for the licence amendment (and ultimately the BBC proposal} were given on the
basis of the current arguments put forward by the BBC it might be observed that Ofcom
had effectively mandated the use of DRM in receivers to appease rights holders without
accounting for its wider impact on consumers and competition. A similar decision to
mandate the use of a ‘broadcast flag' DRM system in receivers in the US proved fo be
highly controversial and was subsequently overturmned in the courts.

There may aiso be a risk of legal challenge to a decision to approve the licence
amendment and the BBC proposals thereafter on two grounds. Whilst Ofcom wpuld not be
formally approving the BBC proposals in the long term under Option 4, the sa?‘r@grounds
are likely to be equally valid in respect of Option 4. A

Firstly, it may be argued that we have not followed due process sinc
an impact assessment in the consultation and stakeholders may a af ‘this Is an
“important” decision which we have not considered sufficiently carefiilly. Eﬁ%g;.on which they
have had insufficient time to respond. As regards Oplion 4, whilstiwe W@U|d be approvmg
only cn an interim basis, it could be argued that we had effgsctiv dy,}emded the issue by
allowing manufacturers prepared to introduce DRM %\gir T advantage to the

detriment of other manufacturers. , oy,
Secondly, stakeholders may argue that, in reac lﬂ ra»ééfemsmn Ofcom has not had
sufficient regard to its competition dufies. By approving the BBC proposals to link the

availability of EPG data to DRM, it could be arg"c’fégi 4t the BBC is leveraging its position
as the holder of the multiplex licence to sect.'i’?:e DR thereby affecting competition at the -
level of the manufacturers. A manufactyfe™ gnch wished fo produce an HD box without
DRM would not be able to provide anEPG angiwould therefore be placed at a competilive
disadvantage. The BBC needs fo shov@?ﬁét a) the introduction of DRM is a necessary
objective and (b} that the EPG ;Gute is the most proportionate to achleve that Ob]eCtlve

susceptible to challenge ongthls basns since it would I|m|i the ab|l|ty of manufacturers whlch
did not want to include DRM in i’tt%‘{;elr products to compete effectively.

BBG@‘pf‘&Up :sa s, it could prevent some receivers purchased by consumers from accessing
thegHD EPé This would effectively reduce the ability of those manufacturers which had
nof* fmplemented DRM in receivers to compete on an ongoing basis and might require

consUmérs which had purchased receivers to purchase new ones.

As well as the options identified above in relation to option 1, option 4 would also be
problematic on the basis that Ofcom could be considered to have pre-judged the outcome
of the second consultation. Ofcom would have effectively concluded, by deciding to
conduct a further consultation, that requiring DRM to be implemented in all recelvers
would not be appropriate in the present circumstances. However, we would have allowed
DRM to be introduced as a requirement for all recelvers in any event on an interim basis
which therefore suggests that we had in fact decided that DRM in all receivers was
appropriate and the second consultation provided a means of complying with process to

§)



show that we had considered consumer concerns appropriately even though we had
already decided that DRM in all receivers was appropriate.

- B, Miléstones and next steps:

Option 2
October 2002: Issue statement on first consultation

Option 4
October 2009: Issue statement on first consultation
November / December 2009 lssue second consu!tatmn

6. Attachments & previous versions:

Annex A: Summary of consultation responses.
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Annex A: Responses to ‘Enquiry to Ofcom from BBC Free to View Ltd
concerning its DTT high definition multiplex licence’

A.1 Consumer responses:

We received 191 responses from individuals and small organisations, all of
these responses were strongly opposed to the BBC's proposals.

Almost half made some reference fo the rights of consumers as licence fee
payers. These respondents argued that the BBC's proposals are ngt in the
public interest because the content management system imposed will fa|rly
fimit what viewers can do with content shown on BBC HD chE i
responclents I[nked this argument with a concern that the BBCY; g

standards and software. For example, many individua
free and open source application which turns a compyte
into a DVR). These users were particularly concerne :
not work with the HD broadcasts because thaeré'is n
fo sign the DTLA licence agreement.

heir software would
ralised body with which

33 responses expressed an objection 4 in any form. Many saw this

broadcasts. They particularly
content rights holders imposi

prevent piracy. Some arguedlv 1
online to do what they wa

1'Gohsumer rights group responses
Both the VLV and the Open Rights Group submitted responses to Ofcom.

The VLV argued that the restrictions imposed on consumers would not be
coherent with copyright law and related legislation. They highlighted the rights
of consumers with regard to the fair use of content, and recommended that
Cfcom “takes a more citizen-orientated stance in this matter”.

The Open Rights Group echoed many of the general consumer concerns,
particularly the concern that compression of the Sl is simply encryption
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“through the back door”. They also raised the issue of the control the BBC
would have over which equipment can receive its broadcasts. They were also
concerned that self-customised equipment for people with disabilities could be
compromised by the ‘encryption’ of the Sl.

A.2 Industry responses

A2.1 Broadcasters
We received responses from ITV, Channel 4, UKTV and TopUp TV.

ITV and Channel 4 both supported the BBC’s proposals, and lns:%t that
content management systems are a necessity on Freeview HD. They afguedithat

if these systems were not present as described it would 5|gn|flcan'?fl impa ‘Fiﬂpon
their ability to secure HD content for their services.: Channel (%Eates that
without copy protection between 10 and 20% of its programme. SQQW ule would

not be available for the HD simulcast service.

UKTV supported the proposal and expected Ofcg
approach towards non-PSB HD services which may b

onsistent with its
ided in the future.

TopUp TV rejected the proposal as an insuffisi
DTT. They also argued that PSB service
impose commercial conditions upon m aciurers with whom they have no
commercial relationship. ‘

A2.2 Set top box ma\nufacture,\gi_sg-,éfff

W - &
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