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Policy and Operational Procedural Guidelines

Introduction

Kingdom works in partnership with over 30 local authorities providing front line
Environmental Crime Services. This document sets out Kingdom'’s Policy and
Procedural Guidelines for the use of Body-worn cameras by Environmental
Enforcement Officers (EEO’s) who patrol the borough in partnership with the Local
Authority.

It will enable employees to comply with relevant legislation relating to video recording
and outline the associated benefits to EEO’s and the general public. It also
documents best practice procedures with regard to integrity of data, images and
video as well as its security and use.

The use of Body-worn cameras can provide a number of benefits which include a
deterrent to acts of aggression or verbal and physical abuse toward EEQ’s, in
addition to providing evidence to support complaints, internal or Police
investigations.

Body-worn cameras form part of an EEO’s Personal Protective Equipment and is
provided solely for Health and Safety purposes. It will be used in an overt manner
and reiterated by EEO’s wearing clear identification that it is a CCTV device.

EEO’s start recording once they have reason to believe an Environmental
Crime has been committed and, after introducing themselves to a suspected
offender, they will give a clear verbal instruction that recording is taking place.

Body-worn CCTV will not be used to gather evidence for Environmental Enforcement
purposes norwill it be used as a tool to assist in the ad-hoc monitoring of staff.

Page 3 of 19




1. Legislation & Statutory Guidance

The integrity of any video data recorded will be considered in accordance with the
following legislation and Statutory Guidance:

Data Protection Act 1998

Freedom of Information Act 2000

Human Rights Act 1998

Protection of Freedoms Act 2012

Home Office Surveillance Camera Code of Practice Information Commissioners Code
of Practice

1.1 Data Protection Act 1998

The Information Commissioner’s Office is the regulator for the Act and has given
guidance with regard to Environmental Enforcement Officer (EEO) use of Body-worn
CCTV equipment. This legislation regulates the processing of ‘personal data’ or
‘sensitive personal data’ whether processed on computer, CCTV, still camera or any
other media.

Any recorded image that is aimed at or may identify a particular person is described
as ‘personal data’ and covered by this Act and will include images and audio
captured using Body-worn CCTV equipment. The use of Body-worn CCTV in this
guidance is ‘overt use’ meaning that equipment is not to be worn or used in a hidden
or covert manner.

Where an individual asks to view footage this is called a ‘Subject Access Request’.
The requester is only allowed to see footage of themselves and anyone who has
provided consent for their images to be viewed by them.

1.2 Freedom of Information Act 2000

This Act grants a general right of access to information held by public bodies, which
is not personal data. Information released under Freedom of Information (FOI) can
include statistical and other non-personal information.

1.3 Human Rights Act 1998

Article 6 provides for the right to a fair trial. All images captured through the use of
a Body-worn CCTV device have the potential for use in court proceedings and must
be safeguarded by an audit trail in the same way as any other evidence.

Article 8 of the Human Rights Act 1998 concerns the right for private and family life,
home and correspondence. Recordings of persons in a public place are only public
for those present at the time and can still be regarded as potentially private. Any
recorded conversation between members of the public should always be considered
private and users of Body-worn CCTV equipment should not record beyond what is

Page 4 of 19




necessary when recording the issuing of a Fixed Penalty Notice and a potentially
confrontational situation.

Kingdom will ensure that the use of Body-worn CCTV equipment by its EEO’s is
widely advertised prior to commencement of a contract. The initial press campaign
launching the partnership with the local authority will clearly indicate the use
of Body Worn CCTV Camera’s, in addition the local authority will be requested to
publish information on its web site.

Kingdom will further ensure that the use of Body-worn CCTV is reiterated by EEO’s
wearing it in a prominent position (normally on their chest) and that its forward-
facing display is visible to anyone being recorded. Additionally, the body-worn
camera is a Pinnacle Response (PR5 or PR6) which clearly has the wording
“CCTV” in large writing on the front of the device. The EEO will make a verbal
announcement at the commencement of any recording.

1.4 Protection of Freedoms Act 2012

Part 2 creates new regulation for, and instructs the Secretary of State to prepare a
code of practice towards, closed-circuit television and automatic number plate
recognition.

Chapter 1 gives the full regulatory legislation of CCTV and other surveillance camera
technology whichrelates to a Code of Practice and interpretations.

1.5 Home Office Surveillance Camera Code of Practice

The integrity of any video data recorded will be considered in accordance with this
Statutory Guidance.

The Home Office is the regulator for this guidance with regard to EEO use of Body-

worn CCTV equipment. This guidance is centred around “12 Guiding Principles”
which Kingdom will adopt and adhere to at all times.

1.6 Information Commissioners Code of Practice
The Information Commissioners Code of Practice is the Statutory Guidance issued

that runs in conjunction with the Surveillance Code of Practice issued with regard to
EEO use of Body-worn CCTV equipment.
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2. OnStreet Operational Guidance and BestPractice

2.1 Training

All EEO’s will receive full training in the use of Body-worn CCTV. This training will
include practical use of equipment, on street operational guidance and best practice,
when to commence and cease recording and the legal implications of using such
equipment.

Additionally, EEO’s receive ongoing refresher training in ‘Conflict Awareness’.

2.2 Daily Use

Body-worn CCTV will only be used in the event that an EEO has reason to believe
an Environmental Crime has been committed or where they find themselves in a
confrontational situation they are subject to, or feel that they are likely to be subject
to, verbal or physical abuse.

Recording will commence once the EEO has reason to believe an Environmental
Crime has been committed or they find themselves in a confrontational situation.

EEQO’s start recording once they have reason to believe an Environmental
Crime has been committed and after introducing themselves to a suspected
offender they will give a clear verbal instruction that recording is taking place.

Recordings will not be made whilst performing normal patrolling duties or for the
gathering of anyevidence related to an Environmental Crime.

All recordings will be clearly archived in designated electronic folders and held
on an encrypted hard drive or on the Cloud system, which can only be
accessed using a password protected laptop. Access to recordings will be
restricted to the Environmental Crime Team Leader, Administrative Coordinator and
Compliance/Audit Manager.

2.3 Start of Shift Procedure

All EEO’s will be issued with their own Body-worn CCTV device. At the
commencement of each shift the EEO will ensure that the unit is fully functioning
and that it has been cleared of all previous recordings.

The check will also include verifying that the unit is fully charged and that the date
and time displayedis correct.
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2.4 Recording

Recording must be incident specific. EEO’s must not indiscriminately record entire
duties or patrols and must only use recording to capture video and audio when a
specific incident occurs. For the purposes of this guidance an ‘incident’ is defined
as:

If the EEO has reason to believe a member of the public has committed an
Environmental.Crime.

An engagement with a member of the public which, in the opinion of the EEO, is
confrontational and where the EEO believes that they may be subject to physical or
verbal abuse or

the EEO is approached by a member of the public in a manner perceived as
aggressive or threatening.

At the commencement of any recording the EEO should, where practicable, introduce
themselves and make a verbal announcement to indicate why recording has been
activated

The purpose of issuing a verbal warning is to allow a member of the public to modify
what would otherwise be regarded as unacceptable confrontational or aggressive
and threatening behaviour. If,at any time during an incident the EEO considers that
the use of Body-worn CCTV is likely to inflame a confrontational situation the EEQ
may use discretion to disengage from further discussion and withdraw from the
incident.

A standard specific form of words to be used in any warning to a member of the
public has not been prescribed, but EEO’s should use straightforward speech that
can be easily understood by those present such as:

“Sir / Madam, as part of our policy | would like to inform you that | will be recording
this conversation”

2.5 Playback

EEO’s will need to be fully aware of the legal implications once digital images and
audio have been recorded. The Pinnacle Response Body-Worn Camera is a closed
unit and does not have the option to play the footage back to an offender or a Police
Officer attending the incident.

Any request to view captured video by a member of the public will need to be made

in writing to Kingdom in line with the ‘subject access procedure’. Evidence of identity
prior to viewing must also be provided.
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2.6 End of Shift

EEO’s should ensure that any CCTV footage required for evidential purposes is
accompanied by an issued Fixed Penalty Notice, notebook entry or incident report.
All incident reports must be fully compiled.

In the absence of a Team Leader it will be the EEO’s responsibility to ensure that
their Body-worn CCTVdevice is placed on charge at the end of their shift.

2.7 Storage of Data

All recorded footage will be downloaded to the encrypted hard drive or onto the Cloud
system (dependant on which system is being used by that site) by the Environmental
Enforcement Team Leader or Administrative Coordinator on duty at the end of the
shift. ' ‘

The Team Leader on duty will ensure that any footage to be retained, has been
correctly archived away and that and that all Fixed Penalty Notices, notebook entries
and incident reports have been fully completed.

For Incidents where the Police have not been in attendance The Team Leader will
review the recording and a decision made on whether referral to the Police is
appropriate.

The Team Leader will then transfer the data to a secure folder within the encrypted
hard drive or onto the Cloud system and name the footage as an exhibit using the
initials of the officer and the number of the exhibit, as example JD/01. The folder
containing the footage will be named using the FPN number and the offender’s Title,
First Name and Surname.

All retained data will be kept until all investigations have been completed or
prosecution has taken place before deletion. Once the case has been closed the
footage will be deleted after 31 days. All data not required for evidential purposes
will be deleted after download as part of standard operating procedures.

2.8 Transfer of data

Any footage requested by the police as part of their investigation will be burnt to
disc, labelled as an official exhibit and handed to them. Once in their possession the
disc will fall under the police policyand guidelines for Data Protection. ,
Details of this process and any relevant information i.e. name of police officer

(including collar number), date, time etc will be logged onto our Fixed Penalty
Management System under the Fixed Penalty Notice number of the incident.
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Home Office Surveillance Camera Code of Practice

12 GuidingPrinciples

1. Introduction

1.1  This document sets out Kingdom’s response and clarification of compliance and
conformity to the Home Office Surveillance Camera Code of Practice.

The document is our main referral document and Kingdom endeavours to comply and
conform to all guidance within the document but specifically, in this case, refer to the
‘Twelve Guiding Principles’.

2. The ‘Twelve Guiding Principles’

2.1 Use of asurveillance camera system must always be for a specified
purpose which is in the pursuit of a legitimate aim and necessary to
meet an identified pressing need.

See ‘Policy and Operational Guidelines’ — Section 1.2 See ‘Your questions answered’ -
Questions 1and 2

2.2 Theuseofasurveillance camerasystem musttakeinto accountits
effect on individuals and their privacy, with regular reviews to ensure it
remains justified.

See ‘Policy and Operational Guidelines’—Sections 1.3,2.1,2.2,2.3,2.4,2.5,3.2and 3.4

See ‘Your questions answered’ — Questions 3,4, 5and 6

2.3 Theremustbe as muchtransparency inthe use of asurveillance
camera system as possible, including a published contact point for
access to information or complaints.

See ‘Policy and Operational Guidelines’ — Section 3.5 See ‘Your questions answered’ —
Question7 '
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See ‘Privacy Impact Assessment’ — Ref 7.3 See ‘Press release and website information’

2.4 There mustbe aclearresponsibility and accountability for all
surveillance camera system activitiesincludingimages and information
collected, held and used.

See ‘Privacy Impact Assessment’—Ref1.1,1.2,3.1,3.5and 3.8

2.5 Clearrules, policies and procedures mustbe in place before a
surveillance camera system is used, and these must be communicated to
allwho need to comply with them.

See ‘Policy and Operational Guidelines’
Full training accompanied by user manuals to be provided by Pinnacle Response

2.6 Clearrules, policies and procedures must be in place before a
surveillance camera system isused, and these must be communicated to
allwho need to comply with them.

See ‘Policy and Operational Guidelines’ — Section 3.7 See ‘Your questions answered’ -
Question 6
See ‘Privacy Impact Assessment’ —Ref 7.1

2.7 Access toretained images and information should be restricted and
there must be clearly defined rulesonwho cangainaccessand forwhat
purposesuchaccessis granted; the disclosure of images and information
should only take place when it is necessary for such a purpose or for law
enforcement purposes.

See ‘Policy and Operational Guidelines’ —Section 3.7 See ‘Privacy Impact Assessment’
—Ref 3.1,3.5and 3.8

2.8 Surveillance camera operators should consider any approved
operational, technical and competency standards relevant to a system and
its purpose and work to maintain those standards

As part of the contract with Pinnacle Response, Kingdom is eligible for all upgrades
and improvements to software and hardware provided.
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Kingdom will be pro-active in keeping abreast with industry advancements and
changes and make required adoptions accordingly.

Kingdom will be looking to industry standard awards in the hope to obtain these.

2.9 Surveillance camerasystem images and information should be
subjectto appropriate security measures against unauthorised access and
use

See ‘Policy and Operational Guidelines’ — Section 3.7 See ‘Privacy Impact Assessment’
-Ref3.1,3.5and 3.8

2.10 There should be effective review and audit mechanisms to ensure
legal requirements, policies and standards are complied within practice,
andregular reports should be published.

The asset manager will be responsible and accountable for the systems usage and this
will be monitored and audited by the Enforcement Operations Manager and the
Enforcement Team Leaders.

The cameras will be listed as an asset under the Health & Safety Personal Protective
equipment list and the users will be referred to a disclaimer covering their
responsibilities of all correct equipment usage. This will be extended to cover body
cameras and the users will have to ensure that they will comply with the Policy and
Operational Guidelines and any other training or guidance documents provided.

Further guidance notes can also be entered into the EEQ rﬁanual.

2.11 Whenthe use of a surveillance camera system is in pursuit of a
legitimate aim, and thereis a pressing need for its use, it should then be
used in the most effective way to support public safety and law
enforcementwith the aim of processing images and evidential value

See ‘Policy and Operational Guidelines’ See ‘Your questions answered’
See ‘Privacy Impact Assessment’
See ‘Press release and website information’

Kingdom carried outresearch on the best suppliers within the industry and feel that we
have selected the best and most efficient system on the market. We will also be
undertaking training by Pinnacle Response and using their extensive knowledge and
experience on how to ensure we maintain the most effective system possible.
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2.12 Any information used to support a surveillance camera system which
compares against a reference database for matching purposes should be
accurate and kept up to date.

The current ‘HR34 & HR35 Incident Reports’ form will be updated to include details of
any footage captured by the body camera. These reports are logged and numbered
internally and this number can be tagged onto the footage within the system software.
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PrivacylmpactAssessment-Version1.0 : Kingdom

This form is designed to help you carry out a high-level Privacy Impact Assessment (PIA). A PIA is a risk assessment for
personal information, and is carried out as part of our compliance with the Data Protection Act and associated guidance
from the Information Commissioner. The PIA will enable you to identify whether your project or system is likely to have an
impact on the security of such information. The term ‘system’ includes any way of working ~ not just computer use - for
example a manual filing system.

Using a PIA early in a project or system design will help to identify potential problems so that you can address them and
take extra steps to protect information where needed. If after using this form there are indications of a significant impact on
the way personal information is held and used, it may be necessary to do a more thorough assessment looking at each
requirement of the Data Protection Act in detail.

You may not be able to complete the assessment in full early in the project, but you can update it later when the information
is available. Where issues are identified, you should review the form later, for example before implementation, to ensure
they have been addressed.

The Home Surveillance Commissioner has issued a Surveillance Camera Code of Practice which is our reference and we
will be working with them to look at any areas of doubt and they will retain a copy of the completed assessment.

The camera hardware supplier is Pinnacle Response and we will be working with them to look at any areas of doubt and use
their industry knowledge and experience.

Name of project: Environmental Enforcement Officer Name of officer: John Dunne (National Business
Body-worn Camera Manager EPD)
Department (or lead department): Environmental Date form completed: 1st July 2015
Protection Division
Dateformreviewed: 1st July 2016 Name of officer: John Dunne (National Business
Manager EPD)
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Ref.

Question

Answer

Notes

11

Haveyouidentifiedan Information Asset Owner, andif
so,wholsit?

Environmental Enforcement Team|
Leader

Eachassetshouldbe owned

ts the system being supplied and/or supported by a
third party, andif so, how will theiraccess topersonal

Yes, all Body Camera Footage is
being held on either an external

Companies who maintain systems may have to
connect remotely in order to fix problems, apply

U information in the system be controlled and | hard drive or the Cloud system, upgrades etc,
monltored? which is full encrypted and
password protected. Once the
footage has been downloaded to
the hard drive, it is secured in a
locked cupboard.
1.3 Ifinformation will be processed by athird party, is In house Al processing will be done in-house.
i there, orwill there be, acontractin place?
Ifinformation will be processed by athird party, is Consider not only day-to-day processing but
1.4 there, orwilltherebe, an agreementwhich defines Inhouse one-off requirements such as data scanning and
how they will protect the information? conversion.
Ifacomputer system s being hosted by athird party, |Yes, hosted on an encrypted Data Protection Act 1988, eighth principle. Data
15 is the data being held within the EEA or in a country  [Hard Drive or Cloud system held outside the European Economic Area
' where the arrangements have been assessed as being ruhlch is password protected. requires assessment.
adequate?
1.6 Easystemisreglac'ingsumethingelse,whatis The external hard drive has not Secu:e adrchlvlng, storage or disposal may be
appening tothe old system or paper? been replaced since contract "eQuired.
commencement. The Cloud system|
Is not a replacement.
Does the system use identity managerment for citlzens Automatic user recognition carries the potential
or other users, Involving the authentication of the user for data loss through mistaken Identification, and
1.7 through a token or other means? If so, have any | N/A also for significant public concern over this.

concerns been fully investigated?

Consider too the security of original documents
presented for identification purposes.
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Does the system use new technologies of which the
user may be suspicious, and if so, have sufficient time

E.g.smartcards, RFIDtags, biometrics, GPSand
locators, image and video recording, and

authorlsed and trained?

1.8 and resources been allocated to addressing this and N/A profiling. Technology which can be seen as
allaying any concerns? intrusive generate public concern, and are a
project risk.
Ifinformationwill be held on paper (including priorto [Yes, HR34 and HR35 Incident| Include consideration of office arrangements
2.1 data entry) are the storage and disposal arrangements [Reports. whilst documents are waiting or being
sufficiently secure? _processed.
Ifpaperdocumentsare beingscannedintoasystem, is If documents may be needed in count
2.2 this done by the Post Room and then held securely?1f N/A proceedings we must scan and hold them in a
not, has the risk of them being inadmissible in court waywhich preservestheirintegritytothe court's
been assessed? satisfaction.
Will there be any adverse changes to the way records Future consideratlon required if changes are
2.3 are handled, such as their version control, retentionor | No made.
archiving?
Doesthenew systemhold documentsinadocument
2.4 management system, and if so, is any adjustment No
Is the system protected from unauthorised access No, All footage is held and | Consideraccess hierarchy.
3.1 through the council's network? controlled within on an encrypted
hard drive, or the Cloud system
which requires a password to be
3.2 Is the system protected from unauthorised access Yes The system cannot be accessed via the
] through Internet? network or internet.
Is the system adequately protected from accidental Yes, all sensitive information| Consider when backups are taken and how much
33 loss of information (database, paper, backups etc.)? lobtained at the time of the offence| work will need to be re-done in the event of a
s backed up. loss Consult Business Improvement and/or ITSD.
Ifthe system can be accessed remotely, are measures Considerwhetherdatacanbetransferredto
3.4 to protect sensitlve information adequate and do they | Not networked remote computers |.e. Police or courts
meetthe requirements of the I T Policy?
How will you ensure that staff using the system are | Only the Environmental| Consider both existing and new staff.
adequately trained in both the system itself and in | Enforcement Team Leader and|
3.5 Information securlity, and that this training is kept up to | Administrative Coordinator will
date and refreshed? have access to system. All have{
recelved training In system use and
data protection/security.
Are there sufficient controls over who can administer
36 and use the system, and will administrators be suitably | Yes
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3.7

Ifthe system Is accessible over wireless technology,

Consider public Wi-Fi and personal devices,

are there sufficlent controls to prevent access except N/A whether laptops or hand-held devices. Seek
from authorised devices? assurances from IT Service Delivery if required.
38 If the system uses a shared password are there The password will be changed as | We have a password which is shared between|
adequate arrangements to change it frequently and soon assoonas staffleave, the Team Leader and Administrative
after staff changes? Coordinator.
Will personal data be handled in adifferentway, that Data Protection Policy
41 could mean tis linkedto or matchedwith otherdata, [No
requiring areviewof howitis protected?
4.2 | Ifpersonaldatawillbe handledinadifferentway, is N/A
the justification for doing that completely clear?
Areyousatisfied thatKingdom Security willbe able Subject Access Requests are partof the Data
4.3 | to meet its obligations in respect of file access [Yes Protection Act 1998 (section 7)
requests?
Will the system attach a person’s Identity to If data has previously been used in an
4.4 | Information which would previously have been No anonymous way, any conversion to identiflable
anonymopus?|fsohasthe potential forloss of privacy datawill cause privacy concerns.
been investigated?
If the system holds sensitive personal data which Section 2 of the DPA identifies categories of
merlts special protection, have checks been madeto sensitive personal data including racial & ethnic
4.5 | ensure that this protection is present and conslstent? N/A origin, political opinions, religion, union
membership, health, sexual life, offences and
A court proceedings.
If the system holds information about vulnerable The impact of the loss of information about
4.6 people, havesultablemeasures beentakentoprotect | N/A vulnerable people is sufficient to warrant
thatinformation? . additlonal protection and checks.
If Kingdom Security is not the Data Controller and  [Yes, Kingdom are the data SeetheDataProtection Act1998.
S.1 Data Processor for the information, is it clearly |processors and the data controlle
agreed and documented who carries out these roles?  jand roles are lald down within this
iprocedure.
Ifthe systemwilll use any datafrom other councils or May need considerations if a future partnership
5.2 organisations, are the necessary information sharing N/A Issetup.
arrangements in place and documented?
IFthe datawill be used indifferent parts of the council, DataProtection Act 1998 -2ndprinciple.
53 are you satlsfled that it is only being used for the | N/A ¢

purposes for which it was originally collected?
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BODY-WORN CCTVCAMERAS YOUR QUESTIONS ANSWERED

1. Why is Kingdom providing body-worn CCTV camerasto all ofits EEO’s
on local authority contracts.

Body-worn CCTV cameras are being introduced as an improvement to the health and
safety of our EEO’s. Since 2007 there have been several serious incidents whereby
Kingdom and the Police have been unable to take further action due a lack of evidence.

The use of these cameras will help to ensure that, wherever possible, video and audio
evidence will be available to the Police and Courts in the event of any of our EEO’s being
subject to incidents of physical or verbal abuse, threats or aggressive behaviour.

The cameras are also being introduced to reduce the number of complaints beingmade
againstthe officerswherebythe allegations made are unfounded.

2. Is there evidence to suggest that the use of body-worn CCTV
 reduces incidents of assault or verbal abuse toward EEQ’s?

The decision to introduce these cameras all Kingdom EEO’s has been taken as a result of
their success in reducing the level of incidents toward EEO’s employed in other UK
locations.

We first trialied Body-Worn CCTV Cameras at London Borough of Enfield, Birmingham City
Council and Maidstone Borough Council and the statistics clearly showed a significant
reduction in the number of incidents and unfounded complaints. Therefore, we now
provide all of our EEQ’s a Body-Worn Camera on all of our local authority contracts.

Studies carried out by Health and Safety Teams also suggest that, in the event of

recording being activated by an Officer, there are behavioural changes in those being
recorded.

3. How will EEQ's use these cameras?

The Information Commissioner’s Office (ICO) is the regulator of the Data Protection Act
1998 and has issued guidance forthe use of body-worn CCTV.

All EEO’s will wear body-worn CCTV as part of their uniform. It will be used in an overt
manner.

At the commencement of a recording the EEO will give a verbal warning thatrecording

is taking place, although this is not mandatory. As a general rule, where an Officer is in
uniform and clearly displaying a camerain operation with the recording light on and the
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display facing forward to show that recording is active, the ICO would consider that its
guidance on the conditionsforthe use ofbody-wornequipmenthasbeensatisfied.

4. Can less privacy intrusive solutions achieve similar objectives?

The short answer is no. EEQ’s will only use the equipment for one of the following
reasons

e To record the interaction between them and a member of the public who they
believe has committed an Environmental Crime

e For their own protection when involved in confrontational situations where they
believethey may be subject to physical or verbal abuse

« Orwhenapproached inamanner they perceiveasaggressiveorthreatening.

5. What could be done to minimise intrusion for those that may be
recorded, particularly if specific concerns have been expressed?

Should a EEO become involved in a situation where recording is considered necessary
they will, as far as is reasonable, focus recording on the perpetrator(s) of the incident.

The cameras are mounted on the body around chest height so any recording will be
generally in the direction the EEO will be facingwhich, in most cases, will beface onto the
perpetrator(s) but this cannot be fully guaranteed. Any footage taken of a person(s) not
involved will be purely coincidental and will not be used for any purpose unless they
specifically agreeto be awitness. This willberareandveryspecific circumstancebased.

6. What will Kingdom be doing with recorded images?

Recorded images and audio will be used to confirm the issuing of a FPN, dealing with
officer conduct complaints, reviewing incidents of verbal or physical abuse against
our EEO’s. For incidents where the Police have not been in attendance a decision will
be made on whether a referral is appropriate.

All data not deemed as evidence or not required by the Police for possible prosecutionwill
enterasecure shortterm archive database and willbe deleted as perthe software settings
after 31 days.

Any data retained will only be kept until all investigations have been completed or
prosecution has taken place and then deleted after 31 days.

Footage can only be viewed by authorised personnel.
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7. How will members of the public be able to view recorded data?

Any request to view captured video by a member of the public, or their legal
representatives, should be made in writing to Environmental Enforcement Team
Leader at the local authority where the recording took place. The full address of the
local authority will be on the FPN issued to you.

Requests may also be made through the ‘Subject Access Request’ procedure.

8. Will body-worn CCTV be used as supporting evidence for the issue
of Fixed Penalty Notices?

If the Fixed Penalty Notice is not paid and the case is referred to the Magistrate Courts
for prosecution, the Body-worn CCTV will be disclosed as non-sensitive material and
may be observed by the Magistrates, however it will not form part of the prosecutions
primary evidence.

The cameras are being introduced purely as part of the Personal Protective Equipment
under Kingdom’s Health & Safety policy for Environmental Enforcement.

9. Who ensures that Kingdom follows the correct and proper use of
the cameras and footage?

Kingdom has and will continue to work in conjunction with the Surveillance Camera
Commissioner's (SCC) office. The SCC is a Government appointed independent
Commissionerresponsibleforallguidanceinrelationto surveillance camerasystems.

They have reviewed and agreed all the policies and operational guidelines issued to staff
thatwill be using the cameras and its software.

As part of this process Kingdom have followed and complied with all legislation and
guidance published in the following:

Data Protection Act1998

Freedom ofInformation Act2000

Human Rights Act1998

Protection of Freedoms Act 2012

Home Office Surveillance Camera Code of Practice Information Commlsswners Code of
Practice

We will consult the Surveillance Camera Commissioner on any updates or amendments
tothe policies and operational guidance before they take piace.
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