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WELCCME TO A WORTD CF KINGDOM SERVICE

Data Protection Policy

1. lnt¡odr¡ctlon

1.1 The Data P¡otection Act 1998 (DPA f998) eshblishes a framevrork of rights and duties whlch
makeà personal inbrmation saË. Fersonal information is inbrmation about a llving individual,
who can be identified from the information. This framework balances the legitimate needs of
organisations b collect and use personal data for business and other purposes, against the rþht
of individuals to rcspect br the privacy of their personal details.

t.2 Kingdom is committed to prctecting the primcy of individuals and handles all personal inbrmation
in a manner that complies wih the DPA 1998. Kingdom has established the following poltcy to
support this commitment. It is the pcrsonal rcsponslbllity of all employees (tempomry or
permanent), Members, contractors, agenb and anyone else proæssing information on our behalf
to comply with this policy.

1.3 Any delibente bread of this policy could amount to a criminal offence under ône or more pieces
of legislation, br o<ample the Computer Misuse Act 1990 and the DPA 1998. All incidents will be
investigated and action may be taken under the Kingdom's formal disciplinary procedure. A
serious brcach of this policy could be regarded as gross misconduct and may lead to dismissal
and / or criminalaction being taken.

1.4 This policy o<plains what our oçectat¡ons are when processing personal information. This pollcy
should be read together with the Information Security Policy, Information Security Acceptable Use
Policy, P¡otective Marking Scheme, and the Corporate Records Retention and Disposal Schedule.

2. Data proteeüon principlcs

2.1 The DPA 1998 is supported by a set of principles, whidr must be adhered to whenever personal
inbrmation is processed. Processing includes obtaining, recording, using, holding, disclosing and
deleting personal information.

The data protection principles state that personal information must be:o procêssêd fairly and lawfully;
o procêssêd for specified and lawful purposes;
. adequate, relevant and not excessive;¡ accurate; and where necessary kept up to date;o rìot kept longer than is necessary;
o processed in line with the righb of the information subject;. kept secure; and
r transferred only to countries with adequate security.

3. Acccss and uce of penronal infonnatlon

3.1 Access and use of personal information held by the Kingdom, is only permitted by employees
(temporary or permanent), contractors, agenb and anyone else processing information on our
behalf, for the purpose of carrying out their official duties. Use for any other purpose is not
allowed. Deliberate unauthorised access to copying, destruction or alteration of or interference
with any personal information is strictly forbidden.
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Collccting persnal lnõrmation

4.1 When personal inbrmation is collected, for orample on a questionnaire, survey or a form, the
'data subJect'(that is the person who the information is about) must be told, unless it is obvious
to thern:

r which organisation(s) they are giving their inbrmation to;
¡ what their inbrmation will be used for;
¡ who it may be sharcd wiür; and
. anyth¡ng else that might be relevanÇ for example the consequences of that use.

This is known as a Privacy Notice.

Personal information collected, must be adequate, relennt and not o<cessive for the purpose of
the collection. A person's name and other identifying information should not be collected where
anonyrnous inbrmation would sufflæ.

4.3 If the information is collected for one purpose, it cannot then be used br a different and
unconnected purpose, without the data subject's consent unless there is another lawful basis for
using the information (see section 5 below). It must be made clear to the'data subject'at the
time the information is collected, what odrer purposes their inbrmation may be used for.

4. fåwfr¡l basisõr proæssing

5.1 When Kingdom processes personal information, it must have a lawful basis for doing so. The DPA
1998 prcvides a list of 'conditions'when we can process personal or'sensitive' personal
information. This is contained within Schedule 2 and Schedule 3 of the Act.

The DPA 1998 defines sensitive personal information as information relating to:. a person's racial or ethnic origin;
r politicalopinion;
. religious or other beliefs;
. trade union membership;
o physical or mental health or condition;. so<ual life; and
r criminaloffences (alleged or committed).

5.3 Whenever Kingdom processes personal information, it must be able to satisff at least one of the
conditions in Schedule 2 of the DPA 1998 and when it processes'sensitive' personal information,
it must be able to satisff at least one of the conditions in Schedule 3 of the DP, A 1998 as well.

Kingdom can process personal information if it:
. is necessary to comply with a legal obligation;¡ is necessary to protect someone's life or to protect them from serious harm;
r is in the public interest and is necessary for the Kingdom or another organisation to carry

out its official duties;r is necessary for a legitimate and lawful purpose and does not cause unwarranted
prejudice to the'data subject'; and¡ is necessary to assist in the prevention or detection of an unlawful act.
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5.5

5.

6.1

6.2

Kingdom can also process personal information if it has the data subJecfs consent (this needs to
be'o<plicif when lt pocesses sensiHræ personal information). In order br onsent to be mlid it
must be'fu|þ informed'urhidr m€ns the person gMng consent must undersÞnd what they are
consenting to and what the consequenc€s are if they give or refuse consent. Oonsent must not
be obtained through ooercion or under duress.

Dlcclodng pcronal lnlbnneüon

Personal information must not be given to anyone intemally or o<temally¡, unless the person
giving the infurmation is fully saHsfied that the enquirer or recipient is authorised in all respects
and is legally entitled to the information.

If personal information is given to another organisation or person outside of Kingdom, the
disclosing person must identiff their lawfr¡l basis br the disclosure (see section 4 above) and
record their decision. This should include;¡ a description of the information given;

¡ the name of the person and organisation the information was given to;¡ the date;
¡ the reason for the information being given; and¡ the lawft¡l basis.

6.3

6.4

If an inbrmation sharing agreernent or protocolexists, this should be adhered to.

In response to any lawful request, only the minimum amount of personal information should be
given. The person giving the information should make sure that the information is adequate for
the purpose, relevant and not o<cessive.

6.5 When personal information is given internally or externally¡ it must be given in a secure manner

6. Accuracy and rclcvancc

6¡1 It is the responsibility of those who receive personal information to make sure so far as possible,
that it is accurate and up to date. Personal information should be checked at regular inùerrrals, to
make sure that it is still accurate. If the information is found to be inaccurate, steps must be
taken to put it right. Individuals who input or update information must also make sure that it is
adequate, relevant, clear and professionally worded.'Data subjects'have a right to access
personal information held about them and have errors corrected. More information about a'data
subJect's'rights can be found in Section 9 below.

7. Retcntlon and disposal of inõrmation

7,L Kingdom holds a large amount of information. The DPA 1998 requires that we do not keep
personal information for any longer than is necessary. Personal information should be checked at
regular interuals and deleted or destroyed when it is no longer needed, prcvided there is no legal
or other reason for holding it.

8.2 The Corporate Records Retention and Disposal Schedule must be checked before rêaords are
disposed of, to make sure that the prescribed retention period for that tyæ of record is complied
with.
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8. Indlvldual's rlghts

Individuab haræ several rights under the DPA 1998. These include:. the rlght b acæss personal information held about them (this is known as SubJect
Aocess);

. the right b pevent their inbmation being used in a v,ray whidr is likely to cause damage
or distress;

¡ the right b ompensation br any damages as a result of their inbrmation not being
handled in accordance with the DPA 1998; and. the right b have inaccurate or misleading inbrmation held about them conected or
destroyed.

9.1

The Kingdom has ¿10 calendar dap in whidr to respond to a Subject Access request, provided the
applicant has put their request in writing and suihble identification has been supplied.

9. Reporting security incidqrts

f0.1 Kingdom has a responsibility to monitor all incidents that occur within the organisation that may
breach the security and/or the confidentiality of its infiormation. All incidents need to be identifiert,
reporùed, investigated and monitored. It is only by adopting this approach that the Kingdom can
leam from ib mistakes and prevent losses re-occurring.

10.2 Specific procedures have been developed for the reporting of all information securþ incidenb
and weaknesses. It is designed to make surc that all relevant information is communicated
correctly so that timely corrective action can be taken. The following are links to:

¡ Guidance for employees in reporting an information security incident; and¡ Actions br Heads of Seruice or other senior managers in reporting an information security
incident.

10.3 All employees (permanent, temporary and e><ternal users) must be aware of the procedures and
obligations in place for repofting the different types of incidenb and weaknesses which may have
an impact on the security of the Kingdom's information assets.
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