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27/06/2014 
 
Our Ref: IM-FOI-2014-1265 

      

 
request-217031-
xxxxxxxx@xxxxxxxxxxxxxx.xxx

 

 

 
Sir Stephen House QPM 
Chief Constable 
 
 
FOI Central Processing Unit 
173 Pitt Street 
Glasgow 
G2 4JS 
 
xxx@xxxxxxxx.xxx.xxxxxx.xx

  

 
 

 
 
Dear Mr Potter 
 
FREEDOM OF INFORMATION (SCOTLAND) ACT 2002 
SUBJECT: IP ADDRESSES 
 
I refer to your email dated 20/06/2014 regarding the above which has been 
handled in accordance with the Freedom of Information (Scotland) Act 2002 
(FOISA).  
 
QUESTION 
 
Under FOI please disclose all IP addresses used by your constabulary to 
access the internet. In the case of dynamic IP addresses please give details 
of the server and / or host including it's location which assigns them. 
 
RESPONSE 
 
While other IPs may be found on the internet, it is a risk to the confidentiality, 
integrity and availability of policing systems to publicise this information and 
therefore we cannot provide this information.  
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Details of IP Addresses used by Police Scotland will not be disclosed, as to do 
so would advise external parties. This could open us up to social engineering 
and would have an impact on security which in turn could allow individuals to 
penetrate our systems. 
 
Accordingly the information you have requested is exempted under Section 35 
(1) (a) (b), Law Enforcement, of the Freedom of Information (Scotland) Act 
2002, the use of which is further considered below.  
 
Section 35 (1) (a) (b) – Law Enforcement is a class based qualified exemption 
which requires the prejudice (harm) to be evidenced and a public interest test 
to be carried out as noted below. 
 
Harm  
For operational reasons Police Scotland would not release specific 
information on the database software used. 
  
To provide the requested information would provide sufficient details for 
people generally to be aware of the internal systems used and this may 
constitute a security risk which may lead to a targeted attack against known 
vulnerabilities in any particular product set.  This could also provide useful 
information to criminals who may wish to infiltrate our systems. Therefore the 
provision of the information requested could compromise operational 
procedures in the prevention and detection of crime and the apprehension of 
criminals. 
 
Public Interest Test 
 
Considerations favouring Disclosure for Section 35 
It would be in the interest of the public to know Police Scotland are utilising 
public funds cost effectively. 
 
Considerations favouring Non Disclosure for Section 35 
Criminals will be able to gauge the nature and capability of our database 
software and this may assist criminals in the commission of crime and help 
them avoid apprehension by Police. 
 
It would also jeopardise the safety of the public where police systems become 
corrupted or false messages are created. 
 
I trust that the information available is of assistance and should you require any 
further assistance concerning this matter please contact me on 01463720555 
quoting the reference number given. 
 
If you are not satisfied with the way in which your request has been dealt with, 
you are entitled in the first instance and within 40 working days of receiving 
this letter to request a review of the decision made by the Force.  Should you 
wish to do so, contact details are; Police Service of Scotland, FOI Central 
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Processing Unit, 173 Pitt Street, Glasgow, G2 4JS. (Or email 
xxx@xxxxxxxx.xxx.xxxxxx.xx) 
 
Once informed of the Review decision, if you are still not satisfied, then you 
are entitled to apply to the Scottish Information Commissioner within six 
months for a decision.  Contact details are; ‘Office of the Scottish Information 
Commissioner, Kinburn Castle, Doubledykes Road, St Andrews, Fife, KY16 
9DS’, telephone 01334 464610.   
 
 
Yours sincerely 
 
 
 
 
Andrene Macleod 
Information Management 
Freedom of Information 
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