
 
 
 
 
26 April 2011 

Mr David Blades 
 
Via email: request-68482-
xxxxxxxx@xxxxxxxxxxxxxx.xxx  
 

Principal Reporter/Chief Executive: 
Neil Hunter 
 
If calling please ask for: 
Nick Hobbs 
 
Direct Dial:  
0300 200 1604 
 

 
 
Dear David, 
 
FREEDOM OF INFORMATION (SCOTLAND) ACT 2002 
 
Thank you for your email dated 13 April 2011, to request the following information: 
 

• “There have been a number of high profile cases in the Public Sector recently of data either 
being lost i.e. Laptops and memory sticks left in public places or malicious programs 
extracting contact information i.e. Personal details. I would like to know what security 
measures you have in place (or intend to put in place) to prevent such occurrences and who 
is responsible for IT Security (Name and Title)?” 

 
SCRA’s ICT infrastructure and government secure intranet (GSi) connection is provided via the 
Information Services and Information Systems (ISIS) division of the Scottish Government. ISIS also 
ensures that the system is protected from malicious programs.   
All SCRA’s laptops use encrypted hard drives protected by a username and password. All memory 
sticks are encrypted and are set up to self-wipe if an incorrect password is entered.    
Furthermore, SCRA’s Case Information Policy provides an overarching framework on how 
information on children’s cases is dealt with. It requires, for example, that sensitive data: 

• Must be held on password protected systems 

• Must be deleted when no longer required 

• Electronic copies must be kept to a minimum 

• May be transmitted by email only to other organisations that operate secure domains 
equivalent to SCRA’s (i.e. email addresses that have gsx, gsi, pnn, or n3) and in accordance 
with agreed information sharing frameworks/protocols and SCRA’s guidance on information 
sharing 

• If a member of staff is off work long-term – any electronic devices (e.g. laptops, 
Blackberries, memory sticks, etc.) must be returned to SCRA. 

 
The policy also provides that information should not be saved onto portable electronic devices (e.g. 
USB memory sticks, CDs), except: 

• If it is necessary to work from home, information may be saved onto encrypted memory 
sticks that are only accessible by the user. This is at the discretion of managers. Information 
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must not be saved or moved from the encrypted memory sticks to home computers or other 
devices.  

 
Bruce Knight (Information Security and Technical Assurance Officer) is responsible for the security 
of SCRA’s information on a daily basis. Maggie McManus (Director of Support Services) as SCRA’s 
Senior Information Risk Owner works on behalf of Neil Hunter (Principal Reporter/Chief Executive) 
to ensure that information risks are assessed and mitigated.   
 
If you are dissatisfied with how we have responded to your request for information, and/or the 
information that we have provided, you can request SCRA to carry out a review. This will take a 
maximum of 20 working days. If you would like to do this, please contact Gillian Henderson, 
Information and Research Manager, at the above address or email: 
gillian.henderson@scra.gsi.gov.uk. Please note that any request for review must be made in writing 
or other recordable form, include a name and address for correspondence, and be made within 40 
days of receipt of this letter. 
 
If after this review you are still dissatisfied, you have the right of appeal to the Scottish Information 
Commissioner.  The Scottish Information Commissioner can be contacted as follows: 
Enquiries line - telephone: 01334 464 610 
Enquiries line - email:      enquiries@itspublicknowledge.info 
Address:   Kinburn Castle, Doubledykes Road, St. Andrews HY16 9DS. 
 
If you would like more information on SCRA and freedom of information, please contact Nick Hobbs 
on telephone number: 0300 200 1604.  Further information on freedom of information can be 
obtained from the Scottish Information Commissioner’s web site: www.itspublicknowledge.info  
 
 
Yours sincerely 
 
 
 
 
 
Nick Hobbs 
Policy & Public Affairs Manager 
 
 

mailto:xxxxxxx.xxxxxxxxx@xxxx.xxx.xxx.xx
mailto:xxxxxxxxx@xxxxxxxxxxxxxxxxxx.xxxx
http://www.itspublicknowledge.info/

	26 April 2011
	Principal Reporter/Chief Executive:
	Neil Hunter
	If calling please ask for:
	Nick Hobbs
	Direct Dial: 
	0300 200 1604
	Mr David Blades
	Via email: request-68482-10324fab@whatdotheyknow.com
	Dear David,
	FREEDOM OF INFORMATION (SCOTLAND) ACT 2002
	Thank you for your email dated 13 April 2011, to request the following information:
	 “There have been a number of high profile cases in the Public Sector recently of data either being lost i.e. Laptops and memory sticks left in public places or malicious programs extracting contact information i.e. Personal details. I would like to know what security measures you have in place (or intend to put in place) to prevent such occurrences and who is responsible for IT Security (Name and Title)?”
	SCRA’s ICT infrastructure and government secure intranet (GSi) connection is provided via the Information Services and Information Systems (ISIS) division of the Scottish Government. ISIS also ensures that the system is protected from malicious programs.  
	All SCRA’s laptops use encrypted hard drives protected by a username and password. All memory sticks are encrypted and are set up to self-wipe if an incorrect password is entered.   
	Furthermore, SCRA’s Case Information Policy provides an overarching framework on how information on children’s cases is dealt with. It requires, for example, that sensitive data:
	 Must be held on password protected systems
	 Must be deleted when no longer required
	 Electronic copies must be kept to a minimum
	 May be transmitted by email only to other organisations that operate secure domains equivalent to SCRA’s (i.e. email addresses that have gsx, gsi, pnn, or n3) and in accordance with agreed information sharing frameworks/protocols and SCRA’s guidance on information sharing
	 If a member of staff is off work long-term – any electronic devices (e.g. laptops, Blackberries, memory sticks, etc.) must be returned to SCRA.
	The policy also provides that information should not be saved onto portable electronic devices (e.g. USB memory sticks, CDs), except:
	 If it is necessary to work from home, information may be saved onto encrypted memory sticks that are only accessible by the user. This is at the discretion of managers. Information must not be saved or moved from the encrypted memory sticks to home computers or other devices. 
	Bruce Knight (Information Security and Technical Assurance Officer) is responsible for the security of SCRA’s information on a daily basis. Maggie McManus (Director of Support Services) as SCRA’s Senior Information Risk Owner works on behalf of Neil Hunter (Principal Reporter/Chief Executive) to ensure that information risks are assessed and mitigated.  
	If you are dissatisfied with how we have responded to your request for information, and/or the information that we have provided, you can request SCRA to carry out a review. This will take a maximum of 20 working days. If you would like to do this, please contact Gillian Henderson, Information and Research Manager, at the above address or email: xxxxxxx.xxxxxxxxx@xxxx.xxx.xxx.xx. Please note that any request for review must be made in writing or other recordable form, include a name and address for correspondence, and be made within 40 days of receipt of this letter.
	If after this review you are still dissatisfied, you have the right of appeal to the Scottish Information Commissioner.  The Scottish Information Commissioner can be contacted as follows:
	Enquiries line - telephone: 01334 464 610
	Enquiries line - email:      enquiries@itspublicknowledge.info
	Address:   Kinburn Castle, Doubledykes Road, St. Andrews HY16 9DS.
	If you would like more information on SCRA and freedom of information, please contact Nick Hobbs on telephone number: 0300 200 1604.  Further information on freedom of information can be obtained from the Scottish Information Commissioner’s web site: www.itspublicknowledge.info 
	Yours sincerely
	Nick Hobbs
	Policy & Public Affairs Manager


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


