CHILDREN'S REPORTER
26 April 2011 Principal Reporter/Chief Executive:
Neil Hunter
Mr David Blades If calling please ask for:
Nick Hobbs
Via email: request-68482-
XXXXXXXX @ XXXXXXXKXXXXXKX XXX Direct Dial:

0300 200 1604

Dear David,

FREEDOM OF INFORMATION (SCOTLAND) ACT 2002

Thank you for your email dated 13 April 2011, to request the following information:

“There have been a number of high profile cases in the Public Sector recently of data either
being lost i.e. Laptops and memory sticks left in public places or malicious programs
extracting contact information i.e. Personal details. | would like to know what security
measures you have in place (or intend to put in place) to prevent such occurrences and who
is responsible for IT Security (Name and Title) ?”

SCRA'’s ICT infrastructure and government secure intranet (GSi) connection is provided via the
Information Services and Information Systems (ISIS) division of the Scottish Government. ISIS also
ensures that the system is protected from malicious programs.

All SCRA’s laptops use encrypted hard drives protected by a username and password. All memory
sticks are encrypted and are set up to self-wipe if an incorrect password is entered.

Furthermore, SCRA’s Case Information Policy provides an overarching framework on how
information on children’s cases is dealt with. It requires, for example, that sensitive data:

Must be held on password protected systems
Must be deleted when no longer required
Electronic copies must be kept to a minimum

May be transmitted by email only to other organisations that operate secure domains
equivalent to SCRA’s (i.e. email addresses that have gsx, gsi, pnn, or n3) and in accordance
with agreed information sharing frameworks/protocols and SCRA'’s guidance on information
sharing

If a member of staff is off work long-term — any electronic devices (e.g. laptops,
Blackberries, memory sticks, etc.) must be returned to SCRA.

The policy also provides that information should not be saved onto portable electronic devices (e.g.
USB memory sticks, CDs), except:

If it is necessary to work from home, information may be saved onto encrypted memory
sticks that are only accessible by the user. This is at the discretion of managers. Information
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must not be saved or moved from the encrypted memory sticks to home computers or other
devices.

Bruce Knight (Information Security and Technical Assurance Officer) is responsible for the security
of SCRA's information on a daily basis. Maggie McManus (Director of Support Services) as SCRA’s
Senior Information Risk Owner works on behalf of Neil Hunter (Principal Reporter/Chief Executive)
to ensure that information risks are assessed and mitigated.

If you are dissatisfied with how we have responded to your request for information, and/or the
information that we have provided, you can request SCRA to carry out a review. This will take a
maximum of 20 working days. If you would like to do this, please contact Gillian Henderson,
Information and Research Manager, at the above address or email:
gillian.henderson@scra.gsi.gov.uk. Please note that any request for review must be made in writing
or other recordable form, include a name and address for correspondence, and be made within 40
days of receipt of this letter.

If after this review you are still dissatisfied, you have the right of appeal to the Scottish Information
Commissioner. The Scottish Information Commissioner can be contacted as follows:

Enquiries line - telephone: 01334 464 610

Enquiries line - email: enquiries@itspublicknowledge.info

Address: Kinburn Castle, Doubledykes Road, St. Andrews HY 16 9DS.

If you would like more information on SCRA and freedom of information, please contact Nick Hobbs
on telephone number: 0300 200 1604. Further information on freedom of information can be
obtained from the Scottish Information Commissioner’s web site: www.itspublicknowledge.info

Yours sincerely

Nick Hobbs
Policy & Public Affairs Manager
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