
Whistleblowing policy 

• Status: Current policy  
• Applies to: Headquarters and UK Border Agency including contractual staff and those on fixed-term appointments  
• Validity: July 2009  

In brief 

You must ensure that you use the appropriate procedures to raise genuine concerns about any wrongdoing or matter of conscience. 

Principles 

1) This policy sets out what you should do to report actions of others which you believe are in conflict with the Civil Service Code. The 
policy is in accordance with the Public Interest Disclosure Act 1998 (PIDA), which protects workers who raise concerns in good faith in 
certain circumstances. 

2) This policy does not cover the 'leaking' of confidential information to the press or media as this is never justified and is inconsistent 
with the role of a civil servant and the contractual duty of confidentiality. If you are found to have leaked information, you can expect to 
face disciplinary action under the misconduct procedure, and this may lead to dismissal. You can find general guidance on contact with 
the media in the contact with the media and others policy.  

What it means in practice 

3) We encourage members of staff to speak up about genuine concerns regarding wrongdoing and matters of conscience and are 
committed to seriously considering any concerns you raise with us. 

4) We will ensure that employees raising concerns in good faith using the whistleblowing procedure are not penalised for raising these. 
This assurance does not extend to someone who maliciously raises a matter that they know to be untrue. 

Raising a concern 

5) Before raising a concern under this policy please read the section on ‘Other routes for raising concerns’ to see whether the issue 
raised is covered by an existing procedure. If you are unsure whether the issue should be raised using the whistleblowing procedure, 
you may wish to discuss this with a Home Office manager, a nominated officer or your trade union representative. 

6) If something is troubling you that you think we should know about, please tell us straight away. We would rather that you raise the 
matter with us when it is just a concern instead of waiting for proof. When you raise your concern, it is important that you make any 
personal interest in the matter clear. 

7) If you have an honest, reasonable belief that wrongdoing has been, is being or is likely to be committed, you should initially take your 
concerns to your line manager or to another Home Office manager whom you trust. However, if for some reason you feel that you 
cannot raise the matter with a manager, then you should raise it with one of the department’s nominated officers who will advise you on 
how to take it forward. Contact details of the nominated officers can be found at Annex A, the role of the nominated officer or 
approached manager at Annex B. 

Wrongdoing is classed as: 

• a failure to comply with a legal obligation  
• a miscarriage of justice  
• a criminal offence  
• the endangering of an individual’s health and safety  
• damage to the environment; and  
• the deliberate concealment of any of the above  

8) You should also raise your concerns in this way if you become aware of actions of others which you believe conflict with the Civil 
Service Code.  

9) You should seek advice from your line manager, another Home Office manager or a nominated officer if you receive an instruction 
that you believe is: 

• illegal, unethical or improper, or  



• inconsistent with the Civil Service Code  

10) However, if events develop rapidly and it is not possible for you to seek advice before carrying out the instruction, you should put a 
note to the relevant manager in writing outlining your concerns. If for some reason you feel that you are unable to challenge the 
instruction, you should carry out the request or instruction, provided that it is not a breach of the law. You must record your 
disagreement in writing and raise your concern as soon as possible with another Home Office manager or a nominated officer.  

11) In rare cases, having considered all internal routes you may feel that you cannot raise a matter internally and the Civil Service 
Commissioners may consider taking your complaint direct (see Annex C for the role of the Civil Service Commissioners). The PIDA 
(1998) also offers legal protection for disclosures to a relevant regulatory body such as the National Audit Office or the Health and 
Safety Executive provided that you can show a substantive basis for your concern. We strongly urge you to discuss your concern with a 
senior member of staff or a nominated officer before raising it externally in this way. Talking it through with someone will help you to 
decide whether or not the issue needs to be raised externally. 

Anonymity 

12) You are encouraged to put your name to any report you make. Concerns raised anonymously will be considered at our discretion 
but they can be difficult to investigate fully. 

Confidentiality 

13) We recognise that you may want to raise a concern in confidence under this policy. In some circumstances, it may however be 
difficult to fully investigate the matter without disclosing your identity. If you ask us to protect your identity by keeping your confidence, 
we will not disclose it as long as it does not hinder or frustrate the investigation process. If a situation arises where we are not able to 
resolve the concern without revealing your identity, we will discuss this with you before proceeding. 

Dealing with your concern 

14) Once you have reported any suspected wrongdoing, it will be carefully considered and the most appropriate course of action will 
then be decided; this may involve an internal enquiry or a more formal investigation. You will be provided with feedback when possible 
within the duty of confidentiality. There may be circumstances where we are not able to give you as much detail as you may wish to 
receive. 

15) If you have raised a concern using the whistleblowing procedure and do not receive what you consider to be a reasonable 
response, you may report the matter to the Civil Service Commissioners (see Annex C). You may also report matters of conscience to 
the Permanent Secretary if all internal avenues have been exhausted without satisfactory outcome (see Annex D for the role of the 
Permanent Secretary). 

Other routes for raising concerns 

16) There are many concerns that would not fall under this procedure but are covered by existing procedures. For example: 

• Personal complaints such as those linked to individual employment matters should be addressed using the resolution 
procedure or the appropriate appeals procedures. The resolution procedure should also be followed if you are subject to, 
or if you witness, behaviour that you construe as bullying, harassment or discrimination. 

• There are a number of avenues for dealing with concerns about security (that is, various types of security breaches including 
loss of personal or protective information, unauthorised disclosure of electronic data). Further information is available in 
the security section. 

• There is a dedicated procedure for reporting fraud and corruption issues. Further guidance is available in the fraud and 
corruption response plan. 

Support 

17) Your trade union representatives and staff networks will be available for support at any stage of the process. 

18) We recognise that you may experience anxiety when raising or considering raising a concern. Support and advice is available from 
the employee assistance programme. 

Policy annexes 

• Annex A - Nominated officer contact details  
• Annex B - Role of the nominated officer or approached manager  
• Annex C - The role of the Civil Service Commissioners  
• Annex D - Role of the Permanent Secretary  

Whistleblowing guidance 



This guidance outlines how nominated officers or managers who have been approached by whistleblowers should deal with the 
concern. 

1. Determining who should deal with the concern 

As shown in the flowchart at Annex A, you should escalate the concern to someone of at least grade 7 level. If you are at this level, you 
may take it forward using this guidance. Alternatively you may wish to escalate it to a nominated officer. 

If you are unsure how to deal with the concern, it is important that you do not hesitate before escalating it as an unnecessary delay in 
dealing with the issue could put the organisation at risk. 

2. Taking the concern forward 

If you are the person taking the concern forward, you should arrange a meeting with the whistleblower as soon as possible. Ideally this 
should be within two days of the concern being raised. There may be cases where the individual does not feel comfortable meeting face 
to face and a convenient time to speak over the telephone should be arranged. 

In some cases, you may be able to tell from the initial correspondence that the concern does not fall under whistleblowing (see the 
policy for description of concerns that fall under whistleblowing). If this is the case, there is no need to arrange a meeting. You should 
take time to explain why the case does not fall under the policy, advise on the appropriate route if applicable (see the policy for other 
routes for raising concerns) and confirm in writing using the template letter in Annex D2. You should also send a brief outline of the 
concern to the policy lead for whistleblowing (see contacts section below) as outlined in section 4. 

3. Meeting with the whistleblower 

The aim of the meeting is to gather more information about the issue which should allow you to decide whether the concern falls under 
the policy and who it should be referred to for investigation, if applicable. The template at Annex C will guide you through the areas that 
need to be covered in the meeting. The individual is likely to be anxious that the concern is resolved. You should try and establish a 
professional relationship that makes the individual feel that they are being listened to. 

You should write things down as the discussion progresses and read your notes with the individual, rephrasing as necessary to ensure 
you have understood and agreed the issues. This is particularly important if they are making a verbal statement as the record of the 
meeting will act as their statement. 

There may be circumstances where the individual will need to refer to information relating to matters of security that they have gained 
access to during the course of their work in order to explain the concern. The template will prompt you to find this out at the beginning of 
the meeting. Unless you are in their line management chain, it is important that you refer them to the departmental security unit (DSU) 
as they will not be able to discuss the detail with you. DSU would also organise the investigation. 

If the individual has been asked to carry out an instruction that they disagree with on grounds of conscience, you will need to advise 
them on how to proceed. First you should determine whether the matter falls under the whistleblowing policy. If it does, they generally 
should not carry out the request. The advice given however will depend on the individual circumstances and you may wish to discuss 
this with the relevant HR director (see section 5 on support) before deciding on the best way to proceed. If it would be against the law to 
carry out the request, you should advise them not to carry out the request and then make sure it is investigated as soon as possible by 
someone at the appropriate level (see section 4). 

In some cases it may become apparent during the meeting that the concern is not covered by the whistleblowing policy. If you are 
certain that it is not covered, you do not need to gather detailed information about the issue. You should nevertheless take time to 
explain why the case does not fall under the policy and you may want to reassure the individual that they did the right thing in raising it. 
You should advise on the appropriate route if applicable and confirm in writing using the template letter in Annex D2. 

If you are unsure whether it is covered by the policy, do not commit to anything during the meeting. Think about it after the meeting and 
discuss the issue with the relevant HR director if necessary (see section 5 on support). 

4. Next steps 

After the meeting you should be able to decide whether the concern is covered by the whistleblowing policy and who it should be 
referred to for investigation if it is covered. The flowchart at Annex B will help you make this decision. If you feel the concern presents a 
risk to the Home Office, please make sure it is referred to the appropriate management level. There may be situations where it is difficult 
to tell how serious the concern is. If this is the case, it is better to pass it on to someone who would be able to deal with a serious 
concern than to inadvertently put the organisation at risk. 

You should use the template letter at Annex D1 or D2 to let the individual know whether the concern will be taken forward and who it 
has been referred to, if applicable. 

You should also send a copy of the record of the meeting (Annex C) to the director HR services (HQ or UK Border Agency) and to the 
policy lead for whistleblowing (see contacts section below). A brief outline of the concern should be sent even if you decide that the 
concern does not fall under the policy including the rationale behind your decision not to progress the concern. This is so that a central 
record of all cases can be kept and fed back to the Permanent Secretary at regular intervals. 



If you are referring the concern for investigation, you should speak to the person you are referring it to and confirm in writing using the 
template letter at Annex D3 or D4. Once the concern has been referred for investigation, the unit carrying out the investigation will take 
responsibility for the issue and for contacting the appropriate authorities or the police if necessary. 

You should try and keep the whistleblower informed about progress if possible. The individual is likely to be anxious that the concern is 
resolved. It is important that you make it clear that the concern is being taken seriously, even if you are not able to give them much 
information. 

Once the investigation has been concluded, you should contact the individual to let them know the outcome and steps taken to address 
the concern, if applicable, and confirm in writing using the template letter at Annex D5. 

5. Support 

If you have been approached by a whistleblower and are unsure what to do, please contact the relevant HR director (see contacts 
section below) at any stage of the process for advice. They would also be able to take responsibility for the case and escalate it rapidly 
if need be. 

Frequently asked questions 

What should I do if a whistleblower threatens to go to the press? 

Remind them that it is a disciplinary offence to go to the press and that action would be taken against them under the misconduct 
procedures which could result in dismissal. Then discuss with the relevant HR director how to proceed (see support section). 

A concern has been raised anonymously, do I take it forward? 

You should use your discretion taking into account the seriousness of the issue raised, the credibility of the concern and the likelihood of 
being able to validate the allegation. If you are unsure whether to take the concern forward, please contact the relevant HR director for 
advice (see contacts section below). 

What should I do if I have passed the concern on but do not think the response was satisfactory? 

You should pass the concern to the next level in the management chain. In some cases this will be the Permanent Secretary. If all 
internal routes have been exhausted without receiving a satisfactory outcome, you should contact the Civil Service Commissioners (see 
the whistleblowing policy). 

Contact points 

Human resources 

• HR director (HQ)  
• HR director (UK Border Agency)  
• Policy lead for whistleblowing  

Health and safety 

• Health, safety and wellbeing team (HQ) - Health and safety adviser  
• Central health and safety unit (UK Border Agency) - Health and safety adviser  
• Security - Departmental security unit  

Guidance annexes 

• Annex A - Deciding who should deal with the concern - flowchart  
• Annex B - Deciding how to progress the concern - flowchart  
• Annex C - Record of meeting form  
• Annex D - Template letters  

 


