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HR22001 Updates to conduct guidance  
Please use the Contact HR iForm  to request archived guidance; letting us know what you need and why you 
need it.  
2013  
24 December: Whistleblowing and raising a concern  guidance replaces the Conduct: Reporting 
Concerns guidance.  
2012  
12 April: Conflict of interest guidance (HR 22006) amendment to Assisting family and friends  
Exceptions - new text added in bold:  

 

• in an honorary capacity made on behalf of a club or charity where you have notified your 
manager and been given permission at the appropriate level for your business or 
corporate service unit (minimum Senior Officer).   

 
2011  
06 September: Conduct: conflict of interest  guidance has been amended to remove a sentence 
that was unhelpful from the overview section.  
2 March: The two former HMRC Outside Appointments forms for SCS and non-SCS staff have 
been replaced with a single revised and updated Civil Service Business Appointments Application 
Form (Word 128kb)  to be used by all staff.  
2010  

23 September: HMRC guidance on Conflict of Interest has been updated to include practical 
advice for staff who may attend committee meetings held by professional bodies.  

7 September: Social media - new guidance on using social media at work and at home.  
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No updates.   

2006  

14 December: HMRC guidance on conduct first published. Implementation date: 1 January 2007  

  
HR22002 Conduct: policy overview  
The behaviour of everyone in HMRC must comply with the Civil Service Code, which is reflected in 
our Code of Conduct and Purpose, Vision and Way. You must ensure you read and fully 
understand what is expected of you by reading the information available on the site.   

Following the Civil Service Code and our rules of conduct will mean that everything you do is 
above suspicion and will ensure that customers and other people we deal with are in no doubt 
about the integrity and professionalism of people in HMRC.  

The standards expected of all staff are set out in more detail in this guidance and aims to protect 
both you and the department.   

This guidance applies to all HMRC staff.   

You must:  

 

• familiarise yourself with the specific rules set out in this guidance and other HR guidance   

 

• act within the spirit of the Civil Service Code, and this guidance. If you are in any doubt 
about how the rules and guidance apply in specific circumstances, you must speak to your 
manager. If you do not comply with the rules and guidance you may be subject to 
disciplinary action   

 

• follow the same standards expected of you at work when you represent the Department at 
events such as training courses, conferences, exhibitions, sports and recreational events.   

 
Managers should do all they can to ensure staff are aware of the standards expected of them.  
See also Code of conduct statement Civil Service Code (web)  Purpose Vision and Way  Internal 
Anti Fraud statement  
   
   
HR22003 Conduct: your conduct and 
behaviour at work  
On this page  
 

• Overview   

 

• Relationship with others   

 
Overview  

You must:  
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• attend work punctually and regularly   

 

• fulfil the terms of your employment contract   

 

• maintain the expected standards of conduct, behaviour, performance and attendance in 
line with HMRC values, policies and procedures set out in HMRC guidance and elsewhere   

 

• follow our policies and procedures, to the extent that they are relevant to your work   

 

• carry out all reasonable instructions given to you by your managers or by Government 
Ministers   

 

• comply with HMRC's diversity and equality policies and practices. You are expected to 
demonstrate your commitment to our diversity and equality policies in your dealings with 
your colleagues and customers.   

 

• take responsibility for what you do.   

 
Decisions about working practices are ultimately matters for your managers and you must follow 
their reasonable instructions.  
If you believe you are being required to act in any way which is inconsistent with the Civil Service 
Code you must report your concerns.  
See also Civil Service Code (web) Reporting concerns in HMRC .  
   
Relationship with others   

We all have a responsibility to treat:  

 

• colleagues, customers and other people we come into contact with in a civil, polite, 
professional and considerate way without discrimination, harassment or victimisation   

 

• others in the way they wish to be treated - not to do so may amount to bullying or 
harassment. HMRC will not tolerate bullying or harassment and, if proved, we will treat such 
behaviour as a disciplinary offence. For further information refer to the Bullying and 
harassment guidance.   

 
Even if you feel you have been provoked, you must never be:  

 

• rude, threatening, physically violent, or abusive to colleagues, staff, customers or other 
people we deal with   

 

• insubordinate to your managers.   

 
Interviews, meetings or discussions between employees of HMRC must not be recorded, taped or 
videoed on any recording device of any type whatsoever without the full direct knowledge and 
informed consent of all parties involved. HMRC considers any covert recording to be unacceptable 
and inappropriate; and anyone found doing so could face disciplinary action. The only exception to 
this is in cases subject to specific formal HMRC or police procedures, e.g. formal disciplinary 
action, criminal investigation.   

Unless there are exceptional and/or compelling reasons for the inclusion and/or consideration of 
such evidence it is the Department’s policy that any material obtained via these means will not be 
considered in internal proceedings.   
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property and facilities  
On this page  
 

• Overview   

 

• Specific properties and facilities   

 

• Loss or damage to HMRC property   

 

• Loss or damage to personal property   

 

• Unofficial activities on HMRC property  

 
Overview  
When using HMRC's property and facilities you must ensure that:   

 

• they are not misused in any way   

 

• you take all reasonable care to protect against their loss, damage or misuse, particularly 

where they have been issued to you personally. Example: Portable computers, official 
vehicles, mobile phones.   

 

• you comply with HMRC's policies on acceptable use, particularly when using computers.   

 
   
Specific properties and facilities  

The following table lists the specific guidance for different types of HMRC property and facilities.   

Property/Facility  

Guidance  

Supporting 
links  

Loss or damage to 

You are responsible for any departmental 

Reporting 

HMRC property  

property in your care. You must tell your 

incidents 

manager and the Departmental Security Unit 
about the loss or damage to any HMRC 
property; however it was caused, including 
the loss of money.  

Telephones   

You must make economical use of the 

HMRC 

telephone. For further information, refer to 

Acceptable use 

HMRC Acceptable use policy (AUP) for 

policy 

electronic communications and data - 
personal use.   

Computers   

Computers are essential tools that help you in  Discipline 
your work and you should not hesitate to use 
them. However, you need to understand and 
follow the rules and standards of conduct 
when using them. For further information, 
refer to HMRC Acceptable use policy (AUP) 
for electronic communications and data - 
personal use.   
Unacceptable use of a computer and all other 
forms of electronic media is a disciplinary 
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You must make economical use of official 

   

and use of HMRC 

stationery and not use:   

postal systems  

 

• it for private purposes   

 

• the HMRC postal systems, postage 

paid stationery or labels for any private 
correspondence.   
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Before you can use an official vehicle or hire 

Transport and 

a vehicle for official business purposes you 

travel - official 

must be:   

drivers guide 

 

(new window) 

• recognised as an official driver   

 

• authorised to drive such a vehicle.   

 
You must only use official vehicles for 
business-related journeys.   

 

Use of financial  If you are responsible for spending public money 

Financial 

resources  

you must ensure you spend it wisely and properly. 

propriety and 

This means that you:   

regularity (new 

 

window) 

• only spend money on those goods and 

services that directly support the work of the 
department   

 

• are authorised to make the purchase and 

your proposals are within the limit of your spending 
authority.   
 

Fuel economy   HMRC spends a lot of money each year on fuel. 

   

You must follow instructions for using it 
economically.   
Example: Fuel for heating, lighting, running 
equipment.   

Loss or 

You are expected to take proper care of your 

   

damage to 

property on official premises and where possible 

personal 

avoid keeping personal property there. We do not 

property  

generally accept responsibility for its safety even 
when it is locked up.  

Lost property 

If you find lost property or money on official 

   

(found)  

premises, or when you are on official duty, you 
must report it immediately.  

Unofficial 

Senior managers (SO and above) must be made 

   

activities on 

aware of, and approve, the existence of unofficial 

HMRC 

activities organised on HMRC premises and which 

premises  

involve staff money.  

 
 
Loss or damage to HMRC property  
You must tell your manager and Security and Information Directorate , about the loss of or damage 
to any HMRC property, however it was caused, including the loss of any money.   
You are responsible for:  

 

• any departmental property in your care   

 

• the safe custody and proper use of official books, guidance and instructions available to 
you and for their return when you leave HMRC.   
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You must always:   

 

• safeguard computer equipment and other office machinery from theft at all times. In 
particular, do not leave equipment in unattended vehicles or in unoccupied premises unless 
absolutely necessary   

 

• safeguard any keys given to you. If these are for safes, cupboards, drawers or doors etc. 
which must be kept locked for security reasons, you must not leave them in offices 
overnight unless you lock them away in a safe or steel cupboard   

 

• leave heating, lighting and electrical fittings alone - if they go wrong call in the experts   

 

• take full precautions against fire. In the event of a fire or a bomb threat you must follow the 
procedures in your location   

 

• keep identity cards and badges safely and return them for cancellation when they expire or 
when you leave HMRC.   

 

Negligence  

Evidence that loss or damage has occurred when you have been negligent may lead to disciplinary 
action. Negligence is defined as the failure of an employee to exercise reasonable care in their 
work. It is only a disciplinary offence if the jobholder can be shown to be culpable.   
   
Loss or damage to personal property  

We expect you to take proper care of your property on official premises. Where possible, avoid 
keeping personal property at work.   

We do not generally accept responsibility for:  

 

• the safety of your personal property   

 

• losses of personal property kept at work or in official vehicles, even when it is locked up.   

 
If, however, your personal property (including a private car) is lost or damaged in the course of 
your duties, we may not consider a claim for compensation if you were negligent or careless.  

We will not compensate you for:   

 

• portable items left in the office overnight   

 

• portable items left in an official car or a car being used for official purposes   

 

• lost money   

 

• luxury items   

 

• bicycles brought onto official premises, regardless of whether being used on official 
business   

 

• any item covered by an insurance policy or other scheme giving free replacement.   

 



[bookmark: 9]Clothing Claims   

Claims for loss or damage to clothing are liable to a reduction for depreciation, which takes into, 
account the age and expected life of the item.   

Example calculation:   

Assumed life of clothing   Age of item (in years) 
Raincoats and overcoats   6  
Suits, skirts and trousers   4  
Jumpers and dresses  

3  

Shirts, blouses and shoes   2  

 
   

The formula for calculating the depreciated value is:   

Depreciated value = (replacement cost x unused life) / assumed life   

Example: A claim for a damaged jumper:  

Detail   

Value  

Date of accident    May 2006 
Date of purchase   April 2005 
Assumed life  

36 months 

Used life  

13 months 

Unused life   

23 months 

Replacement cost   £30  

 
Following the above calculation, the depreciated value is (£30 x 23) / 36 = £19.16.  
See also Special Payment Compensation Form 
  
Unofficial activities on HMRC property   

   

Activity   

Detail  
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Senior managers (senior officer or above) must be made aware 

staff money  

of, and approve, the existence of unofficial activities organised 
on HMRC premises and which involve staff money.   
Example: Christmas clubs, savings clubs, tea and coffee clubs 
and lottery syndicates.  

All such associations, clubs and syndicates are separate legal 
entities and not related to HMRC in any concern or context.  

Any such activities must not have an adverse impact on the 
Department, therefore your senior manager, prior to giving 
approval, will require that arrangements made ensure:  

 

• responsible members of staff are handling the money   

 

• the money is always kept secure -No more than £100 

should be kept on HMRC premises overnight. Where there is 
access to a safe and a senior manager agrees, up to £250 may 
be kept     

 

• records are properly maintained   

 

• each member involved in the activity is aware of their 

personal responsibility to ensure they establish and comply with 
any tax or NI liabilities arising from their membership.   
 
This does not apply to activities organised by unions.  
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on official premises  

may operate   
 

• lottery syndicates or   

 

• approved office sweepstakes.   

 

Use of official 

You must not use official premises, facilities or computers in 

premises, facilities or  connection with any outside work.  
computers and 
outside work  
Private associations 

Although HMRC does not endorse such activities, it has no 

or clubs  

objection to staff forming private associations or clubs where 
staff have a mutual hobby or interest or wish to take advantage 
of their collective purchasing power by joining together in 
numbers, for example to negotiate discounted travel or to 
access cash and carry warehouses. The rules on activities 
involving staff money (above) apply.     
Staff should seek the prior permission of a senior manager 
(senior officer or above) in the locality before using HMRC 
premises or facilities and should ensure that:  

 

• The activities of the association do not have the 

potential to bring HMRC into disrepute.   

 

• Official time is not used to carry out the administration of 

the association. There is no objection to occasional use of e-
mail and notice boards to publicise the association and its 
activities providing the messages comply with HMRC's 
Acceptable Use Policy and HMRC's equality and diversity 
policies.   

 

• There is no trading or canvassing on official premises, 

for personal gain from any type of transaction or on behalf of 
external bodies for example a 'book club'.   

 

• Where the association enters into commercial or 

financial arrangements with third party suppliers it is made clear 
to the third party and members of the association that the 
activities are not endorsed or underwritten by HMRC and that in 
the event of financial loss, HMRC will not accept any liability nor 
meet any financial shortfall.   
 

 
 
   
HR22005 Conduct: confidentiality and 
customer privacy  
On this page  
 

• Overview   
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• Raising concerns about malpractice   

 

• Legal obligations   

 

• Disclosure rules   

 

• General confidentiality rules   

 

• Computer data   

 

• Official papers   

 

• Speaking to your constituency Member of Parliament   

 

• Publishing or broadcasting personal memoirs   

 

• Participation in surveys or research projects   

 

• Witness Summons   

 

• Confidentiality and union representatives   

 

• Dealing with the media Media interest    

 

• Media interest in you  

 
Please note that this guidance is under discussion with Trade Unions. They have raised issues 
about this guidance and as a result, there may be changes to it as consultation continues. This 
updated guidance should be followed from 2 August 2011.  

Overview  

We take a serious view of any failure to observe proper standards of confidentiality and customer 
privacy. Any such failure will be investigated and disciplinary action, up to and including dismissal 
may be taken against you.   
   
Raising concerns about malpractice  

The Public Interest Disclosure Act 1998 (PIDA) provides you with employment protection if you 
raise genuine concerns about internal malpractice in a responsible and reasonable manner. For 
further information, refer to policy summary Reporting concerns in HMRC.  
   
Legal obligations  

As an employee of HMRC, you are bound by the provisions of the Official Secrets Act, 1989, and 
the Commissioners for Revenue and Customs (CRC) Act, 2005.   

Section 18 of the CRC Act places you under a strict duty not to disclose information held by HMRC 
in connection with its functions except in certain limited circumstances. Breach of this duty could 
leave you being personally liable to disciplinary action, or prosecution for a criminal offence with 
penalties of up to:  

 

• two years' imprisonment   

 

• a fine   

 

• both.   

 
This duty continues to apply after you have left the department.  

Act   

This legislation  
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safeguards the rights of people whose personal information we 

(DPA) / Freedom of 

hold, by imposing restrictions on the way in which we can use 

Information Act  

the data. It sets out 8 principles designed to ensure that   
 

• personal data is processed lawfully   

 

• data subjects are not misled about how their personal 

information is be used.   
 
deems you to be personally liable to prosecution if you:  

 

• knowingly or recklessly, without the consent of the data 

controller, obtain or disclose personal data or the information 
contained within the personal data   

 

• alter, deface, block, erase, destroy or conceal personal 

data that is subject to a request for access under the DPA, with 
the intention of preventing the disclosure of the information to 
which the applicant would have been entitled.   
 

 

   

See also  
Information Disclosure Guidance (new window).  

Using computers and the law  

As well as the general obligations above, there are specific legal obligations that apply when you 
use a computer:   

Act   

This legislation  

Computer Misuse Act, 

makes it a criminal offence to exceed, or attempt to exceed, 

1990  

your authorised use of a computer and the data contained in 
it.  

Copyright Design and 

covers the illegal copying of computer software.  

Patents Act, 1988  

 
 
Disclosure rules  

You must not disclose official information without lawful authority to anyone including:   

 

• other government departments   

 

• the Police   

 

• any other public or private body   

 

• any private individual, including Members of Parliament   

 

• other members of the department, unless it is needed for their own official work.   
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• the customer has given written consent   

 

• you are specifically allowed to by law.   

 
The Commissioners for Revenue and Customs (CRC) Act, 2005 clarifies and places clear limits on 
the circumstances in which public interest disclosures may be made lawfully. This is covered in the 
Information disclosure guide.   

If you are ordered by a court or tribunal to disclose information relating to HMRC offences in 
connection with a criminal investigation or prosecution you must contact the Information Strategy 
Team for advice.   

Other disclosures outside HMRC, e.g. to other government departments, remain strictly subject to 
existing statutory gateways. You must consult the Information Strategy Team for more information 
on disclosures outside HMRC.   

See also  
Information Strategy Team (new window).  

Accessing customer records  

While you work for HMRC you may handle the personal and confidential information about 
individual customers and you must remember that:  

 

• you have the authority to look at, or ask others for, information about our customers only if 
you need it for your particular job and are legally entitled to the information   

 

• confidential information about the affairs of individual customers is given to us on the basis 
that it will not be:   

 

o revealed to anyone who does not have a right to know it   

 

o used for any purpose other than a proper business need.   

 
It is your duty to ensure that there is no breach of this trust and you do not to disclose anything 
about HMRC's business without lawful authority.   

    

You must  

You must not  

only use the computer tracing facilities 

use the computer tracing facilities to trace 

for your work.  

information for entertainment, personal or 
casual interests.  
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access or attempt to access a customer 

you have a clear and unambiguous 

record, including your own, held on HMRC 

reason for doing so  

databases:   
 

• for curiosity   

 

• for any personal, non-business 

related reason   

 

• where there could be a conflict of 

interest, either real or perceived   

 

• to check the compliance status of a 

customer for personal reasons   

 

• that relates to you or your spouse, 

partner, family or friends.   
 

 
Computer records include the main business file(s) and records containing, for example, personal 
addresses.   

HMRC will take any breach of policy very seriously:  

Type of incident   

Outcome  

Breach of policy  

Disciplinary action leading to possible dismissal.  

Accessing customers' records 

Is a serious disciplinary offence, which may result in 

without a legitimate business 

disciplinary procedures and possible dismissal if 

reason  

proven.  

Fraud or disclosure of information   Prosecution and/or dismissal may follow after a 

criminal investigation, if proven.  

 
 
General confidentiality rules  

You must not:  

 

• access any information unless you have proper authority to do so   

 

• seek to access, view, or ask others for any information about our customers unless you 
need it for your particular job and are legally entitled to the information   

 

• mention confidential official matters in conversation anywhere outside the department, or 
in any circumstances where they risk being made public   

 

• communicate with the press or other media about your job, the business of HMRC or 
issues relevant to our work unless you are authorised to do so.   

 
You must refer all enquiries from journalists or others you suspect might be calling on behalf of the 
media to HMRC Press Office.   

You must:  
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• make sure that any information you acquire in the course of your work, especially about 
our customers' affairs, is not misused or discussed either within or outside the department 
without lawful authorisation   

 

• avoid discussing confidential official matters if there is a risk you might be overheard by 
someone who is not authorised to know the information   

 

• ensure that you only disclose confidential information to people authorised to receive it 
including:   

 

o National Insurance numbers   

 

o Value Added Tax Registration numbers   

 

o private or business addresses   

 

o occupations or financial circumstances   

 

• be constantly alert to attempts to obtain information about customers by deception - you 
must immediately report any bogus or suspicious correspondence, telephone or counter 
calls to your manager.   

 
   
Computer data   

You must ensure that your computer data is:  

 

• properly backed up   

 

• safeguarded in accordance with the security requirements of the business application and 
the Security & Information Directorate (S&ID) security standards guidelines   

 
Example:   

 

• Take precautions whilst working to protect information.   

 

• Do not allow unauthorised people to view your screen.   

 

• Do not allow printed output to be read by anyone who does not have a right to see it.   

 
   
Official papers  

You must safeguard any official papers in your care. You must not:  

 

• part with them other than when you need to do so in the course of your duties   

 

• keep them when you no longer need them. You must comply with any official instructions 
for their return and disposal and report the loss of any official papers immediately to your 
manager and to Security and Information Directorate (S&ID) where security classified 
documents are involved.   

 
You are required to report any information on leaks or breaches of security policy to your manager 
and to S&ID.   
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Speaking to your constituency Member of Parliament  

You have every right to speak to your constituency Member of Parliament about personal issues 
including your terms and conditions of service. However, if you do so, you must:  

 

• remember that you remain bound by the Official Secrets Act and the Civil Service Code   

 

• observe HMRC rules on confidentiality   

 
Example: On disclosure of confidential information about departmental controls or other 
information that is not normally made available outside HMRC.  
   
Publishing or broadcasting personal memoirs   

You must not:  

 

• publish or broadcast personal memoirs reflecting your experience in the Department   

 

• enter into commitments to do so while you still work for HMRC.   

 
You must also seek permission from the Chairman's Office before doing so after you have left the 
department.   
   
Participation in surveys or research projects  

You must not take part, in your official capacity, in surveys or research projects (even on a non-
attributed basis) if they deal with attitudes or opinions on political matters or matters of policy.  
   
Witness Summons  

If anyone from outside HMRC calls you as a witness on any matter connected with your official 
duties, they will be required to serve a notice on you so that we can:  

 

• ensure that HMRC remains neutral   

 

• consider whether a claim for Public Interest Immunity is necessary.   

 
If you are served with a notice or witness summons you must contact Solicitors Office immediately.   
   
Confidentiality and union representatives  

Special rules on confidentiality apply if you are an elected national, departmental, branch or local 
office representative of a recognised union.  

As a union representative:  

 

• You do not need to get permission before publishing your union's views on matters that 
directly affect the conditions of service of your members, except where your official duties 
are directly concerned with the matters in question.   
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• You must ensure that it is made clear that any views you express are those of your union, 
not of the Department.   

 

• In public discussion about pay or conditions you must avoid being drawn into disclosing, 
even in general terms, any information obtained from official sources.   

 

• All other rules on confidentiality apply to you in the same way as for everyone else.   

 
These special arrangements for union representatives will not apply where, during an interview or 
in an article, the representative specifically refers to their position in HMRC. In these 
circumstances, the normal arrangements for seeking prior approval for clearing the text will apply. 
For further details, see policy Dealing with the media.   

It is particularly important to avoid:  

 

• Releasing information that would be of assistance to people wishing to evade the 
Department's controls.   

 

• Making statements that could compromise operational confidentiality and undermine 
HMRC's operations.   

 
These will be regarded as a breach of conduct and may lead to disciplinary action. As 
unauthorised comments may undermine controls, the same rule applies - regardless of whether or 
not the basic facts about the situation are in the public domain.  
   
Dealing with the media  

You must not communicate with the media on behalf of HMRC or on issues relevant to our work 
unless authorised to do so. This includes newspapers, radio, television (terrestrial, satellite and 
digital), magazines and websites, including financial forums.  

Dealing with the media is a specialist role, which requires careful handling. It is important to deliver 
the correct messages to the media and our aim is to communicate in a balanced, accurate, co-
ordinated and timely way. Any contact from the media must be passed to Press Office.  

You must obtain permission from your manager's manager, Communications, and Marketing 
before you:  

 

• contribute to any media interview or broadcast in your capacity as an employee of HMRC   

 

• speak and/or write to the media about any official information which comes into your 
possession   

 

• publish (in whatever form) outside the Civil Service, any letter or statement relating to the 
department's business   

 

• publish or assist in publishing, any articles or other material that you have produced as 
part of your official duties.   

 
If you are an elected national, departmental, branch or local office representative of a recognised 
trade union refer to Confidentiality and union representatives.  
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The media is always interested in obtaining information about HMRC and this can lead to an 
interest in you as a private individual. The risk is greatest when in social or informal situations, 
such as when out with colleagues or travelling.  

You must not disclose customer or any other sensitive information to the press, members of the 
public or colleagues without authorisation. Any such disclosure would represent a breach of 
conduct and security rules which could result in disciplinary action. The best way to avoid the risk 
of being overheard is not to discuss official matters in open areas or at social events.  

If, despite observing our disclosure rules, you suspect that you have come into contact with 
someone from the media and mentioned HMRC business, there may be a risk to you or the 
Department. You should make sure your manager is informed.  

Guidance for managers   

This guidance is about protecting individuals as well as protecting HMRC interests. As a manager, 
you are better placed to protect individuals and HMRC if you are aware of what is going on, and 
you may wish to escalate further if in your opinion there is a risk to the individual or the 
Department. Therefore, it is important that your staff tell you if they:  

 

• have any contact with someone from the media, or   

 

• suspect that they may have indirectly come into contact with someone from the media 
(including in a social context, where, for example, they might be introduced to someone 
from the media at a private party).   

 
If you are unsure how to manage the situation, seek advice from the Civil Service HR Casework 
(CSHR Casework) and contact the Press Office.  
Please see the Security Zone - Loose Talk  for further guidance.  
   
Media interest in you   

Media interest in you as a private individual can sometimes affect the work of the Department. If 
you believe this to be the case, you should report the fact to your manager and to the Press Office 
in Communications and Marketing immediately.  
   
   
HR22006 Conduct: conflict of interest  
On this page  
 

• Overview   

 

• Conflicts of interest   

 

• Investments and market sensitive information   

 

• Attending Committee meetings, in a personal capacity, held by professional bodies   

 

• Assisting family and friends   

 

• Official banking account  

 
Overview  

You must not use your official position or any information obtained through your employment with 
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You must:  

 

• take all possible steps to protect yourself and HMRC from any allegation or perception of 
impropriety.   

 

• report any real or potential conflict of interest to your manager immediately you become 
aware of it.   

 
This guidance is to help you decide what you must do to reduce your risk of getting involved in a 
situation where  

 

• there could be an actual conflict of interest, or   

 

• it could appear to someone inside or outside HMRC that there is potential for such a 
conflict of interest.   

 
   
Conflicts of interest  

What are conflicts of interest?  

Examples of circumstances involving actual conflicts of interest include:   

 

• Undertaking financial transactions, for example buying or selling shares where there is 
some connection, however slight, with your work in HMRC. This includes transactions made 
on your own account and those made for the benefit of any other person(s) including:   

 

o spouses,   

 

o partners,   

 

o parents,   

 

o siblings,   

 

o children   

 

o friends, or   

 

o person(s) acting as their trustees or executors.   

 
Example - If you are working, for example, on Individual Savings Account (ISA) policy this 
guidance would not stop you from opening an ISA in the same way as any other investor. It would 
stop you taking advantage of any special knowledge you have obtained in the course of your work.   

 

• Giving advice to anyone in circumstances where you were, or it could be thought that you 
were, revealing or making use, or enabling others to make use, of knowledge or 
connections gained through your work in HMRC.   

 
Example - it would be very wrong for someone with detailed knowledge of risk assessment 
procedures to advise a friend on how to organise their affairs to escape selection for enquiry.   
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• Being involved or associated in any way with a financial transaction (such as buying or 
selling shares) made by friends, relatives or others (whether individuals, companies or 
trusts) at a time when, through your work in HMRC, you had any information relevant to the 
transaction which was not available to the public.   

 

• Where in the course of your work you come across directly, or indirectly, any file or record 
relating to a friend or relative, or any other person with whom you have, or have had, a 
personal involvement.   

 

• Where you have a personal association with a business, you must not make official visits 
or seek access to official papers relating to either that business or to competing traders.   

 
Conflicts of interest can also arise from official dealings with, or in respect of, anyone who shares 
your private interests, for example, membership of clubs, societies or other organisations.  

Apparent conflicts of interest   

You must avoid apparent conflicts of interest if it could appear to a disinterested third party that you 
could take advantage of information or connections gained through your work in HMRC to benefit 
yourself or others.   

Example - If in your official capacity you visit a club or organisation of which you are a member or 
of which you have a close association, people may assume that you are providing some kind of 
assistance to the management. You must take sensible steps to distance yourself from 
transactions or activities where you may be vulnerable to criticism or accusations.   

Avoiding conflicts of interest  

To avoid real or perceived conflicts of interest you must always carefully consider whether an 
allegation of impropriety could be made against you, your family, your friends and/or HMRC. If in 
doubt, ask your manager for advice.  

Managing conflicts of interest  

You must tell your manager immediately you become aware of an actual, apparent or potential 
conflict of interest.   

Your manager will:  

 

• acknowledge in writing what you have said   

 

• decide what to do next to manage the actual, apparent or potential conflict of interest 

Example - Allocate the work to someone else or, with your consent, consult the relevant 
customers   

 

• make a record of the details of the actual, apparent or potential conflict of interest and how 
it will be managed, noting any conditions imposed.   

 
If you are unable or unwilling to talk to your manager you must talk to your manager's manager.  

You must comply with any conditions imposed.  
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You can invest freely in shares, but you must not:  

 

• buy or sell shares or be associated with transactions if there is a connection between that 
company and your work in HMRC   

 

• use information you obtain about a company in the course of your duties that is not publicly 
available, for your personal gain or that of any other person.   

 
Business Units whose work involves handling market sensitive information are provided with 
details of these arrangements and manager's manager (minimum Grade 7) must remind staff 
about the special arrangements on a regular basis. If you regularly receive market sensitive 
information in the course of your work you must follow these special arrangements, which are in 
place to protect you as well as HMRC.   

Wherever you work, if you are unsure of what you should do, talk to your manager.  

HMRC is one of a number of bodies the Stock Exchange may approach when investigating 
possible insider dealing, which is a criminal offence. We will provide confirmation if any member of 
staff appears on a list provided by the Stock Exchange.   

You must comply with any conditions imposed.  
   
Attending Committee meetings, in a personal capacity, held 
by professional bodies  

When considering applying to sit on a committee, you should discuss this with your manager in the 
first instance.  

If you are attending a committee meeting held by a professional body (of which there are many; 
examples include the Chartered Institute of Taxation or the Institute of Chartered Accountants in 
England and Wales), you must:  

 

• Make it clear to the Chairman of the meeting that you are not representing HMRC   

 

• Make it clear to the Chairman where there is a topic due to be discussed at the meeting in 
which you would have a declarable interest   

 

• Exclude yourself from any matters being discussed where you would have ‘inside 
knowledge’ that could adversely impact or influence decisions   

 

• Inform your manager if you become aware of any wrongdoing. This includes potential Tax 
Evasion and Fraud   

 

• Always observe the Civil Service Code of Conduct.   

 
You must not:  

 

• Be seen to be representing HMRC or be seen to be making representations to HMRC on 
behalf of the body or its members.   
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Your family, friends and acquaintances are responsible for their own Income Tax (tax), Tax credits, 
Value Added Tax (VAT), National Insurance Contributions (NIC), Excise Duties and other duties or 
matters dealt with by HMRC. They must ensure that they meet their own obligations under the law.  

What you can and cannot do  

You can  

You cannot  

provide the same level of advice and 

 

assistance to your family, friends and 

 

• access any departmental 

acquaintances, as you would give to the 

computer or other records to do so   

public.  This does not prevent you giving the 
sort of help that partners would normally 

 

• act as their agent   

give each other. For example - helping them 
to fill in their Self Assessment (SA) returns 

 

• make use of your knowledge of 

for them to sign using the information they 

HMRC procedures, tolerances etc to 

provide, or helping them with 

secure an advantage for them   

correspondence.  

 

• assist in the preparation or 

submission of accounts, documents, 
computations for tax, VAT or NIC or 
operate Pay As You Earn (PAYE) or NIC.  

 

• submit accounts, documents, 

computations for tax, VAT or NIC or 
operate PAYE or NIC   

 

• deal with any other matters for 

which the department is responsible 
including those for any business activity 
conducted by your spouse, partner or 
other members of your family or friends 
or acquaintances. This prohibition 
includes business activities operated by 
family members, in conjunction with 
others, by way of a partnership or 
company.   
 

 

Exceptions   

There are some exceptions to these rules. You can make returns or declarations   

 

• in an honorary capacity made on behalf of a club or charity where you have notified your 
manager and been given permission at the appropriate level for your business or corporate 
service unit (minimum Senior Officer).    

 

• made directly in a personal capacity   

 

• made by you if you have been given permission to carry on a privately run business or 
partnership where you are legally bound to deal with the tax affairs.   

 

• made if you are acting in accordance with the duties imposed on you by reason of a lasting 
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In all these exceptions, you must ensure that all the accounts and supporting documents together 
with any returns and declarations are accurate and submitted on time.  

See also  
Outside work: secondary work 
  
Official banking accounts  

If you are responsible for holding a Crown account, you must not:  

 

• obtain or attempt to obtain from the bank holding that account, any special privileges 
regarding bank charges - either for yourself or others   

 

• do anything to suggest that the choice of bank or the management of a public account may 
have been influenced by you to your personal advantage.   

 
   
   
HR22007 Conduct: honesty and impartiality  
On this page  

 • 

Overview   

 
 

• Professional standards   

 

• Internal Fraud   

 

• Internal Anti-Fraud statement   

 
Overview  

You must be, and be seen to be, honest and impartial at all times in the way that you carry out 
your work.   

We expect you to be honest in everything you do while working for us. This is particularly important 
given:  

 

• the vast sums of public money that HMRC deals with   

 

• the extensive legal powers we have   

 

• that the integrity of the department depends on how honest and impartial our employees 
are seen to be.   

 
   
Professional standards  

HMRC takes a very serious view of anyone acting dishonestly.  

Example: Defrauding HMRC by:  
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• manufacturing false claims for repayment of tax or VAT   

 

• being involved in fraudulent contribution irregularities   

 

• knowingly assisting in the fraudulent evasion of any prohibitions:   

 

o prohibited goods   

 

o restricted goods   

 

o duties, including tax and VAT   

 

• obtaining, or attempting to obtain, tax credits or benefits to which entitlement does not exist   

 

• making false travel and subsistence claims   

 

• making false claims for overtime payments   

 

• failing to report errors in pay and allowances   

 

• having personal tax irregularities   

 

• misappropriating official property   

 

• stealing from colleagues, social club funds and similar groups.   

 
Our expectation of your honesty extends to all areas of your work.  

For example, you must not:  

 

• hide arrears of work   

 

• destroy and/or misuse official papers   

 

• abuse flexible working arrangements   

 

• abuse the sick absence rules   

 

• misuse official vehicles, telephones, stationery.   

 
When we suspect dishonesty we will always take action under our disciplinary procedures. This 
may lead to dismissal and, in some cases, prosecution for a criminal offence.  

See also  
Discipline procedures 

Impartiality in dealing with customers  

Our customers have a right to expect to be dealt with impartially and without bias or prejudice. You 
must treat everyone you deal with courteously, fairly, honestly and sympathetically and in line with 
the HMRC Charter and HMRC Vision and service standards.   

We expect you to help the public to fulfil their obligations and to obtain their rights. You must not:  

 

• do anything which would deny customers any reliefs, allowances, contributions or benefits 
which are rightfully due   
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• give customers any reliefs, allowances, contributions or benefits to which they are not 
entitled or otherwise improperly reduce what they owe   

 

• demand or receive a fee or reward of any kind for assistance or information given to the 
public on official matters, either within or outside the office   

 

• obtain any personal advantage or benefit through your official relationship with customers.   

 
   
Internal Fraud  

The maintenance of high standards of behaviour, a culture of honesty and integrity and its 
reputation are important priorities for HMRC.  

We aim to minimise the risk of internal fraud, corruption, inappropriate or dishonest behaviour. We 
will take steps to prevent and detect it, and, where necessary impose sanctions and recover any 
financial loss.  

We are all expected to take responsibility for the prevention of wrongdoing and the maintenance of 
high standards of behaviour.   

You must:  

 

• be alert to the possibility that unusual transactions or behaviour could be indicators of 
fraud or wrongdoing in the workplace   

 

• take appropriate action or report to managers as a matter of urgency any of the following 
that you have identified:   

 

o concerns   

 

o risks   

 

o breaches of conduct   

 

o breaches of security.   

 
   
Internal Anti-Fraud statement  

The maintenance of high standards of behaviour, a culture of honesty and integrity, and its 
reputation are important priorities for HMRC.  

The public has a right to expect civil servants to act with honesty and impartiality at all times. 
Therefore HMRC expects and has a duty to ensure that the people it employs maintain the highest 
standards of integrity and personal honesty in carrying out its business and in dealing with 
individuals inside and outside the department.  

This is particularly relevant to HMRC staff, as we are responsible for revenue collection, payment 
of tax credits and benefits, frontier control, and law enforcement.  

All staff and people we employ must comply with:  

 

• the Civil Service Code   

 

• the Nolan Committee’s 'Seven Principles of Public Life'   
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• HMRC’s values and code of conduct.   

 
HMRC will minimise the risk to people and the business of internal fraud, corruption, and 
inappropriate or dishonest behaviour by taking steps to prevent it, deter it and detect it. We will:  

 

• investigate all cases of alleged or attempted fraud and serious discipline matters, 
regardless of value or implications, promptly, thoroughly, professionally and equitably   

 

• take appropriate action against those concerned   

 

• seek redress wherever possible, using external law enforcement agencies where 
appropriate   

 

• treat anyone under investigation fairly, impartially and consistently, in accordance with 
legal requirements and HMRC’s disciplinary procedures.   

 
Criminal proceedings will be taken in all cases where the prosecution body considers that there is 
sufficient evidence to support a conviction. Disciplinary action will be taken where appropriate, with 
dismissal the likely outcome in the most serious cases. See the policy - Discipline.  

All consultants, contractors, suppliers and third parties undertaking work on HMRC’s behalf must 
comply with this statement.  

Everyone needs to take responsibility on a daily basis for:  

 

• ensuring standards of behaviour are clearly understood and maintained   

 

• the prevention of wrongdoing   

 

• the maintenance of high standards of behaviour.   

 

Staff need to   

Managers need to  

be alert to the possibility that unusual 

 identify, assess and take appropriate 

transactions or behaviours could be indicators 

action to control any risks of internal 

of fraud or wrongdoing in the workplace  

fraud or any breaches of conduct or 
security.  
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identify, confront and properly 

as a matter of urgency, any concerns, risks or 

address inappropriate behaviour.  

breaches of conduct or security (potential or 
real) that have been identified.  
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Directors need to ensure that the risks of internal fraud are properly managed within their area of 
responsibility and corporately.   
See also Discipline policy  Civil Service Code (web)  Code of conduct statement  Seven Principles 
of Public Life (web) 
   
   
HR22008 Conduct: political activities  
On this page  
Overview    
 

• Reviews of approvals and appeals of refusals   

 

• Political activities you can undertake   

 

• Political activities that may be subject to restriction   

 

• Standing for parliament   

 

• Jobholders in sensitive posts  

 
Overview  

The terms and conditions of your employment with HMRC mean that you are subject to certain 
rules regarding your political activities. The rules:  

 

• are primarily concerned with activities which may lead to you expressing political views in 
public   

 

• are not concerned with your privately held beliefs and opinions   

 

• do not prohibit you from membership of any political party.   

 
It is essential that Ministers and the public can be confident that your personal views do not 
influence or interfere in any way with your official duties.   

As a civil servant you must:  

 

• loyally serve the government of the day and successive governments of different political 
persuasions   

 

• not take part in any political activities, which compromises or may be seen to compromise, 
your impartial service to HMRC   

 

• ask for approval from your manager if you wish to alter or extend your political activity to 
any area for which you did not previously have permission.   

 
Managers must be as helpful as possible to staff who wish to become or remain politically active. 
One way could be to consider allowing them to move to a job that would not restrict their political 
activities. In such cases, the manager should explain to the jobholder concerned that this may 
have the effect of limiting their range of experience.  

The intention of HMRC is to allow you the greatest possible freedom to participate in public affairs 
while at the same time ensuring that there is no conflict with your work.   
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HMRC may review your permission to take part in political activities at any time and without prior 
notice. We will give you a full explanation if we refuse permission.  

You can appeal against a refusal to grant you permission to take part in political activities by 
appealing via the Resolving issues in HMRC policy. If you wish to continue to appeal after 
following this procedure, you can appeal to the Civil Service Appeal Board (CSAB) by:  

 

• notifying them of your intention to appeal within 8 weeks of being told of HMRC's final 
decision   

 

• sending them a full written case within 4 weeks of lodging the appeal.   

 

See also  
Resolving issues in HMRC 
  
Political activities you can undertake  

The political activities you can undertake depend on whether you are employed in the:  

 

• politically free group   

 

• intermediate group   

 

• politically restricted group   

 
Whichever group you are in, you can take part in the activities of a parish council community 
council or any equivalent council, without prior authority.  

If the group you are in changes following a temporary or permanent move of job or grade, you will 
become subject to the rules of your new group. So, if you take part in political activities, you must 
notify your manager if you move:  

 

• out of the politically free group   

 

• from the intermediate to the restricted group.   

 
If you receive temporary promotion:  

 

• your group will be that of the higher post   

 

• you must give up any political activities that you are not permitted to do in your new post.   

 
Definitions of the 3 political groups to which staff belong are in the table below.  

You are in the  if you are  
politically free 

 

group  

 

• in a non-clerical job, such as a messenger, security guard or 

telephonist.   
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• Staff in this group are completely free to engage in all political 

activities at national and local level.   
 

politically 

 

restricted 

 

• a Senior Civil Servant (SCS), in grades 6 and 7 or a member 

group  

of the Fast Stream Development Programme. Staff in this group are 
completely barred from national political activities, but can ask their 
manager for permission to take part in local politics. Approval will 
depend on the criteria for the intermediate group.   
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group  

 

• not within the politically free or politically restricted group.   

 

• Staff in this group must ask permission from their manager to 

take part in local or national political activities and comply with any 
conditions imposed.  

 

• Managers may grant permission depending on:   

 

• whether you are involved with certain sensitive work areas, 

such as policy assistance to Ministers   

 

• the degree and nature of your contact with the public   

 

• the extent to which it is likely to become known, through your 

political activities, that you are a civil servant taking decisions affecting 
the general public.   
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Political activities that may be subject to restriction  

Activities are restricted differently at national and local levels as detailed in the table below.  

National Level activities are:  

Local Level activities are:  

 

 

 

• adoption as a Parliamentary 

 

• candidacy for, or co-option to, a 

candidate holding office in party political 

local authority holding office in party 

organisations concerned wholly or mainly 

political organisations, concerned wholly or 

with national party politics   

mainly with local party politics   

 

• speaking in public on matters of 

 

• speaking in public on matters of 

national political controversy   

local political controversy   

 

• expressing views on such matters   

• expressing views on such matters 

in letters to the Press or in books, articles 

in letters to the Press or in books, articles 

or leaflets   

or leaflets   

 

• canvassing on behalf of a 

 

• canvassing on behalf of candidates 

Parliamentary candidate or political party.   for election to local authorities or a local 
 

political organisation.   
 

 
 
Standing for parliament  

If you wish to stand for Parliament or the European Assembly, you are bound by the rules below 
according to the group to which you belong.  

The politically free group   

If you are adopted as a candidate:  

 

• you need not resign. However, you must resign as soon as you agree to be nominated for 
a particular seat - if you do not, your election would be void   

 

• your manager may authorise up to 1 month's unpaid special leave at the time of the 
election. However, the unpaid special leave will not extend beyond the date of your 
resignation.   
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If you are elected and become a Member of 
Parliament, a Member of the Scottish 
Parliament or a Member of the European 
Assembly  
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you will be entitled to reinstatement to your 

 

grade provided that you:   

• you will be reinstated in your 

previous grade, providing you apply 

 

• Cease to be a Member after an 

within 1 week of the declaration day.    absence of 5 years or less.   

 

• you will not be paid during 

 

• Have had 10 years or more of actual 

your break from employment.   

service before election.   

 

• your time off will not count for 

 

• Apply for reinstatement within 3 months 

pension purposes.   

of ceasing to be a Member.   

 

 

   

Applications for reinstatement when the first 
two of these conditions are not satisfied will be 
considered on their merits.  

 

The intermediate and politically restricted groups  

You cannot stand for election while you are employed by HMRC. This means that you cannot:  

 

• issue an address to electors   

 

• announce yourself in any other way (or allow yourself to be announced) as a candidate or 
prospective candidate by any political party.   

 
If you are adopted as a candidate, you must:  

 

• resign from HMRC   

 

• complete your last day of service before your adoption papers are finalised.   

 
If the adoption process does not allow you enough time to give the required period of notice, you 
will be paid an amount equivalent to the balance of the period of notice. You do not have an 
automatic right to reinstatement.  
   
Jobholders in sensitive posts  

Permission to take part in political activities should normally only be refused where civil servants 
are employed in sensitive areas in which the impartiality of the Civil Service is most at risk. 
Managers would normally grant permission in all other circumstances, provided they are satisfied 
that the individuals concerned are aware of the need to observe the principles and the other rules 
of conduct, including those relating to the use of official information.  

Posts are regarded as sensitive if:  

 

• they are closely engaged in policy assistance to Ministers or to non-departmental Crown 
bodies - such as tendering advice or executing immediate minister directives.   

 

• they are in the private office of Ministers or senior officials.   

 

• they are in areas which are politically sensitive or subject to national security.   
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• they require the jobholder regularly to speak for the Government or HMRC in dealings with 
commercial undertakings, pressure groups, local government, public authorities, or any 
other bodies.   

 

• the jobholder represents the Government in dealing with overseas governments.   

 

• the jobholder has a significant amount of face to face contact with members of the public. 
This is particularly important where the public might be expected to know of the jobholder's 
political activities and where the jobholder makes, or may appear to make, decisions directly 
affecting them personally.   

 

See also  
Confidentiality and customer privacy 
  
   
HR22009 Conduct: private conduct  
On this page  
 

• Overview   

 

• Managing your private financial affairs   

 

• Financial difficulty   

 

• How to manage a jobholder in financial difficulty   

 

• Bankruptcy and insolvency   

 

• Foreign travel   

 

• Reporting criminal offences  

 

• IG Referrals Development Team contact details  

 
Overview  

In your private activities and financial transactions, you must avoid any conduct or behaviour which 
would:  

 

• reflect poorly on you as an employee of HMRC   

 

• bring HMRC into disrepute   

 

• give grounds for suspecting dishonesty or abuse of trust   

 

• involve the use of official information to secure a financial advantage.   

 
You must not to do anything in your private conduct that might discredit the Department. You must 
tell your manager if:  

 

• you are arrested or become the subject of criminal proceedings   

 

• you have any financial or other personal circumstances that may affect the way you carry 
out your official duties.   

 
   
Managing your private financial affairs  



[bookmark: 37]You must    

 

• manage your private financial activities properly   

 

• submit your personal tax returns on time   

 

• make personal tax payments on time   

 

• tell your manager's manager if you become subject to an 

Attachment of Earnings order (Earnings Arrestment in Scotland).   
 

You must   
not  

 

• put pressure on colleagues to lend money   

 

• borrow money from members of the public with whom you have 

contact through your official duties   

 

• ask them to act as a guarantor for you for the purposes of a loan.   

 

 
   

You are strongly discouraged from entering into private financial transactions with colleagues.  

Example. Making loans or acting as security for other members of staff.   

If you enter voluntarily into private financial transactions with members of HMRC you:  

 

• do so at your own risk   

 

• must ensure your private arrangements do not have an adverse affect on the work of 
HMRC and its reputation.   

 
   
Financial difficulty  
If you have financial difficulties you may want to discuss them with a member of Workplace 
Wellness.  
Cases of serious financial difficulty usually come to official notice when Pay section receives an 
Attachment of Earnings Order (Earnings Arrestment in Scotland).   
As a Revenue department we cannot afford to ignore difficulties of this kind. The basic approach is 
not to apportion blame but to help the jobholder.   
See also Employee Assistance Programme (EAP) 
  
How to manage a jobholder in financial difficulty   

Before you begin  

You have found out that a member of your team is in serious financial difficulty. You may have 
received notification of an Attachment of Earnings Order (Earnings Arrestment in Scotland).  

Step   Action  
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Speak to jobholder to discuss the possibility of arranging help and advice from an 
outside agency.  

2  

Consider what restrictions, if any, need to be placed on the jobholder's duties. 
These could include:   
 

• contact with the public   

 

• computer access   

 

• financial activities.   

 

3  

Inform the jobholder in writing of restrictions put in place.  

4  

Speak to jobholder regularly to obtain updates of their debt situation.   

 

What now?  
Suggest the jobholder uses the Employee Assistance Programme (EAP) services.  
When the jobholder clears their debts you should consider lifting the restrictions.  
When you are satisfied that the jobholder is conducting their financial affairs in a proper and 
reasonable manner official involvement will cease. This may involve telling the jobholder that you 
will need to review the position at future intervals.  
See also Disciplinary checklist - manager's review (Word 152kb) 
  
Bankruptcy and insolvency  

If you become bankrupt or insolvent or give notice of your intention to declare yourself bankrupt, 
you must tell your manager immediately and provide a detailed statement of the circumstances.  

Term   

Definition  

A 

A person who is unable to meet their financial liabilities as they arise. As a 

bankrupt  

result a court order is made and their property is administered and 
distributed under the Insolvency Act 1986 (in Scotland the Bankruptcy 
(Scotland) Act 1985).  

Insolvency   Does not have a legal definition. It is generally accepted that a person 

who is unable to meet their current debts is "insolvent".   

 

What to do  

If  

then  

you have severe financial difficulties and there is 

you must inform your manager.  

little or no prospect in the foreseeable future that 
you will be able to meet your current debts.  

you have temporary financial difficulties  

you do not need to inform your 
manager.  

there is reason to believe that public money has 

you may be suspended.  

been, or is likely to be, involved  
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has taken place  

gross misconduct, which may 
lead to your dismissal.   

you are bankrupt or insolvent   

your manager will ensure that you 
do not to carry out any cash-
related duties.  

 
   

Managers must keep under review the situation and progress of any legal proceedings relating to 
their staff.  
   
Foreign travel  
The nature of your job may mean there is the possibility of an increased threat from criminal and 
terrorist organisations. Particular threats may be posed from certain countries.  
If you are in any doubt, you should contact Security and Business Continuity (S&BC) , which 
supplies leaflets offering advice and guidance about travel in the former Soviet Union and China.   
You must tell your manager and S&BC, if you experience any unusual incidents whilst travelling 
abroad.  
   
Reporting criminal offences  

You must immediately tell your manager (or your manager's manager) if you:   

 

• are arrested, receive a formal police caution or become the subject of criminal proceedings 
either on or off duty   

 

• are charged with an alleged offence or accept a civil penalty under a law for which HMRC 
is responsible, for example, smuggling or VAT, benefit or tax fraud   

 

• are investigated for any criminal or revenue offence   

 
Example. Smuggling, VAT, benefit or tax fraud   

 

• have criminal proceedings taken against you by a member of the public   

 

• are involved in any traffic offences involving an official vehicle or a private vehicle that you 
were using on official duties. However, you are not required to report a traffic offence 
committed in a private capacity unless it results in a prosecution that could lead to 
disqualification from driving and/or imprisonment   

 

• are involved in any criminal offence or revenue offence, for example, smuggling, VAT, 
benefit or tax fraud.   

 
You must keep your manager informed of proceedings subsequent to any of the above, for 
example:  

 

• Fixed Penalty Notice (FPN), which deal with environmental offences such as a litter, dog 
fouling, graffiti or excessive noise   

 

• Penalty Notices for Disorder (PND), which are issued for more serious offences, e.g. 



[bookmark: 40]throwing fireworks, being drunk and disorderly in a public place, destroying or damaging 
property up to a value of £500, retail theft under £200, sale of alcohol to a person under 18, 
using threatening words and behaviour, behaviour likely to cause alarm or distress to 
others. These are specifically designed to tackle low level anti social behaviour   

 

• Anti Social Behaviour Orders (ASBOs).   

 
The Department will only consider action on those cases that have an impact on your honesty and 
integrity (such as shoplifting) or have an adverse impact on the Department, e.g. bringing the 
Department into disrepute.  

Your suitability as an employee of HMRC will be called into question and you may be subject to 
disciplinary action, possibly leading to dismissal, if you:  

 

• are convicted of a criminal offence   

 

• receive a formal caution   

 

• receive an administration penalty under the Social Security Administration (Fraud) Act 
1997   

 

• accept a civil penalty   

 
A manager must immediately inform the Internal Governance Civil Investigations (IGCI) if they are 
notified that one of their staff is involved in any criminal or revenue offence. See the process 
Report criminal offence for the detailed steps involved.  
   
IG Referrals Development Team contact details  
   
HR22010 Conduct: outside work  
On this page  
 

• Overview   

 

• Secondary employment   

 

• Work you cannot do   

 

• Jury service   

 

• Voluntary public service appointments   

 

• Service with the Reserve forces   

 

• Leaving or thinking of leaving HMRC for a new job   

 

• How to manage an application for outside work (managers)  

 
Overview  

If you accept outside employment or undertake an outside business activity, it is important that 
there should be no cause for anyone to suspect anything improper.  

If you want to do other work, either while you are still employed by HMRC or afterwards, you must:  

 

• comply with special rules that govern what you can and cannot do   

 

• read the Working time regulations about 'people who have more than one job'.   
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You must seek permission before you accept any offer of part time employment or undertake any 
business activity whilst working for HMRC. It is not the intention of HMRC to unnecessarily restrict 
your activities. However, we will not allow you to take up an offer of outside work or take part in 
any business activity while still working for us which:   

 

• is, or could be, inconsistent with your position as an employee of HMRC or as a civil 
servant   

 

• would require your attendance at any time which would conflict with your official hours of 
duty as set out in the terms and conditions of your employment.   

 
If you take up work on leaving HMRC or within the first two years after leaving employment with 
HMRC you have certain additional obligations.  

If a member of the public complains about your outside work and the complaint is upheld we 
reserve the right to tell you to give up the work.   

We will also tell you to end your outside work if you do anything that might bring discredit to HMRC 
in any way.  

You must not use official premises, facilities or computers in connection with any outside work. 
This policy and guidance overrides any other policy or guidance where there is a conflict or 
potential conflict. This does not apply to authorised union activities.   
   
Secondary employment  

You must obtain permission from your manager (minimum Senior Officer), if you:  

 

• accept other paid work of any kind   

 
(this does not apply to temporary seasonal work which lasts less than 3 months provided it does 
not:   

 

• have connections with HMRC   

 

• conflict with the interests of HMRC)   

 

• set up in business on your own account or in a partnership   

 

• accept a directorship in a business.   

 
You must tell your manager immediately of any changes in circumstances that may affect the 
permission you have been given.  

There is no bar on staff becoming involved in commercial undertakings (business activities). 
However, the nature of the undertaking must not conflict with the interests of the department or 
their official duties. Where a limited company is involved, the jobholder should undertake not to 
become involved in, or assist in:  

 

• the preparation of its accounts for tax purposes   

 

• its tax affairs   
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• its PAYE scheme or VAT   

 

• any other matters for which HMRC is responsible.   

 
In a privately run business or partnership, the individual is legally bound to deal with the tax 
matters arising.   

Part-time work for Citizens Advice Bureaux (CAB) is permitted provided jobholders do not become 
involved in problems related to the work of the department such as:  

 

• VAT   

 

• NIC or tax credit problems   

 

• setting CAB policy on how such matters are dealt with.   

 
In cases of doubt or difficulty, you may seek advice from the HR Service Centre.  

Manager's approval of an application for external part-time work or an outside business activity is 
on the basis that:  

 

• the external work is carried out entirely outside HMRC office hours.   

 

• HMRC has first call on the jobholder's services.   

 

• any arrangement is subject to review if the jobholder's official duties are changed.   

 

• the jobholder ensures that they:   

 

o do not unnecessarily disclose or discuss their position in HMRC during their outside 
activity   

 

o confine any information disclosed about HMRC to that already available to the 
public.   

 
If the manager is unable to approve the application, they should explain the reasons for the 
decision in writing to the jobholder.  
See also: Working time regulations 
   
Work you cannot do  

Jobholders may not take part in any outside work involving the Department, whether or not they 
are paid or rewarded for this. This includes work involving:  

 

• taxation   

 

• Tax Credit   

 

• VAT   

 

• Excise   

 

• National Insurance   

 

• Insurance agency work   
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• Financial services or advice.   

 
While you are employed by HMRC you must not take a job or do any work (paid or unpaid):  

 

• Dealing with Pay As You Earn (PAYE), National Insurance Contributions (NIC), Value 
Added Tax (VAT) and Excise Duty.   

 

• Preparing accounts for determining tax and NIC liabilities.   

 

• Preparing any kind of return or declaration which is to be sent to HMRC except in 
connection with your own personal or business affairs, but not your family's.   

 

• Where Social Security payments are involved e.g. as a sub-postmaster.   

 

• Acting as:   

 

o an income tax agent, taxation adviser, bookkeeper or accountant   

 

o a representative of an appellant or a customer during their appeal or action against 
HMRC   

 

o an insurance agent, or in the provision of financial services   

 

o a credit investigator, money lender, or debt collector   

 

• Working:   

 

o as a contractor working for, or providing services, to HMRC   

 

o as a director of a company or member of a partnership which does so (except 
where you have reported your interest to your manager's manager who has given 
permission for you to do so)   

 

o for any business, as an employee or director, which already holds a contract with 
HMRC, except as a government nominee   

 

o in a commercial Call Centre involving:   

 

 debt management   

 

 debt collection   

 

 credit investigation   

 

 money lending   

 

 insurance   

 

 financial services.   

 
In addition, you must not:  

 

• Become involved in the negotiation or arbitration of any matter affecting a contract, 
purchase or sale, to or with HMRC, if in your private capacity you have an interest, either as 
a principal or as a shareholder in the business involved.   

 

• Buy from, or sell to, HMRC any items without the authority of a manager's manager.   
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Various other part-time occupations may also be inconsistent and conflict with the jobholder's 
employment in HMRC.   

Example: If you are handling, or could handle, the business affairs of an employer's competitors.   

Managers need to consider each case on its merits.  
   
Jury service  

Jury Service is a public duty for the majority of citizens. However, the nature of the duties of some 
jobholders in HMRC may limit their liability to serve. The restrictions and procedures are explained 
below.  

England and Wales  

You cannot claim exemption from jury service on the basis that you work for HMRC. (Changes to 
the Criminal Justice Act, 2003 mean that no one is exempt from sitting on a jury simply because of 
their profession.) If you are called up for jury service but feel you cannot fulfil the commitment, you 
will have to give your reasons to the summoning court.  

Excusal 

may be applied for  

on  
personal 

to the summoning officer for excusal, or to claim ineligibility.   

grounds   

You will be required to attend the Court when summoned unless you are 
informed that either:  

 

• you have been excused   

 

• your attendance is unnecessary.   

 
   

official 

in exceptional circumstances, where you or your manager consider that 

grounds  

absence from duty would seriously affect the business of HMRC.   
You should ask for an official request for exemption to be made on your 
behalf in writing by a senior manager (minimum Grade 7) to the 
summoning officer of the court concerned.   

The guiding principle is that:  

 

• jury service is a citizen's duty   

 

• civil servants should not be encouraged to avoid it.   

 
Normal pressures of work will not be acceptable as a reason to be 
excused from jury service.  
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Under the provisions of the Law reform (miscellaneous provision) (Scotland) Act, 1980 persons 
deemed to be ineligible are:  

"persons employed in any capacity by virtue of which they have the powers and privileges of police 
constables".  

Ineligibility is determined in each case by the Sheriff Court. On receipt of either a:  

 

• Revisal Notice to verify eligibility   

 

• a "citation" to appear for jury service   

 
Any member of HMRC who, in their official capacity enforces/confers the essential powers and 
privileges of a police constable, should state they are ineligible for jury service.  

You must comply with the Court's decision.  

Northern Ireland  

The Juries (Northern Ireland) order, 1996 lists persons excusable from jury as:   

 

• officers employed in any capacity by the Commissioners of Customs and Excise   

 

• Commissioners of Inland Revenue.   

 
This applies to High Court, Crown Court and Coroners' Court juries. If you are served with a notice 
and form of return, you may claim exemption from jury service.  

Special Leave  

If you are called for jury service your manager will:  

 

• grant you paid special leave   

 

• exceptionally apply for you to be excused, if your absence would seriously affect 
departmental business.   

 
When you return to duty, you must produce a certificate of the period of jury service involved. You 
need to request this certificate from the Court office.  

Expenses and loss of earnings  

Any travelling and subsistence allowance received from the Court may be retained. You must not 
claim from the Court, or accept, any compensation for loss of earnings that have not in fact been 
lost.  
   
Voluntary public service appointments  

You must ask your manager's manager for permission before you:  

 

• apply to be a Magistrate   
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• undertake other voluntary public service appointments   

 

• sign up as a special constable.   

 
Your manager's manager will grant permission unless there is a potential conflict between your 
work in HMRC and the voluntary public service appointment.  

If you become a magistrate:   

 

• you must not act as a magistrate in connection with any proceedings directly or indirectly 
connected with HMRC   

 

• you must arrange, as far as possible, for your magisterial duties (other than attendance at 
Court) not to interfere with your official duties. This excludes training periods for newly 
appointed Magistrates. To apply for special leave to carry out your public duties refer to the 
guidance on Apply for special leave.   

 
   
Service with the Reserve forces  

Although staff are encouraged to join, you must get permission from your manager if you:  

 

• wish to enrol in the reserve forces   

 

• extend an existing term of service   

 

• enter into a new term of service with any of the Reserve forces including the Territorial and 
Army Volunteer Reserve and Royal Irish Regiment.   

 
   
Leaving or thinking of leaving HMRC for a new job  

If you:  

 

• are thinking about leaving HMRC for a new job outside the civil service or   

 

• have already left HMRC and are thinking of taking up a new job within 2 years of your 
departure   

 
you must first read the guidance on the Civil Service Business Appointment Rules  and the Rules 
on the acceptance of outside appointments by Crown servants (web) . These set out the 
procedures and process which you need to follow.   
The Rules  will tell you if you need to get the Department's prior approval. If that is the case, you 
must submit urgently as quickly as possible the appropriate completed form to your manager and 
get approval before you are due to begin the new job.  
The Rules ensure:  

 

• What you do while we employ you is not in any way influenced by the possibility of future 
work with a particular firm or organisation.   

 

• You are not at risk of breaching our confidentiality rules by providing an outside employer 
with confidential information about their competitors to which you have had access.   

 

• You are not at risk of improperly exploiting privileged access to contacts in Government or 
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• There is no conflict of interest or reasonable concern between your HMRC employment 
and your outside work.   

 

• Public trust in the Crown services and in the people who work in them is maintained.   

 
See also BAR application forms: Application form: SCS1 (Word 388KB)   Application form: SCS2 
(Word 388KB)  Application form: SCS3 (Word 388KB)  Application form: Grade 6 - AA (Word 
397KB) 
   
How to manage an application for outside work (managers)  

Before you begin  

One of your team has applied to you for permission to take on outside employment or take part in 
an outside business activity.  

How to steps  

Step   Action  
1  

Read the guidance above to establish whether the work should be allowed. 

 

2    

 

• If the jobholder will be continuing to work for HMRC, make decision on 

whether to allow it.   
 

• If the jobholder is leaving HMRC, follow the guidance on Business Appointment 

Rules.  You may need to refer the application to a decision maker (depending 
on the grade this may be the SCS Delivery Team or a Director).   

3   If you decide the work   

 

• is allowed then notify jobholder in writing and make sure the jobholder fully 

understands what HMRC expects of them.   

 

• not allowed explain reasons why not allowed.   

 

4   Keep a local record of all applications and granting of permission and keep under 

review.   

 

What now?  

Remind your staff periodically of the requirement to provide you with up-to-date information about 
involvement in external work. In cases of doubt or difficulty, you may seek advice from the HR 
Service Centre.  

See also  
Manage permission to take part in political activity 
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media  
Please note that this guidance is still subject to further discussion with the Trade Unions. As a 
consequence, there may be changes to the guidance. However, with effect from 7 September 
2010, you should follow this guidance.  

On this page  
 

• Overview   

 

• Section 1 - Private and personal use of social media   

 

• Section 2 - Official use of social media   

 

• Section 3 - Disciplinary and criminal action   

 

• For further information and advice see also   

 
Overview  

Social media – such as online discussion forums, blogs, and social networking sites like Facebook, 
YouTube and Twitter - are popular ways of keeping in touch, making friends, and sharing news, 
interests and experiences.  

Professional social networks, internal wikis, and staff bulletin boards are increasing in importance 
in the workplace. Many HMRC staff use them to make contacts, get information and collaborate on 
projects.  

Participation in social media can be fun and productive; but it can present a threat to your privacy, 
your personal information and possibly your personal security. It can also carry risks to your 
colleagues, to HMRC and potentially to our customers.  

When using social media in a private and personal capacity, disclosing your position as an HMRC 
employee is a personal decision. We recognise that you may be proud to say that you work for 
HMRC. However, for the reasons outlined in more detail below, we recommend that you do not 
disclose this information.  

Always remember Departmental rules around confidentiality and protecting customer and other 
valuable information.  

This guidance helps you use social media professionally or privately by ensuring you are aware of 
the risks, and understand HMRC’s rules, interests and expected standards of conduct and 
behaviour.  

Using social media officially or privately  

What you need to do:  

 

• Follow the same standards of conduct and behaviour as would be expected elsewhere.   

 

• Think before you post or publish anything associated with HMRC.   

 

• Be careful about the information you share about yourself, your colleagues or your work. 
The more you reveal about yourself on these sites, the greater the risk.   

 

• In private / personal use, we prefer that you do not say that you work for HMRC.   

 

• Protect customer, confidential and operational information and never share it online 
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• Think about your reputation and that of your colleagues and HMRC. Avoid damaging or 
discrediting yourself, colleagues or HMRC.   

 

• Do not comment or respond online on behalf of HMRC officially unless authorised by the 
Press Office and a senior line manager (Grade 7 or above).   

 

• Always follow HMRC’s Acceptable Use Policy when using official IT, and the guidelines in 
Section 2 below when representing HMRC officially.   

 

• Laws of libel and legislation affecting HMRC apply to social networks and blogs.   

 

• Seek advice from your line manager if you are unsure. See below for sources for further 
advice.   

 
   
Section 1 - Private and personal use of social media  

The Department does not intend to limit sensible, personal, non work-related, private use of social 
media.  

However, if you are posting information on the web for personal purposes, you have certain 
obligations to HMRC and your colleagues.  

Privacy and Security  

Participating in social media presents a threat to your privacy, your personal information and, 
potentially, your personal security and that of your colleagues and HMRC.  

Remember:  

 

• Everything you share on a social networking site could potentially end up in the worldwide 
public domain and be seen or used by someone you did not intend, even if it appears to be 
‘private’ or is on a closed profile or group.   

 

• If something you post is linked to HMRC in a way that is harmful to the Department or your 
colleagues it may be a disciplinary matter.   

 

• Some websites and social media accounts are set up for malicious purposes. People 
online may not be who they appear to be.   

 

• Posting your personal details and whereabouts can leave you vulnerable.   

 

• It is possible to disclose information about yourself unintentionally through the linkages you 
make with other people. Some social networking sites may share your information with third 
parties.   

 

• Your personal information is valuable to criminals and could be used to take advantage of 
you, your family, your colleagues or HMRC.   

 

• Criminal groups may try to gain access to your online or other accounts. This access could 
be used to steal from you or carry out identity theft.   

 

• Criminals can use sensitive personal information to threaten or blackmail you. The more 
you reveal about yourself, the greater the risk.   
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• Social media sites can be used to spread computer viruses, ‘malware’ (malicious software 
designed to infiltrate or access a computer without the consent of the user), ‘phishing’ 
attacks (which trick you into providing your personal details) and related threats, which can 
in turn support further criminal activity.   

 
What you need to do:  

 

• Protect personal information from open publication; for example, your full name, place and 
date of birth, home address, phone numbers, and National Insurance or passport details.   

 

• Do not give out information that would let someone else access your online accounts, such 
as password, memorable phrases or security questions. Keep your passwords difficult to 
guess and change them periodically.   

 

• Be careful about the information you share online, and with whom. Choose your online 
friends carefully.   

 

• Be careful about disclosing your position as an HMRC employee. This is a personal 
decision, but for security reasons it is best not to do so. The Department wants everyone to 
be proud to say they work for HMRC but we must balance this against the risks posed by 
certain people who wish to target HMRC staff via their social network profiles. For that 
reason we recommend that you do not disclose your status as an HMRC employee in any 
social media site.   

 

• Be careful about disclosing information about your colleagues. Respect their privacy and 
protect their security. Take care not to identify them as HMRC staff if they have chosen to 
keep that information private. Are they happy for you to publish that embarrassing 
photograph? Always remove material relating to them from your profile if they ask.   

 

• Make sure you understand the privacy policy of each site you use, and take note of any 
changes to the user agreement. The default option for many sites is that everyone can 
share everything you put on – not just your friends; so understand your security settings and 
consciously apply them, and check the impact of any changes that are announced.   

 

• Take time to revisit the social networking sites you have joined to review what you have 
included in your profile, and that your privacy settings are still what you had previously 
selected.   

 

Data Security and Confidentiality  

The loss or unauthorised disclosure of information relating to customers could place them, their 
finances or their business at risk, damage HMRC's reputation and make it harder for HMRC to 
operate in future.  

What you need to do:  

Always follow the guidance on protecting personal and confidential information and operational 
security, and be careful about the information you share on line.  

 

• Make sure you have read and understood HMRC's guidance on protecting information.   

 

• Do not divulge, misuse or discuss outside the Department without lawful authorisation any 
official HMRC information, including information obtained through your work for HMRC, nor 
expand on HMRC information already available in the public domain.   
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• Never discuss customers, or post customer information, on social networking sites.   

 

• Do not post HMRC information on social networking sites unless you have specific 
permission.   

 

• Check to make sure official passes, keys, computer screens, paper documents or other 
potentially sensitive materials are not visible in photographs.   

 

• If you suspect HMRC or Customer information has been released in error, let your Line 
Manager know immediately so that mitigating action can be taken. Line Managers should 
report the incident to the Security & Business Continuity Helpdesk on  

HMRC's guidance on protecting information 

Conduct  

As an employee of HMRC you must avoid any conduct or behaviour that would reflect poorly on 
you or discredit HMRC.  

Postings on the Internet are rarely truly anonymous, and once something is posted on the Internet 
it may be difficult or impossible to remove.  

Some postings on social media can cause offence, upset or embarrassment to other people. 
These postings can reflect badly on you and potentially on HMRC.  

What you need to do:  

 

• Follow the same standards of conduct and behaviour online as expected elsewhere.   

 

• Comply with the Civil Service Code and the HMRC Code of Conduct online.   

 

• Avoid any conduct or behaviour which would reflect poorly on you as an employee of 
HMRC, or discredit the reputation of HMRC or the wider civil service, e.g. by making 
derogatory comments regarding policies/procedures/operations or other activities or people.   

 

• Do not take part in political activities that compromise, or could be seen to compromise, 
your impartiality as a Civil Servant. See the Civil Service Code and the guidance on conduct 
relating to political activities for more information.   

 

• Do not use or publish any HMRC logo or other copyrighted material (including material on 
the HMRC Intranet). It is a serious misconduct issue if you do.   

 
Civil Service Code (web)  HMRC Code of Conduct  Conduct relating to political activities    

Talking to the Press  

Unauthorised contact with the press can be damaging to you and to HMRC and risks breaching 
the rules on conduct.  

Working for HMRC could attract media interest in you as an individual. HMRC employees have 
been approached by news media organisations that found them through their social network 
profile.  

It might not be obvious that this approach comes from a journalist.  

What you need to do:  

 

• Do not communicate with the press directly via the Internet about your work or HMRC 
business without the permission of HMRC’s Press Office (part of Corporate 
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• Dealing with the media is a specialist role that requires a professional, co-ordinated, 
consistent and authoritative approach. Immediately contact the Press Office on  if you are 
contacted by a media organisation about anything to do with HMRC; and forward on any 
email or other communication you receive.   

 

• Do not attempt to respond to online comment or reporting about HMRC without speaking 
to the Press Office first.   

 
See also: Contact the Press Office 
   
Section 2 - Official use of social media  

HMRC encourages staff to make of use Government-provided tools such as staff forums and 
CivilWiki.  

Many of the risks to security, confidentiality, reputation and misconduct already identified, apply 
equally to HMRC and Government provided social media channels. A potentially large number of 
people can see what you post on these channels.  

HMRC systems do not currently allow access to most external social media, but certain HMRC 
staff may be required to represent the Department officially in external social media, for example, if 
their role involves Communications and if authorised by the Press Office.  

What you need to do:  

 

• Staff do not need permission to participate in online work-related forums but you should 
behave online in the same way as you would offline, such as in a meeting or at a 
conference. Specifically:   

 

o Always be courteous and polite.   

 

o Avoid chatting or general banter. Reasonable use of a "sports and social" nature is 
permitted, but should clearly be marked as such.   

 

o Avoid local issues or problems that should be raised with your line manager.   

 

o Do not let disagreements on professional matters turn into personal attacks.   

 

o Avoid making political comments or anything that could breach the Civil Service 
Code.   

 

o Use language that is understandable by the widest number of users. Avoid using 
jargon or acronyms.   

 

o Use your full name (not a nickname) and use a photo of yourself rather than an 
‘avatar’ (a graphical image that represents a person).   

 

o Always try to add value - do not waste time or publish irrelevant material that 
distracts people from their work.   

 

• Do not disclose information, make commitments or engage in activities on behalf of HMRC 
unless you are authorised to do so.   

 

• Remember the “Need to know” principle – exercise the same care over electronic data as 
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• Comply with HMRC's Acceptable Use Policy before using any HMRC-provided IT.   

 

• Read and comply with HMRC’s Diversity and Equality guidance.   

 

• Follow the Cabinet Office guidance for Civil Servants when participating online.   

 

• Understand and follow the 'House Rules' of each forum where you participate.   

 

• Understand the security level of any Government provided system before you post 
information there.   

 

• Do not attempt to engage with external social media officially on behalf of HMRC unless 
you are authorised to do so.   

 

• Read and comply with HMRC’s Copyright Guidance. Do not include any Internet material 
or links without seeking permission first.   

 

• Information on Government-provided channels is provided 'as is' and may be incomplete 
or out-of-date. Make sure you verify information on Government-provided Social media 
channels before using it to make business-critical decisions.   

 

• Trade union representatives can make reasonable use of official systems to carry out 
union business and communicate with elected officials at branch and national level; 
however, systems must not be used to promote industrial action.   

 
HMRC's Acceptable Use Policy  HMRC’s Diversity and Equality guidance  Cabinet Office guidance 
for Civil Servants when participating online (web)  HMRC’s Copyright Guidance.    
   
Section 3 - Disciplinary and criminal action  

Failure to follow HMRC rules of conduct and behaviour, even inadvertently, may lead to 
disciplinary action with the possibility of dismissal. You may also face criminal prosecution if 
confidential information is unlawfully disclosed.  
   
For further information and advice see also:  
Civil Service Code (web) Cabinet Office guidance for Civil Servants when participating online  
HMRC Code of Conduct  HMRC's Acceptable Use Policy  “Using Social Networking Sites Safely” 
S&BC Security Zone advice  HMRC Diversity and Equalities policies  Guidance on Bullying and 
Harassment  HMRC's guidance on protecting information  Dealing with the media - Corporate 
Communications: Best practice and advice  HMRC’s Copyright Guidance  Get safe online (web)  
for more help and advice on how to maintain your online security.  

For further advice contact:  
 

• Contact the Civil Service HR Casework (CSHR Casework)  - Tel: Fri 8.00 am to 5.00 pm or   

 

•  
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HR22030 Conduct: Drug and substance 
misuse  
On this page   
 

• Overview  

 
See also  
 

• Your conduct and behaviour   

 

• Seeking help   

 

• Guidance for managers   

 
Overview  

As a major law enforcement agency HMRC is intolerant of the unprescribed use of illegal drugs 
and involvement in unlawful activities, either inside or outside of work.  

It is committed to providing a safe and healthy working environment for its staff and customers.   

Key points on drugs  

The policy aims to strike a balance between HMRC’s interests and responsibilities as a law 
enforcement agency and the wellbeing of its people as it differentiates between:  

 

• addiction to prescribed or over the counter drugs or substances   

 

• the intentional/deliberate misuse of prescribed or over the counter drugs or substances   

 

• the use of, or unlawful involvement with, controlled substances.   

 
When discovered, the use of and unlawful involvement with illegal drugs (either inside or outside of 
work) will lead to:  

 

• consideration of formal disciplinary action   

 

• potential dismissal for gross misconduct.   

 
In some circumstances criminal prosecution may be appropriate and this could also lead to 
dismissal. A private life drugs offence can lead to formal disciplinary action and dismissal.  

Consequently the standard of conduct expected in relation to illegal drugs use and drugs or 
substance misuse is high (and very high in the professional standards areas) within HMRC.  

Summary of guidance  
The guidance relating to drug and substance misuse is aimed at all staff and managers. It covers:   

 

• the policy relating to use and unlawful involvement with substances controlled under the 
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• deliberate misuse of prescribed drugs   

 

• misuse of other substances (for example solvents and over the counter medicines)   

 

• staff responsibilities in relation to their conduct and behaviour   

 

• seeking help and support with a drug problem   

 

• suitability for certain posts in the future when there is a drugs-related disciplinary history   

 

• guidance for managers on their role in dealing with drug-related issues.   

 
Throughout this policy, ‘drug misuse’ refers to the use of illegal drugs and the deliberate misuse of 
prescribed drugs and substances.  

Dealing with problems  

HMRC will deal appropriately with staff who either at or outside of work:  

 

• use (unless prescribed by a medical professional), allow premises to be used, unlawfully 
possess, supply, distribute or import substances controlled under the Misuse of Drugs Act, 
1971 and associated Regulations   

 

• deliberately misuse drugs or substances prescribed by medical professionals   

 

• misuse other substances (for example, solvents and over the counter medicines).   

 
Such behaviour:  

 

• can have a serious impact on the ability of staff to work safely and efficiently   

 

• may adversely affect colleagues and HMRC customers   

 

• can lead to reduced efficiency, increased risks of accidents, increased sickness absence 
and misconduct.   

 
The use of controlled substances may also compromise the integrity of HMRC and/or jeopardise 
the law enforcement function of the Department.  
   
HR22031 Conduct: Drug and substance 
misuse: Your conduct and behaviour  
On this page  
 

• Overview   

 

• Controlled/illegal drugs   

 

• Misuse of Drugs Act, 1971   

 

• Conduct and substance abuse   

 

• Seeking help   

 

• Guidance for managers   
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As a member of HMRC you have a responsibility to yourself and others to ensure that you:  
 

• comply with this guidance, as well as the Department’s policies on Health and safety  and 

Conduct    
 

• take reasonable care of yourself and of others who may be affected by your acts or 

omissions at work   
 

• do nothing in your work or private life which could bring HMRC into disrepute.   

 
You must tell your manager immediately if you:  

 

• are arrested or cautioned by the Police   

 

• become the subject of criminal proceedings.   

 
   
Controlled/illegal drugs  

If   then your manager  

 

the substance causing the 

and/or EAP must consult Internal Governance Civil 

problem is a non-prescribed 

Investigation (IG Civil). IG Civil will advise whether 

controlled substance under 

disciplinary action is appropriate.  

the Misuse of Drugs Act, 
1971  
either:   

may deal with the matter informally, outside the 

 

disciplinary, poor performance or poor attendance 

• the problem relates 

to the deliberate misuse of 

procedures. They will consider the appropriate course of 

prescribed or over the 

action to deal with your circumstances. This does not 

counter drugs and 

prevent them from approaching IG Civil for further 

substances (controlled or 

advice or taking formal action, should this be the 

otherwise)   

appropriate course of action.  

 

• IG Civil confirms no 

interest in the case   
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must deal with you in a fair and consistent manner. This 

your manager that you have 

does not prevent the use of formal action under HMRC 

a drug addiction or problem 

procedures in appropriate circumstances. Each case will 

and wish to overcome it   

be considered on its merits.  
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Misuse of Drugs Act, 1971  

Overview  

The Misuse of Drugs Act, 1971 is the UK’s principal legislation for controlling the misuse of drugs. 
The Act:  

 

• lists the drugs that are subject to control and classifies them in 3 categories according to 
their relative harmfulness when misused.   

 

• makes the production, supply and possession of these drugs unlawful except in 
circumstances where they are prescribed by a medical professional.   

 

• makes it an offence to allow premises you occupy or manage (including your own home) to 
be used for the purpose of drug-taking.   

 
The following table shows the drugs currently controlled under the Misuse of Drugs legislation in 
the UK.  

Class   This class of drugs includes:  
A  

Ecstasy, LSD, heroin, cocaine, crack, magic mushrooms, amphetamines (if 
prepared for injection).  

B  

Amphetamines, Cannabis, Methylphenidate (Ritalin), Pholcodine.  

C  

Tranquilisers, some painkillers, Gamma hydroxybutyrate (GHB), Ketamine.  

 

 Misuse of above substances  

As a member of HMRC it is unacceptable for you to use (unless prescribed by a medical 
professional) controlled substances either at, or outside of work.  

Where discovered, unlawful use, possession and/or supply (or intent to supply) or importation of 
controlled substances whether on or off HMRC premises will lead to consideration of formal 
disciplinary action for gross misconduct and may result in dismissal.  

HMRC will also report the matter to the police where they are not already aware.  

Staff who are aware of use or unlawful involvement in controlled substances by colleagues should 
report this. For further information refer to policy summary Reporting concerns in HMRC.  
   
   
HR22032 Conduct: Drug and substance 
misuse: Seeking help  
On this page  
 

• Overview   

 

• Management action   

 

• Conduct: Drug and substance misuse   

 

• Your conduct and behaviour   
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• Guidance for managers  

 
Overview  
If you are addicted to, or affected by, the use of any drug or substance, it is recommended that you 
seek professional help. You may also discuss the problem with your manager and/or Employee 
Assistance Programme (EAP) , who can provide you with support and advice on further sources of 
help.  
Your manager may suggest consulting HMRC’s Occupational Health provider.  
Bear in mind:  

 

• You will be given all possible help if you are making all efforts to overcome your problem.   

 

• Your manager may consider it appropriate to move you from your current job to another 
area of the Department’s work.   

 

• During a period of treatment or rehabilitation, your performance and/or attendance may be 
affected. In these circumstances your manager will consider the prospect of improvement 
before deciding whether to take formal action. Your manager will discuss these issues with 
you.   

 

• If there is a lapse in the treatment, your manager will consider whether to give you further 
support before deciding to take formal action.   

 
The following external sources could provide help in dealing with a drug misuse/abuse problem:  

Source  

can provide  

SCODA (Standing Conference on  a list of local help services.  
Drug Abuse) Telephone 020 
79281211  
ADFAM (Aid for Addicts and 

information about local services  

Families) Telephone 020 
79288900  
National Drugs Helpline 

a free confidential service available 24 hours a 

Telephone 0800 776600   

day.  

Department of Health   

written information on how to help drug 
misuse/abuse and details on the dangers and legal 
statues of substances.  

 
   
   
Management action  

IG Civil and your manager will decide each case on its merits taking into consideration:  

 

• the nature of the problem and the impact on your ability to carry out your duties   

 

• the circumstances and the way in which the matter was disclosed   

 

• your honesty, openness and co-operation.   
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Occupational Health Adviser to establish:  

 

• the expected duration of the treatment and any rehabilitation period   

 

• any reasonable adjustments which may be needed to help you during periods of treatment 
or rehabilitation.   

 

• the likelihood of you giving full and effective service.   

 
Your manager should also bear in mind:  

 

• The risks to the business or to health and safety may be greater depending on the nature 
of your work.   

 

• It may be necessary to move you to another area of the work. Example: It may be 
necessary to move you if your job is sensitive, high profile or involves the control or 
investigation of drugs or the use of official vehicles.   

 

• If substances covered by the policy Misuse of Drugs Act, 1971 are involved, formal 
disciplinary action will be considered.   

 

• Unlawful involvement will always be dealt with under formal disciplinary procedures and 
the Police notified.   

 

• If your performance and/or attendance is/are affected during a period of treatment or 
rehabilitation, your manager will:   

 

o consider the prospect of improvement before deciding whether to take formal action   

 

o discuss these issues with you.   

 

• If you fail to follow any programme of treatment, your manager will need to consider 
whether to give you further support before deciding to take formal action.   

 
   

    

HR22033 Conduct: Drug and substance 
misuse: Guidance for managers  
On this page  
 

• Overview   

 

• Record-keeping   

 

• Promoting the guidance   

 

• Recognising the signs   

 

• Dealing with suspected misuse   

 

• Suspicion or evidence of unlawful activity   

 

• Implications of activity   

 

• Dealing with voluntary disclosure   

 

• Internal Governance Civil Investigation   

 

• Sickness absence   

 

• Suitability for future posts   

 

• Conduct: Drug and substance misuse   
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• Your conduct and behaviour   

 

• Seeking help   

 
Overview  

Under the Misuse of Drugs Act and Health & Safety Act, if you knowingly allow staff under the 
influence of drugs to continue working and their behaviour places others at risk you could be 
prosecuted.  

All managers must do the following:  

 

• Ensure your staff are aware of this guidance.   

 

• Be alert to the possibility that substance use/misuse may be a contributing factor where a 
jobholder has problems at work.   

 

• Where appropriate, support those who voluntarily seek help with substance addiction.   

 

• Explain to the individual that you cannot treat voluntary disclosure as totally confidential – 
specify who you need to tell.   

 

• Ensure you disclose information about any substance misuse only to those who you are 
required to tell.   

 

• Report all suspicions and evidence of staff using non-prescribed controlled substances 
and reports of involvement in criminal matters to your senior manager (Grade 7 or above) 
and Internal Governance Civil Investigation (IG Civil) immediately. Agree with them how to 
handle the matter and whether formal disciplinary procedures are appropriate. IG Civil will 
contact the police where necessary.   

 
 

• Immediately contact IG Civil  for advice on how to secure any non-prescribed controlled 

substances found in any HMRC premises, and deal with scenes of crime and health and safety 
aspects (taking care to take appropriate measures to address the risks and inherent dangers of 
handling syringes, etc.).   
 

• Deal with individual cases in accordance with this policy.   

 

• Seek advice from the Employee Assistance Programme (EAP)  for support for individuals 

and refer to the policy Health and Safety Adviser information  for advice on medical matters.   
 
   
Record-keeping  

Managers must keep a confidential record of all discussions noting:  

 

• the reasons for the discussion   

 

• what was said in response to any offer of help   

 

• the action agreed.   

 
It is important that you maintain those records in accordance with the law, i.e. they should be 
accurate, factual, held securely, and in accordance with Data Protection and Employment 
legislation.  
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HMRC has a clear, robust policy on drug misuse which is set out in the Drugs and substances 
misuse policy .  
While it is essential to maintain confidentiality, subject to the requirements of the law, managers 
may have to disclose some facts to others (with or without the jobholder’s consent) in order to:  

 

• obtain proper help   

 

• meet the department’s legal obligations.   

 
It would be inappropriate for HMRC as a Government department to ignore staff who break the law 
by:  

 

• allowing their own private premises they occupy or manage to be used unlawfully   

 

• smuggling controlled drugs/illegal substances   

 

• possessing or supplying (or intent to supply) controlled/illegal substances, whether on or 
off HMRC premises.   

 

If   managers must  

 

any of the above activities is discovered  

• contact Internal 

 

Governance Civil 

 

• report the matter to the Senior Manager 

Investigation (IG Civil) 

(minimum Grade 7).   

immediately and agree how   
to proceed   

a jobholder voluntarily 

deal with them fairly and consistently. This does not 

discloses a problem with an  prevent the use of formal action under the HMRC 
addiction and asks for help  

procedures in appropriate circumstances. You will need 
to decide each case on its merits. See policy Dealing 
with voluntary disclosure.  

 
 
Recognising the signs  

Managers (and colleagues) should be aware that:  

 

• There may be no obvious signs of drugs misuse/abuse (prescription or illegal substances).   

 

• Drug users will try to conceal any misuse for as long as possible   

 

• Many of the symptoms associated with the misuse of drugs can arise from other medical 
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disturbed. They may also need to give themselves injections and use syringes.   

 

• You should always approach a jobholder very carefully and sensitively if you have reason 
to suspect that they may be misusing drugs.   

 
The harmful effects of drugs misuse/abuse may become apparent at work, either as a marked 
change in behaviour or as an unexplained deterioration in performance. This is more likely to 
develop progressively over a period of time.  

The jobholder's performance at work may well be adversely affected, even when the misuse takes 
place outside of the workplace. The signs of misuse may include:  

 

• increased absence and/or poor timekeeping   

 

• decrease in quantity of work   

 

• unexpected poor quality of work   

 

• significant mistakes and misjudgements – tendency to become confused   

 

• increased lack of care in personal appearance   

 

• worsening relationship with colleagues   

 

• unusual or erratic mood changes or behaviour, such as irritability, aggression, dishonesty, 
theft   

 

• accidents/near misses   

 

• financial difficulties.   

 
Remember, these signs may, of course, arise from many conditions or illnesses and not solely 
from substance use/misuse. You therefore must approach this issue carefully and with sensitivity.  

Some additional physical signs are:  

 

• scorched foil, foil tubes and matchbox covers   

 

• syringes, needles and their packaging   

 

• scorched spoons   

 

• small mirrors, razor blades, straws   

 

• twists of paper for holding the drugs   

 

• bags containing traces of solvents.   

 
   
Dealing with suspected misuse  

It may be difficult for people to admit to themselves or others that they have a drug problem. They 
may:  

 

• feel there is a stigma attached to drug misuse   
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• may fear reprisals if they admit to taking illegal drugs.   

 
Managers should let their staff know that, where they break the law, you will need to:  

 

• contact IG Civil   

 

• treat the matter as a health and safety issue Examples: Health referrals to OHA; support 
from the EAP; consideration of a change of duties   

 

• tell them the reasons for your concern and invite comments   

 

• encourage them to recognise the need for help and to seek help in the first instance from 
their own doctor   

 

• offer the assistance of the Employee Assistance Programme and a union representative.   

 
If the jobholder tells you during the discussion or thereafter that they have an addiction and wish to 
seek treatment, deal with this as a voluntary disclosure (see policy Dealing with voluntary 
disclosure ).  

Unintentional misuse of prescribed drugs or substances  

If you consider that a member of staff has misused prescribed medication unintentionally, treat as 
a heath and safety issue and not as a potential disciplinary matter.  

Examples: Wrong dosage, failure to follow the prescribed pharmacy or medical instructions.  
   
Suspicion or evidence of unlawful activity  

Suspicion may arise from sources other than the behaviour or work performance of the jobholder.  

Examples:  

 

• You receive allegations from colleagues.   

 

• The jobholder reports either:   

 

o involvement in a criminal matter relating to unlawful involvement in controlled 
substances   

 

o they have received a conviction or a police caution for such an offence.  

 
 

• There may be circumstantial evidence (See policy Recognising the signs ).   

 

If   then  

 

you find evidence which leads you to 

you must report the matter to your senior 

suspect or know that illegal activities 

manager (Grade 7 or above) and Internal 

involving drugs are taking place at 

Governance Civil Investigation (IG Civil) 

work  

immediately.   
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the Department is at risk of committing a criminal offence 

above but do not report it    and you may be disciplined (see Manager's role in policy 

Promoting the guidance).  
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you can lawfully take possession of them in order to prevent 

prescribed controlled 

someone else committing, or continuing to commit, an 

substances in the 

offence. However, do not take any action that could put 

workplace   

yourself or others at risk.   
IG Civil will advise you how to proceed:  

 

• Their advice will depend on the circumstances of 

the particular case.   

 

• They will at least want to ensure that any suspect 

substances have been secured and that any other potential 
evidence had been preserved.   
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Implications of activity  
HMRC encourages staff to be honest and open about their use of non-prescribed controlled 
substances or deliberate misuse of prescribed substances. If they are dishonest about it, their 
manager and IG Civil  may agree that it should be treated as a disciplinary matter.     

HMRC policy differentiates between  
 
 

• addiction to prescribed or over the counter drugs or substances   

 
 
 

• the intentional/deliberate misuse of prescribed or over the counter drugs or 

substances   
 
 
 

• the use of, or unlawful involvement with, controlled substances.   

 

 

Considerations  
    
In trying to achieve the balance between HMRC's interests and responsibilities as a law 
enforcement agency and the wellbeing of its staff, the jobholder's manager and IG Civil will need to 
consider the following  

Consideration   

Outcome  

How the matter has been 

Support will normally be given to staff with an addiction 

disclosed  

problem who voluntarily seek help through their 
managers or the Employee Assistance Programme 
(EAP) and are prepared to co-operate and seek 
treatment. This does not prevent formal action being 
taken relating to performance, attendance or conduct up 
to and including dismissal, if appropriate.  

Use of non-prescribed 

In addition to any criminal action that might be pursued, 

controlled substances is 

disciplinary action will be taken which may result in a 

revealed through the 

penalty up to and including dismissal. Each case must 

jobholder's behaviour or by a  be judged on its merits.  
third party.  
Nature of abuse   

The early disclosure of a problem may be more easily 
and supportively addressed than where there is a 
history of acute abuse or repeated lapses into 
substance abuse.  

Honesty and openness  

Managers should encourage their staff to be honest and 
open. However, where they are dishonest about their 
use of non-prescribed controlled substances, IG Civil 
may agree that it should be treated as a disciplinary 
matter.  
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Implications for HMRC  
    
Buying controlled substances may be aiding and abetting serious crime. The Department cannot 
condone or ignore such behaviour.  

The unlawful possession and/or supply of controlled substances is a criminal matter.  
   
Dealing with voluntary disclosure  

If a jobholder voluntarily discloses to their manager that they have an addiction/problem which they 
wish to overcome, the manager must ensure they are dealt with in a fair and consistent manner.  

If   the manager  

 
a jobholder voluntarily seeks help to overcome an addiction to non-prescribed controlled 
substances controlled by the Misuse of Drugs Act 1971 and associated Regulations  

should:   

• tell the 

 

jobholder that 

 

• report the 

you are obliged 

matter to IG Civil.   

to notify Internal 

 

Governance Civil  In addition to any 

Investigation (IG  criminal action that 

Civil)   

might be pursued, 
formal disciplinary 
action will be 
considered which 
may result in a 
penalty up to and 
including 
dismissal..  

Each case will be 
decided on its 
merits.  

 
a jobholder undertakes to seek treatment to overcome their addiction/problem with misuse   
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Health Adviser (see policy Health and Safety 

 

• the expected duration of the 

Adviser information) to establish:   

treatment and any rehabilitation period  

 

• any reasonable adjustments 

which may be needed during periods of 
treatment or rehabilitation   

 

• the likelihood of the jobholder 

giving full and effective service.   
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should, if appropriate, deal with the 

 

matter outside of disciplinary, poor 

• the addiction/problem relates to the 

unintentional misuse of prescribed drugs and  performance or poor attendance 
substances (controlled or otherwise)  

procedures as a management issue..  

 

• the addiction/problem relates to the 

involvement of non-controlled, non-prescribed 
substances (for example, solvents or over the 
counter drugs)   

 

• IG Civil confirms no interest in the 

case   
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 The manager should encourage the jobholder to:  

 

• Consult their doctor to discuss possible treatments.   

 
 

• Seek help from the Employee Assistance Programme (EAP)  who can provide them with 

additional support and advice on further sources of help.   
 

• Undertake any recommended treatment.   

 
Providing support in these circumstances does not prevent the manager from taking formal action 
agreed with IG Civil relating to performance, attendance and conduct (which could result in a 
penalty up to and including dismissal) where circumstances warrant this.  

If necessary, the manager may seek assistance from line management, EAP and a union 
representative.  
   
Internal Governance Civil Investigation  
The role of Internal Governance Civil Investigation (IGCI)  is to advise jobholders and managers of 
what they must do in circumstances relating to drugs as listed below.  
Managers must contact IG Civil in any of the circumstances in the table below.  

If  

IGCI will  

 

 

 

• a jobholder discloses to you any 

 

• advise you how to proceed   

involvement with non-prescribed controlled 
substances   

 

• advise you whether formal 

disciplinary action is appropriate   

 

• you suspect, or have evidence, that a 

jobholder is using non-prescribed controlled 

 

• agree reasonable and 

substances at work or outside work   

proportionate action on a case by case 
basis   

 

• you or a member of staff finds 

evidence of unlawful possession or supply of 

 

• contact the police where 

controlled substances at work   

necessary   

 

 

• agree reasonable and 

proportionate action on a case by case 
basis.   
 

you or a member of staff come across material  advise you how to secure any non-
in the workplace which you believe to be non-

prescribed controlled substances found 

prescribed controlled substances, including 

in any HMRC premises, and deal with 

materials used in the preparation and taking of  scenes of crime and health and safety 
controlled substances,   

aspects.  

 
 The advice IG Civil will give will depend on the circumstances of the particular case.  
   
Sickness absence  
HMRC provides support for those who seek help and undergo treatment to overcome substance 
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(see policy Sickness absence ) and managers should action accordingly.  

During and following periods of treatment and rehabilitation  

Managers should continue to support the jobholder during any period of treatment and 
rehabilitation.  

Consider whether the jobholder can remain in their current post. It would be undesirable to allow 
them to continue on those duties if the post:  

 

• is sensitive   

 

• involves direct contact with the public   

 

• allows control or investigation of drugs   

 

• involves the use of official vehicles, a requirement to drive own vehicle on official business 
or the use of official machinery   

 

• has any other health and safety implications.   

 
In this case, managers should consider moving them temporarily to other duties or to another area 
of work during the period of rehabilitation.  
During this period performance and/or attendance may be affected. In these circumstances, 
consider Occupational Health Adviser (OHA) advice (see policy Health and Safety Adviser 
information ) and discuss these issues with the jobholder.  

If  

then  

the absence as 

an early OHA referral might be appropriate - not only for the 

happened more than 

well-being of the jobholder but also of the wider team.  

once  

 

the absence has been 

you will need to consider taking action under the poor 

frequent or ongoing  

attendance procedures (see policy summary MPA).   

 

 

 

 

• there is no improvement   

 

• consider whether it is feasible to 

provide further support.   

 

• the jobholder does not adhere to 

the treatment programme   

 
• consider disciplinary or poor attendance 

 

• there is evidence that they are not 

procedures (see policy summaries 

taking reasonable steps to overcome their 

Discipline or MPA).   

drug problem   
 
even though you have:  

 

• taken advice from OHA   

 

• considered all reasonable 

adjustments   
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• allowed a reasonable period for 

these to take effect   
 

 
 
   
HR22040 Conduct: alcohol  
On this page  
 

• Overview   

 

• Your conduct and behaviour   

 

• Seeking help Guidance for managers    

 
Overview  

Alcohol misuse is a serious issue because it can lead to reduced efficiency, increased risk of 
accidents, increased sick absence and misconduct.   

The aim of this guidance, which applies to everyone in HMRC, is to:  

 

• highlight early warning signs and the support available to all HMRC staff   

 

• encourage job holders with any alcohol-related problem to seek help   

 

• ensure jobholders understand that, where alcohol consumption affects their ability to carry 
out their duties safely and effectively, this may adversely affect their employment   

 

• support those who seek to overcome an alcohol problem.   

 

As an employer, HMRC:  
 
 

• does not approve or condone excessive or inappropriate use of alcohol because 

of the impact it can have on individual members of staff, colleagues and customers. For 
this reason, HMRC policy strongly discourages alcohol consumption immediately before 
and during work.   

 

• will support staff seeking to overcome an alcohol problem and will, where 

possible, initially deal with the matter informally. However, where warranted, formal 
action will be taken.   

 

• recognises the impact that alcohol consumption may have on a jobholder’s 
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Note: Consumption of alcohol on official premises is only allowed with management permission.  

All HMRC jobholders must: 

 
• comply with the Department’s policies on health and safety, conduct and drug and substance 
misuse (see policies Health and safety in HMRC , Conduct summary  and Drug and substance 
misuse )   

 
 

• seek help with any alcohol-related problems   

 

• take reasonable care of yourself and others who may be affected by your 

acts or omissions at work   
 

• immediately tell your manage (or, in their absence, another manager) if you 

believe that, as a result of having consumed alcohol, you could put yourself or others 
at risk by carrying out some or all of your duties   
 

• understand that, where alcohol consumption affects their ability to carry out 

their duties safely and effectively, this may adversely affect their employment.   
 

 
    
   
Your Conduct and behaviour  
The consumption of alcohol is inappropriate whilst at work and at any time outside work where:   

 

• it could have an adverse impact on your work   

 

• your behaviour might be perceived as detrimental to the Department.   

 
In some business areas there is a total ban on the consumption of alcohol during working hours to 
ensure:  

 

• compliance with Health and Safety and other legal requirements   

 

• that HMRC staff comply with the appropriate regulations when on the premises of other 
organisations.  

 
You must observe any such ban.  

The consumption of alcohol may become a disciplinary offence if it:  
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• adversely affects your work and you are unable to effectively carry out your 

duties.   

 

• could lead to a safety risk.   

 

• has a detrimental affect on HMRC or its work.   

 

• gives rise to any other misconduct Examples: Bringing the Department into 

disrepute, criminal charge or conviction for an alcohol related offence.   

 
    

Some aspects of work that contain more obvious risks include:  
 
 

• face to face contact with customers   

 

• driving a vehicle whilst on official duty   

 

• being in charge of an official vehicle   

 

• operating machinery   

 

• working in areas such as oil warehouses or near ships, aircraft, or lorries.  

 

 
    
   
Seeking help  
If you wish to seek help with an alcohol-related problem, there are various ways you can do this, 
such as asking for help from:   

 

• your manager, who may suggest consulting HMRC’s Occupational Health provider   

 

• your GP and/or a support group (See list of External sources of help below   

 
 

• Employee Assistance Programme (EAP) who can provide you with support and advice on 

further sources of help.  
 

Bear in mind:  
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• Excessive or inappropriate consumption of alcohol will have an impact on your 

ability to perform your duties and may compromise the health and safety of others.   

 

• You will be given all possible help if you are making all efforts to overcome your 

problem.   

 

• During a period of treatment or rehabilitation, your performance and/or 

attendance may be affected. In these circumstances your manager will consider the 
prospect of improvement before deciding whether to take action under poor 
performance or attendance procedures. Your manager will discuss these issues with 
you.   

 

• During a period of treatment or rehabilitation your manager may consider it 

appropriate to move you from your current job to another area of the Department’s work.  

 

• if there is a lapse in the treatment, your manager will consider whether to give 

you further support before deciding to take formal action.   
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External sources of help  
Alcoholics anonymous - www.alcoholics-anonymous.org.uk  
http://www.nhs.uk/Tools/Pages/Alcoholcalculator.aspx 
Alcohol Concern – Call 02072640501 to find your nearest help group.  

 

www.alcohol-focus-scotland.org.uk – a Scottish voluntary organisation. Call 
01415726700 to find your nearest centre.  

 

www.addaction.org.uk – for families and individuals.  

 

www.adfam.org.uk – support for families dealing with alcohol and drug addiction.  

 
    
   
HR22041 Conduct: alcohol - Guidance for 
managers  
On this page  
 

• Overview   

 

• Promoting the guidance   

 

• Alcohol at events   

 

• Records and notes of meetings   

 

• Recognising signs of alcoholism   

 

• Dealing with a suspected problem   

 

• Dealing with a voluntary disclosure   

 

• Taking informal action   

 

• Taking formal action   

 

• Involvement in criminal proceedings   

 

• Vehicle user   

 

• Rehabilitation period Alcohol (guidance)   

 
Overview  

HMRC wishes to create an environment where jobholders with an alcohol problem can seek help. 
If you voluntarily tell your manager that you have an alcohol problem, your manager will try, at 
least initially, to deal with the issue informally.  

If you undertake to seek professional help to overcome your dependency, your manager will 
consider seeking advice from HMRC’s Occupation Health Adviser (OHA) to establish:  

 

• any reasonable adjustments which may be needed to help you during the 
treatment/rehabilitation period   

 

• the expected duration of the rehabilitation period   

 

• the likelihood of you giving full and effective service.   
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However, if the disclosure is associated with a serious breach of conduct or safety, your manager 
may need to take formal action. This does not preclude the use of formal action under the 
disciplinary, managing poor performance and attendance or probation procedures, where this is 
appropriate. Managers will decide each case on its merits, taking account of factors such as the 
severity of any breach of conduct, whether support is to continue after a relapse. Serious or 
persistent breaches of conduct or safety could result in dismissal.  

If you are not capable of carrying out the full range of your duties because of the effects of alcohol 
your manager will send you home and disciplinary proceedings may follow.  
   
Promoting the guidance  

Managers need to be aware of their responsibilities with regard to the HMRC policy on alcohol. All 
managers must do the following:  

 

• Promote this policy and ensure its effective implementation.   

 

• Strongly discourage your staff from consuming alcohol at times when, and in 
circumstances where, as a result:   

 

o they may be unable to carry out the full range of their duties   

 

o their behaviour could lead to a safety risk   

 

o their actions may have a detrimental effect on the Department, its reputation or 
other staff.   

 

• Lead by example.   

 

• Be alert to the possibility that a jobholder’s problems at work may be due to alcohol 
misuse.   

 

• Support jobholders who are actively seeking to overcome alcohol dependency.   

 
 

• Report all instances of breaches of conduct that potentially require disciplinary action to IG 

Civil Investigation (IG Civil)  immediately; agree how to handle the matter and whether the formal 
disciplinary procedures are appropriate.   
 

• Deal with individual cases in accordance with this policy.   

 

• Treat information received about alcohol misuse /addiction in confidence.   

 

• Seek advice from the Employee Assistance Programme  if necessary.  

 
   
Alcohol at events  

Consider whether to allow alcohol consumption at events (such as leaving events) held on official 
premises. Such events must be away from areas where the general public are likely to have 
access.  You may need to consult with Estates and Support Services and other managers that 
may be affected by such events.  Approval must normally be given by a senior manager at Grade 
7 or above.  
   
Records and notes of meetings  
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• the reasons for the discussion   

 

• what was said in response to the offer of help   

 

• the action agreed.   

 
Note: It is important that you maintain confidentiality at all times.  
   
Recognising signs of alcoholism  

The indications of alcoholism are many and varied, depending largely on the stage the illness has 
reached.  

The harmful effects of alcoholism may show at work, either as a change in behaviour or as an 
unexplained decline in performance.  
Note: These changes may develop progressively over a period of time.  

Signs of alcoholism may include:  
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• increased absenteeism and/or poor timekeeping   

 

• regular and/or increase in short term absences   

 

• decrease in quantity of work   

 

• poor quality of work   

 

• significant mistakes and misjudgements   

 

• increased lack of care in personal appearance   

 

• worsening relationship with colleagues   

 

• trembling hands   

 

• unusual or erratic mood changes or behaviour such as moodiness and 

sensitivity to criticism   

 

• smell of alcohol on the breath during working hours.   
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Note: Many of these signs may, of course, arise from other conditions or illnesses and not solely 
from alcohol misuse. You must therefore always approach this issue with care and sensitivity.  
   
Dealing with a suspected problem  
If you have reason to believe that one of your staff may have an alcohol problem, raise your 
concerns with them.  
You will probably have reason to talk to them about related matters such as late arrival, prolonged 
lunch breaks or one of the other signs of alcoholism (see policy Recognising signs of alcoholism ).  
The tone of the discussion should be sympathetic.  
Consider HR Learning products that may help such as:  

 

• dealing with challenging situations   

 

• conflict handling   

 

• sensitive communication skills   

 

• developing confident managers.   

 
Be aware of your own safety when dealing with individuals with an alcohol-related problem.  
Example: Consider the risks of confidential meetings and ensure that someone else knows where 
you are.  
The jobholder may not admit to having an alcohol-related problem and attribute shortcomings to 
other things (such as domestic difficulties).  
Make it clear that you will have to take decisions about the consequences of their actions without 
taking into account the possible mitigating circumstance of a health problem, such as alcoholism.  
During the discussion if they tell you they have an alcohol problem and wish to seek treatment, 
deal with this as a voluntary disclosure (see policy - Dealing with a voluntary disclosure). 
   
Dealing with a voluntary disclosure  

If a member of your staff tells you they have an alcohol-related problem:  

 

• offer support and be sympathetic   

 
 

• encourage them to seek professional help - normally this would be by consulting their 

doctor and possibly consulting a support group such as Alcoholics Anonymous    
 

• advise them that they can seek help from the Employee Assistance Programme    

 
HMRC does not expect you to be a counsellor and you should leave this to the appropriately 
trained people. The Employee Assistance Programme  can provide you and the jobholder with 
support and advice on further sources of help.  
If the jobholder undertakes to seek professional help to overcome their dependency, consider 
seeking advice from HMRC’s Occupation Health Adviser (OHA) (see policy Health and Safety 
Adviser information)  to establish:  

 

• any reasonable adjustments which may be needed during the rehabilitation period   

 

• the expected duration of the treatment/rehabilitation period   

 

• the likelihood of the jobholder giving full and effective service.   
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commencing disciplinary or poor performance or attendance procedures (refer to policies on 
Discipline  and MPPA ).  
In most cases try, at least initially, to deal with this outside the formal disciplinary or poor 
performance and attendance procedures.  
{Note} The provision of support in these circumstances does not preclude you from taking formal 
action in appropriate circumstances (see policy - Taking formal action)  relating to:  

 

• performance   

 

• attendance   

 

• conduct.   

 
Decide each case on its own merits taking account of factors such as:  

 

• the severity of any breach of conduct   

 

• whether formal action has already begun and the stage it has reached when the disclosure 
is made.   

 
   
Taking informal action  

HMRC wishes to create an environment where staff with an alcohol addiction can seek help from 
their manager without feeling inhibited.  

Managers must:  
 

• Deal with voluntary disclosures of alcohol problems as sympathetically as possible (see 

the policy - Dealing with a voluntary disclosure).    
 

• Try, at least initially, to deal with the issue outside the formal procedures, offering support 

to those who voluntarily seek help to overcome an alcohol problem.   
 
[Note] This does not preclude the use of formal action (see policy: Taking formal action) under the 
disciplinary, managing poor performance and attendance, or probation procedures in appropriate 
circumstances.  

 

• Decide each case on its merits, taking account of factors such as   

 

• the severity of any breach of conduct   

 

• whether support is to continue after a relapse. The above support:   

 

• is provided by HMRC for those who seek help to overcome alcohol dependency   

 
 

• does not apply when incidents of alcohol misuse create problems with conduct or 

performance where there is no evidence of a recurrent problem. In these circumstances managers 
will need to take action under the Poor performance and attendance  or Discipline processes  as 
appropriate.   
 
   
Taking formal action  
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under one of these procedures:  

 

• disciplinary   

 

• managing poor performance and attendance   

 

• probation.   

 
If a jobholder is clearly incapable of carrying out their full range of duties because of the effects of 
alcohol, send them home. If possible, do this in the presence of an official witness and obtain a 
corroborative written statement.  
Note If the jobholder is a vehicle user see Vehicle user  below.  
   
Involvement in criminal proceedings  

If the jobholder reports or you become aware of, their involvement in criminal proceedings (such as 
drink driving, either on or off duty) you must:  
 

• refer the matter immediately to IG Civil Investigation (IG Civil)    

 

• agree with them whether to use the formal disciplinary procedure (see Discipline policy).  

 
   
Vehicle user  

If the individual is a vehicle user and is being sent home for being drunk on duty, take the following 
action.  

 

• Do not allow them to use an official vehicle for a period of 24 hours and only when you are 
satisfied they are fit to drive.   

 

• As far as possible, prevent the individual from driving their own vehicle away from official 
premises and arrange alternative transport home for them.   

 

• If they insist on driving their car and will not accept (or are not able to accept) any advice 
offered by you, consider asking a colleague of theirs to help.   

 

• If the above actions fail, warn the individual that you will inform the police if they insist on 
driving while under the influence of alcohol.   

 
Refer to Discipline  policy for advice on how to proceed.  
   
Rehabilitation period  

Continue to support the jobholder during any period of treatment and rehabilitation.  

Consider whether the jobholder can remain in their current post.  

Remaining in the current post  

It would be unwise to allow the jobholder to continue on those duties if the post:  

 

• is sensitive   
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• involves direct contact with the public   

 

• allows access to alcohol   

 

• involves either:   

 

• the use of official vehicles   

 

• a requirement to drive own vehicle on official business  

 

• involves the use of official machinery   

 

• has any other health and safety implications.  

 
In these cases consider moving them temporarily to other duties or to another area of work during 
the period of rehabilitation.  

Other work within period of rehabilitation  

During this period performance and/or attendance may be affected.  

In these circumstances consider Occupational Health Advice (OHA) in deciding whether to take 
poor performance or poor attendance action. Discuss these issues with the jobholder.  

However if there is still no improvement after:  

 

• having taken advice from OHA   

 

• considered all reasonable adjustments   

 

• allowed a reasonable period for these to take effect   

 
then you should consider whether it is feasible to provide further support.  
If you believe the jobholder is not taking steps to overcome their alcohol problem, consider 
commencing disciplinary or poor performance or attendance procedures (refer to policies: 
Discipline  and MPPA) .  
   
   
HR22050 Conduct: Code of conduct  
Overview  

The behaviour of everyone in HMRC must comply with the Civil Service Code, which applies to all 
civil servants. Following the Civil Service Code and our rules of conduct will mean that everything 
you do is above suspicion and will ensure that customers and other people we deal with are in no 
doubt about the integrity and professionalism of people in HMRC.  

Type of conduct (Policy summary)  Rules 

 

Honesty and 

You must be, and be seen to be, honest and impartial at all times 

impartiality 

in the way that you carry out your work.  

 
Confidentiality and Customer Privacy 
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must:     

• not access any information unless you have 

proper authority to do so   

 

• make sure that any information that you acquire in 

the course of your work, especially about our customers’ 
affairs, is not misused or discussed within or outside the 
department without lawful authorisation   

 

• not communicate with the press or other media 

about your job or the business of HMRC.   
 

 

Conflicts of 

You must not use your official position, or any information obtained 

interest  

through your employment with HMRC, to further your private interests or 
the interests of anyone else.   

 

Gifts, hospitality 

You must make sure that your personal judgement and integrity 

and other benefits  cannot reasonably be seen to be compromised by the acceptance 

of benefits of any kind from a third party.  

 
Private conduct 

You 

 

must:     

• not do anything in your private conduct which 

might discredit the department   

 

• tell your manager if you are arrested or become 

the subject of criminal proceedings   

 

• inform your manager about any financial or other 

personal circumstances that could affect the way you 
carry out your official duties.   
 

 

Political 

You must not take part in any political activities that compromise, or may 

activities 

be seen to compromise, your impartial service to HMRC.  

 

Outside 

If you want to do other work, either while you are still employed by HMRC or 

work 

afterwards, you must comply with special rules that govern what you can 
and cannot do.  

 
Care and use of HMRC property and facilities 

You 

 

must:     

• take good care at all times of HMRC’s property 

and any other facilities provided for you and ensure that 
they are not misused in any way   

 

• comply with HMRC’s policies on acceptable use, 

particularly when using computers.   
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Conduct and behaviour at work 
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must:     

• attend work punctually and regularly and fulfil the 

terms of your employment contract   

 

• maintain the expected standards of conduct, 

behaviour, performance and attendance in line with HMRC 
values, policies, instructions and procedures set out in HR 
Guidance and elsewhere   

 

• carry out all reasonable instructions given to you 

by your managers or by Government Ministers   

 

• comply with HMRC’s diversity and equality policies 

and practices   

 

• demonstrate your commitment to our diversity and 

equality policies and strategy in your dealings with your 
colleagues and customers. In taking this forward, you will 
show respect for others and treat them fairly.   
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Reporting concerns 

If you believe that you are being 

If you believe that a decision 

required to act in a way that is 

or action affecting your 

inconsistent with the Civil Service 

employment is unfair, and 

Code (or in a way that for you 

the matter cannot be 

raises fundamental issues of 

resolved informally, you have 

conscience) you should report your  the right to raise a concern 
concerns. You should also report 

by following the policy 

evidence of criminal or unlawful 

summary Resolving Issues in 

activity or breaches of the Code by  HMRC.  
others.   

 
Alcohol 

You 

 

must:     

• comply with the Department’s policies on Health 

and Safety, Conduct and Alcohol   

 

• seek help with any alcohol-related problems   

 

• tell your manager immediately if you believe that, 

as a result of having consumed alcohol, you could put 
yourself or others at risk by carrying out some or all of 
your duties   

 

• understand that, where alcohol consumption 

affects your ability to carry out their duties safely and 
effectively, this may adversely affect your employment.   
 
HMRC strongly discourages alcohol consumption 
immediately before or during work. The consumption of 
alcohol on official premises is only allowed with 
management permission.   

 
Misuse of Drugs and substances 

If (either inside or 

 

outside of work) you 

 

• use or are unlawfully involved with 

are found to:   

controlled substances   

 

• intentionally misuse prescribed or 

over the counter drugs or substances   
 
then this will lead to consideration of formal 
disciplinary action and potential dismissal 
for gross misconduct.  
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If for any reason you do not comply with the standard of conduct we 

procedures 

expect from you, we will need to consider whether to take action against 
you under our disciplinary procedures. These procedures are in place to 
ensure that everyone is treated consistently and fairly. They apply to 
everyone in HMRC.  

 
   
    
HR22081 Conduct: Manage permission to 
take part in political activity  
text version 
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text version  
 Process map: steps managers need to take if jobholders wish to take part in political activity  
Step 1 Jobholder decides to take part in a political activity and applies to manager for permission  
Step 2 Manager refers to the information in the standard rules of conduct  and determines if the 
jobholder is in a sensitive position  If YES: go to step 4 If NO: go to step 3  
Step 3 Jobholder’s political group allows the activity. Manager to ensue that jobholder is aware of 
standard rules of conduct . Permission granted.  
Step 4 Manager: advise jobholder that permission is denied.  
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Step 5 Jobholder: decides to appeal the decision – refer to the ‘Resolving Issues ’ guidance. Is the 
job holder satisfied with the result? If YES: go to step 8 If NO: go to step 6  
Step 6  Manager and jobholder lodge an appeal with the Civil Service Appeal Board.  
Step 7 Manager – receives notification of outcome of appeal and notifies jobholder of the result.  
Step 8 End of process  
    
HR22082 Conduct: reporting criminal 
offences  
Text version 

  

   
   
text version  

 Proceedings process: step by step guide on the action staff need to take if a criminal offence 
has been committed in their private life.  

Step 1 Job holder is arrested or charged with a criminal offence  

Step 2 Immediately inform your manager  
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Step 3 Manager of inform Internal Governance Criminal Investigations (IGCI) immediately  

Step 4 IGCI to decide whether further action required If YES: go to step 5 If NO: go to step 6  

Step 5 Manager/IGCI to follow required formal or informal disciplinary procedures  

Step 6 Job holder receives notification that no action will be taken.  

End of process  
   
   
  




    

  

  
