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Executive Committee are asked to note this report on the progress of the working group.

Information Governance Working Group —
Progress Update

In August 2015 the Executive Committee approved the formation of the Information
Governance (1.G.) Working Group. This group had seven key objectives:

I.G. Sub-Committee reporting into Executive Committee (ExCo)
I.G. Role structure

I.G. Policy and framework

|.G. Staff training and awareness programme

University wide information discovery exercise and review
Information asset register and controls

I.G. audit method and schedule

N2

During March and April 2017 Information asset owners (IAOs) have been identified and
offered training. The take up has been brisk with the following numbers trained after
three sessions:

School or Service Attendees
CLS

Finance

Graduate School

IT

Research and Enterprise Office
SASS

SHS

SMCSE

Strategy and Planning

Student and Academic Services
DARO

AN ANNDNI W

Please note Library, Marketing, LEaD and PaF have not yet been approached in regards
to Information Governance. Initial conversations will take place in May.

Considerable progress has been made and work has now started to identify and record
information assets in the Information Asset Register (IAR). After being recorded the
assets will undergo classification and risk assessment.

The General Data Protection Regulations (GDPR) become law in May 2018. As part of
demonstrating compliance with the new regulations the University must be able to show
what information we collect, process and retain. Populating an IAR is key to achieving
this

f~



As this work is being performed two final work streams will begin:

Staff training and awareness: An awareness campaign will be planned and executed.
This had been delayed as training the initial IAOs Initial conversations have been held
with Marketing This will include the launch of a recently procured online e-learning
module. The need for all staff to undertake Information Governance and Data Protection
training was recognised by the Executive Committee in 2016.

The Information Governance Sub-Committee: The Information Governance Working
Group will be disbanded. In its place the Information Governance Sub-committee will be
formed with a remit to provide assurance that City is meeting its legal obligations. The
sub-committee terms of reference were approved by the Executive Committee in 2016:

Information Governance Committee Terms of Reference

. To ensure that the Organisation has effective policies and management
arrangements covering all aspects of Information Governance in line with the
Organisation’s overarching Information Governance Policy, i.e.

- Openness

- Legal Compliance

- Information Security

- Information Quality Assurance

. To ensure that the Organisation undertakes or commissions annual assessments
and audits of its Information Governance policies and arrangements.

. To establish an annual Information Governance Improvement Plan, secure the
necessary implementation resources, and monitor the implementation of that plan.

. To receive and consider reports into: breaches of confidentiality and security,
performance of the Organisation in respect of other legal targets e.g. FOl and Subject
Access Requests, and where appropriate undertake or recommend remedial action.

. To report to the Executive Committee on Information Governance issues.

. To liaise with other Organisation committees, working groups and programme
boards in order to promote Information Governance issues.

. The Group will meet a minimum of four times a year.

18/04/2017



Executive Committee are asked to note the progress of the working group.

Information Governance Working Group —
Progress Report

In August 2015 the Executive Committee approved the formation of the Information
Governance (1.G.) Working Group. This group had seven key objectives:

I.G. Sub-Committee reporting into Executive Committee (ExCo)
|.G. Role structure

I.G. Policy and framework

|.G. Staff training and awareness programme

University wide information discovery exercise and review
Information asset register and controls

I.G. audit method and schedule

NN =

The group was formed in January 2016 and has met each month along with our
consultant_ Considerable progress has been made however the method
for identifying Information Asset Owners took longer than anticipated to agree. An
approach to this objective was agreed in November and progress is now being made.

Update of objectives:

1. 1.G. Sub-Committee reporting into Executive Committee (ExCo)
In July 2016 ExCo approved the formation of the |.G. Committee as a sub-committee of
ExCo. This committee will start in 2017 after the first 6 months of asset identification.

2. 1L.G. Role descriptions and structure
As noted the original method of identifying Information Asset Owners took longer than
anticipated to agree therefore they have not yet been asked to register their assets on
the log. A revised method of identifying key information assets has now been agreed.
This method will be by business processes, with the owners adding the assets to the
register and then performing a risk assessment. This work will start in January.

3. |.G. Policy / framework
A draft |.G. Policy and framework has now been produced. This will be a ‘living’
document during the first 6 months of asset identification. The sub-committee will be
asked to approve the Version 1.0 during the first meeting.

4. |.G. Staff training and awareness programme
Most Senior Information Risk Owners have now been trained. Online |.G. training has
been developed in conjunction withm and is now available. ExCo
approved making this training mandatory for all staff in July 2016. An awareness
campaign has been planned and will start in February 2017 with the help of the newly

identified Information Asset Owners. The online training will be launched at the start of
the awareness campaign.



5. University wide information discovery exercise and review
All members of the |.G. Working Group have been asked to identify Assets in their
schools and professional services following the approved method described above.
Early in 2017 the assets will be entered on to the register and owners identified.

6. Information asset register and controls
The Information Asset register has been developed in SharePoint. It is ready for use
early in 2017.

7. 1.G. audit method and schedule
" Initial conversations have taken place with internal audit and the first audit scheduled for
September 2017

Information Services
19/12/2016



Executive Committee are asked to note this report on the progress of the working group.

Information Governance Working Group —
Progress Update

In August 2015 the Executive Committee (ExCo) approved the formation of the
Information Governance (1.G.) Working Group. This group had seven key deliverables:

Creation of a I.G. Sub-Committee reporting into ExCo
I.G. Role structure defined

I.G. Policy and framework defined and implemented

Information Asset Owner training and awareness programme
University wide information discovery exercise and review of risks
Information asset register and controls defined and implemented
I.G. audit method and schedule agreed

NGO~

In 2016 items one, two and three were completed also Senior Information Risk Owners
(SIROs) were identified and trained. During March and June 2017 ninety Information
asset owners (IAOs) have been identified across all schools and professional services.
Thirty were trained in March and have now started to record their information assets.
The second thirty were trained on the 14t June with the final training session scheduled
for the 23 June. Those who have received their training have started to identify and
record their Information assets with City Law School and Finance having moved on to
the risk assessment phase.

The following table shows progress on SIROs and IAOs identified, Information Assets
logged in the register and risk assessments performed.

School / PS
Audit

Cass

CLS

DARO -
Finance
Governance
Grad School
HR

IT

LEaD
Library
Markating
PaF
Presidents Office
R&E

SaAS

SIRO

IAOs Assets Risk

5HS

[1od
N
(254
[

SPPU
Grand Total

[
(=

b Zd O



Table comments:

e SaAS is showing red for a SIRO as the previous SIRO ”) has left the
University and her replacement has not yet been approached. This should be
rectified in July.

e LEaD is showing red for IAO as having just one IAO is seen as being a risk. This
should be rectified in July.

e Schools and Professional Services showing as red or amber for Assets have only
just had or are waiting for their IAOs to be trained. All training will be complete by
June 30t and progress in recording Information Assets will be monitored during
July to ensure completion by July 31st.

e Finance and CLS have confirmed they have recorded all their information assets
and both have made good progress in the risk assessments.

The key milestones are:

May 30st. Identify IAOs complete

June 31%:; Train IAOs complete

July 30t Record information assets complete
August 31st: Risk assessments complete

September 30" Review all assets and risks
Q4/2017: First subcommittee meeting and risk report
Q1/2018: First audit

NoohkroN=

This table show progress against the milestones:

May June July Aug Sept
School / PS Identify IAO Train IAO  Log Assets Risk Assess Review
Audit [sesasesss e slits ===
Cass
CLS
DARO
Finance
Governance
Grad School
HR
IT
LEaD
_vI_ibrary
Marketing
PaF
Presidents Office EGR—=
R&E
SaAS
SASS
SHS
SMCSE
SPPU
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GDPR — Changes to consent and Privacy
Notices

Definition of consent:

The Directive requires the controller to provide “accurate and full information on all relevant issues,” including
the nature of the data that will be processed, the purposes of processing, the identity of the controller, and
the identity of any other recipients of the data.

Data Controllers are required to provide the data subject with at least the following information:

e The identity and contact details of the data controller (or their representative) and where there is
one, the data protection compliance officer.

* The purposes of the processing including the legitimate interests pursued by the data controller if
that is one of the conditions for lawful processing relied upon to legitimise the processing.

e  The period for which the personal data will be stored.

e Countries or organisations that the processor may transfer the data to and the level of protection
afforded by that country.

e The source of the personal data if it has not been collected from the data subject themselves.

e  Whether providing personal data is voluntary or obligatory and the possible consequences of not
providing the information. ‘

e Any other information necessary to guarantee the fair processing in respect of the data subject.

e Recipients or categories of recipients with whom the personal data are likely to be shared with.

e The data subjects’ rights including: right of access to one’s own personal data, right of correction,

" erasure and to object to processing, and the right to lodge a complaint with the ICO.

Consent had to be specific to the processing operations and the controller could not request open-ended or
blanket consent to cover future processing

Under the GDPR, consent must be “freely given, specific, informed and unambiguous.”

The GDPR gives data subjects the right to withdraw consent at any time and “it shall be as easy to withdraw
consent as to give it.” Controllers must inform data subjects of the right to withdraw before consent is given.
Once consent is withdrawn, data subjects have the right to have their personal data erased and no longer used
for processing.

Importantly, a controlier may not make a service conditional upon consent, unless the processing is necessary
for the service.

Third, the GDPR adds that consent must be specific to each data processing operation. However, the law
exempts controllers from obtaining consent for subsequent processing operations if the operations are
“compatible.”

Additional processing for archiving in the public interest purposes or scientific and historical research generally
will be considered compatible, and, therefore, exempt from specific consent.

To meet obligations set out under data protection laws on the fair processing of personal data businesses
should only use data "in a way that people would reasonably expect" In addition, businesses must ensure
"people know how their information will be used".






Data Protection Officers at City, University of London

Background

One of the requirements of the General Data Protection Regulations (GDPR) is that certain Data
Controllers are required to appoint a Data Protection Officer (DPO). This applies to Data Controllers
who fall into one or more of the following categories:

if the processing is carried out by a public authority or body (irrespective of what data is
being processed)

if the core activities of the controller consist of processing operations, which require regular
and systematic monitoring of data subjects on a large scale

if the core activities of the controller or consist of processing on a large scale of special
categories of data or personal data relating to criminal convictions and offences

D ce s

All three apply to City, University of London (City) therefore we are required to appoint one or more.

The role and scope of the DPO

Responsibilities of a DPO

Be the nominated officer on the Data Protection Register.

Develop and implement the organisation’s Data Protection Policy.

Develop and implement privacy notice standards and templates

Create ‘best practice’ guidance / review contracts for data processors

Train and advise staff on the provisions of the Data Protection Act.

Perform and review Privacy Impact Assessments ensuring suitable actions are identified
Perform and review data breach responses ensuring suitable actions are identified
Identify, review and monitor data processors, ensuring that they deal with data in a manner
consistent with the 8 data protection principles.

Process and respond to all requests for information by data subjects.

Ensure data remains up-to-date and is destroyed when necessary.

Relevant skills and expertise required by the DPO include:

expertise in national and European data protection laws and practices including an in-depth
understanding of the GDPR

understanding of the processing operations carried out at City

understanding of information technologies and data security

knowledge of the Higher Education sector and how City operates

ability to promote a data protection culture within City

reports to the highest level of management at City (ExCo or Council)

The following resources should be provided to the DPO:

active support of the DPQ’s function by ExCo
sufficient time for DPOs to fulfil their tasks



e adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff

e communication of the designation of the DPO to all staff

e continuous training

Several safeguards exist in order to enable the DPO to act in an independent manner:

e no instructions by City regarding the exercise of the DPQ’s tasks
e no dismissal or penalty by City for the performance of the DPQ’s tasks
e no conflict of interest with possible other tasks and duties

As far as protection impact assessments (PIAs) are concerned, City should seek the advice of the
DPQ, on the following issues, amongst others:

e whether or not to carry out a PIA

e what methodology to follow when carrying out a PIA

e what safeguards to apply to mitigate any risks to the rights and interests of the data subjects

e whether or not the data protection ihpact assessment has been correctly carried out and V
whether its conclusions are in compliance with data protection requirements

The DPO can be:

e A smallteam
e Exercised on the basis of a service contract
e Be external to an organisation

Suggested application at City
Option 1: Internal

Form a Data Protection Officer Matrix team wit_ being the DPO supported by

information Compliance

Data Protection Officer

Responsibilities split:

e Be the nominated officer on the Data Protection Register.
e Develop the organisation’s Data Protection Policy.
e Develop privacy notice standards and templates



e Review contracts for data processors .

e Advise staff on the provisions of the Data Protection Act.

e Review Privacy Impact Assessments ensuring suitable actions are identified
e Review data breach responses ensuring suitable actions are identified

Information Compliance Team

e Perform Privacy Impact Assessments ensuring suitable actions are identified

¢ Perform data breach responses ensuring suitable actions are identified

e Train staff on the provisions of the Data Protection Act

e implement privacy notice standards and templates

e implement the organisation’s Data Protection Policy

e |dentify, review and monitor data processors, ensuring that they deal with data in a manner
consistent with the 8 data protection principles.

e Process and respond to all requests for information by data subjects.

e Ensure data remains up-to-date and is destroyed when necessary.

e William Jordan reports to the highest level of Management
e line management remains with

° _ already correctly trained for this year

s Additional workload for- (0.2 FTE)
e Training needs to be updated at least every two years (-

Option 2: External

Form a Data Protection Officer matrix team with an outsourced DPO supported by- and

Information Compliance

Data Protection Officer
Responsibilities split:
Qutsourced DPO:

e Be the nominated officer on the Data Protection Register.
e Develop the organisation’s Data Protection Policy.



e Develop privacy notice standards and templates

e Review contracts for data processors

e Advise staff on the provisions of the Data Protection Act.

e Review Privacy Impact Assessments ensuring suitable actions are identified
e Review data breach responses ensuring suitable actions are identified

Information Compliance Team:

e Perform Privacy Impact Assessments ensuring suitable actions are identified

e Perform data breach responses ensuring suitable actions are identified

e Train staff on the provisions of the Data Protection Act

e implement privacy notice standards and templates

e implement the organisation’s Data Protection Policy

e |dentify, review and monitor data processors, ensuring that they deal with data in a manner
consistent with the 8 data protection principles.

e Process and respond to all requests for information by data subjects.

e Ensure data remains up-to-date and is destroyed when necessary.

e No additional workload

o External knowledge to guide GDPR activities
e Training webinars on demand (

e No ongoing training requirements

e Cost for service (First quote- per month)
e Need to upskill DPO on Citys working practices
e Need to interface with highest level of Management
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