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Functions

What Is the Asset?

Purpose for processing

Format

Location

Senior Information 

Information Asset Owner

Classification

Personal  Access 

Routine Sharing

Retention

Asset Owners

Data 

This asset register lists our key information assets at a high level. It should be read in conjunction with our systems register and our IT hardware register. Last updated November 2017.  
Corporate 

Key information and documents 

The information is processed to 

Meridio, secure physical storage 

Deputy Chief Executive  Head of Risk and 

OFFICIAL

No

Where necessary, access is 

No

As Corporate Retention Schedule. 

Governance

associated with our constitution and 

ensure good governance and to 

Officer

Governance 

limited to the Corporate 

governance. Examples are Board and 

ensure that we carry out our 

Governance team. Otherwise, it 

Committee minutes, joint working 

statutory functions. 

is publicly available information. 

agreements, consitutional documents, 
records of key decisions, Memoranda 

Electronic and 

of Understanding. 

Physical

Employee 

Employee information is the 

The information is required to 

Meridio

Deputy Chief Executive  Head of Organisational 

OFFICIAL 

Yes

Access is limited to staff who 

Yes - with data 

As Corporate Retention Schedule. 

Information

information relating to individuals who  administer HR functions and to 

Ciphr

Officer

Development

SENSITIVE 

require access. All staff have 

processors who 

have applied to work for ICO and staff.  ensure appropriate staff are in 

Secure physical storage

routine access to some of their  provide a variety 

Examples are personnel files which 

place. Information is also required 

own records. 

of HR services.  

routinely include sensitive information,  for the Equality Act 2010, Health 
payroll information and learning and 

and Safety at Work Act, various 

development records. 

statutory pay regulations and the  Electronic and 

Limitation Act. 

Physical

Finance, Fees  This asset is made up of all financial 

The information is processed to 

Finance: G Drive

Deputy Chief Executive  Head of Finance and Head 

OFFICIAL

Yes

Open access within ICO unless 

Yes - routine 

As Corporate Retention Schedule. 

and Contracts  incomes and expenditures including 

ensure the organisation meets 

GP Dynamics

Officer

of Customer Contact (fees) 

limited access required. Our 

sharing with banks 

that generated through the data 

requirements in line HM Treasury 

Registration: ICE

systems enable us to easily limit  and processors.  

protection fees regime. It includes our  guidelines, National Audit Office 

Electronic and  Secure physical storage 

access. 

contracts and associated information. 

guidance, Companies Act 2006 

Physical

and contractual obligations. To 
satisfy data protection fees 
obligations. 

This asset is our civil and criminal 

To enforce the laws we oversee. 

CMEH

Deputy Commissioner - Head of Enforcement

OFFICIAL 

Yes

Access is limited to relevant 

Yes - under 

As Corporate Retention Schedule. 

enforcement work including 

SharePoint

Operations

SENSITIVE and 

staff. 

Memoranda of 

Regulatory 

prosecutions. 

Electronic and  IMB Anb

SECRET (very 

Understanding or 

Enforcement

Physical

Meridio

limited volume, 

joint working 

Secure physical storage 

hard copy 

agreements where 

Crimson

only)

appropriate 

The information within this asset is 

To comply with our complaint 

CMEH

Deputy Commissioner - Head of Data Protection 

OFFICIAL 

Yes

Open access unless limited 

As part of the 

As Corporate Retention Schedule. 

complaints, reviews and appeals made  handling obligations. 

Meridio

Operations

Complaints and Reviews, 

SENSITIVE  

access required. Our systems 

process 

Regulatory 

to the ICO including appeals to the 

Secure physical storage 

Head of Freedom of 

and SECRET 

enable us to easily limit access.  information will be 

Electronic and 

Complaint 

Information Tribunal. 

Information Complaints and  (very limited 

shared with the 

Physical

Handling

Appeals, Head of ICO 

volume, hard 

complainant and 

Regions

copy only)

involved parties as 
appropriate. 

This asset comprises of information 

To comply with our audit and BCR 

Meridio

Deputy Commissioner - Head of Assurance 

OFFICIAL 

Yes 

Access limited to relevant staff.  No 

As Corporate Retention Schedule. 

generated in the course of our audit 

obligations. 

Secure physical storage 

Operations 

SENSITIVE 

Very limited access to 

obligations, including under IPA 2016. 

information held for IPA 2016.

Regulatory 

It includes information generated in 

Electronic and 

Assurance 

applications for Binding Corporate 

Physical

Rules. 

This asset consists of information 

To comply with our obligations to 

ICE

Deputy Commissioner - Head of Parliamentary and  OFFICIAL 

Yes

Open access unless limited 

No

As Corporate Retention Schedule. 

generated in the course of our policy, 

provide advice and guidance or 

Meridio

Policy

Government Affairs, Head 

SENSITIVE 

access required. Our systems 

Regulatory 

guidance and engagement work. 

statutory codes of practice. 

Electronic and  CMEH

of Policy and Engagement,  

enable us to easily limit access. 

Stakeholder 

External consultations and advice to 

Physical

secure physical storage 

Head of ICO Regions

Engagement

stakeholders based on information 
they provide to us is included.  

Information 

This asset comprises of information 

The purpose for processing 

CMEH

Deputy Chief Executive  Head of Risk and 

OFFICIAL 

Yes

Open access unless limited 

No

As Corporate Retention Schedule. 

Governance

generated in the course of our internal  information in relation to 

Meridio

Officer

Governance 

SENSITIVE 

access required. Our systems 

compliance with information rights 

governance is to comply with the 

Secure physical storage                                     

enable us to easily limit access. 

obligations. Examples are records of 

laws we oversee.   

request handling, information security 

Electronic 

breach reports and decisions relating 
to retention and disposal. It also 
includes any documentation that we 
are required to have in place. 




    

  

  
