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Objectives

By the end of this session
you wíll be able to:

understand how the FOIA/EIR and the GDPR/DF42018 work
together in the context of a FOI request for third party
personal data.

define what is personal data and be able to give some
examples; and

) have an overview of how the FOIA section 40 exemption
works and how ít should be applied in practice.

lCO.

2



Course structure

ico.
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Balancing act: the right to know
versus data protection

Freedom of
Information Act 2ooo

General Data
Protection Regulation

Environmental
Inf'ormation
Regulations åoo4

Data Protection Act
zorS

I

lÇ9*

(click) The right to know and to access information is well established
through FOIA/ElR.

(click) DP legislation provides a framework for the use of personal data and
is intended to balance the right to privacy with other legitimate interests of
business, government, media etc.

Which means there's a key difference between DP and FOI- FOI is
concerned with public access to official information, whereas DP has a
much wider range with two main aims:

it protects individuals by controlling how their information can be used.

it enables organisations to use personal information to benefit their own
business needs.

So there's a TENSION between the openness of the FOIA and the right to
privacy under the DP legislation.
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Data protection legislation

The GDPR is a European Regulation which means that all countries in the EU

have the same basis for their data protection laws. lt means that companies can

transfer information between European countries easily, because they know the
data will always have a high level of protection.

However the GDPR allows for member states to pass further legislation to suit the
requirements of their own country - there are signposts in the GDPR which
explicitly refer to member state law. This is the DPA2018 in the UK.

So the GDPR and the DPA2018 need to be read together. They are not complete
as standalone documents.

The Data Protection Act 2018 provides UK-specific provisions, exemptions and

conditions for processing certain categories of data.

It also provides for data protection processing of law enforcement data (Part 3) and

intelligence services data (Part 4). We will come back to this point later.

Also remember the FOIA is entirely domestic.

This module does not aim to cover all of the DP legislation, only the interface
with FOIA and ElR.

Note

More FOI case law (because of tribunal appeals) on personal data issues than
there are DP cases. So FOI has to some extent driven case law to date, although
there has been an increase in DP case law in recent years.

Be aware - the way we approach personal data in FOI is based on disclosure only
and also on FOI case law (though we have to understand some parts of the DP

legislation in order to consider the s40 exemption).
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What is personal d.ata?

In your groups,..

1. Decíde upon a defi¡tition of
personal data.

2. List as many (varied) examples
äs you can think nf,

ico.

Activity I

Can break delegates into small groups.

Discuss questions on slide - just a quick brainstorming session

First ask delegates to give you examples of personaldata .,.then see next
slide
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Personal data

Ilco.

the file sn
my

complaint

my medical
records (inc

genetic data)

my IP
address

Examples of personal data

Most of the time it's quite straight forward

Now ask if they can define what personal data is

The definition in the GDPR/DP42018 is broader than "personal details" or
" private information".

It includes any information which is directly about an indivtdual, whether in
a personal or work capacity, and it also includes information which can be

linked to an individual or used to inform decisions about them.

It doesn't just include information which directly identifies an individual by

name but also information which could reasonably be traced back to
them.

Note - "file on my complaint" likely to contain some PD but not necessarily
ALL your PD - W¡ll go on to this in more detail.

Now let's see how the GDPR defines personal data...



Personal data
Any information relating to
an îdentified or identifiable
person ('data subject')

a

LÇ9,

Here's the definition of personal data from the GDPR and the DP42018.

Data subject - the identified or identifiable living individual to whom
personal data relates.

lf the individual is deceased, the GDPR does not apply to their data - other
exemptions to the disclosure of third party data under the FOIA may apply
(eg s41, s38 re severe distress).

ldentifiability could be as simple as a name or a number or could include
other identifiers such as an lP address or a cookie identifier.

The GDPR says an identifiable person is one who can be identified, directly
or indirectly, in particular reference to an identifier such as:

(click) a name;

(click) an identification number;

(click) location data;

(click) an online identifier; or

(click) to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that person.

7



ln most cases you will be considering whether data is 'personal data' in the hands
of the PA. lf the PA cannot directly identify an individual from the requested
information, then it needs to consider whether the individual is still identifiable. lt
could be by information the PA already holds, or information that the PA would
need to obtain from another source.

ln many cases data will obviously be about an individual who can be identified
from it. An individual is 'identified' or'identifiable' if you can distinguish them from
other individuals.

ln other cases it will be obvious that:

i) the data is about an individual; and

ii) the PA could use other information it has access to identify who that
individual is.

ln both of the above scenarios the data will be personal data

The PA must also consider whether any other person could identify the individual
concerned.

ln some circumstances there may be a slight hypothetical possibility that someone
might be able to reconstruct the data in such a way that identifies the individual.
However, this is not necessarily sufficient to make the individual identifiable in

terms of GDPR. The PA should consider the means that could be used by an
interested and sufficiently determined person - it's about what is reasonably likely.

lf PA is unsure it should work through how an individual could be identified in
practical terms - what steps would be required, what info, etc.

Give out handout 1 - Definition of personal data
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Daes it relate to an individual?

ico"

Even if an individual is identified or identifiable, directly or indirectly, it is not
personal data unless it 'relates to' the individual.

lnformation must therefore 'relate to'the identifiable individual to be
personal data. This means that it does more than simply identify them - it
must concern the individual in some way.

Data can reference an identifiable individual and not be personal data about
that individual, as the information does not relate to them.

Where it is uncertain whether the data actually relates to an individual, the
PA may need to consider:

the context in which the data is held;

whether the individual is really the focus of the data;

what the data actually tells you about the individual;

whether the data is being used in a way that might have an impact upon
the individual; also

whether the data is that of a sole trader or a limited company. Data
concerning a sole trader is personal data - data concerning a limited
company is not.

a
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It is possible that although data does not relate to an identifiable individual for one
controller, in the hands of another controller it does. This is particularly the case
where, for the purposes of one controller, the identity of the individuals is irrelevant
and the data therefore does not relate to them. However, when used for a different
purpose, or in conjunction with additional information available to another
controller, the data does relate to the identifiable individual.

lnaccurate information may still be personal data if it relates to an identifiable
individual - eg medical records with wrong diagnosis.

(click) Context is key
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\{hose personal data is it anynray?

I

lÇ9'

The other point which needs to be considered is exactly whose personal
data it is and which piece of legislation applies

Requester data only - handle as a SAR under GDPR/DPA2}19 -if
request made under the FOIA, then section 40(1) applies and request
must be handled under GDPR/DPA?}19.

Third party data only - if FOIA request, consider under section 40(2).

Requester and third party data held as separate elements - handle
request for requester's data as a SAR under the GDPR/DP42018 and
the third party data under FOIA.

lmportant: a0(1) applies to the requester's personal data even if the
FOIA request also asks for other people's third party data

Requester data which is also third party data - handle as a SAR
under the GDPR/DPA2018 - the GDPR says that the right of access
should not adversely affect the rights and freedoms of others - Article
15(4). Will look at this a bit more in a minute.



Requesters may not always be sure which legislation they're trying to use - they
are not required to cite the GDPR or the DP42018.

Most PAs will recognise a SAR but sometimes the request for personal data is

hidden in an FOIA request and has to be extracted and handled completely
separately.

So watch out for SARs not identified by the PA!!

(click) The context of the request is therefore important and the purpose of the
request can be relevant.

Each request will need considering on a case by case basis - information may
relate to a third party's interests but may not be their personal data.

So let's look at some examples
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Exercise z - ate these personal rCata?

A meeting note held by a business recording an ernployee's
attendance and contributions in a work meet¡ng

A hospital complaints file detailing an investígation [nts a
complaint about standards of care

A pícture of an un-named couple in a holiday brochure

Information held by a credit reference ãgency aboüt the
debts of a weddíng photography business

The performance Étatistics for a customer services
department

¡
lCO.

Break the delegates into groups to discuss each one

The purpose of this exercise is to get people thinking, discussing and

identifying the issues with these scenarios, rather than expecting them to
come up with the 'right' answers. They all have some complexities:

Context is key

Ask delegates to get into pairs/threes and discuss what they think. Give

them 5 -10 mins.

Once discussed give out answers to Exercise 2 which discusses the issues

and gives answers (5-10 mins).
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Key data protection concepts

lco.

Processing includes storage , use, retrieval, alteration destruction and

simply holding data. The GDPR applies to the processing of all personal

data held on a computer.

It applies to data held electronically.

It applies to manual data when held in a filing system (or data intended to
form part of a filing system)

A filing system is any structured set of personal data which are accessible
according to specific criteria, whether centralised, decentralised or
dispersed on a functional or geographical basis.

This therefore includes manual records structured alphabetically or by date
of birth, plus manual records filed in chronological order.

lf the data is unstructured manual data and it is held by a PA, under the
DPA2018 different conditions apply - delegates will need to refer to the
technical guidance for more information.

However for the purposes of FOIA, unstructured manual data is
treated exactly the same as structured manual data.
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Principles - processing must comply with 6 core principles (Handout 2):

(a) processed lawfully, fairly and in a transparent manner in relation to the
data subject ('lawfulness, fairness and transparency');

(b) collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; ('purpose
limitation');

(c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed ('data minimisation');
(d)accurate and, where necessary, kept up to date; ('accuracy');

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; ('storage
limitation');
(f) processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organ isational measu res (' i nteg rity and confidential ity' ).

Actually there is a 7th principle - accountability - the controller shall be responsible
for, and be able to demonstrate compliance with paragraph 1(a) to (f)

Note principle (a) - lawful and fair processing - this is significant when we talk
about FOIA. ln order to meet this requirement, there must be a lawful basis for
processing - see Article 6 of the GDPR:

Bases for processing - Article 6 (a) to (f) - click for each one - for processing to
be lawful a controller must have a lawful basis for processing (Handout 3)

a) the data subject has given consent to the processing of his or her personal
data for one or more specific purposes;

Processing is necessary:

b) for the performance of a contract to which the data subject is party or in order
to take steps at the request of the data subject prior to entering into a contract;

c) for compliance with a legal obligation to which the controller is subject;

d) in order to protect the vital interests of the DS or of another natural person;

e) for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller;

Ð for the purposes of the legitimate interests pursued by the controller or by a
third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection
of personal data, in particular where the data subject is a child.

Note basis (f)- legitimate interests - this is significant when we talk about FOIA.
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Special categories of data

Racial or
ethnic
origin

Political
opinions

Genetic data Biometric data

The GDPR also defines Article 9(1) - special categories of data - see slide

Has more protection than ordinary personal data and cannot be processed

unless:
. there is an Article 6 basis for processing

. an Article 9 condition for processing also applies.

Article 9 : conditions for processing special category data

There are 10 conditions listed in the GDPR: (a) to (j)

Be aware that 5 of the conditions require authorisation in member state law

ie the DPA201B (Schedule 1).

The other 5 are provided for in Article 9(2) of the GDPR (and don't refer you

to the DPA201B).

Out of these 10 conditions, only 2 are relevant to the circumstances of an

FOI request. We will come back to these later when we look at section 40 in
more detail.

Give out Handout 4 - special category data
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Personal data relating to
criminal convictions and offences,

ar related securi$ measures

lCO.

There are also separate safeguards in the GDPR for personal data relating
to criminal convictions and offences, or related security measures (Article

10).

This also includes personal data relating to allegations about criminal
offences and criminal proceedings (by virtue of section 11(2) DPA2018)

This is collectively referred to as criminaloffence data

So when considering whether to apply section 40(2) to an FOIA
request, the PA (including the Police) must consider whether the data
is criminal offence data and if so, comply with Article 10.

This means it must:

1. have an Article 6 basis for processing; and

2. processing must be authorised Union or Member State law - in the UK
this means it must meet a specific condition in Parts 1,2 or 3 o'f

Schedule 1 of the DPA2018,

(there is another option that the PA might process the data under the control

of official authority but this is not yet defined in the UK)
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DPA2018 cond¡t¡ons for processing criminal offence data in Schedule I -
Parll and2 and 3

Out of all these conditions, only 2 are relevant to the circumstances of an FOI
request. We will come back to these later when we look at section 40 in more
detail.

Law Enforcement Processing
Note that data protection processing for law enforcement purposes by competent
authorities (eg the Police) falls under Part 3 of the DP42018.

For the purposes of the GDPR, processing under Article 10 covers processing by
non-competent authorities (eg a shop keeper processing CCTV data and
passing it to the police, an employer like the ICO processing data where it
suspects an offence has been committed)1.

However for the purposes of responding to an FOIA request, the FOIA
processing is not considered to be law enforcement processing.

Give out Handout 5 - criminal offence data
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How does the FOIA deal with
personal data?

tlco.

There are two issues which FOIA throws up in relation to data protection

(a) that there is an overlap between two access regimes

(b) that there is a need to balance privacy and openness, and ensure DP
isn't undermined by FOI

FOIA and EIR have virtually the same wording in this regard - with minor

differences which we'll come on to.

We expect the PA to provide detailed arguments, as with any exemption.

ln addition, as the privacy regulator, we should always consider DP

implications and may apply section 4A I reg 13 proactively - even if not

raised by the PA or complainant.



Overyieur of the exemption

lco"

So let's start to look at section 40. We will come back to each of these
points later but this overview shows that some of the exemptions are
absolute and some are qualified.

Give out the full text of the exemption and the plain English version
(handout 6)

(click) Request for the applicant's personal data

aO(l): treat any request for the applicant's own personal data as a subject
access request. No public interest test.

(click) Request for third party personal data - section 40(2)

This is the exemption for third party personal data. lt doesn't operate on its
own, it refers to three conditions (one of which needs to be met):

(click) First condition - section 40(34)

(3AXa) don't disclose if it would contravene the DP principles - usually
principle (a). Absolute but involves data protection considerations.

(3AXb) - removes loophole for manual unstructured data so it's still
protected by the exemption. May be relevant for older files e.g. care
records.



Uncommonly used so mention briefly:

(click) Second condition - section 40(38)

Where disclosure would contravene the right to object (Article 21 GDPR)

(click) Third condition - section 40(44)

(aAXa) - where info would be exempt from SAR

(4AXb) - where info would be exempt from SAR under Part 3 of the DPA2018 (law

enforcement processing).

(click) Duty to confirm or deny - section 40(54) and 40(58) - regarding whether

the information is held or not.

Further note -'otherwise than under this Act'

There is a reference in section a0(2)(34) and (38) to 'the disclosure of the

information to a member of the public otherwise than under this Act'.

This means that a PA cannot argue that the data should be disclosed simply

because it has an FOIA legal obligation.

The term 'otherwise than under this Act' therefore refers to the PA considering

whether it may disclose under a basis for processing which does not include the

legal obligation under the FOIA. This is to avoid a circular argument where the

existence of FOIA itself justifies disclosure which would otherwise be considered

unfair.

The PA must ask whether it would comply with the principles to give this
information to anybody who asked for it regardless of their purpose for wanting it or

how they might use it. (This is obviously a rather artificial situation from a DP point

of view).
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s4o(1): requester's personal data

Ilco.

So if the requested information is the applicant's personal data it is always
exempt under 40(1) FOIA and should be handled as a SAR under
GDPRYDPA2O18.

The PA may not initially recognise it as a SAR, or the requester may cite

FOIA/EIR. Often a clue will be that they are talking about their private

interest, how they were treated etc. - perhaps not realising that FOI is
disclosure to public.

Time for SAR compliance is normally 1 month, but can be up to 3 months if
complex or the individual has made a number of requests.

PA can refuse SAR if manifestly unreasonable, excessive or repetitive.



Third party data in the context of a SAR

Where the requested information is BOTH that of the requester and that of a third
party, it will be also be exempt under sa0(1) FOIA. lt is considered as a SAR
under DP legislation.

The DPA2018 states that the controller is not obliged to disclose information to
the data subject to the extent that doing so would involve disclosing information
relating to another individual who can be identified from that information. (Sched 2,

Part 3, para 16 of the DPA2018 - only give if asked)

A controller does not have to comply with such a request unless

the other individual has consented to the disclosure; or

it would be reasonable in allthe circumstances to comply with the request
without that individual's consent.

(This takes into account for example: the type of information to be disclosed; any
duty of confidentiality; any steps the controller has taken to obtain consent of the
third party).

A SAR willfall under GDPR or Part 3 of DPA2Oí8 or Part4 of DPA2018

Be aware that if a SAR is made to a competent authority (eg the Police) which is
processing the data for law enforcement purposes, then the SAR falls under Part 3

of the DPA2018 (section 45).

lf a SAR is made to the intelligence services, it falls under Part 4 of the DPA2018 -

section 94(1Xb).

Onty mention if asked - they have their own sections regarding the protection of
third party data and SARs

Part 3 section 4(e)

Part 4 section 94(6)
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I¡Vhich access regime?

alco,

Quick case studies.

Ask delegates to discuss in pairs.

Obviously, it depends, but usefulto bear in mind that SAR is about
disclosure to the data subject, and FOIA is only for disclosing information
into the public domain.

1 - Likely to be personal data relating to Anna, Bob and witnesses. Need
to consider limits of Anna's personal data - will partly depend on the nature
of the complaint (eg was it about his treatment of her?). Wouldn't extend to
information purely about Bob - eg subsequent disciplinary action or
retraining. What if a journalist made a request? What if Bob is a chief
executive?

2 - Straightfonruard - Carl's personal data. What about references? Still
Carl's personal data but exempt from SAR.

3 - Eddy is responsible for his dog, and information relating to the incident
will probably be his personal data as the dog owner. lt might be difficult to
separate Fiona's personal data completely from Eddy's.

4 - Granny's information isn't personal data because she is deceased.



Therefore requests for her medical records will fall under the Access to Health
Records Act (or equivalent). The medical records would be exempt under section
41 through established case law. lnformation relating to a subsequent complaint
may be personal data relating to the family membe(s) complaining (although this
may be limited), and possibly staff involved in Granny's care.

5 - lf Jane is old enough to claim JSA then lvan is unlikely to be able to make a
SAR on her behalf (unless he has authority to act on her behalf). He will not be
entitled to her personal data under DP legislation and it would fall to be considered
under the FOIA.
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FOIA section 4o(z) ma,Ce simple

yes

yes

no
n0

no

?11
yes

{}
is disclosure fair
and transparent?

1-----: V€s nCI

ico.

Is there a relevant
condition for processing
this data in Article 9 of

GDPR or Schedule 1

ofthe DPA2018?

Disclosure must not contravene a principle
Is disclosure lawful?

6 basis for

An FOIA request for third party personal data - section 40(2)

The exemption talks about 3 conditions where it applies. We will look at the

first condition in some detail - which is the exemption that PAs most
commonly consider when they review an FOIA request for the personal

data of someone other than the requester. (We will look at the other

conditions and exemptions after this).

First condition - section a0(3AXa) disclosure must not contravene the DP

principles. The principle most likely to be relevant is principle (a) lawfulfair
and transparent. (We will look at why in a moment).

(click) So processing must be lawful and in order to be lawful an Article 6
basis for processing is required. This is most likely to be legitimate
interests (f) - most of the arguments will be considered at this point. (Again

we will look at why legitimate interests in a moment).

(click) lf processing is not lawful and there is no Article 6 basis for
processing, processing must stoP.

(click) lf processing is lawful, then the next question is whether it is fair and

transparent.

(click) for yes and no outcomes.
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Special category / criminal offence data

However there is a question which needs to be asked before you consider the

Article 6 basis for processing (in fact it's 2 questions but it's presented as one here

for clarity)

This is whether the data is special category data or criminal offence data.

This is because this data is afforded extra protection and therefore requires an

extra basis for processing (remember the requirements of Article 9 and 10).

This is the first test because if there is no condition for processing this data there's

no point in continuing to the central question.

So let's look at this first question

Give out handout 7 - copy of flowchart
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Is it special category data?

\
,/

ico.
¿

/

First, need to consider if the data is special category data. Remember the
definition - racial or ethnic data, political opinions, religious or philosophical beliefs
etc

For the purposes of FOIA, there are two that are likely to be relevant:

1. Explicit consent

Not defined in the GDPR, but is not very different from the usual high standard of
consent so it must be freely given and involve a specific, informed and
unambiguous indication of the individual's wishes.

The key difference between consent and explicit consent is likely to be that'explicit'
consent must be affirmed in a clear statement (whether oral or written). The
individual must confirm their explicit consent in words.



ONLY if needed - example of explicit consent:

A beauty spa gives a form to its customers on arrival which optionally asks for skin

type and details of any skin conditions. lt says "We will use this information to

recom mend appropriate beauty products."

lf someone enters details of their skin conditions, this is likely to be a freely given,

specific, informed and unambiguous affirmative act agreeing to use of that data to
make such recommendations - but is arguably still implied consent rather than
explicit consent.

Another beauty spa asks for the same information but uses the following explicit
consent statement instead and asks the DS to tick a box:

"l consent to you using this information to recommend appropriate beauty
products".

The consent in this example is explicit.

2. Processing relates to data which are manifestly made public by the data
subject

lf the data subject manifestly makes their special category data public then it
may be possible to rely on this condition to process that particular data.

However the controller must be confident that it was the individual themselves who
actively choose to make their special category data public and that this was
unmistakably a deliberate act on their part.

Other conditions for processing

All the other conditions for processing in the GDPR and the DPA2018 (Schedule 1

Part 1 and 2) are conditions for a stated and specific purpose and so are very
restrictive. They therefore cannot be used for the 'applicant-blind' and 'purpose-

blind' context of an FOIA request. They cannot apply to an FOIA request as

disclosures under FOIA are not made for these purposes, but for the purpose of
complying with FOIA.
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Is it criminal offenre rdata?

,r' /

lco.
f

/
/

Remember criminal offence data includes allegations and criminal proceedings.

These conditions are all listed in the DPA2018 Schedule 1 Parts 1,2 and 3.

However as explained with respect to special category data, all the conditions for
processing in Schedule 1, Part 1 and 2 are conditions for a stated and specific
purpose and so are very restrictive.

They therefore cannot be used for the 'applicant-blind' and 'purpose-blind' context
of an FOIA request.

They cannot apply to an FOIA request as disclosures under FOIA are not made for
these purposes , but for the purpose of complying with FOIA.

This also applies to most of the conditions in Part 3, except there are two
relevant conditions:

Part 3 paragraph 29 - consent from the data subject

Part 3 paragraph 32 - dala made manifestly public by the data subject

This all means such data is likely to be withheld under the FOIA as it is
heavily protected under the GDPR/DPA2Oí8.



FOIA section 4o(z) made simple
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So we have looked at the first question - is the data special category or
criminal offence data and unless the PA has consent for disclosure or the
data subject has manifestly made the date public, there is no conditions for
processing this data and we go to the red WITHHOLD circle.

lf the data subject has given consent or made the data public we now go
onto assess whether the disclosure would be lawful. (click)

We also get to this point if the data is 'ordinary' data (ie not special category
or criminal offence data).

So in order to be compliant with the GDPR, processing must be compliant
with the GDPR principles.
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DP Principles: GDPR Article 5

Lco.

Let's look at s40(2) in more detail. Refer to earlier handout with
principles.

So as we have seen, section 40(2) together with the condition in section
 0(34)(a) provides an absolute exemption if disclosure of the personal data
would breach any of the data protection principles.

For the purposes of disclosure under the FOIA, only principle (a) is likely to
be relevant.

This is because the others are concerned with the purposes of the
processing or the holding and using of the data and are not specifically
related to disclosure.

So let's remove the other principles and focus on principle (a) (click)

lf a PA can't satisfy principle (a) then it shouldn't be considering disclosure
We used to look at fairness first (and be aware the DPA98 Decision
Notices and Tribunal decisions will reflect this) but now we look at
lawfu I ness before fairness.

For the purposes of disclosure under FOlAiElR, these principles apply for
law enforcement competent authorities (refer to CWAN 25)

ln practice, many of the considerations of lawfulness are equally relevant to

22



fairness so you will have to be carefulto avoid repetition in any DN or letter
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Is there an Article 6
lawful basis for
processing?

processing is necessary for the purposes of the
legítimate interests pursued by the controller or by
a third partv...

lco.

The first question is whether the PA has a lawful basis for processing
(ie disclosing) the information.

Most of these conditions refer to disclosure for a specific purpose, which
cannot apply as disclosures under FOIA are not made for these purposes,
but for the purpose of complying with the FOIA.

However consent may be relevant as the basis if the individual has given
consent to the disclosure (click to remove)

Contract and legal obligation are not relevant in this context (remember
that although a PA has a legal obligation to comply with the FOIA,
disclosure must be considered 'otherwise than under this Act') (click to
remove)

Vital interests and public task are not relevant (responding to the FOIA
falls under legal obligation rather than public task) (click to remove).

(click) So we are left with legitimate interests

(click) This involves balancing the legitimate interests pursued by the
controller (click) against the interests and fundamental rights and
freedoms of the data subject.



Note the reference to children's data - the GDPR is particularly concerned with the
protection of children's personal data.

Use of legitimate interests and the PA

Note also a public authority cannot rely on legitimate interests for any processing it
does to perform its tasks as a public authority. lt should be using the basis for
processing 6(e) public task / exercise of official authority.

However, for the purposes of FOIA, section a0(8) of the FOIA confirms that for the
purposes of a theoretical test for disclosure of third party personal data under the
FOIA, a public authority may rely upon the legitimate interests basis in Article
6(1Xf) of the GDPR.

Be aware that PAs might not realise this, and may think they cannot rely on
legitimate interests.
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Legitimate
L I A Interest

*{-ssessment

So the legitimate interests basis involves a three-part test - this is known
as a legitimate interests assessment or LlA, and is in effect a type of risk
assessment based on the specific context and circumstances.

Let's look at each in turn
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1{hat is the legitimate
interest in the
disclosure of the
information?

What are legitimate interests pursued by the PA or by a third party?

Third party may have specific interests - moving away from the "motive-
blind" approach.

Sufficient to identify legitimate interest at this stage, will consider weight and
balance later.

lf legitimate interest cannot be satisfied then the exemption is engaged

BUT there will (almost) always be a certain interest in openness and
transparency.



Is disclosure necessary
for that purpose?

iç*
ls it reasonably necessary to disclose the requested information in order to
meet the legitimate interest you've just identified?

ls there a pressing social need for disclosure?

Could the PA meet the legitimate interest in a less intrusive way?
Proportionality is important.



Do the interests
of the individual
override the
legitimate interest?

¡
lCO.

It is important for a PA to consider each test and document its thought
process - we need to understand how it considered the information.

The PA must show how it has weighed up these considerations

Reasonable expectations include:

their expectations both at the time the information was collected and at
the time of the request;

general privacy expectations;

whether the information relates to the individual's public or private life;

any specific assurances given to the data subject;

the nature of the information itself;

the contents of any privacy notices;

the circumstances in which the information was obtained; and

existing policy or standard practice of the public authority.



Balancing test

Puþlic interest in
disclosure
- compelllng?

Consequences to
the data subject
of dlsclosure

Openness

Transparency

Accountability

Damage or
dlstress to the
data subject

Any speciflc interests
The data subject's
reasonable
expectations of
prlvacy

a

LcS*

Summarise: the focus is on consequences of disclosure (eg damage,
distress) and the reasonable expectations of the individual, balanced
against legitimate public interests.

This balancing test is a bit like the PIT but the presumption here is in favour
of non-disclosure.



Is disclosure generally laurful?

alco.

Once the PA has identified that the legitimate interest outweighs the rights

and interests of the data subject, it must still go on to consider the general

lawfulness of the processing.

Examples of when disclosure might be unlawful include:

. (click) Breach of a contractual or other legal obligation owed by the PA or
data subject (might include common law or statute law)

. (click) Breach of confidence (implied or explicit, or within meaning of
section 41)

. (click) lf a section 44 statutory bar applies

. (click) lf disclosure would breach Article I Human Rights Act (right to
respect for private and family life)

lf disclosure would be unlawful, the PA may find it easier to apply the FOIA

exemptions in section 44 or section 41.



Is disclosure fair and transparent?

ico.

lf disclosure would be lawful, the PA must then consider whether it
would be in compliance with the remaining requirements of principle
(a) - fair and transparent

ln relation to fairness, it should be noted that if the disclosure passes

the legitimate interest test, it is highly likely that disclosure will be fair
and transparent for the same reasons.



Section 4o(s) in action

In your groups decide how you
would approach each of the
case scenarios

K*
See handout
Exercise 4 case studies - section 40 exemption in action
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S4o(S)(B): the right to object

a

lCO.

Section 40(2) togetherwith the condition in section 40(38) provides an

exemption if disclosure would breach Article 21 of the GDPR (the right to
object to processing).

This will usually apply where the public authority has already agreed not to
process the relevant personal data having already received a formal
objection to processing from the individual concerned.

(click) This is qualified exemption so there will be a FOIA public interest
test.

(click) There is no obligation to proactively contact data subjects to give

them the opportunity to object.

(click) Note that the right to object can be exercised at any time



Look at the detail of Article 2l - first of all look at the 'otherwise than under
this Act' point

Remember the appropriate basis for FOI disclosures for GDPR compliance and

accountability purposes is legal obligation.

This means for GDPR compliance purposes this means there is no right as such

under Article 21 to object to FOI disclosures (because a disclosure is based on

legal obligation).

However remember that the phrase 'otherwise than under this Act' means that
when considering disclosure, the PA must discount the legal obligation of the

FOIA.

So the PA must assume that any theoretical disclosure should be considered as

though the basis of legitimate interests or public task/exercise of official
authority was relevant. This means any objection must be considered.

So where does that leave us?
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S4o(gXB): the right to object

a

lçg

Article 21(1) states that if the data subject has exercised their right to object,
the controller shall no longer process the personal data "unless the
controller demonstrates compelling legitimate grounds for the processing

which override the interests, rights and freedoms of the data subject or for
the establishment, exercise or defence of legal claims".

Therefore for the purposes of applying the section 40 exemption, and

considering whether disclosure is theoretically in breach of the GDPR (ie

'othenvise than under this Act') the relevant test is the legitimate interests
test.

Remember because the exemption is qualified there is a public interest
test. This means an objection can be overridden by the public interest in

disclosure.

lf the PA receives an objection, it must provide a response within 20 working

days (see PDARF 1251). (The GDPR says without undue delay and within

one month).



Objections to processing

lco.

So we have 2 possible scenarios:

A pre-existing objection to processing

The Article 21 legitimate grounds test may have been considered in the past
(ie before any FOIA request has been received) and there may exist a pre-
existing objection to processing which the PA/controller has accepted.

(click) lf the PA now receives an FOIA request for that third party personal
data, disclosure (otherwise than under the FOIA) would therefore be in
contravention of Article 21 and will engage the exemption from FOIA at
section 40(38).

(click) However this is a qualified exemption which means the PA must
conduct a public interest test (PlT)to weigh whether the public interest in

disclosure justifies disclosure despite the objection.

This PIT may take into account whether circumstances and
expectations have changed since the PA considered the Article 21 test
at the time of the objection. This implies the DS will be contacted and
invited to submit their arguments, but this is not obligatory.
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Objection to processing at the time of the FOIA request

(click) lf the data subject objects to the processing under Article 21 at the time of
the FOIA request, the public authority should consider that objection and must

consider the legitimate grounds for disclosure and whether they override the
rights/interests of the individual (Article 2l legitimate grounds test).

1. Right to object not accepted (click)

lf the PA decides the (Article 21) compelling legitimate grounds for disclosure do
override the rights/interests of the individual, the right to object may be rejected
and s40(38) would not provide an exemption from disclosure.

The PA must therefore go on to consider whether any other exemptions apply -
would disclosure of the information (othenruise than under the FOIA) contravene
any of the data protection principles. This will involve a consideration of principle

(a) and the requirement for a lawful basis for processing.

As discussed earlier, the appropriate basis is legitimate interests - Article
6(1Xf).

The Article 6 legitimate interests test is essentially the same as the Article 21

compelling legitimate grounds test (which has just been completed). The legitimate
interests pursued by the controller/PA are not overridden by the interests and

fundamental rights and freedoms of the data subject and so the exemption at
a0(34)(a) also not engaged so disclosure may take place.

2. Right to appeal accepted (click)

However if the PA decides the rights and interests of the individual override
any legitimate grounds for disclosure, it may accept the objection. ln this case
the requested information is exempt from disclosure under FOIA section 40(38).

Although the PA must then conduct an FOIA public interest test, this essentially
replicates the Article 21 test for compelling legitimate grounds for disclosure and is

unlikely to add anything.

See POL1251 for further discussion
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S+o(z) with (44) or (+B): SAR exemptions

ico.

This doesn't come up very often - in recent times has been primarily

honours-related. Basically, if the data subject wouldn't get their own
personal data in response to a SAR, it may not be appropriate to disclose it

into the public domain.

So for example there's an exemption under the DPA2018 for Crown
honours, dignities and appointments (Schedule 2Part2 paragraph 15)

This certain GDPR provisions (such as the right to make a SAR) do not
apply to personal data processed for the purposes of the conferring by the
Crown of any honour or dignity or for the purposes of assessing a person's

suitability for any of a number of given offices eg

archbishops and bishops in the Church of England;

the Poet Laureate;

the Astronomer Royal.

So you might never be told your personal data was processed while you

were considered as the next Poet Laureate or Astronomer Royal. . . and

someone else couldn't find this out by making an FOIA request.

BUT it's a qualified exemption, so there may be cases where information is

disclosed to the public that wouldn't have been disclosed to the DS.



s4o(SA) and 4o(SB):
confirming and denying

Ilco.

Section 40(54) and (58) sets out conditions in which the normal duty to
confirm or deny whether information is held does not apply.

Under section 40(54), the PA does not have to confirm or deny that it holds
information that is the personal data of the requester.

It should deal with the request as a subject access request under the GDPR
or the DPA2018 (Part 3 or Part 4 as appropriate).

Under section a0(58)(a)-(d), the public authority is not obliged to confirm or
deny whether it holds other personal data if to do so would contravene:

The data protection principles;

Article 21 of the GDPR; or

if the information would be exempt from the data subject's right of access
in the GDPR (general processing) or the right of access under Part 3
section 45 of the DPA2018 (law enforcement processing).

(intelligence services processing not mentioned because you can't make an

FOI request to the intelligence services).

a



These exemptions from the duty to confirm or deny correspond to the exemptions
from the duty to disclose information in sections 40(2) to 40(44), which we have
discussed.

The exemptions from the duty to confirm or deny are absolute where the
corresponding exemption is absolute but they are qualified where the
corresponding exemption is qualified. For those that are qualified, the public

authority must carry out a public interest test to decide whether to confirm or deny
that the information is held.

NCND much more relevant here than for many exemptions - very often simply
saying that you had the information would be unfair (e.9. where it relates to
disciplinary matters).

40(54) and 40(58)(c) and (d) important thing to note is it's where the information is

exempt - or would be exempt if it were held.

aO(sBXa) you have to make a separate judgement on NCND from the information
itself.
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Personal data and EIR

I

Lcg

Basically the same as in FOIA except that it is dealt with in different places,

not as one exception.

Often crops up in domestic planning matters, or staff names'

Regulation 5(3) equivalent to s40(1) but no requirement to issue Refusal

Notice. ln practice, that's what should happen under FOIA as well'

Where it might get tricky is where you have a "hybrid" request (only some is

PD) in which case under FOIA you'd have to explain that whereas for EIR
you wouldn't have to.

Breach of principles (no additional PIT required)

Works in the same way as section 40

Applies also if the manual data exemptions were disregarded

Right to object (PlT required)

Works in the same way as under FOIA, and covers the right to object under:

. Article 21 of the GDPR; and

. Section 99 of Part4 of the DPA2018 (intelligence services processing)

(there is no right to object under Part 3 law enforcement processing)



lnformation exempt from the subject access right (PlT required)

Regulation 13 also provides an exception if the information would be exempt from

the subject access right.

This is the right of access as exercised under either:

Article 15 of the GDPR; or

section 45(1Xb) of Part 3 of the DPA2018 (law enforcement processing); or

section 94(1Xb) of Part 4 of the DPA2018 (intelligence services processing)

a

a

a
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Confirming and denyingin EIR

'lco.

As you see, in EIR it does functíon as an absolute exemption (although it is
structured differently from in FOI).

No need for a refusal notice if it's the requester's PD because the duty to
make information available does not apply - it's not that the information is
exempt from disclosure.



FOIA section 4o(e) mad.e simple
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Just want to finish with this slide as it's the most important and shows the
thought process which you will go through in the vast majority of cases.

Any questions?
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Review of
Objectives

You should now be able to:

T understand how the FOIAIEIR and the GDPR/DPA2OIB work
together in the context of a FOI request for third party
personal data.

a define what is personal data and be able to give some
examples; and

I have an overview of how the FûIA section 40 exemption
works and how it should be applied in practice.

Ilç*
Review of objectives
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For more information, see our
guidance page on'wr,1nff.ico.ürg.uk

Ilco.

Feedback forms: Please fill in as we're still developing this.


