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DIO - TEMPLATE FOR STRATEGIC RISK ASSESSMENT OF SAFETY IMPACTS OF ORGANISATIONAL CHANGES 

 

KEY CHANGE / 

POTENTIAL EFFECT & RISKS 

ASSESSMENT 

ADDITIONAL CONTROLS NEEDED 

RESPONSIBILITY 

ISSUE 

OF RISK 

FOR ACTION 

(high, med, 

low) 

A.  ROLES, RESPONSIBILITIES & PERSONNEL 

 

 

 

 

• Roles, 

•  Failing to identify fully how existing 

•  Joint DIO /DBR DESB paper on 

 

responsibilities & 

roles, responsibilities & key safety 

roles and responsibilities for 

DIO Sec/SSD&C 

key activities 

activities are discharged before 

SHEP duties in DIO  

 

 

 

removing or changing them 

•  The DBR-DIO joint project and 

•

 

 

Failing to clarify new roles & 

the DIO Hard FM Leads will cover 

 

responsibilities (particularly where 

Infrastructure roles and 

 

whole layers are removed and/or 

responsibilities at site. 

 

personnel take on substantial new 

•

 

 

Use the CESO/CEstO SHEP 

responsibilities) 

Low 

forum to support a controlled 

 

process for any interim transfers 

Can result in unclear/unfilled safety 

of roles and responsibilities.  

responsibilities and/or loss of key safety 

 

activities 

 

 

 

 

•  Training, skills &  •  A lack of training, skills and capability 

•  Identification of roles and 

DIO Sec/SSD&C 

capability 

development for personnel eg staff 

responsibilities being undertaken 

 

development 

who are more empowered 

in joint DIO/DBR study  

 

 

•  Inadequate training needs analysis 

Medium 

•  Training needs analysis to be 

(TBC) 

 

and competence assessment 

conducted to ensure staff have 

 

necessary skills  

Can result in inability to discharge safety 

 

roles & responsibilities. 

 

 

 

 

• Reductions 

in 

•  Reductions in personnel with key 

•  Establish the current requirement  DIO Sec/ DIO 

personnel with 

competencies  

and arrangement as part of an 

Transformation Team 

key 

 

analysis of the current SHEP 

 

competencies 

Can result in inexperienced staff exposed 

framework for DIO. 

 

to safety risks or them exposing others to 

High 

•  Work with the DIO Transformation   

safety risks. 

Team to identify SQEP resource 

 

 

gaps that will impact on DIO. 

 

•  Ensure that staff are operating 

DIO Directorates 

within their competency 

 

•  Ensure HR strategy and criteria 

DIO HRBP 
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for dealing with releases is in 

 

place 

 

•  Robust future design and 

 

implementation plan 

 

•  no change to responsibilities until  DIO Sec/SSD&C 

system/structure designed and 

 

implemented 

B. LEADERSHIP 

AND 

AUTHORITY 

 

 

•  DIO to establish an internal 

 

• Leadership, 

•  Failure to recognise fully the 

Safety, Health and Environment 

DIO Sec 

priorities & focus 

importance of safety leadership 

Board chaired by the Safety 

and/or how this is achieved or 

Champion.   

maintained before making changes 

•  b. Accountability will be clarified 

 

and strengthened through a direct 

•  Can result in a lack of safety 

‘Infrastructure domain’ report to 

leadership manifested by eg lack of 

DESB that will provide assurance 

Medium 

focus on key aspects of the safety 

to DESB and the TLBs that 

regime, lack of visibility and/or dilution 

effective management systems 

and distraction from the priority on 

are in place for SHEP/SD for 

safety, warning signs and trends not 

infrastructure. 

being spotted, and an ongoing, 

• DIO/DBR 

study 

overall weakening of the systems and 
culture supporting safety 

 

 

 

 

 

• Operational 

•  Downgrading levels of responsibility 

•  Review of current “as is” situation  DIO Sec/SSD&C 

authorisation 

and/or Duty Holders and/or 

to establish current roles and 

authorising personnel at lower levels 

responsibilities 

without adequate experience, 

•  b. Undertake training needs 

assessment or support, and/or too 

analysis for each post 

quickly 

•

Medium 

 

Prioritisation of critical safety 

 

activities and roles 

•  Can result in inability to discharge 

safety roles & responsibilities and/or 
loss of focus on, or quality of, key 
safety mechanisms and processes. 
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C. SAFETY 

MANAGEMENT 

SYSTEMS AND CORPORATE MEMORY 

 

 

 

 

• Safety 

- 

Failure to understand and 

•  DIO are establishing an internal 

DIO Sec 

Management 

address the implications of the 

Safety, Health and Environment 

System  

change on each element of the 

Board chaired by the Safety 

Safety Management System: 

Champion.  

 

•  O&A will be amended to reflect 

- 

Policy 

changes to business  structures 

- 

Organisation 

•  Accountability will be clarified and 

- 

Planning & Implementing 

strengthened through a direct 

- 

Monitoring 

‘Infrastructure domain’ report to 

- 

Audit & Review 

Medium 

DESB that will provide assurance 

 

to DESB and the TLBs that 

- 

Can result in system weaknesses 

demonstrate effective 

in one or more of the key 

management systems are in 

elements for safety management 

place for SHEP/SD for 

 

infrastructure.  

- 

Death, prosecution, sanctions 

•  Key risks identified and a 

 

quarterly DIEC report will be 
provided  

 

 

 

 

 

• Corporate 

•  Failure to recognise that important 

•  Lessons learned from incidents 

DIO Sec 

memory 

information (including lessons 

and example of good practice  

learned) is lodged with key individuals 

being captured and place on DIO 

and is not retained in durable records 

SHEF Information Portal 

and/or that systems are not in place 

•  Change in processes to embed 

to capture and retain information 

improvements 

 

•  Can result in loss of key safety 

Medium 

information and recurring incidents 
that could, and should, have been 
prevented. 
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D.  IMPLEMENTATION OF CHANGE – PROCESS, TIMING, AND COMMUNICATION 

 

 

 

 

•  Speed of change •  The adoption of unrealistic 

•  Roles & expectations clearly 

DIO /DBR 

expectations about the speed of 

defined 

 

change - including failing to take 

•  Time-scale (Project Plan) clearly 

DIO Ops Solution 

account of the need for transition 

defined 

 

management and the associated 

• Clear 

early/frequent 

resource implications 

communication 

 

•  Robust future design and 

•  Can result in confusion and declining 

implementation plan – no change 

safety performance and can also 

Medium 

to responsibilities until 

compound other effects 

system/structure designed and 

•  Speed of change too fast causing 

implemented 

systemic failure in safety of operation 

•  Regular and open communication 

•  Transition plans/management do not 

with all stakeholders 

deliver safe working 

•  Ensure all stakeholders fully 

 

involved at all stages 

•  Robust and honest feedback on 

safety issues. 

 

 

 

 

 

• Large 

scale 

•  Failure to clarify the roles of departing 

redundancies, 

and incoming personnel 

redeployment or 

•  Hand-over periods insufficient to 

internal staff 

allow new or transferred individuals to 

transfers 

acquire experience, information and 
skills 

•  Inadequate supervision of personnel 

during their induction period 

 

 

•  Can result in confusion and declining 

safety performance and can also 
compound other effects 
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• Communications •  Failure to fully explain and justify the 

•  Engagement with all stakeholder,  DIO Sec 

change to staff in simple language. 

including with CESO and estate 

 

 

representatives. 

Can result in resentment and resistance if 

•  DIO Transition SHEF Working 

the benefits to both Dept and individuals 

Group 

not clearly stated.   

Medium 

•  Programme of Briefing and open 

forums for staff 

•  Provision of assurance that safety 

critical issues are being 
addressed – processes - 
milestones 

 

 
NOTE – some of the above points are clearly related, and in some cases interconnected.  But, the aim is to ensure that all are considered one way or another. 
 
 




    

  

  
