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Designation of the DPO

Article 37(1) of the GDPR requires the designation of a
DPO in three specific cases:

1. where the processing is carried out by a public authority
or body;

2. where the core activities of the controller or the
processor consist of processing operations, which
require regular and systematic monitoring of data
subjects on a large scale; or

3. where the core activities of the controller or the
processor consist of processing on a large scale of
special categories of data or personal data relating to
criminal convictions and offences.

Unless it is obvious that an organisation is not required to designate a DPO, the WP29
recommends that controllers and processors document the internal analysis carried out to
determine whether or not a DPO is to be appointed, in order to be able to demonstrate that
the relevant factors have been taken into account properly.

When an organisation designates a DPO on a voluntary basis, the same requirements
under Articles 37 to 39 will apply to his or her designation, position and tasks as if the
designation had been mandatory.

In these cases, data subjects may be in a very similar situation to when their data are
processed by a public authority or body. In particular, data can be processed for similar _
purposes and individuals often have similarly little or no choice over whether and how their ¢
data will be processed and may thus require the additional protection that the designation of

a DPO can bring. Even though there is no obligation in such cases, the WP29 recommends

it as a good practice.

Public Authority or body: Will include national, regional and local authorities and a range
of other bodies governed by public law. May include other natural or legal persons
governed by public or private law

Core Activities: Primary activity — key operations necessary to achieve the organisations’
goals. This is different from ‘ancillary functions’ such as HR and payroll which, although
necessary activity, would not constitute Core Activity

Large Scale: GDPR does not define this but A29WG suggests that consideration be given
to: the number of data subjects concerned; the volume of data; the duration or permanence
of the data processing activity; the geographical extent of the processing activity. A29WG
will publish examples as we go on as indicators of what constitutes large scale.




Expertise & Skills of the DPO

Article 37(5) provides that the DPO be designated on the
basis of professional qualities and, in particular, expert
knowledge of data protection law and practices and the
ability to fulfil the tasks set out in Article 39:

Professional qualities:

DPOs should have expetrtise in national and European DP laws and practices and an in-depth
understanding of GDPR. Knowledge of the business sector and organisation is useful and
sufficient understanding of the processing, as well as information systems, and data security
and data protection needs of the controller. In the case of a public authority or body, the DPO
should also have a sound knowledge of the administrative rules and procedures of the
organisation.

Level of expertise:

This is not strictly defined but it must be commensurate with the sensitivity, complexity and
amount of data processed. Where processing is complex, or involves a large amount of
sensitive data, a higher level of expertise and support is needed. Another factor is whether
there are systematic transfers of personal data outside the EU or whether this is occasional.
The DPO must be chosen carefully with due regard to the data protection issues that arise
within the organisation.

Ability to fulfil tasks:

This includes personal qualities and knowledge but it is also about their position within the
organisation. The DPQO’s primary concern should be enabling compliance with the GDPR and
plays a key role in fostering a DP culture within the organisation and helps to implement
essential elements of the GDPR, such as the principles of data processing, data subjects’
rights, data protection by design and by default, records of processing activities, security of
processing, and notification and communication of data breaches.




Publication of DPO’s contact details

Article 37(7) requires the Controller or Processor:
to publish the contact details of the DPO, and

to communicate the contact details to the 1CO

This does not mean that the DPO is personally identified!

Contact details should include information allowing individuals and the ICO to reach the DPO
in an easy way — post, telephone, email. When appropriate, it might also include a dedicated
hotline, or contact form on the website.

This should also apply internally to the organisation via its intranet, internal telephone
directory or organisational charts.




Position of the DPO

Article 38 provides that the Controller and Processor shall
ensure that the DPO be involved, properly and in a timely
manner, in all issues which relate to the protection of
personal data.

It's crucial that this involvement is at the earliest stage rather than as an afterthought and
should include:

« Being invited to participate regularly in meetings of senior and middle management;

- Being present where decisions with DP implications are taken, with all relevant information
provided timeously to allow adequate advice to be proffered;

« Due regard given to the DPO’s opinion with documented evidence as to why it has not
been accepted; and

« Consulted promptly once a data breach or other incident has occurred.
This might be set out in relevant policies and procedures.




Tools to do the job

* Necessary resources (Article 38(2))
* Autonomy and Independence (Article 38(3))
* No fear of dismissal (Article 38(3))

*

No conflicts of interest (Article 38(6))




Tasks of the DPO

» Monitoring compliance (Article 39(1)(b})

+ PIAs (Articles 35(1) & 39(1)(c))

« Work on a risk-based approach (Article 39(2))
+ Record keeping (Articles 30(1&2) 39(1))
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GDPR and the Role of the Data Protection Officer
Posled on Monday 8th January 2017

The clock has started on the biggest change to the Enropean data protection regime in 20 years. After four years of
negotiation, the new EU General Data Protection Regulation (GBPR) will take effect on 250 May 2018.

In the UK, it will replace the Data Protection Act 1998 (DPA). With some GDPR hreaches earrying fines of up to
4% of global annual turnover or 20 million Euros, now is the time to start planning (if you have not already
started?).

You might be forgiven for thinking that the Brexit vote means that there is no need to worry about GDPR (being a
piece of EU legislation) or that its effect will be time limited. The Government has now confirmed that GDPR is
here to stay; well beyond the date when the UK finally leaves the European Union.

Section 4 of GDPR introduces a statutory position of Data Protection Officer (DPO) who will have a key role in
ensuring compliance with GDPR. But who exactly will need a DPO and what is his/her role? The Article 29 Data
Protection Working Party has now clarified this in its recently published guidance (the A29 Guidance} and a
useful FAQ. Technically these documents are still in draft as comments have been invited until the end of January
2017.

‘Who needs a DPO?

For the first time Data Controllers as well as Data Processors are required to appoint a Data Protection Officer in
three sitnations (Artiele 37(1)):

1. where the processing is carried out by a public authority or body

Public authorities and bodies are not defined within the legislation. The guidance says that this is a matter for
national law, Tt's fair to say that all bodies subject to the Freedom of Information Act or the Freedom of
Information (Scotland) Act will be covered by this requirement e.g. councils, government departments, the health
sector, schools, emergency services ete, However it is likely to also cover private companies that carry out public
functlons or dehver pubhc services in the area of water, transport energy, housing ete. (See also the decision in

- LUKUT oos2 (AAC) which considers the definition of ~
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Purely private companies not involved in public fanctions or delivering services will only need to appoint DPO if
they engage in certain types of data processing operations explained in Article 37:

1. where the core activities of the controller or the pracessor consist of processing operations, which require
regular and systematic monitoring of data subjects on a large scale

Under this provision companies whose primary activities involve processing personal data on a large scale for the
purposes behavioural advertising, online tracking, fraud prevention, detection of money laundering,
administering loyalty programs, running CCTV systems, monitoring smart meters ete, will be caught by the DPO
requirement.

¢) where the core activities of the controller or the processor consist of processing on a large scale of special
categories of data or personal data relating to criminal convictions and offences

The A29 Guidance states that the “and” above should be read to say “or” (a diplomatic way of saying the proof-
readers did not do their job!). Special categories of data are broadly the same as Sensitive Personal Data under the
Data Protection Act 1998 e.g, ethnie origin, political opinions, religious beliefs, health data ete, This provision will
cover, amongst others, polling companies, trade unions and cloud providers storing patient records.

Unless it is obvious, organisations that don’t need to appoint a DPO should keep records of their decision making
process. The A2g Guidance suggests that it will be still be good practice to appoint a DPO in some cases; for
examnple, where private organisations carry out public tasks. This could include companies delivering core public
services under an outsourcing arrangement e.g. housing maintenance companies, charities delivering social
services etc. A group of undertakings may appoint a single DPO provided that he/she is easily accessible and there
are no conflicts of interests.

Even organisations not based in the EU may be caught by GDPR and the requirement to appoint a DPO. GDPR
will apply to any entity offering goods or services (regardless of payment being taken) and any entity monitoring
the behaviours of citizens residing within the EU. Companies are now directly responsible for DP compliance
wherever they are based (and not just their EU based offices) as long as they are processing EU citizens’ personal
data.

The DPO’s Tasks

According to Article 37(5), the DPO, who can be a staff member or contractor, shall be designated on {he basis of
professional qualities and, in particular, expert knowledge of data protection law and practices and the ability to
fulfill the tasks referred to in Article 39. These are:

* toinform and advise the controller or the processor and the employees who are
processing personal data of their obligations pursuant to this Regulation;

= to monitor compliance with this Regulation, including the assignment of responsibilities, awareness- raising
and training of staff involved in the processing operations, and the related audits;

= toprovide advice where requested as regards the data protection impact assessment and monitor its
performance pursuant to Article 35;

* to cooperate with the supervisory authority (the ICO in the UK);

® to act as the contact point for the supervisory authority on issues related to the processing of personal data

Qualities

| The Agg Guidance states; e T
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“Although Article 37 does not specify the professional qualities that should be considered when designating the
DPO, it is a relevant element that DPOs should have expertise in national and European data protection laws and
practices and an in depth understanding of the GDPR. It is also helpful if the supervisory authorities promote
adequate and regular training for DPOs.”

The necessary level of expert knowledge should be determined according to the data processing operations carried
out and the protection required for the personal data being processed, For example, where a data processing
activity is particularly complex, or where a large amount of sensitive data is involved, the DPO may need a higher
level of expertise and support. The necessary skills and expertise include:

» expertise in national and European data protection laws and practices including an in depth
» understanding of the GDPR

= understanding of the processing operations carried out

» understanding of information technologies and data security

= knowledge of the business sector and the organisation

= ability to promote a data protection culture within the organisation

Act Now has recently launched its GDPR Practitioner Certificate aimed at up skilling existing and future DPOs in
both the public and private sector. To learn more please visit our website or download the fiyer.

The DPO must be allowed to perform tasks in an independent manner and should not receive any instructions
regarding the exercise of their tasks. He/She reports to the highest management level in the organisation and
cannot be dismissed or penalised for doing their job.

Article 38(2) of GDPR requires the organisation to support its DPO by “providing resources necessary to carry out
[their] tasks and access to personal data and processing operations, and to maintain his or her expert knowledge.”
The A2g Guidance says that, depending on the nature of the processing operations and the activities and size of
the organisation, the following resources should be provided to the DPO:

= Active support of the DPO’s function by senior management

» Sufficient time to for DPOs to fulfil their duties

= Adequate support in terms of financial resources, infrastructure (premises, facilities, equipment) and staff
where appropriate

» Official communication of the designation of the DPO to all staff

« Access to other services within the organisation so that DPOs can receive essential support, input or
information from those other services

= Continuous training

The DPO will be at the heart of the data protection framework for many organisations, facilitating compliance
with the provisions of the GDPR. Now is the time to appoint one to ensure that you get the most suitably qualified.
Some say 28,000 will be required in the UK and US, Others have even suggested there will be a gkills shortage!

There is certainly a lot to learn and do in less than 18 months when GDPR comes into force. Training and

awareness at all levels needs to start now.

Do you think mandatory Data Protection Officers under GDPR will lead to higher salaries for
DPOs?
Participate in our Twitter survey:
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Make 2017 the year you get prepared for the General Data Protection Regulation (GDPR). See our full day

workshops and new GDPR Practitioner Certificate.

Share this:
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pﬁ%}- A i Act Now Training Ltd specialise in information law. We have been providing training and consultaney services globally for over
¢ 15 years. We have an extensive GDPR course programme from live and recorded webinars, aceredited foundation through to

higher level certificate courses delivered throughout the country or at your premises. We pride oursetves on having well
renowned experts in the fields of Data Protection, Freedom of Information, Surveillance Law and Information Management, All
our experts have worked within the public and private sectors and have many years of experience of training and consulting in
these areas, Our clients include central government, local authorities, multi-national corporations as wetl as other public and
third sector bodies including schools, Please visit our website to see the range and testimonials of our satisfied clients,
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GDPR preparations — update

As you know, data protection requirements are changing from 25 May 2018 when the General Data
Protection Regulation (GDPR) comes into force and the Data Protection Bill is also due to come into
force.

GDPR Implementation Plan 2018-19 (VC100858)

i\-" " new plan is in place for 2018-19 and the GDPR Working Party (HGS,MK,EM,LC,LB) is now
‘meeting weekly to ensure that we comply with the new requirements. The areas that the Working
Party are currently working on include:

Personal data audit - evaluation and actions

Privacy notice/s

Subject access

Consent

Human resources and employment records

Law enforcement

Liaison with IT services providers (Microsys, CAS, C2 Software) and payroll and pension
providers

Procurement and contract requirements

o Cyber security

¢ 0 0 0 6 ¢ O
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A number of our policies and procedures are being updated and you will be notified of these as the
work progresses,
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Myself and Euan McCulloch are also representatives on the Scottish Parliamentary Corporate Body
(SPCB) GDPR Working party (monthly meetings).

Data Protection Officer (DPQ)

The SPCB has proposed a shared service DPO for Officeholders and we have provided comments
on the draft MOU. I will let you know when a DPO has been appointed.

Training

GDPR training was provided to staff last year and further training on “Data Protection Reform:
Can we have the Bill please”: by David Freeland, ICO (VC97644) and “The new data protection
rules and FOI” by Margaret Keyse (VC97528) was provided on 16 January 2018.

Training is being provided by Act Now tomotrow (17 April 2018) — the course outline is attached to
the calendar invite which has been sent to all staff.

The SPCB has also offered to let us link into its online GDPR training — this is being tested at
present and I will let you know when this is due to be rolled out to us.

If you have any questions or comments please speak to me or a member of the GDPR Working (
Party.

Helen

April 16, 2018 - Posted by Liz Brown | Data Protection |

No comments yet.
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The GDPR Working Party (myself, Margaret, Euan, Lorraine and Liz) meets approx. every 2 weeks
— matters considered include the progress of the Data Protection Bill, the jatest guidance from the
Article 29 Working Party and the 1CO (see VC 96629), the Compliance Plan (VC83922) and the
preparations/actions needed to ensure that SIC will comply with the GDPR when it comes into
force in May 2018. The areas we are currently working on are;

e Personal data audit — being carried out in teams and Working Party will assess the results —
relevant documents are: the guidance on completing the audit can be found in VC94032

e Liaison with IT services providers (Microsys, CAS, C2 Software) and payroll and pension
providers re: re: GDPR Supplier Checklist (VC96619)

* Privacy notices

e Subject access

e Procurement — relevant issues to be considered

¢ Privacy and Electronic Communications Directive (PECR) and impact
The GDPR Working Party Agenda & Actions can be found in VC89408.

Myself and Euan are also representatives on the SPCB GDPR Working party (monthly meetings)
which enables us to have an input into the actions being taken by Officeholders as regards GDPR
preparation and compliance. The SPCB is currently considering a shared service proposal for a
Data Protection Officer (with possible team) for Officeholders and we are awaiting final details of
the proposal.

All staff received GDPR fraining last year and further training is being arranged to take place in the
last two weeks in April 2018. The training dates are heing finalised and will be provided as soon as
possible. ‘

If you have any questions or would like any further information about our preparations for the
implementation of the GDPR on 25 May 2018 please let me know.
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Committee Report
ITEM 20

Report to: QSMTM
Report by: Helen Gardner-Swift
Meeting Date: 31 January 2018

Subject/ Title: GDPR Update
{and VC no}) VC98207

Attached Papers | SIC Implementation/Compliance Plan
(title and VC no) VC83922

Purpose of report

1. To update the Senior Management Team {SMT) on the implementation of the General Data
Protection Regulations (GDPR) requirements.

Recommendation and actions

2. The SMT notes the contents of this report; and
3.  The SMT agrees that the SIC appoint a DPO, as required by the GDPR.

Executive summary




Committee Report
ITEM 20

DPO

12, We are a public authority and, under the GDPR, we are required to appoint a DPO,

13.  The DPQ's minimum tasks are defined in Article 39 of the GDPR and include:

() Toinform and advise the organisation and its employees about their obligations to
comply with the GDPR and other data protection laws

(i) To monitor compliance with the GDPR and other data protection laws, including
anaging internal data protection activities, advise on data protection impact
assessments, frain staif and conduct internal audits.

iy  To be the first point of contact for supervisory authorities and for individuals whose
data is processed (employees, customers etc).

14.  The GDPR does not specify the precise credentials a data protaction officer is expected to
have but it does require that they should have professional experience and knowledge of
data protection law - this should be proportionate to the type of processing we carry out,
taking into consideration the levetl of protection the personal data requires. (

15.  As regards the appointment of a DPO, we must ensure that:

(i)  the DPO reports to the highest management level, that is the SMT; and

(i) the DPO operates independently and is not dismissed or penalised for performing their
task; and _

(i) adequate resources are provided to enable the DPO to meet their GDPR obligations.

16.  The role of the DPO can be allocated to an employee as long as the professional duties of
the employee are compatible with the duties of the DPO and do not lead to a conflict of
interests. The role of the DPO can also be contracted out externally. A single DPO can also
be appointed to act for a group of public authorities, taking into account their structure and
size.

17. As yet, the SPCB have not confirmed the details of the shared service proposal concerning
the appointment of a DPQ for Officeholders. However, at a meeting of the SPCB GDPR
Working Party on 25 January 2018, it was indicated that the DPO to be appointed under the
shared service proposal is likely to be an employee of the SPCB. The $IC raised concerns
about this as regards confidentiality and conflict of interests. We are awaiting further details

Page 2




Committee Report
ITEM 20

about the proposal, including confirmation as to whether it Is intended to be an employee of
the SPCB.

As it is likely that the shared service proposal may not be suitable for the SIC, | propose that
we seek to appoint our own DPO.

Page 3
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Commitiee Report
ITEM 26

(and VC no) VC101275

Attached Papers | GDPR Implementation Plan 2018-19
(title and VC no) VC100858

Purpose of report

1. To update the Senior Management Team (SMT) on the implementation of the General Data
Protection Reguiation (GDPR) requirements.




Committee Report
ITEM 26

Data Protection Officer (DPO)

10. We are a public authority and, under the GDPR, are required to appoint a DPO. The DPO's
rinimum tasks are defined in Article 39 of the GDPR and include:

] To inform and advise the organisation and its employees about their obligations to
comply with the GDPR and other data protection laws

. To monitor compliance with the GDPR and other data protection laws, including
managing internal data protection activities, advise on data protection impact
assessments, train staff and conduct internal audiis.

» To ba the first point of contact for supsrvisory authorities and for individuais whose data
is processed (emp[oyees, customers etc).

11. The GDPR does not specify the precise credentials a DPO is expected to have but it does
require that they should have professional experience and knowledge of data protection law -
this should be proportionate to the type of processing we carry out, taking into consideration
the level of protection the personal data requires.

12.  As regards the appolintment of a DPQO, we must ensure that:
. the DPO reports to the highest management level, that Is the SMT; and

. the DPO operates independently and is not dismissed or penalised for performing
their task; and

» adequate resources are provided to enable the DPO to meet their GDPR obligations.

13.  The role of the DPO can be allocated to an employee as long as the professional duties of
the employee are compatible with the duties of the DPQ and do hot lead to a conflict of
interests. The role of the DPO can also be contracted out externally. A single DPC can also
be appointed to act for a group of public authorities, taking into account their structure and
size.

14,  The SPCB has put forward a shared service proposal for a DPQ for Officeholders and we
have provided comments on the draft MOU and are awaiting a response from the SPCB.
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Committee Report
ITEM 28

15. In the event that we enter into the proposed MOU and, subsequently, there is a confiict of
interest which means that the SPCB DPO cannot act for the SIC, it is anticipated that a
Deputy Head of Enforcement will act as a DPO (only in in these circumstances).
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Committee Report

Report to: QSMTM

Report by: Helen Gardner-Swift

Meeting Date: 1 Junhe 2018

Subject/ Title: GDFR Update

{and VC no) VC103002

Attached Papers | The GDPR implementation Plan 2018-19
(title and VC noj) VC100858

Purpose of report

1, To update the Senior Management Team {SMT) on the implementation of the General Data
Protection Regulation (GDPR) and Data Protection Act 2018 requirements.




Committee Report

Data Protection Officer (DPO)

9. The SPCB has provided a shared DPO service and the MOU
2018, Euan McCulloch has agreed to act as DPO if a conflict
operation of the shared service DPO.

for this was signed on 24 May
of interests arises in the




Committee Report
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Scottish Information Commissioner

Minutes of the Additional Quarterly Senior Management Team Meeting
01 June 2018

Present: Daren Fitzhenry (DF), Margaret Keyse {(MK), Sarah Hutchison (SH), Helen
Gardner-Swift (HGS), Liz Brown (LB) (Minutes)

Detalls Action Target Publish Comments
By | Completion | Yes/
Date No
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6. GDPR - implementation

[ e The report was noted Committee Report
) . published in full
¢ The arrangements in place for EM to act as DPO if
. . A . HGS | 30/06/18
a conflict of interest arises in the operation of the Background papers
shared service DPO need to be documented not published —
exemplion
s30(b)(ii) _
$39(1) (',

Signed off hy:

T ﬂ% €

Date: 18 June 2018
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Minutes of Meeting: GDPR — Data Protection Officer -

First meeting - 8 June 2017 at 2._30pm at the Scottish Parliament

Atteridees:  Bill Thomson, ESC
Karen Elder, ESC
Val Malloch, SPSO

_ Helen Littlemore, SPSO,
Stephen Grounds, CYPCS
Gillian Munro, CYPCS
Clare Nicolson, SHRC
Elaine McLean, SGS

~ Helen Gardner-Swift, SIC
" Euan McCulloch, SIC
Clare Turnbuli Sk
Isla Meleod; SP
David Birrell, SP
Robert Black, SP
_Janice Crerar, SP

Introductions

1. Janice Crerar welcomed everyajie 10U 1g%eld outlined that the purpose
of the mesting was to provide { : BBRR developments and to
discuss the role of t ir PWREHT th e could be scope for the

SPCB’S DPO {onf

1

whether this g d be po

Open Discussitii:

¢ .
3. Matters arising from the open discussion included the following:-

e DPO needs to be in place as sooh as possible;
« it may be possible to share the SPCB’s DPO (if this could he offered on a
© shared service ba3|s) but subject to SLA’s being drafted and agreed

- o by
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Minutes of Meeting: GDPR — Data Protection Officer

Second meeting - 27 June 2017 at 11am at the Scottish Parliament

Attendees: Bill Thomson, ESC
Val Malloch, SPSO
Stephen Grounds, CYPCS
Gillian Munro, CYPGS
Sharon Barbour, SHRC
Elaine McLean, SCS
Helen Gardner-Swift, SIC
Clare Turnbuli, SP
Isla Mcleod, SP
Janice Crerar, SP

Apologies: Helen Littlemore, SPSO
Euan McCulloch, SIC
Karen Eider, ESC




SPCB’s DPO

being undertaken by the

3. The group was gi
fect ing arliament to appoint a DPO.

A detailed job dE&tipti ted and will be shared with the group. On
timing, a pa i e SPCB in early September oh the
implications of G pRoj t of a DPO and whether the DPO can
be o o stisl@d service basis.

ion in time for the submission of budget bids, it was
bshould make provision in their budget bids for a

¢ Whether one shared DPO would be sufficient; and
e Managing conflicts of interest.

Service Level Agreement (SLA)
8. The subject of an SLA came up and the group agreed this was key to

determining whether a shared DPO would be possible. Helen offered to draft an
SLA but asked the other offices to provide her with comments oh what should be




included. Helen agreed to provide a draft by end July so any comments should
be sent to Helen in good time to allow her to incorporate them,

Next Meeting

9. The next meeting will be on Tuesday 1 August at 11.30am at the Scottish
Patrliament.

Janice Crerar
Officeholder Services
3 July 2017







Minutes of Meeting: GDPR — Data Protection Officer

Third meeting — 1 August 2017 at 11.30am af the Scottish Parliament

Attendees: Euan McCulloch, SIC
Helen Gardner-Swift, SIC
Vai Malloch, SPSO
Gillian Munro, CYPCS
Stephen Grounds, CYPCS
Elaine McLean, SCS
Karen Elder, ESC
Clare Nicolson, SHRC
Sharon Barbour, SHRC
Clare Turnbull, SP
David Birrell, SP
Janice Crerar, SP

Apologies:  Helen Littlemore, SPSO
Isla Mcleod, SP

b7




4. Helen was circulating her draft specification of
requirements L) to the officeholders. Helen invited
written commen , gigust. Comments should be sent to
hgardis o) itspisligr gCopied to the other members of the

a shared contract between the SPCB and the

vand
ould provide a DPO at nil cost to the officeholders, if this was

possible and parties were agreeable.
Next Meeting

8. The next meeting will be on Monday 11 September at 2pm at the Scottish
Parliament.

Janice Crerar
Officeholder Services
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Minutes of Meeting: GDPR — Data Protection Officer
4" Meeting — 11 September 2017 at 2pm at the Scofttish Parliament

Attendees: Helen Gardner-Swift, SIC
Val Malloch, SPSO
Gillian Munro, CYPCS
Stephen Grounds, CYPCS
Elaine McLean , 8CS
Ruth Hogg, ESC
Isla Mcleod, SP
Janice Crerar, SP

Apologies:  Helen Littlemore, SPSO
Clare Nicolson, SHRC

Sharon Barbour, SHRC

Claire Turnbull, SP




ecialist - paper from Gillian Munro

aillian for het*paper and noted that choices were limited

gha lot of information available on costs etc. Helen

f to SIC’s internal auditors (Scott Mongcrieff) re the

lity, of auditor iding%g»GDPR service. Although nothing was in place

Scott MdHigrieff considefed that firms would be looking at whether this was
Jrovide.

paper from Helen Gardner-Swift

6. It was agreed that the discussion on Helan's paper be postponed until the
next meeting to give members more time to consider and give Helen comments and
to allow for an in-depth discussion.

Janice Crerar, Officeholder Services




Minutes of Meeting: GDPR - Data Protection Officer

5" Meeting — 12 Oetober 2017 at 10am at the Scottish Parliament

Attendees: Helen Gardner-Swift, SIC
Euan McCulloch, SIC
Helen Liftlemore, SPSO
Gillian Munro, CYPCS
Stephen Grounds, CYPCS
Claire Turnbull, SP
Isla Mcleod, SP
Janice Crerar, SP

Apologies:  Karen Elder, ESC
Val Malloch, SPSO
Clare Nicolson, SHRC
Sharon Barbour, SHRC

A







DPO Draft Specification — paper from

the officeholders and there

On next steps, JC suggested

and would circulate it for
enf.

4, Helen summarised the comments rece
was then a general discussion or points
that she would convert the doc 0. a draft
comment. The group thanked Hele

Janice
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Riinutes of Meeting: GDPR - Data Protaction Officer

6! Meeting — 17 November 2017 at 10.30am at the Scotlish Parliament

Attendees: Karen Elder, ESG
Helen Gardner-Swift, SIC
Helen Littlemore, SPSO
Gillian Munro, CYPCS
Sharon Barbour, SHRC
Janice Crerar, SP

Apologies: Val Malloch, SPSO
Clare Nicotson, SHRC
Euan McCulloch, SIC
Stephen Grounds, CYPCS
Claire Turnbull, SP
Isla Mcleod, SP







e Janice gave an update

o The issue of appointing a DPO will be considered
thereaftss @ S) asked if it would be possible to know by January 2018
if the SPCEREPO could be a shared service. Janice gave a commitment to
Jlders know as soon as possible what the SPCB's plan is in that

let the office
regard.

Janice Crerar
Officeholder Setvices
November 2017







Margaret Keyse

From: David Lowrie

Sent: 07 February 2017 15:66

To: ‘Crerar J (Janice)'

Subjact: RE: GDPR and Data Protection Officer (DPO)

Thanks Janice

From: Crerar J (Janice) [maiito:Janice.Crerar@pariiament.scot]

Sent: 07 February 2017 15:52

To: Clare C, Nicolson; David Lowrie; Mclean El (Elaine); Karen K. Elder; Fiona F. Paterson; Stephen S. Grounds
Subject: GDPR and Data Protection Officer (DPO)

Dear Ali

Just a quick update to let you know that we are currently considering the impact of the GDPR and
in particular the role and designation of Data Protection Officers and hope to he able to let you
have an update in March.

( Kind regards

Janice

EIk:=fis

Mrs Janice Crerar

Officeholder Services

The Scottish Parliament

Edinburgh

EH99 15P

Telephone: 0131 348 6851

emall - janice.creray@parliament.scot

*********#***$********************************************************

The Scottish Parliament; Making a positive difference to the lives of the people of Scotland
Parlamaid na h-Alba; A’ toirt deagh bbuaidh air beatha sluagh na h-Alba

www.parliament.scot : facebook.com/scottishparliament twitter.com/scotparl

The information in this email may be confidential, If you think you have received this email in error please
delete it and do not share its contents.

************%*****$$********************$$***************$**$*********
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Legal Advice

®
Scottish Information

Commissioner

To Rosemary Aghew Date 28 March 2017
cG.
From Margaret Keyse

Subject Legal Advice: Data Protection Officers’ Independence under the GDPR

1. This is in response to your email of 24 March 2017, the text of which is copied below.

2. During the presentation, Fiona Killen said, in response to a question, that "conflict of interest
will be a real issue for the Commissioner” and that, In her view, we would not be able o
share a DPO with another data controller.

3. The section in quotes is from my notes on the slide. The other part is from memory. We do
hot have any additional notes from Anderson Strathern in addition to the slides they gave us
(saved In VC82228).

4. Articls 37(1)(a) of the GDPR requires all public authorities to designate a DPO, Article 37(3)
states that a single DPO may be designated for several public authorities taking account of
their organisational structure and size.

5. Article 38(1)(8) contains a reference to “conflict of interests”, but the focus there is on the
other tasks and duties the DPO may be asked to fulfil (i.e. tasks unconnected with the role of
the DPO) and does not focus on a conflict of interests a DPO may face in acting for more
than one public authority.

6. | checked the guidelines issued by the Article 29 Working Group on 13 Dacember 2016 on
DPOs here. There is nothing specifically in the guidelines which suggest that, for data
controllers such as us, we can't share a DPO with another data controller. The focus in the
guidelines (as well as in the GDPR) is on making sure, taking account of organisational
structure and size, that a single DPO can perform thelr tasks efficiently, despite beind
responsible for several public authorities. We also need to make sure that the DPO is
personally available when we need them — either physically, via a hotline or other secure
means of communication.

7.  It's also useful to note that DPOs will be bound by secracy or confidentiality concerning thelr
performance of their tasks, in accordance with EU or Member State law (Ariicle 38(5)).
Therefore, despite their “independence”, the DPO will remain subject to section 45 of FOISA
for alt work done on behalf of the Commissioner and disclosure will be a criminal offence
unless done with lawful authority.

8.  Given the wording of the GDPR and the guidelines, | don't have the same concerns that
Fiona does over a conflict of interests. | can understand that there might be some disquiet
about us sharing a DPO with the bodies we regulate (and, at least in the case of the SPSO,
with bodies which regulate us). However, the focus of the DPQ is on data governance as a

Page 1
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whole, rather than on decisions to be taken by the Commissioner in response to applications
made under FOISA or the EIRs and that is where I see the conflict of interest would come in..

9. |see no reason why, particularly in the light of section 45 of FOISA, we couldn't draw up an
agreement which designed to avoid conflict of interests while allowing the DPO to carry out
their full tasks under the GDPR.

Margaret

When | met with SPCB on Monday, we discussed briefly the role of the Data Protection

Officer. 8PCB are currently looking at this for the Parliament and in respect of office holders. In
respect of the office holders they were considering providing this as a shared service, | told them
that my understanding from the training from AS was that it could not bs a shared service for us
because of the conflict of interest, | recalled this being the verbal advice given when we received
the AS training (attached for information). | said | would send them the slides.

Before doing so | reviewed them and realise that read on face value, they support the approach

SPCP is considering.

Is there an additional note anywhere of the advice AS gave us? If not could you do me an internal
legal advice note, making reference to the AS presentation that | could share with SPCB.

I'm not expecting a response taday, but sometime next week would be really helpful,
Thanks
Rosemary

Page 2
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Rosemary Agnew
Scottish information Commissioner

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464610
Fax: 01334 464611

Email; ragnew@itspublicknowledge.info
Web; www.itspublicknowledge.info

Scottish Information g"”}missioner
It ped blie frowdedge

VC85805
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Helen Gardner-Swift

From: Rosemary Agnew

Sent: 06 April 2017 17:03

To: Jann Wallace

Ce: Margaret Keyse; Helen Gardnet-Swift

Subject: EW: GDPR - Data Protection Officer
Attachments: Info for officeholders re GDPR 2017.03,27.docx
In Virtual Cabinet: 0

Thanks Jann

Leave it with me. | would like to discuss this at WSMTM before we agree to anything, including the date
and who attends the meeting.

Rosemary Agnew
Scotiish Information Commissioner

Scottish information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9D8 ,

Tel: 01334 464610
Fax: 01334 464611

Emall; ragngﬂ@itspubIicknowledga.info
Web: www.itspublicknowledge.info

Scottish Information Commissioner @ ‘E

4 i :
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From: Jann Wallace

Sentz 06 Aprli 2017 16:58

To: Rosemary Aghew; Margaret Keyse; Helen Gardner-Swift
Subject: FW: GDPR - Data Protection Officer

Hello,

Rosemary/Margaret, you may already be on the DPO case. Please see Janice's email below.

Thanks
Jann

From: Crerar J (Janice) [mailto:Janice.Crer arliament.scot]

Sent; 06 April 2017 15:04

To: Karen K. Flder; Stephen Grounds; Helen.Littemore@spso,gsi.qov.ulk; Mclean El (Elaine); Clare C. Nicolson; Jann
Wallace

Cc: Turnbull CM {Claire)

Subjact: *¥SpAM** GDPR - Data Protection Officer

Dear All



A8 you are all aware, under the GDPR there is a requirement for organisations to designate a
DPO with effect from 25 May 2018. We have been considering whether there is scope for the
SPCB io offer this as a shared service or through a contract o which the officeholders woulg have
access to.

To progress matters we infend to hold a meeting on 8 June at 2.30pm at the Parliament and |
would be grateful if you could confirm if that date and time is suitable for you.

in the meantime, | aitach a draft person spedification and job role for the new DPO role (which is
based entirely on the guidance from the Article 29 Datg Protection Working Party) and | would be
grateful for your comments. It would also be helpful if you could quantify the volume of personal
data that your respective offices process to enable us to estimate the overall reguirement,

If I should have sent the email io another colleague in your organisation, please let me know
Kind regards

Janice.

Mrs Janice Crerar
Officeholder Services

The Scottish Parliament
Edinbuirgh

EH99 15p

Telephone: 0131 348 6851

email ~ Janice.crerar@parliament.scot

******$*$**$*********$*$*****$*******************$********************

The Scottish Parliament: Making a positive difference to the lives of the people of Scotland
Parlamaid na h-Alba: A toirt deagh bhuaidh air beatha sluagh na h-Alba

www.patliament.scot : facebook.comfscottishparliament : twitter.cam/scotparl

The information in this email may be confidential. I you think you have received this email in error please
delete it and do not share its contents,

**$**$*$$*****************$*************%*****************************




General Data Protection Regulation {GDPR)
The GDPR provisions come into force on 25 May 2018

The GDPR will provide a modernised, accountability-based compliance framework
for data protection. Data Protection Officers (DPO’s) will be central to the new legal
framework for facilitating compliance with the provisions of the GDPR. The GDPR
lays down conditions for the appointment, position and tasks of a DPO.

Under the GDPR, it Is mandatory for public authorities to designate a DPO.

The Article 29 Working Group (an independent advisory body on data protection and
privacy was established under Article 29 of Directive 95/46/EC) has produced
guidance which was adopted on 13 December 2016. On_the basis of this guidance
we have drawn up a draft job role and person specification which is attached at
Annex A, .

In considering the role the following should be taken into account:-
Accessibility:

The DPO, internal or external, must be accessible and available fo communicate
with the data processor or controller and with data subjects. Given this, DPOs must
be easy to access and their contact details must be made public.

Resources:

Article 38(2) requires o'rganisations to support the DPO “by providing resources
necessary to carry out [their] tasks and access fo personal data and processing
operations and to maintain his or her expert knowledge”.

The Ariicle 29 Working Group identifies that depending on the nature of the
processing operations, and the activities and size of the organisation, the following
resources should be provided for the DPO:

Active support of the DPQ's function by senior management;

Sufficient time for the DPQOs to fulfil their duties;

Adequate support in terms of financial resources, infrastructure(premises,

facilities, equipment) and staff where appropriate;

Official communication of the designation of the DPO to all staff;

Access to other services within the organisation so that the DPO(s) can

receive essential support, input or information from those other services; and
# Continuous training

Confiict of Interest:

The guidance provides that the DPO can undertake other tasks and duties as long
as they do not constitute a conflict of interest.

The absence of any conflict of interest is closely. linked to the requirement for the
DPO to act in an independent manner. Aithough DPOs are allowed to have other
functions, they can only be entrusted with other tasks and duties provided that these
do not give rise to a conflict of interest, In particular the DPO cannot hold a position
in the arganisation that leads him or her to determine the purposes and the means of
processing personal data. This requirement is to be considered on a case by case
hasis depending on the specific structure within an organisation,




Conflicting positions may include senior management such as the Chief Executive,
the Chief Financial or Operating Officer, the Head of Marketing, the Head of Human
Resources, or head of IT departments, and aiso lower down the organisational
structure if such positions or roles lead to determination or purposes and means of
processing.

Autonomy:

Article 38(3) establishes some basic guarantees to ensure that the DPOs are able to
perform their tasks with a sufficient degree of autonomy within an organisation. In
particular controllers and processors are required to ensure that the DPO “does not
receive any instructions regarding the exercise of [his or het] tasks. Recital 97 adds
that DPOs "whether or not they are an employee of the controller, should be in a
position to perform their duties and tasks in an independent manner.”

Article 38(3) requires the DPO fo report directly to the highest management level of
the organization.

Article 38(6) allows DPOs to "fulfil other tasks and dufies”, but notes that the
organisation should ensure that "any such tasks and duties do not result in a conflict
of inferest.”




ANNEX A

DPO Role and person specification

The DPO's primary concern should be enabling compliance with the GDPR. It is
crucial that the DPO is involved from the eatliest stage possible in all issues relating
to data protection. Ensuring the DPO is informed and consulted at the outset will
facilitate compliance with the GDPR, ensure a privacy by design approach and
should therefore be standard procedure with the organisation’s governance
structure. It is important that the DPO is seen as a discussion partner and part of
any relevant working groups dealing with data processing activities.

The DPO should be for example:-

invited to participate regularly in meetings of senior and middle management
invited to meetings where decisions with data protection implications are
taken. All relevant information must be passed to the DPO in a timely manner
in order to allow the DPO to provide adequate advice,

¢ their opinion must always be given due weight. Where their advice is not
taken this should be documented; and.

e they must be promptly consulted once a data breach or incident has occurred.

Key Tasks:

Article 39(1)(b) highlights that the DPO has a duty to monitor compliance with the
GDPR. Recital 97 further specifies that the DPO “should assist the controller or the

processor to monitor internal compliance with this Regulation.”
Mgnitoring duties may include:

Collecting information fo identify processing activities
awareness-raising, and training of staff involved in the processing operations,
and the related audits

« to provide advice where required as regards the data protection impact
assessment and monitor its performance in line with Article 35
fo co-operate with the supetvisory authority (ICO in the UK)
Analysis and checking of compliance of processing activities
to act as the contact point for the supervisory authority on issues relating to
the processing of personal data

o [nforming, advising and issuing recommendations to the data controller and
processor

Article 35(1) highlights that while it is the task of the data confroller to carry out data
protection privacy impact assessments, the DPO can play a very important and
useful role in assisting the controller. Advice should be sought from the DPO in-
terms of:

Whether fo carry out a PIA;

What methodology to follow,

Whether to carry out the PIA in-house or externally;

What safeguards to put in place to mitigate against risks identified by the PIA
(including organisational or technical measures); and

e Whether or not the PIA has been carried out in a way that is compliant WIth
the GDPR




Person Specification:
In line with Article 37, the DPO must be selected on the basis of the following:-

e Expertise” in national and European data protection laws and practices
(*depending on the sensitivity, complexity and amount of data an organization
brocesses);
integrity and high professional ethics:

& commensurate level of and an in depth understanding of the GDPR;

o an understanding of both the processing operations carried out and
information technologies and data security of the organisation;

o knowledge of the business sector and the organisation; and

o the ability to promote a data protection culture within the organization.




St

Margaret Keyse

From: Crerar J {Janice} <Janice.Crerar@parliament.scot>
Sent: 29 March 2017 16:52 )

To: Rosemary Agnew

Cc: Hughes K (Ken); Margaret Keyse; Davld Lowrle
Subject: RE; 2017 03 29 - follow up to mesting

Dear Rosemary

Many thanks. | intend to set up a mseting in late May/early June with the officeholders’ staff to discuss the
DPO job role and specification (based on the Article 29 data Protection Working Party guidance) and the
likely size of the DPO role in each of the offices to get a handle on whether we could provide a DPO shared
service (assuming that is what officeholders want) or if we should procure the service and have the
officeholders named on the contract.

Kind regards

Janice

The &al@r? bingrinl
et o bk

Mirs Janice Crerat
Offlceholder Services
The Scottish Parliament
Edinburgh

EHS9 15P

Telephone; 0131 348 6851
email — janice.crerar@parliament.scot

From: Rosemary Agnew [malltosragnew@itspublicknowledge.info]
Sent: Wednesday, March 29, 2017 2:58 PM

Yo: Crerar J (Janice)
_Ce: Hughes K (Ken); Margaret Keyse; David Lowrle
t ubject: 2017 03 29 - follow up to meeling

Janice

When we met recently we briefly discussed two issues in addition to the budget:

1.  Data Protection Officer

Hope these comments are helpful. Sorry it took so long, but [ wanted to go back and review the DPO
position.

Get back to me or Margaret with any questions.

Rosemary

Data Protection Officer




| explained my understanding from a presentation gdiven to us about GDPR by Anderson Strathern
(slides attached) was that the DPO could not be a shared service because of Independence and
confiicts of interest. This was relayed verbally during the presentation.

On reviewing the slides before | sent them to you, | realise that the text does not cover this, so we
have revisited this. Having looked afresh at the legisiation and the associated Article 29 Guidelines,
our view is that a shared service is possible, but with certain and specific provisions.

There is nothing specifically in the guidelines which suggest that, for data controllers such as us, we
can't share a DPO with anather data confroller. The focus in the guidelines (as well as in the GDPR})
is on making sure, taking account of organisational structure and size, that a single DPO can perform
their tasks efficiently, despite being responsible for several public authorities, This means they must
be accessible and able to respond to each of the bodies they cover, at the times heeded, either
physically, via a hotline or other secure means of communication.

DPOs wili be bound by secrecy or confidentiality concerning their performance of their tasks, in
accordance with EU or Member State law (Article 38(5)). The DPO would be providing a service to
several office holders, all of whom have a different legislative framework that could confer different
duties and restrictions on them, For example, for us, despite thelr “independence”, the DPO will
remain subject to section 45 of FO|SA for all work done on behalf of the Commissioner and
disclosure will be a criminal offence uniess done with lawful authority,

Given the wording of the GDPR and the guidelines, a shared service is, therefore, possible but | can
understand that there might be some disquiet about us sharing a DPO with the bodies we regulate
(and, at Jsast in the case of the SPS0O, with bodles which regulate us). While, the focus of the DPO
is on data governance as a whole, rather than on decisions to be taken by the Commissioner in
response to applications made under FOISA or the ElRs, | can envisage this might be where a
conflict, or perceived confiict, of interest would come in.

[ see no reason why, particularly in the light of section 45 of FOISA, we couldn't draw up an
agreement which designed to avoid conflict of Interests while allowing the DPO to carry out their full
tasks under the GDPR. '

The option of a shared procurement for a “DPQ service” is still there if that is something the office
holders would prefer.







Rosemary Agnew
Scottish Information Commissioner

s

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY18 9D$

Tel: 01334 464610
Fax: 01334 464611
Email: ragnew@itspublicknowledae.info

Weh: www.itspublicknowledge jnfo
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Helen Gardner-Swift

From: Rosemary Aghew

Sent: 12 April 2017 09:53

To: ‘Crerar ) {Janice) {lanice.Crerar@parliament.scot)’
<o Helen Gardner-Swift; Jann Wallace

Suhject: 2017 04 12 Data Protection Officer

Janice

Thanks for your email to Jann (who is off at the moment).
Helen Gardner-Swift, my new Head of Corporate Services and Jann will aftend the meeting at2.30 on 8

June.

Wa have a few guestions we thought it might be helpful to raise in advance rather than spring them on you
on the day:

1.

ls the proposal to appoint an employee of the Parliament, whose job is to provide the shared DPO
service to the office holders, ot is the proposal to outsource to a third-party provider?

2. Assuming it is an employee, will this be someohe new, or an existing member of staff?

3. Who will line manage the person? Our view is they should be line managed In your team, as itis a
service 1o the office holders, This would reduce any potential for conflict of interest for those of us
who “Regulate”.

4. Will the person's role be exclusively DPO or will they have other Parliamentary duties? 1f not
exclusive, how do you envisage the person managing and balancing competing demands on time,
and on keeplng reporting and functions separate?

5. Wil each office holder have their own service level agresment/ contract, that sets out accessibility
arrangements, confidentiality arrangements and escalation arrangements if there are any issues?

Rosemary

Rosemary Agnew
scottish Information Commissioner

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 DS

Tel
Fax:

Email:
Web:

01334 464610

01334 464611
ragnew@itspubliciknowledge.info
www.itspublicknowledge.info

Scottish Information Commissionar @E@‘E
i3 prilis Pentedps Sk
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From: Crerar J (Janice) [mailto:lanice,
Sent: 14 August 2017 15:43
To: Clare C. Nicolson <Clare.Nicolsgn@scottishhumanrights.com>; Helen (HeIen.UttIemoresso.si.ov.uk)

<Helen.Littlernore@spso.gsi.gov.uk>; Helen Gardner-Swift <hardnerswlftitsublicknowlede.info>; Karen Elder
<k.elder@ethicalstandards.org.uk>; Mclean E| {Elaine) <E.McLean@standardscommission.org.uk>; Munro Gillian
(Giltian.Munro @cypcs,org.tik) <Glllian.Munro@cvpes.org.ul>; Stephen Grounds <Stephen.Grounds@cypes.org.ulk>;

Valerie,Malloch@spso.gsi.gov.uk
Subject: GDPR




Dear Al

We have been looking at what we are required to do in respect of the new GDFR regulations covering data
protection that take effect from 25 May 2018. Over the last few days you may have noticed this is gaining
tmore media coverage. | am grateful to you all for your attendance at meetings we have held to date on this
matter,

In going forward we {the SPCB) are taking a two-phased approach. Phase 1 is o enstre we are compliant
in terms of the new regulatory framework. We would be keen to undertake this as a shared project with ail
officeholders. [n practice, what this will mean from our side Is a commitment to share the documentation
we use, to make spaces available at training/ workshops for staff, as appropriate, to provide advice and
generally to share best practice. Another advantage we would see from undertaking this as a shared
approach would be for a uniformity in how all offices implement the regulations. We would see the monthly
meetings that are taking place as a good forum for discussing progress by each office and a valuable
forum for ali parties to share knowledge/best practice.

Phase 2 for the SPCB will be around the late Autumn when we look at the requirement for a DPO as part of
the GDPR regime. We feel it is important that we take stack in the first instance in respect of compliance !o

I hope that you would all be content to work together with us on Phase 1 which will nct only save money
but at the same time build up expertise in each office by way of a collaborative approach. | would be
grateful if you could let me know if this is acceptable,

Kind regards
Janice

Mrs Janice Crerar
Officeholder Services

The Scottish Parliament

Edinburgh

EHGY 15p

Telephone; 0131 348 6851

email - janice.crerar@parliament.scot

******************************************#**********&****************

The Scottish Parliament: Making a positive difference to the lives of the people of Scotland
Parlamaid na h-Alba: A’ toirt deagh bhuaidh air beatha sluagh na h-Alba

www,parliament.scot : facebook.com/scottishparliament : twitter.com/scotparl

The information in this email may be confidential. If you think you have received this email in error please
delete it and do not share its contents.

********************************$****************%**********#*********

This email has been scanned by the Symantec Email Security. cloud service.
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For more information please visit hitp://www.symanteccloud.com
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This email has been raceived from an externat party and

has been swept for the presense of computer viruses.
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**********************************************************************

This e-mail (and any files or other attachments transmitted with it} is intended solely for
the attention of the addresses{s). Unauthorised use, disclosure, storage, copylng or
distribution of any part of this e-mail is not permitted, If you are not the intended
recipient please destroy the email, remove any copies from your system and inform the
gender immediately by retwurn.

Communications with the Scottlsh Government may be monitored or recorded in oxder to secure
the effective operation of the system and for other lawful purpeses. The viaews or opinions
contained within this e-mail may not necaessarily reflect these of the Scottish Government.

Tha am post-d seo (agus Faidhle neo ceanglan comhla rig) dhan neach neo luchd-zainmichte a—
mhain. Chan eil e ceadaichte a chleachdadh ann an déigh sam bith, a' toirt a-steach
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fios a leigeil chun neach a sgaoil am post-4 gun dail.

Dh! fhaodadh gum bl teachdalreachd sam bith bho Riaghaltas na h-Alba air a chlaradh neo air
a sgrihdadh alrson dearbhadh gu bheil an sicstam ag obair gu h-8ifeachdach neo airson
adhbhar laghail eile. Dh’fhaodadh nach eil beachdan anns a’ phost-d seo co-ionann ri
beachdan Riaghaltas na h-Alba.
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DRAFT - notes — decision making - DPO
To be amended for each organisation to take into account the
relevant decision making/governance criteria




DRAFT - notes = decision making — DPO
To be amended for each organisation to take into account the
relevant decision making/governance criteria

(,— Requirements \

{1) In-house costs re: changing/implementing new
procedures, etc

{2) Additional IT requirements

(3) Employment/contract costs of DPO - will vary depending
on whether employee or contractor

(4) DPO resources

- must be sufficiently well resourced

- access to staff and other services - HR, iT, legal, security

- in-house or included in service contract?

\. /
/ Funding \

{1) Absorb into existing budget

(2) No provision in budget - contingency funding?
(3) No provision in budget - contingency funding?

{4)No provision in budget - contingency funding?

N.B. Joint process for abtaining contigency funding?

\_ J




DRAFT — notes — decision making — DPO
To be amended for each organisation to take into account the
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DRAFT — notes — decision making — DPO
To be amended for each organisation to take into account the
relevant decision making/governance criteria

4 Requirements (Art.39) )

(1) Operate independently

{2} Sufficient degree of authority and direct reporting to
senior management - how often?

{3) First point of contact for supervisory authorities and for
individuals whose data is processed

(4) Monitor compliance with GDPR and other data
protection laws

{5) PIA's
{6) Risk based and proportionate

\(Z) DPO training )
4 Ensure N

{1) Contract arrangements reflect the above - if an employee
their professional duties must be compatible with the duties
of a DPO and not lead to a COI and must not he responible
for any data processing decisions

(2) Revised Governance arrangements and reporting
requriements put in place

{3) Publication of contact arrangements

(4} Confidentiality for an individual contacting the DPO about
their data

{5) Active support of DPO's function by senior management

\. J




DRAFT - notes — decision making — DPO
To be amended for each organisation to take into account the
relevant decision making/governance criteria

s ~

Requirements

(1) Involved properly and in timely manner {Art 38)

(2) Invited to participate regularly in meetings with
management and seen as a discussion partner within
the organisation - how often?

(3) Present in meeting if decision with data protection
implications being taken - implications for shared
service?

(4) Promptly consulted if data breach occurs -
implications for shared service

\.

4 D

Ensure

(1) Update governance procedures put in place
(2) Consulting DPO to be a standard procedure

{3) Opinion of DPO given due weight
{4) DPO involved at earliest possible stage

\. J
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Information Governance/Data Protection Specialists

Computer Law Training

http://computeriaw.org.uk/consultancy/#VDPO

This is a small company based in Central Scotland, specialising in data protection
and information security. It was established in 2010 by Tim Musson. Tim is Convener
of the Law Society of Scotland’s Privacy Law Committee. Offering a virtual data
protection officer service (meetings can be held online using conference software)
with an initial data protection audit, annual audit and update and priority response to
data protection issues. A quote for the service would be based on an initial meeting
which would include a mini audit and assessment of needs. Previous clients include
small law firms, Scottish local authorities and other public bodies.

Information Governance Training & Consultancy

http://www.infogov.scot/

Based in Central Scotland, and established in 2013 by Frank Rankin. Frank is a
former Information Governance practitioner with 20 years’ experience in central and
local government and the NHS. | spoke to Frank to find out if this was a service he
was intending to offer, and whether he was aware of other Scottish based firms that
were offering this service. He was aware of a couple of legal firms that had
mentioned provision of this type of service, but could not recall which ones. He had
been thinking about offering such a service but currently very busy providing GDPR
fraining, and therefore had not had the time to map out what this service would look
like. He was keen to consider it a bit more and is going to provide us with a basic
outline of what the outsourced service could look like which | will circuiate when it
arrives; he is hopeful that he will be able to send this week beginning 11 September.
He discussed the need to provide a service in partnership with other Information
Governance specialists.

Law Firms

Anderson Strathern

| had a very helpful conversation with Fiona Killen (Partner and Head of
Parliamentary and Public Law Unit) about an outsourced service. This is something
Fiona has thought about however with a team of two it would be difficult to offer this
service. Fiona felt that to provide a good leve! of service they would need detailed
knowledge of an organisation’s IT system, and quite a lot of direct involvement with
the organisation. Fiona went through a list of other considerations:

1. Using a law firm for this service would be a costly way to do it as we would be
paying legal firm costs. She thought it would be as cost effective to employ
someone on a part-time basis to do this. She also suggested it would be wiser
to set aside a budget for specific legal advice to assist in responding to the
very difficult data protection issues.

Ve IIHEY




2. As far as Fiona is aware other organisations (e.g. local authorities etc. are
holding off on recruiting a DPO at least until December/January. Basically,
they are waiting until later in the day to a) save costs and b) ensure the
appointed DPO can audit GDPR processes and procedures independently
from the organisation.

3. Fiona recommends putting in place as much of the GDPR requirements as
possible before designating a DPO, therefore focus on the preparation and
training of the organisation.

4. She does think a shared service approach across all the Officeholders is
possibly our best option. We also discussed the extent to which the DPO
could be resourced internally. Is there a staff member who could undertake
the necessary training to skill up on data protection? Need to write into
empioyment contracts that the DPO can act in an independent matter to
ensure necessary safeguards are in place for them.

Macroberts
I've arranged to discuss an outsourced service with David Gourlay (Compliance and
Regulatory Team).

Other Companies

Sapphire Consuiting

hitps://sapphireconsulting.co.uk/

Based in Cornwall. Offer a full range of consultancy services, including an
outsourced DPO service. As a minimum, they only require one contracted hour per
month for their DPO service. Also offer a DPO recruitment service. No indication of
costs. Company incorporated in October 2016, and looks like it really is a sole trader.
Testimonials are very limited.

Aphaia

https.//faphaia.co.uk/en/

Based in London. A small company incorporated in 2009 that offers a Data
Protection Officer outsourcing service. This service is offered from £375 per month
plus VAT. This includes ongoing support including a limited number of phone calls
and written documents and a bespoke report every month plus. Additional hours are
priced at £100 per month. Case studies are primarily provision of privacy advice to
small tech start-ups.

BSI
https://www.bsigroup.com/en-GB/our-services/Cybersecurity-information-
Resilience/Services/Data-Protection-GDPR/

Offering an outsourced Data Protection Officer service. No indication of costs or how
the service would operate.




[

Helen Gardner-Swift
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From: Karen Elder <k.elder@ethicalstandards.org.uk>
Sent: 21 August 2017 15111
To: Helen Gardner-Swift
Ce: Clare.Nicolson@scottishhumanrights.com; Helen Littlemore@spso.gsi.gov.uk;

E.McLean@standardscommission.org.uk; Gillian.Munro@cypcs.org.uk;
Stephen.Grounds@cypcs.org.uk; Valerie.Malloch@spso.gsi.gov.uk;
sharon.barbour@scottishhumanrights.com; emculloch@itspublicknowledge.info; Bill
Thomson; Crerar J (Janice) (Janice.Crerar@parliament.scot)

Subject: FW: DPO - draft specification

Dear Helen

Thank you for the preparing this draft DPO specification - it’s very helpful and great starting point. We agree with
the general principle of having a single contract giving an overview of the services required with sub-contracts or
schedules describing the work required for each office-holder. This will assist the supplier in quoting and us in
apportioning costs to each office-holder.

We have three general issues to raise:
1. General. We would like to clarify further what tasks will be done by the DPO and what by the office-holder’s

inhouse DP team. Given that DPA services are an additional cost, the inhouse team should carry out as much
as possible.

2. Section 2.3. We consider that an initial contract for three years with extension for 2 years would be
appropriate. Given how new the DPO role is and that they will be required to build up detailed knowledge of
office-holders work a shorter contract might not be effective. We recognise that a three year contract would
require robust assessment procedures to ensure that any issues with the contract are managed and
resolved promptly.

3. Section 5. We consider it more appropriate to appoint one provider and invite them to explain as part of the
tender how conflicts of interest will be managed. Multiple contractors are likely to add costs as they would
need to build up knowledge of each client’s processes.

On the specifics
e Section 2.1. Meetings, advice, consultation and contact - final bullet. The DPO will be expected to be able to

be promptly contacted and consulted once a data breach or incident has occurred. We would also welcome
their assistance in identifying whether a data breach has occurred.

e Section 2.1. Monitoring compliance - final bullet. Monitoring duties may include acting as the contact point
for the supervisory authority on issues relating to the processing of personal data. We recognise that this is
listed in Art39 but are concerned about how this will work in practice. How do we mitigate the risk of the
DPO not fully understanding how we process personal data and mis-conveying that to the ICO? There will be
data audits and flow-charts, etc but the DPO will need to hold and understand that information for six or
seven organisaticons.

Helen you asked some specific questions. These are either noted or agreed, except in relation to our view on HG8
(see item 2 above} and we would welcome discussion on HG11 ~ 17,

If you need any clarification please let me know.

Kind regards, Karen

Karen Elder

Business Manager

Commissioner for Ethical Standards in Public Life in Scotland
Thistle House

91 Haymarket Terrace




Edinburgﬁ
EH%2 5HE
Tel: 0131 347 3898

www.ethicalstandards.org. uk

This e-matl contains information from the office of the Commissioner for Ethical Standards in Public Life In Scotland, Thistle House, 91 Haymarket Terrace, Edinburgh, EH12

SHE.
The contents may be privileged or confidential and are meant only for the individual(s) or entity named above, If you're not the intended recipient, note that disciosing,

copying, distributing or using this information s prohibited. If you've received this e-mait in error, please let me know Immediately on the e-mail address above. Thank

you.
Our full disclaimer is available here>

From: Helen Gardner-Swift [mailto:hgardnerswift @itspublicknowledge.infol
Sent: 31 Juiy 2017 09:26
To: Clare. Nicolson@scottishhumanrights.com; Helen.Littlemore@spso.gsi.eov.uk: Karen Elder

<k.elder@ethicalstandards.org.uk>; E.MclLean@standardscommission.org.uk: Gillian.M unro@cypcs.org.uk;
Stephen.Grounds@cypcs.org, uk; Valerie. Malloch@spso.gsi.gov.uk; sharon.barpour@scottishhumanrights.com:

emculloch@itspublicknowledge.info; Bill Thomson <b.thomson@ethicalstandards.org.uk>
Cc: Crerar J (Janice) <Janice.Crerar@parliament.scot>
Subject: DPO - draft specification

Dear All,

I refer to the last meeting of the GDPR working group on 27 June 2017 and have attached the draft
specification/heads of terms for a DPO service agreement. I am sorry that I have not been able to circulate this
earlier (I needed to spend more time with our auditors on the annual report than I originally estimated).

The draft specification is very much a working draft and will need more detalls included. My comments indicate the
matters that I have identified that need to be considered further at this time and there may be other relevant issues
that will need to be referred to in the document. I hope the attached provides a useful base from which to discuss
this matter further and go forward. Please could you forward this email to anyone that I have missed from my
circulation list. .

I look forward to seeing you tomorrow at 1130.

Kind regards,

Heien

Helen Gardner-Swift

Head of Corporate Services




Scottish Information Commissioner
Kinburn Castle, Doubledykes Read

St Andrews, KY 16 9DS

Tel: 01334 464625

Fax: 01334 464611

Email: hgardnerswift@itspublicknowledge.info

Web: www.itspublicknowledge.info

Twitter: @FQI]Scotland

If you are not the intended recipient of this email (and any aitachment), please inform the sender by return email and destroy alt copies. Unauthorised
accass, Use, disclosure, storage or copying is not permitted. Any email including its content may be monitored and used by the Scotlish Information
Commissioner for reasons of security and for monitoring internal compliance with the office policy on staff use. Emait monitoring or blocking software may
also be used. The Scotlish Information Commissioner cannot guarantee that this message or any attachment is virus free or has not been intercepted and
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1.

DRAFT SPECIFICATION OF REQUIREMENTS
FOR THE PROVISION OF A DATA PROTECTION OFFICER TO THE OFFICE

HOLDERS

Introduction

The SPCB [and Office [Holders] need to retain a Data Protection Officer (‘DPO") for each_

Office Holder and wish to appoint a firm{company| (the Service Provider’) to provide data_

protection officer services as described at paragraph 3 below to the Office Holders.

Background: Scope, Value and Contract Duration
21 Scope

Each Office Holder is required to retain a Data Protection Officer ("DPO” and this

contract will cover the data protection officer service required by each of the Office .

Holders.

A DPO's primary concem is to enable compliance with the GDPR and it is crucial that
the DPO is involved from the earliest stage possible in all issues relating to data
protection for each Office Holder,

General requirements
Meetings, advice, consultation and contact
For each Office Holder, the DPO will be expected:-

s to participate regularly in meetings of senior management {and where also required

middle management);
to participate in meetings where decisions with data protection implications are taken,
to provide opinions and advice on matters relating to data protection.

to be able to be promptly contacted and consulted once a data breach or incident has .~

accurred.
Monitoring compliance

The DPO has a duty to monitor compliance with the [GDPR, Monitoring duties may

include:
e collecting information to identify processing activities

« awareness-raising, and training of staff involved in the processing operations, =

and the related audits

¢ providing advice where required as regards the data protection impact
assessment and monitoring its performance in line with Article 35

e co-operating with the supervisory autherity (ICO in the UK)
analysing and checking compliance of processing activities

= acting as the contact point for the supervisory authority on issues relating to the .

processing of personal data
e informing, advising and issuing recommendations to the data controller and

processor
Privacy Impact Assessments

N
A .




As data controller, an Office Holder, may need to carry out data protection privacy impact
assessments and, if so, the DPQO will be expected to advise the Office Holder on the . b8 - S
]foilowmd , - Comment [HG43: At 35(1)(&).

whether to carry out a PIA,;

what methodology to follow,

whether to carry out the PIA in-house or externally;
what safeguards to put in place to mifigate against risks identified by the PIA
(including organisational or taechnical measures); and
o whether or not the PIA has been carried out in a way that is compliant with the .
GDPR

4 & o o

Accessibility

The DPO must be accessible to and available to communicate with and respond to each
Officer Holder whenever necessary (as each Office Holder is a data processor and/or
contraller and has data subjects).

Autonomy

The DPO must perform their tasks with a sufficient degree of autonomy and each Office
Holder will ensure that the DPO does not receive any instructions regarding the exercise of
his or her tasks.

For each Officer Holder, the BPO will report directly fo the highest management level.
Confidentiality
The DPO will be bound by confidentiality in the performance of their tasks.

Each Cifice Holder has a different statutory framework that confers different duties and -
restrictiong [details fo be provided]

2.2 Value

The value of the contract as described here with reference fo fees plus VAT is .
approximately £.............. perlannum,

23 Contract Duration

The contract will commence in [.................2017] (exact date fo be confirmed) and will
run for oneftwofthree years until [................... §2C{] with_an option to extend the
contract for 2 further 12-month periods subject to satisfactory performancel.

3. The Service

3.1 DPO specification

Each of the Office Holders is required to have a DPO who must meet the following _:
requirements:

e Expertise® in national and Furopean data protection laws and practices
(*depending on the sensifivily, complexily and amount of data an organisation
processes);

¢ integrity and high professional ethics;




5.

6.

e acominensurate level of and an in depth understanding of the GDPR;

e an understanding of both the processing operations carried out and information
technologies and data security of the organisation;

» knowledge of the business sector and the organisation; and

¢ the ability to promote a data protection culture within the organization.

3.2 Service to be provided to each Office Holder
Each Office Holder will requite the ffollowind;

Delivery of Services

A draft Service lLevel Agreement (SLA) must be produced by each tenderer for
consideration, demonstrating how they intend to undertake the DPO role for each Office

Holder.

The structure of the SLA will need to allow flexibility in the levels of service to be
delivered to each Office Holder and some form of a multi-leve]l SLA - upper
level/corporate SLA applying to alf and then individual Service Level Management
Arrangement {"SLMA”} applying to each office holder — will need to be put in place to
cover the following:

SLA content
« introduction
¢ generic issues — same for each organisation fo be covered
e service description — what service the SLA supporis and details of the service
e mutuai responsibilities
« conflict of interests
« confidentiality
o Jseclinitd

costs and charglng method
SLMA content

» applicable service for each office holder
¢ contact points & escalation — communication framework

This draft SLA will form part of the evaluation exercise.

CONFLICT OF INTEREST SERVICE PROVIDERS

The Service Provider will provide data protection services to each of the Office Holders f

and will be able undertake other tasks and duties, as regards each of the Officer | : s .'

Holders, as long as they do not constitute a conflict of [lnteresﬂ ]

Gontract Managementland Administration ..
: e Serviéé Pro\'ric‘i_ _

[Details of the Contract Manager and instruction processes will nesd fo be included \

&

herel.

Comment: [HG:I.S] Who wﬂl man
the cuniraci the SF’CB -




The Service Provider will be expected to put in place named relationship management
contacts and escalation arrangements.

The Service Provider will be expected to submit monthly financial and allocation
management information to the contract manager which will include (but will not be

limited to):
[list of matters that will need fo provide information on]

There will be a lquarterly] review with the Service Provider and the Service Provider will .

meet fo discuss the Service Level requirements and general performance.
frequency of these reviews can be changed as and when it is felt necessary and

appropriate.
No charge of any kind shall be made by the Service Provider in respect of compliance
with these performance reviews.

Fees and Invoicing

The rates offered by the appointed Service Provider will apply for the term of two years -

from commencement of the contract and far any contract extension period.
[fee invoicing and estimates arrangements need fo be included)

Lo will:d
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From: Gillian Munro <Gillian.Munro@cypcs.org.uk:

Sent: 28 August 2017 16:52

To: Helen Gardner-Swift

Subject: RE: GDPR - DPO minute of 3rd meeting 2017.08.01 draft
Dear Helen,

My apologies for missing the comments deadline of the 25 August. | am just back from holiday

and ran out of time to email you before 1 left. As Steve has overall responsibility for managing
contracts on behalf of the Commissioner’s office he is best placed to provide feedback on the
duration of the contract [HG8] and whether a 2™ and 3™ ranked service provider will be required
[HG13]. As indicated by Karen, | think further discussion of the other comments you have raised at
the next monthly meeting may be the best way to progress these.

| only have one addition to make under 2.1 Accessibility regarding the need for the DPO to also be
accessible and available to communicate with and respond to data subjects, with a corresponding
requirement under 3.1 DPO specification that they have the ability to communicate clearly with
data subjects.

Hope that all makes sense, and thank you for all the work you have undertaken in preparing the
draft DPO specification.

Kind regards
Gillian

Gillian Munro

Children & Young People’'s Commissioner Scotiand
Rosebery House

Ground Floor

9 Haymarket Terrace

Edinburgh

EH12 5EZ

Tel: 0131 346 5350
Fax: 0131 337 1275
Young Persons’ Freephone; 0800 019 1179

WWW,Cypcs.org.uk

R
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Please read about cur plans for 2016-20







3

&
v

pue paSeuew ale 1BIIUCT SY1 YUM SINSSI Aue 38U] 21nSUS 01 Sainpadcd Juawissasse
IsnqoJ 2ainbas pinom 3oe11U0D Jeah 2a.4Y] e 1eY3 asiudoaal op "oA1daYS 99 30U Y Siw
12212U03 JSLICYS B ¥JOM SI13P|OY-201140 jO 38pIjmouy pajiersp dn ppng o1 paunbas

aq [[Im ASY3 1BYL PUE SI 204 Od(d 241 MU Moy UaAID *2jelidosdde aq pinom siesA g

10} UOISUSINS UMM SIESA 33441 J0J TORIIUOT {BIHU) UR 1BY] A2PISU0D — SPIRPULIS [221U1T "UOIIRINP IDEIIUOD U Papasu SMaIA JBP[OH I21HO 8
31N0J JUBIBIN20.4d 1URAS[S] B3 BUILLIBIRP

paaiSe/pajou — spaepuels eaiylg 01 d|ay OS[E {|IMm 10BJIUOD BY3 JO 3NBA SIYL L

poaJde/pajou - spiepuels [eayly ‘e'd an|eA 3y} SUILLISIBP O) PI3U |IM 9

AJIoyIne |NyME] YlIm UOP SSI|UN BIUSY0
[EUILULID B 3¢ ||IM 2.NSO[ISIP pue D[S 3Yd 40 Jeyaq
U0 3UOP YJIOM [[ 10} ¥SI04 4O G U0113s 01 1I3[gNs
aq os[e [fiM 0dd Y3 IS 404 ‘S|dwexs Jo4 “Jap|oH
paaJSe/palou — spaepuels ediyd | 0O UIBD J0) S|IBISp JURAI|SI Y] apiacid 01 paaN S

Auedwiod ‘uLi
p2a.3e/pajou — spiepuE]s [B2IY1g ‘B9 uondLssp aleldoidde syl JapIsuod 01 pasN [

£S32IMBS Od(d 40 uoisiaoad
2yl 0} Sune[as sISP|OH SIYO pue gDidS usamiaqg
s,NOIN 29 01 Pasu U3y} 3131 [|1M §DdS 3u1 Al9]0s §I

"‘Aled Buioelu02/1u)d

padJe/palou — SpIBPUEIS [BIIYITF | 9yl B |jm OymM  SUIUUSIBp 01 pPIapN T

LT/L0/1E

penss|

uoeads

Aned Subjopn HddD 9DdS JO Siaguawl Woly siuswwo) fesuodsay uoneajnads Yeip uo JUSWIOI Y 0da

o e —— e e

(£T0Z 43quiaydas /£ nun pue dn) Alieq Supjdopn 4ddD 9IdS JO SI2qUIBW WO STUBLILWLOD — uailexynads Yeip — 0dd




DPO — draft specification — comments from members of SPCB GDPR Working Party (up and until 7 September 2017)

f

resolved promptly.

CYCSP — SG to comment

Who will assess performance of service provider?

Ethical Standards ~ noted/agreed

10

The matters set out at 2.1 are general and there will
need to be included in this section the specific
reqguirements for each Office Holder , for example,
number of meetings that DPO will be expected to
attend, the amount of time, etc that the DPO wil]
need to be available to them, the accessibility
arrangements, etc.

Ethical Standards — noted/agreed

11

Are there any particular requirements concerning
security?

Ethical Standards — welcome discussion
CYCSP — welcome discussion

12

Need more detail on what might constitute a
“conflict of interest” and need to consider
this further. For example, Given the wording
of the GDPR and the guidelines, a shared
service is, possible there might be some
disquiet about SIC sharing-a DPO with the
bodies that SIC regulates (and, at least in the
case of the SPSO, with bodies which regulate
SIC). While, the focus of the DPQ is on data
governance as a whole, rather than on
decisions to be taken by the SIC in response
to applications made under FOISA or the EIRs,
it is possible that this might be where a

Ethical Standards — welcome discussion - consider it more appropriate to appoint one
provider and invite them to explain as part of the tender how conflicts of interest will
be managed. Multiple contractors are likely to add costs as they would need to build
up knowledge of each client’s processes.

CYCSP — welcome discussion
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DPO — draft specification — comments from members of SPCB GDPR Working Party (up and until 7 September 2017)
E

For each Office Holder, the DPO will be

expected:-

@ to participate regularly in meetings of senior
management (and where also required
middle management);

@ to participate in meetings where decisions
with data protection implications are taken.

o to provide opinions and advice on matters
relating to data protection.

° to be able to be promptly contacted and
consulted once a data breach or incident
has occurred.

consulted once a data breach or incident has occurred. We would also
welcome their assistance in identifying whether a data breach has occurred.

CYCSP - accessibility regarding the need for the DPO to also be accessible and
available to communicate with and respond to data subjects, with a corresponding
requirement under, 3.1 DPO specification that they have the ability to communicate
clearly with data subjects.

2.1

Monitoring compliance
The DPO has a duty to monitor compliance with
the GDPR. Monitoring duties may include:

collecting information to
processing activities
awareness-raising, and training of staff
involved in the processing operations,
and the related audits

providing advice where required as
regards the data protection impact
assessment  and  monitoring  its
performance in line with Article 35
co-operating  with the supervisory
authority (ICO in the UK)

analysing and checking compliance of
processing activities

acting as the contact point for the
supervisory authority on issues relating
to the processing of personal data

identify

Ethical Standards - Monitoring duties may include acting as the contact point for the
supervisory authority on issues relating to the processing of personal data. We
recognise that this is listed in Art29 but are concerned about how this will work in
practice. How do we mitigate the risk of the DPO not fully understanding how we
process personal data and mis-conveying that to the 1CO? There will be data audits
and flow-charts, etc but the DPO will need to hold and understand that information
for six or seven organisations.
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DPC ~ draft specification

11 Cctober 2017)

® 1o inform and advise the Office Holders and their employees about their |
obligations to comply with the GDPR and onwn.wa,m\mm protection laws;
® SPSO -to be present ) -
e to help implement essential m_wam.m.mm of the GDPR,
RA -regular meetings & wm&nﬁmw@mz meetings - it should be made clear that thisis in

capacity”

Also they Em% not be regular so the word is not needed, and they are by invitation.

RA .u\\..mwcaﬁﬂwa contacted - this needs setting out into z proper timescale: ie
immediate, same working day etc.

Also where is cover to come from if the DPD is away?

T (New) CYPCS - The question of “cover” should be included in the specification and
e included in the contract. Would we reguire some sort of “exclusivity” so that the DPO
£ works exclusively to the SPCB and Office Holders?
(-
2.1 Menitoring compliance
The DPO has 3 duty to monitor com pliance with the | Ethical Standards - monitoring duties may include acting as the contact point for the
GDPR. (ART. 39(1}(b) and Recita] 97} supervisory authority on issues relating to the processing of personal data. We
Monitoring duties may include: «mncM=_mm that this is __m.,wwg in Pﬁ.ww but are concerned about how .ﬁrmm.esz work in
) . . . . practice. How do we mitigate the risk of the DPO not fully understanding how we
¢ collecting information +o identify A . . .
. - process personal data and mis-conveying that to the ICO? There will be data audits
processing activities

and flow-charts, etc but the DPO will need to hold and understand that information

¢ awareness-raising, and training of staff for six or seven organisations

involved in the processing operations,
and the related audits
® providing advice where required as
regards the data protection impact
\’ assessment and maonitoring  its

(New) CYPCS - It might be possible to address Ethical Standards point about risk of
DPO not fuily understanding how we process personal data via a ‘Record of Processing

Activities’ (see Article 30), although may be that not all Officeholders will be required
to maintain such a record.

performance in line with Article 35
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behalf of the SIC and disclosure will be a criminal
offence unless done with lawful authority

conditions when contracting with suppliers

5% ﬁk\?% &P Ll

Need office holders’ views on this.

Who will assess performance?

DA s — Lo
> 5 &JS W&E@

oUh )
7 %ﬁm%f&? alie neadk T

| lwod o~ pertEEnt
oreniche ,ﬂﬁ wmn%m\m eiild potfeole

2.2 Contract value
Ethical Standards ~ noted/agreed
mwuy Will need to determine this. {New} CYPCS - Think this should read “The value and length” of the contract. If over 3
\\ . | The value of the contract will also help to determine | years then the overall value will help to determine the procurement route.
the relevant procurement route. , MQ& n_.,%,mg .5... ] - , ﬁ ; A ﬂ\ﬂl ﬁ?&/\ef%_ ﬂm
cdyo dusler nn g (YR W NNATTITE
2.3 Contract duration

Ethicai Standards — consider that an initial contract for three years with extension for
2 years would be appropriate. Given how new the DPO role is and that they will be
required to build up detailed knowledge of office-holders work a shorter contract
might not be effective. We recognise that a three vear contract would require robust
assessment procedures to ensure that any issues with the contract are managed and
resoived promptiy. :

(New) CYPCS - Consider that the initial contract should be for three years with an
optional extension for an annual rolling contract.

{New} CYSP — All Officeholders provide feedback/assessment of performance as part
of MOU with SPCB. SPCB then in position to collate this information and make an
overall assessment of performance of DPO service provider.

L

SPSO - would we want to start out with a one year contract?

oo v wche averat) cuisien fé\\%ﬁr

DPO Specification

Expertise — SPSO - DPO shouid have professional experience and knowledge of data
protection law and practice {and other relevant faws such as common law of
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DPO - draft specification — comments from members of SPCB.GDPR Working Party/OCffice Holders |

g

o

up and until 11 October 2017)

e Contact/visiting arrangements
e

rd -
tiths,

@ Review

® Termination ~ notice period of 3 mo

-

-
o

in writing?

-

RA - what about conflict wmmo\_cmms and complaints if we have an issue? Who do we
go to? 4
- -

{New} CYPCS ~ Conflict resolution and complaints - possible 3 options: .

pd
® s\oc_\n\mmm Office Holder contact SPCB in the first instance?

or
® \,ﬂ_m the Office Holder contact the DPO direct keeping SPCB informed and

“then come back to SPCB if not resolved?

INg e
o

Are there any particular requirements concerning
security?

- gjﬁb& PQ\F

4 Delivery of services Ethical Standards — welcome discussion
. beg i ddpsend
@@ %F SLA content {New} CYPCS — Would require DPO to have PVG Scheme clearance as would have
U bepe : ’ :
RPN 17 access to children and young people’s personal data and they may (as data subjects)
rein =5 i

contact DPO direct. Clearance wouid also be required for stafi/j
DPO cover arrangements.

Conflict of Interest

Need more detail on what might constitute a
“conflict of interest” and need to consider this
further. For example, Given the wording of the
GDPR and the guidelines, a shared service is,
possible there might be some disquiet about SIC
sharing a DPO with the bodies that SIC regulates
(and, at least in the case of the SPSO, with bodies
which regulate SIC). While, the focus of the DPO is

fn?%m%h.g%a@r&f \\, /Nb Ve

Ethical Standards — welcome discussion - consider it more appropriate to appoint one
provider and invite them to explain as part of the tender how conflicts of interest will
be managed. Multiple contractors are likely to add costs as they would need to buiid
up knowledge of each client’s processes.

CYPCS - welcome discussion
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PQ ~ draft specification - comments from members of SPCB GDPR Working Party/Office Holders {up and until

11 October 2017)




69

" GDPR Working Party — DPO Specification (to be discussed 12/101/7) — HGS points

= Thank everyone who provided comments for doing this

o Draft specification should be viewed as a working document — assist with the
consideration of this service provision and how/whether it should be put in place

e Helpful to run through the various sections of the draft specification and highlight the
comments raised

o Then decide next steps — this is in Phase 2 of work on GDPR but need to keep in mind???

1. Introduction

Contracting party — expressed preference for the SPCB to be the contracting party and sub
contract to office holders through MOU or SLA

2. Background: Scope, Value and Contract Duration
2.1 Meetings, advice, consultation and contact

e DPO need to be promptly contacted and consulted re: data breaches and be
accessible to data subjects

e Also need assistance from DPO to establish whether data breach occurred
¢ Not all office holders have a middle management group

¢ Difference of opinion on whether the DPO needs to regularly attend meetings
and whether they will be expected to participate or simply attend in an advisory
capacity

¢ Consider the requirements re: cover to be provided by DPQ and exclusivity
Monitoring compliance

e DPO will need to understand personal data for several organisations concern
about how monitoring duties will work in practice — DPO may not fully
understand how officeholder processes personal data and misconvey
information to DPO - possible solution to have “Record of Processing Activities”
(N.B. data audit leads you to putting such a record in place}

e Will the DPO also handle complaints? (see UKG statement of intent 7/8/17 —
SPSO comment)

Accessibility

s DPO needs to be accessible both internally and externally - see also previous
comments re: cover and timescales

Autonomy

e Office holders act/operate independently and not led by SPCB or other office
holders

Confidentiality

VC Page 1




e Different requirements re: confidentiality — need to be taken into account in MOU
or SLA

2.2 Contract vaﬂuer

o Refer instead to value and length of contract - help to determine the
procurement route

2.3 Contract duration
e Contract duration — vies range from 3 year to 1 year — go for 2 years?
3. DPO Specification

e DPO will need to have professional experience and knowledge of dp law and
other relevant laws e.g common law (confidentiality) and human rights

3.1 Service to be provided to each office holder
e Range of requirement for DPO to attend meetings
o SPSO - 8 formal meetings
o CYPCS - 6 formal meetings
o SIC —4 formal meetings
4. Delivery of Services — SLA content

e Range of matters to be included (and will need to be thought about in more
detail by each office holder if go forward with the shared service) — service
standards, quality measures, security, retention and disposal of records,
contactivisiting arrangements, review, termination, conflict resolution and
complaints

¢ Re: complaints would office holder contact SPCB in first instance or the DPO
and keep SPCB in loop

e Particuiar requirements — CYCPS — require DPO to have PVG scheme
clearance

5. Conflict of Interest
e Discussion on this would be welcomed — do this now?
¢ See SIC views on comment sheet

6. Contract Management and Administration
e Discussion on this welcomed — do this now?

e See SIC views on comment sheet

7. Value of Contract

¢ Noted that the value of the contract will help to determine the relevant procurement
route

VC Page 2




VC

General

1]

There needs to be clarification on what tasks will be carried out by the DPO and
what by the Office Holder’s in-house team

In-house team carry out as much as possible?

Page 3






Margaret Keyse

From: Lorraine Currie

Sent: 21 March 2018 17:26

To: Margaret Keyse, Daren Fitzhenry, Helen Gardner-Swift; Euan McCulloch
Subject: RE; 20180321-MOU for DPO services

In Virtual Cabinet: 0

I've added my comments and changes too.

With regard to clause 7, last year ! drafted an escalation clause to be included in the hosting and support contract
with C2 (our website provider). This was based on based on the Scottish Government Service Level Agreement, and
the text is in VC 91198 (see page 4).

Thanks
Lorraine

Lorraine Currie
< “reedom of Information Officer

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464610
Fax: 01334 464611

Email:  lcurrie@itspublicknowledge.info
Web:  www.itspublicknowledge.info

Twitter: @FQOIScotland

Scottish Information Commissioner
it it pranidicdge

From: Margaret Keyse

Sent: 21 March 2018 16:39

" To: Daren Fitzhenry; Helen Gardner-Swift; Lorraine Currie; Euan McCulloch
Subject: RE; 20180321-MOCU for DPO services

P've suggested quite a few changes — although they're really tidy-ups rather than changes to the MoU.

I've suggested adding quite a bit about the law enforcement provisions in the DPA 2018. However, given
that we're the only “competent authority” (for law enforcement purposes) that will have to comply with that
bit, it may be that we just suggest that if others are going to use this as a template then they ignore those
references.

Margaret

From: Daren Fitzhenry

Sent: 21 March 2018 14:59

To: Helen Gardner-Swift; Lorraine Currig; Euan McCulloch; Margaret Keyse
Subject: 20180321-MOU for DPO services

Importance: High

Dear All,




I have now made some suggested amendments to the MOU for DPO services with the SPCB. Foliowing on from
earlier inputs and discussions, | have put an emphasis on full DPO service, confidentiality, agency (s 45 of FOISA),
and conflicts of interest, all of which are necessary if we are able to use the shared service. | have put the amended
MOU into VC 100183. Can | please ask you, as members of the GDPR working group, to give this an urgent review,
with any further additions/amendments to be made by 1200 tomorrow {Thur 22 Mar), so that Helen can then send
it off to the SPCB for their consideration?

Apoilogies for the short fuse on this one, but many thanks for your help,
Kind Regards
Daren

Daren Fitzhenry
Scottish Information Commissioner

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464610

Fax: 01334 464611

Email: dfitzhenry@itspublicknowledge.info
Web: www.itspublicknowledge.info

Twitter @FOIScotiand
Scottish Information Commissioner é%
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Margaret Keyse

From: Euan McCulloch

Sent: 21 February 2018 14:47

To: Helen Gardner-Swift

Cc: Daren Fitzhenry; Margaret Keyse; Lorraine Currie

Subject: FW: GDPR - DPO

Attachments: GDPR - DPO Sth Meeting - Agenda 20180215.docx; Draft MEMORANDUM OF

UNDERSTANDING DPO Services 20171030.docx

In Virtual Cabinet: 0

Given that Claire is a primary point of contact for our investigations (when the Parliament/SPCB is

the public authority), the scope for conflict would be fairly marked

Euan McCulloch
Deputy Head of Enforcement

_.Scottish Information Commissioner
. <inburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464610

Fax; 01334 464611

Email; emcculloch@itspublicknowledge.info
Web:  www.itspublicknowledge.info

Twitter: @FQlScetland

Scottish Information Commnssnoner
(5 im&!?cz P {stf’Jaf

From: Helen Gardner SW|ft

Sent: 21 February 2018 13:50

To: Daren Fitzhenry

Cc: Margaret Keyse; Euan McCulloch; Lorraine Currie
-Subject: FW: GDFR - DPO

Daren,

| have been in contact with the SPSO again (Helen Littlemore). Helen L has been advised Claire Turnbull, Head of Information
Governance, Information Governance & Management Team, Scottish Parliament will be the DPQ under the proposed MOU
(assisted by a team). Helen L is seeking further comments from the Ombudsman before tomorrow’s meeting, however, is also of
the view that the potential conflicts of management and the perception by members of the public (who may have to contact

the DPO) that the DPO may lack the required independence may be difficult to overcome.

If you have any further thoughts please can you let me know before by the end of today, if possible,

Helen

From Euan McCulIoch
Sent: 16 February 2018 15:35

To: Helen Gardner-Swift

Cc: Margaret Keyse; Lorraine Currie; Daren Fitzhenry
Subject: FW: GDPR - DPO

Helen




I would suggest that the first line of clause 2 should refer to “the services of 3 named Data
Protection Officer (DPO), as follows:” — at present, it appears to be purporting to offer a less
specific DPO service, with only some of the subsequent buliets referring to the services of a
named DPO.

That said, there must be significant concerns if the same officer could also be doing DP work for
the SPCB - particularly if no thought has been given to conflicts of interest.

Euan McCulloch
Deputy Head of Enforcement

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464610
Fax: 01334 464611
Email: emcculloch@itspublicknowledge.info

Web:  www itspublicknowledge.info (
Twitter: @FOIScotland i

Seottish Information Commissioner
s el prawledge

From: Helen Gardner-Swift

Sent: 15 February 2018 16:27

To: Margaret Keyse; Euan McCulloch; Lorraine Currie
Cc: Daren Fitzhenry

Subject: FW: GDPR - DPO

Hello,

| will place this on the agenda for next week’s Working Party meeting, however, It would be helpful if you let me
have your initial views.

I have asked Janice to confirm who will be the intended DPO and which team within the SPCB he/she will be located
in.

I will be looking at the DPO’s responsibilities, as set out in the proposed MOU, as | researched this when this subject _
was discussed at earlier SPCB GDPR meetings and will also look at the terms of the MOU — I note that the provisions

relating to Conflict of Interests and Dispute Resolution are blank — as this ties in with the work that | did on the draft

specification.

Helen

From: Crerar ] (Janice) [mailto:Janice.Crerar@parliament.scot]
Sent: 15 February 2018 16:14

To: Claire Gilmore (c.gilmore@ethicaistandards.org,uk); Clare C. Nicolson; Euan McCulloch; Helen

2




e

L,

Margaret Keyse

From: Lorraine Currie

Sent: 21 February 2018 17:30
To: Helen Gardner-Swift
Subject: RE: GDFR - DPO

in Virtual Cabinet; 0

Hi Helen,

Just to confirm, F've no comments beyond what Euan’s already raised.

Thanks
Lorraine

Lorraine Currie
Freedom of Information Officer

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 8DS

Tel 01334 464610

Fax: 01334 464611

Email: lcurrie@itspublicknowledge.info
Web:  www.itspublicknowledge.info
Twitter: @FOiScotland

Scottish Information Qommissﬁaner
i {J;’z-f(?}{{‘_l—' .l{f.}"-\ijw‘aif."#;{f’;&rf

From: Helen Gardner-Swift
Sent: 21 February 2018 13:50
To: Daren Fitzhenry

Cc: Margaret Keyse; Euan McCulloch; Lorraine Currie

- “ubject: FW: GDPR - DPO

Daren,

| have been In contact with the SPSO again {Helen Littlemore). Helen L has been advised Claire Turnbuill, Head of Information
Governance, Information Governance & Management Team, Scottish Parliament will be the DPO under the proposed MOU
{assisted by a team). Helen L is seeking further comments from the Ombudsman before tomorrow’s meeting, however, is also of
the view that the potential conflicts of management and the perception by members of the public {who may have to contact
the DPO) that the DPO may lack the required independence may be difficult to overcome,

If you have any further thoughts please can you let me know before by the end of today, if possible.

Helen

Sent: 16 February 2018 15:35

To: Helen Gardner-Swift

Cc: Margaret Keyse; Lorraine Currie; Daren Fitzhenry
Subject: FW: GDPR - DPO

Helen




| would suggest that the first line of clause 2 should refer to “the setvices of a named Data
Protection Officer (DPO), as follows:” — at present, it appears to be purporting to offer a less
specific DPO service, with only some of the subsequent bullets referring to the services of a
named DPO.

That said, there must be significant concerns if the same officer could also be doing DP work for
the SPCB — particularly if no thought has been given to conflicts of interest.

Euan McCulloch
Deputy Head of Enforcement

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY 16 9DS

Tel 01334 464610
Fax: 01334 464611

Email: emcculloch@itspublicknowledge.info
Web: www.itspublicknowledge.info (
Twitter: @FQIScotland

Scottish Information Commissioner
hon & or
w5 padlhis praededge N

From: Helen Gardner-Swift

Sent: 15 February 2018 16:27

To: Margaret Keyse; Euan McCulloch; Lorraine Currie
Cc: Daren Fitzhenry

Subject: FW: GDPR - DPO

Hello,

I wilf place this on the agenda for next week’s Working Party meeting, however, it would be helpful if you let me
have your initial views.

I have asked Janice to confirm who will be the intended DPO and which team within the SPCB he/she will be located”
in.

| will be looking at the DPO’s responsibilities, as set out in the proposed MOU, as | researched this when this subject
was discussed at earlier SPCB GDPR meetings and will also look at the terms of the MOU ~ | note that the provisions
relating to Conflict of Interests and Dispute Resolution are blank — as this ties in with the work that | did on the draft
specification.

Helen

From: Crerar ] (Janice) [mailto:Janice.Crerar@parliament.scot]
Sent: 15 February 2018 16:14
To: Claire Gilmore {c.gilmore@ethicalstandards.org.uk): Clare C. Nicolson; Euan McCulloch; Helen

2




(Helen, Littlemore@spso.gsi.gov.uk); Helen Gardner-Swift; Karen K. Elder; McLean El (Elaine); Mcleod 1IG (Isla);
Munro Gillian (Gilllan.Munro@cypcs.org.uk); Sharon S. Barbour; Stephen Grounds; Turnbull CM (Claire);

Valerie.Malloch@spso.gsi.gov.uk
Subject: GDPR - DPO

Dear All
Please find attached an agenda for next week's meeting.

As you are aware, the SPCB is keen to share services wherever possible to make financial savings. The
offer of access to the SPCB's DPO and his/her team would be at nil cost.

| attach a draft MOU for discussion (really is a starter for 10.....) and it would be helpful to get an indication
at the meeting if this offer is something that you will wish to avail yourself of.

| have drafted it as an MOU but happy to discuss if this is the best way forward.
Kind regards

Janice

Mirs Janice Crerar

Officeholder Services

The Scottish Parliament

Edinburgh

EH99 1SP

Telephone; 0131 348 6851

email — janice.crerar@parliament.scot
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_The Scottish Parliament: Making a positive difference to the lives of the people of Scotland
{ arlamaid na h-Alba: A’ toirt deagh bhuaidh air beatha sluagh na h-Alba

www.parliament.scot : facebook.com/scottishparliament : twitter.com/scotparl

The information in this email may be confidential. If you think you have received this email in error please
delete it and do not share its contents.
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Memorandum of Understanding
Between
[ Commissioner/Ombudsman/Commission]

And

The Scottish Parliamentary Corporate Body

basis on which the
an/Commission) and
n as the SPCB) may
n officer services under

This Memorandum of Understanding is drawn up to provide
officeholder (henceforward known as the Commissioner/Om
the Scottish Parliamentary Corporate Body (henceforwa
develop a relationship, specifically for the provision of dat

1. Background

The General Data Protection Regulations wi
compliance framework for data protection. Da i icers (DPOs) wilf be central
to the new legal framework for facilitating comp the provisions of the GDPR.

Under the GDPR, it is mandatory fo Ehariti gnate a DPO. Atrticle 37(2)
allows a group of undertakings to desi i i

ers, the SPCB will make available to the
cost, a DPO service,

Under the Shared S
[Commissioner/O

Officer services as follows:-

¥ an advisory capacity, senior management meetings
ata protection implications are taken;
itation, such other meetings/working groups dealing with data

¢ Provide advice to the Commissioner/Ombudsman/Commission where reguested as
regards the DPIA and monitor its performance including (i) whether or not to carry out
a DPIA; (i) what methodology to follow when carrying out a DPIA; (iii) whether to
carry out the DPIA in-house or whether to outsource it; (iv) what safeguards
(including technical and organisational measures) to apply to mitigate any risks to the
rights and interests of the data subjects; (v) whether or not the data protection impact
assessment has been correctly carried out and (vi) whether its conclusions (whether
or not to go ahead with the processing and what safeguards to apply) are in
compliance with the GDPR;




e Inform and advise the [Commissioner/Ombudsman/Commission] and their
employees about their obligations to comply with the GDPR and other data protection
laws;

e Assist the [CommlssmnerlOmbudsman/Commlssmn] to identify if a data breach has
occurred or where a data breach or as occurred. The timescales for
providing assistance is set out in b i

» Co-operate with the super\nsory ody (l O) and act as a contact point for the
supervisory authority on issues relating to processing, prior consultation and to
consult, where appropriate, with regard to any other matter;

¢« Act as a contact point to facilitate access by the supervisory authority to the
documents and information for the performance of the tasks, as well as for the
exercise of its investigative, corrective, authorisation and adyisory powers; and

« A named DPO to be accessible and available to commupi i€ [efficiently and clearly]
with and respond to data subjects (breach notiflcatlon S ght to access/the right to
be forgotten).

3. Compliance

The named DPO will not be personally responsi non-compliance GDPR.

by:-
e Informing themselves fully er/Ombudsman/Commission]
processes data ideally through .
advising on data pro i

pliance of processing activities;
BsUing recommendations to the data controller and

~ Being availz “employees and data subjet:ts.'

4. Accessibility

The named DPO and  histher team wil be accessible to the
[Commissioner/Ombudsman/Commission] as follows:-

Activity , Timescale

Attend senior management meetings where | As timetabled
data protection issues are being discussed

Providing advice on data protection issues On receipt of all relevant information:-
Non urgent - within X working days




Urgent — X working days

Training

Assisting the Within X working days
[Commissioner/Ombudsman/Commission] to
determine if there has been a breach

Assisting the Be contactable by phone within X hours of
[Commissioner/Ombudsman/Commission] the [Commissioner/Ombudsman/Commission}
where a data breach or incident has occurred becoming aware that a breach has occurred

5. Confidentiality

The DPO is bound by secrecy or confidentiality concg
tasks. However, the obligation of secrecy/confident
contacting and seeking advice from the supervisogi

mance of his or her
it the DPO from

39 the pe
does not
ority (ICO).

6. Conflicts of interest

7. Digpute resolution

8. Role of CommissionerfOmbudsman

+ publish co

s communicate to the relevant supervisory authorities

th contact details for his/her office.

provide the

e liaise with the DPO to timetable routine meetings, training sessions and other
meetings will be arranged as and when required giving the DPO at least 4 weeks
advance notice.

¢ co-operate with the DPO and his/her team
« invite the DPO to be present where decisions with data protection implications are

taken. All relevant information must be passed on to the DPO in a timely manner in
order to allow him or her to provide adequate advice;




give the opinion of the DPO due weight. If there is a disagreement, the reasons for
not following the DPQ's advice should be documented:

ensure that if its data processor makes decisions that are incompatible with the
GDPR and the DPO's advice, the DPO will be given the opportunity to make his or
her dissenting opinion clear to the Commissioner/Ombudsman/Commissions

shall seek the DPO's advice when carrying out a DPIA;

if they so choose, develop data protection guidelines or programmes that set out
when the DPO must be consulted
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This Memorandum of Understandmg is cirawn up to
officeholder (henceforward known as the Commissiong Thai
funciiuns.fduties undar lhe MOU? FE
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the General Data Protection Regulation (the GD&
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Article 37(2 undertakings to designate a single DPO provided that he or

ach lestablishment,

several confrollers.

Under the Shared Services Agenda for officeholders, the SPCB will make available to the
[Comm;ss:oner!OmbudsmanfCommlsmon], at nil cost, a DPQ service.

Details of the service to be provided are set out below.

2. General
The SPCB will provide the Commigsioner all DPQ, services, including law enforcement _.---{ Deteted: ata Protection Oficer j
DPO services. as set out in_the GDPR and DPA 2018, When carrying ouf DPQ services ___...-{ eleted: Data Protection Act 2018 B
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for the Commissioner. the DPO will bé Acting as the agent of the ‘Commissioner, _Without .-

prejudice to the doregoing generality, the services provided to the Commissioner will

¢ A named DPO to aftend, in an advisory capacity, senior management meetings
where decisions with data protection implications are taken;

s A DPO to attend, by invitation, such other meetings/working groups dealing with data
processing acfivities:

* To provide advice to the Commissioner/Ombudsman/Commission on matters relating
to data protection;

* Provide advice to the CommissionerfOmbudsman/Commission where requested as
regards the Data Protection |mpact Assessment (DPIA) reisements in Section 3 of
the GDPR and Chapter 4 of the DPA 2018 and monit erformance Including (i)
whether or not to carry out a DPIA; (ii) what method follow when carrying out
a DPIA; (jii) whether to carry out the DPIA in-ho her to outsource it; (iv)
what safeguards (including technical and org

mitigate any risks to the rights and interests "e v) whether or not
the DPIA has been correctly carried out aph) whether its co) ions (whether or

not to go ahead with the processing an n compliance
with the GDPR _and/or the DPA 2018; 4

man/Commission] and their

* Assist the [Commissioner/Om i identify if a data breach has
occurred or where a data bre3 3 ed. The timescales for
providing assistancgsg.set out in

» Co-operate with, mation Commissioner (ICO)

pe.rv.isory authority on issues relating to
jsult, where appropriate, with regard to any

and act as
processingg

55 by the supervisory authority to the
ormance of the tasks, as well as for the

Data protection compliance is the responsibility of the confroller or the processor.

The DPO will assist the [Commissioner/Ombudsman/Commission] to monitor compliance
by:-
* lnforming_themselves fully of how_the [Commissioner/Ombudsman/Commission] .-
processes data ideally through a flowchart of equivalen
e advising on DPIAs and Privacy Impact Assessments (P
» conducting internal audifs;
* coflecting information to identify processing activities;

A e

______________________________________

it brings the DPO.under
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awareness-raising, through training of employees involved in the processing
operations, and the related audits;

line with Article 35_of the GDPR/Chapter 4 of the DPA 2018;
co-operating with the supervisory authority,

providing advice where required as regards DPI1As and monitoring its performance in .-

Deleted: the data protaclion Impact
assessment

]

1
{

Deleted: (ICO)

)

analysing and checking compiiance of processing activities;

informing, advising and Issuing recommendations to the data controller and
processor;

acting as the contact point for the supervisory authority on issues relating to the
processing of personat data; .

informing, advising and issuing recommendations to the data controller and
processor; and

| « heing available to employees and data subjects.

4. Accessibility

The named DPO and histher  team

the
[Commissioner/Ombudsman/Commission] as follo

to

Activity Timescale
Attend senior management meetings where eta
data protection issues are being discussed
Providing advice on data protection On rec f all relevant information:-
on urge ithin X working days

ing days
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(Scotland) Requlations 2004 (the EIRs) about maintaining confidentiality, and must ensure
that his organisation maintains jts independence and impartiality, and avoids conflicts of
interest. Section 45 of FOISA and regulation 18 of the EIRs also apply to the DPO as
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Commissioner. However, the obligation of secrecy/confidentiality does not prohibit the
DPO from contacting and seeking advice from the supervisory atthority,

6. Confiicts of interest

confligt of interest ogetir,-or asituation’ arise’in which it is considered that & conflict &

conitigt otinterest oceur, or a sifuation-arise in which ‘it-is considered that a copflict of

interest is likely to ‘Sccur. the DPO should imimediatsly notify the Commissionar and. will

cease to provide’ DPO ‘services 'to-tha' Commissicher in relation’ o that. confiict -af
intefest. The Commissioner will, in'such'a sitiiatich. Use alternative DPO seivices. ha
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DRO will“remain: hound: by- the “diities of ‘s&éresy and confidentiali
duties under section 45 of FOISA: in Fespect of ‘anv infor
set out in'paradraph 5'above|

‘ineluding“ thiir

7._Complaints and Dispute resolution

G

The

)

[more senjor named person in_the SPCBlwho shall
Bwithin 20 working days

e DPO: the [Head of Corporate Services] will review
complaints by the DPQ

unresolved, the [named person] may escalate the complaint

8. Role of Commissioner/Ombudsman/Commissions

‘The Commissioner/Ombudsman/Commissions will:-

publish contact details of the DPO

+ communicate the contact details of the DPO to the relevant supervisory authorities
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« promptly consult with the DPO once a data breach or another incident has occurred

+ maintain a record of processing operations under his/her/its responsibility;
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Margaret Keyse

From: Helen Gardner-Swift

Sent: 26 March 2018 12:51

To: '‘Crerar J {Janice)'

Cc: Turnbull CM (Claire)

Subiject: 100302-3 (2018 03 26 Draft MOU for a DPO SIC comments to SPCB )
Attachmenis: 100302-3 (2018 03 26 Draft MOU for a DPO SIC comments to SPCB ).docx

Dear Janice,
Thank you for forwarding the draft MOU to us for comment,

As you are aware, we previously raised concerns about how we could benefit from the shared service proposal
taking into account the fact that the proposed DPO will be based within the Scottish Parliament’s Information
Governance & Management Team. These issues have been considered further and we now think that our concerns can be met
by the inclusion of appropriate clauses relating to confidentiality - by ensuring that the DPO acts as an agent and comes within
545 FOISA - and conflicts of interest — by the use of alternative DPO services if a conflict of interest arises which cannot be
overcome,

~~#e have also identified that the proposed DPO will need to act as a DPO in respect of our statutory purposes relating to the

prevention, investigation, detection or prosecution of criminal offences (see Part 3 DPA 2018). As far as we are aware, we will
be the only competent authority amongst the Officeholders who will need a DPO for this purpose.

| have set out on the attached draft of the MOU that you provided suggested amendments and related comments {shown as
track changes) relating to the above. | have also included an escalation process for any dispute.

| hope the attached is helpful and | look forward to seeing you on Thursday as | am now able to attend the SPCB GDPR Working
Party meeting.

Please let me know if you would like me to forward this email and attachment to the other Officeholder representatives and/or
if you need any further information,

Kind regards,
Helen

Helen Gardner-Swift
Head of Corporate Services

Scottish Information Commissioner
Kinburn Castle, Doubledykes Road
St Andrews, KY16 9DS

Tel: 01334 464625

Fax: 01334 464511

Email: hgardnerswift@itspublicknowledge.info
Web: www.itspublicknowledge.info

Twitter: @FOlScotland

Scottish Information C.’:or‘wni
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Memorandum of Understanding
Between
[ Commissioner/Ombudsman/Commission]

And

The Scottish Parliamentary Corporate Body|

This Memorandum of Understanding is drawn up to provide
officeholder (henceforward known as the Commissioner/Om
the Scoftish Parliamentary Corporate Body (henceforwar
develop a relationship, specifically for the provision of datg
the General Data Protection Regulation (the GDPR) th
and the Data Protection Act 2018 Iwhich comes into

n as the SPCB) may vt
officer services under | Dalated: §
ce on 25 May 2018 (Deleted:
H{ Deleted: Regulations
{ Deleted: will
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1. Background

The General Data Protection Regulation_an
modernised, accountability-based compliance
niral to the

for data protection. Data ™ {paseted: swil }
legal. framework _for_facilitating.___ (ooacted: 5 )
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Under the GDPR, it is mandatory for p a DPO. ~* | position and tasks of the E’F’,Q.

Under Part 3 bf the D
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several cont
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Under the Shared 5
[Commissioner/Ombi

5 Agenda for officeholders, the SPCB will make available fo the
man/Commission], at nil cost, a DPQ service.

Details of the service to be provided are set out below.

2. General - { Deletea: ata Protection Officer

)
)

The SPCB will provide the Commissioner all DPQ, services, including law_enforcement .~
DPO services, as set out in the GDPR and DPA 2018. When carrying out DPO services___,.f"‘,«"
for the Commissioner, the DPO will be acting as the agent of the Commissionerd, Without




prejudice fo the foregoing generality, the services provided to the Commissioner will

include;:- _..-{ Daleted: follows

* A named DPO to attend, in an advisory capacity, senior management meetings
where decisions with data protection implications are taken;

« A DPO to attend, by invitation, such other meetings/working groups dealing with data
processing activities:

» To provide advice to the Commissioner/Ombudsman/Commission on matters relating
{0 data protection;

* Provide advice fo the Commissioner/Ombudsman/Commission where requested as
regards the Data Profection Impact Assessment (DPIA) requirements in Section 3 of
the GDPR and Chapter 4 of the DPA 2018 and monitor itggerformance including (i)
whether or not to carry out a DPIA; (i) what methodolog low when carrying out
a DPIA,; (ili) whether to carry out the DPIA in-house g ether to outsource it; (iv)
what safeguards (including technical and organj measures) to apply to
mitigate any risks to the rights and interests of t ts; (v} whether or not

not to go ahead with the processing and w re in compliance
with the GDPR _and/or the DPA 2018;

employees about their obligations to ¢
data protection laws;
» Assist the [Commissioner/Omhudsman/Co
occurred or where a data § inct
providing assistance is set ou
Co-operate with the supervisor

| to identify if a data breach has
occurred. The timescales for

grity on issues relating to
ggppropriate, with regard to any

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

The DPO will assist the [Commissioner/Ombudsman/Commission] to monitor compliance
by:-

o informing themselves fully of how the [Commissioner/fOmbudsman/Commission] _..--{

processes data ideally through a flowchaet, .~~~
advising on DPIAs and Privacy [mpact Assessments (PlAs);
conducting internal audits;

collecting information to identify processing activities;
awareness-raising, through training of employees involved in the processing
operations, and the related audits;
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co-operating with the supervisory authority;

analysing and checking compliance of processing activities;

« informing, advising and issuing recommendafions to the data controller and
Processor;

« acling as the contact point for the supervisory authority on issues relating to the
processing of personal data;

« informing, advising and issuing recommendations to the data controller and
processor; and

4. Accessibility

The named DPO and  histher team
[Commissioner/Ombudsman/Commission] as follows:-

will accessible  to the

Activity
Attend senior management mestings where
data protection issues are being discussed
Providing advice on data protection issues

Training

—.e-{_ Deleted: (1cO) ]

- Deleted: B )

Assisting the
[Commissicner/Ombudsman/Commp
determine if there has been a breac
Assisting the

[Commissioner/Ombudsma
where a data breach or
ocourred :

coming aware that a breach has occurred

Attend such other uch reasonable notice as is necessary

and) Act 2002 (FOISA) and the Environmental Information
he E|Rs) about malntammq confidentiality, and must ensure

interest, Section
agent of the Commis®oner. _In this context, all information received by the DPO from the
Commissicner for the purposes of delivering services to the Commissigner shall be kept
confidential_and not be disclosed to any_third party without the consent of the
Commissioner, unless required to be disclosed by law or judicial decree. Third-party is
understood to _mean any person external to the office of the Scottish Information
Commissioner.  However, the obligation of secrecy/confidentiality does not prohibit the
DPO from contacting and seeking advice from the supervisory authority,

6. Conflicts of interest

i is_not_anticipated that conflicts of interest are likely to_arise. However, should any

conflict of interest oceur, or a situation arise in which it is considered that a conflict of

3




interest is likely to occur, the DPO should immediately notify the Commissioner and will

ceage fo provide DPO services to the Commissioner in relation to that_conflict of

inferest, The Commissioner will, in such a sifuation. use alternative DPO services. The

DPO will remain bound by the duties of secrecy and confidentiality, including their

duties under section 45 of FOISA, in respect of any information obtained by s, as -

set out in paragraph 5 above.

7. Compiaints and Dispute resolution

od faith to negotiate a
annectiop with_the MOU

The Commissioner the SPCB and the DPOQ shall attem
settlement o any dispute between them arising out ¢

Scottish Information Co
-__Where a dispute is unreso

the complaint to_the [mor

investigate a

o5 : ed person] may escalate the complaint

ation Commissioner who shall investigate and respond

8. Role issi budsman/Commissions

The Commissidi an/Commissions will:-

* pubiish contatfetails of the DPO
= communicate the contact details of the DPO to the relevant supervisory authorities

+ promptly consuit with the DPO ance a data breach or another incident has occurred

* maintain a record of processing operations under hisfher’its responsibility;
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¢ provide the DPO with contact details for his/her office, including out of hours contact _ __

etails, .----| Comment [HG12]; Tha DPO needs -
:o.be abie 1o be contacted "outof

hours®and, therefore, ol of hours®, - '_

o__lisise with the DPO to timetable routine meetings, training sessions giving the DPO at comact details need to.be provided
least 4 weeks advance notice please ol us have these details

course

* as regards other meetings gjving the DPO as reasonable advance notice possible. N
{ arranged as and when required

Deleted: and olher meslings will be ]

+ co-operate with the DPO and his/her team

faken. All relevant information must be passed on to the
order to allow him or her to provide adequate advice;

« invite the DPO attend meetings where decisions with data protection implications are _..-—{ Deleted: o be present )

GDPR and the DPQO's advice, the DP§
her dissenting opinfon clear to the Com

» shall seek the DPC's advice

+ if they so choose, develop dZ i or programmes that set out
when the DPO must be consul : :
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1. Background

rovide a
for data protection. Data
egal framework for facilitating

The General Data Protection Regulation aricg
modernised, accountability-based compliance ]
Protection Officers {DPOs) will b tral to the 1
compliance with the provisions of th

Under the GDPR, it is mandatory for pu

21t authorities”, i.e. authorities

{ aned (insert.l.én.) fi]

genda for parliamentary officeholders, the SPCB will make
rs, at nil cost, a DPO service.

available to the o
Details of the service to be provided are set out below.
2. General

The SPCE will provide the Commissioner with DPQ services, including law enforcement
DPO services. as set out In the GDPR and DPA 2018. When carrying out DPQ services
for the Commissioner. the DPO will be acting as the agent of the [Commissionier, Without

prejudice fo the foregoing generality, the services provided to_the Commissioner_will

include:-
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A named DPQO to attend, in an advisory capacity, senior management meetings
where decisions with data protection implications are taken;
¢ A DPO to attend, by invitation, such other meetings/working groups dealing with data
processing activities:
+ To provide advice {o the Commissioner on matters relating to data protection;
* Provide advice to the Commissioner where requested as regards the Data Protection
impagt Assessment (DPIA) requirements in Segtion 3 of the GDPR and Chapter 4 of
the DPA 2018 and monitor its performance including (i) whether or not to carry out a
DFIA; (ify what methodology to follow when carrying out a DPIA,; (iii) whether to carry
out the DPIA in-house or whether to outsource it; {iv) what safeguards (including
technical and organisational measures) to apply to mitigate any risks to the rights and
f interests of the data subjects; (v) whether or not the DPIA bas been correctly carried
out and (vi) whether its conclusions (whether or not to ggiiatad with the processing
and what safeguards to apply) are In compliance wj e GDPR_and/or the DPA
2018;

¢ Assist the Commissioner to identify if a dag
breach or incident has occurred. The i T
paragraphXbslow,

| » Co-operate with the supervisory auth Eetoner (ICO)

and act as a contact point for the su relating to
processing, prior consuitation 2 appropriate, with regard to any
cther matter; :

* Act as a contact point to ] supervisory authority to the

documents and information f
exercise of its investigative, corr
’ e The named D
clearly) with

dvisory powers; and
communicate (efficiently and
in relationto breach notifications/the right

conducting intéfal audits;

providing an annual assurance report;

collecting information to identify processing activities:

awareness-raising, through fraining of employees involved in the processing
operations, and the related audits;

’ + providing advice where required as regards DPIAs and monitoring its performance in

line with Article 35 _of the GDPR/Chapter 4 of the DPA 2018
» co-operating with the supervisory authority;

”,--—_'Lbeleted: 1

.- { Deleted; of equivalent

o Deleted: data protection impact
. assessments

{ Deletad: ;

T Deleted: the data proection Impact
) assessment

» analysing and checking compliance of processing activities;
+ informing, advising and issuing recommendations to the data controller and
processor;

_—{__Deleted: {IcO)
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+ acfing as the contact point for the supervisory authority on issues relating to the
processing of personal data;

o informing, advising and issuing recommendations to the data controller and
processor; and

» being available to employees and data subjects.

4, Accessibility

The DPO and her team can be contacted as follows:-

Named DPO

Tel {office hours): 0131 348
Mobile:
Email:

DPO Team

Tel (office hours):
Mobile:
emall

The named DPO and her team will be access sl ) -

Activity Contact op : Timescale
Attend senior management i

meetings where data protection
issues are being discussed

As timetabled

protection issues

Providing advice on data Telep

eceipt of all relevant
Brmation:-

Non urgent — within X working
days as agreed

Urgent — within X hours of
contacting the DPO [feam

Training

ng As agreed but within X
weeks/months of the request

has accurred

Within X workinghourd |
! Telephone, conference Be contactable by phone
where a da o call or email within X hours of the

Commissioner becoming
aware that a breach has

occurred
Aftend such other Requests for DPC to Such reasgnable notice as is
mestings/working groups attend meetings etc necessary
deahnq w:th data protection should be made via the

DPOTOANN. oo e

5. Confidentiality
The DPO is bound

by secrecy or confidentiality conceming the performance of his or her

tasks for the Commissioner. The Commmissioner has specific duties under section 45 of the

Freedom of Information (Scotland) Agt 2002 (FOISA) and the Environmental Information
(Scotland) Requlations 2004 (ithe EIRs) about maintaining confidentiality. and must ensure

_'-Comment [uesz Thig is menﬂunad L

“In

the DPO! Io altend meeilngs of ih |

:GDPR worklng parly, | er mee!lngs abuut
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that his organisation maintains its independence and impartiality, and avoids conflicts of
intergst. Section 45 of FOISA and regulation 18 of the EIRs also Apply to the DPO as _...-{ Deteted: applies ]
agent of the Commissioner, In this context, all information received by the DPO from the C _ i
Commissioner, for the purposes of delivering services to the Commissioner shall be kept

confidential and not_be disclosed to any third pary without the consent of the

Commissioner, unless required to be disclosed by law or judicial decree. Third-party is

understood to mean any person external fo the office of the Scottish _[nformation

Commissioner, However, the obligation of secrecy/confidentiality does not prohibit the ..—‘-@eted:.

DPO from contacting and seeking advice from the supervisory authority, { Deleted: ¢c0) ) )

6. Conflicts of interest

It is not anticipated_that conflicts_of interest are likely to ari However, should any

conflict of interest occur, or a situation arise in which it i ered that a conflict of

Commissioner and will

in_good faith to negotiate a__,.—-{ Deleted: Botnt_ )
sing out of or in connection with the MOU { Peleted: and _ ]

the other in writing

Commissioner

unresolved, the Head of Corporate Services may escalate

-__As regards complaints by the DPQ; the [Head of Corporate Seivices] will review

and respond fo any complaints by the DPO

~__Where a dispute is unresolved, the [named person] may escalate the complaint

to the Sgottish Information Commissioner who shall investigate and respond
with 20 working days

8. Role of Commissioner




The Commissioner wil:-
* publish contact details of the DPO
« communicate the contact details of the DPO to the relevant supervisory authorities

« promptly consult with the DPO once a data breach or another incident has occurred

+ maintain a record of processing operations under his/herfits responsibility;

Deleted: and other meetings will be
arranged as and when required

Deleted: . J

Deleted: to be present _]

Provide an opportunity for the DPO to
ose making the decisions and if there is a

The services outlined in and operation of this SLA will be reviewed after one year.
Both parties will meet to consider where the SLA worked well and identify any
issues. The aim of the review is to resolve any issues and embed good practice. If
required, the SLA will be amended. If both parties cannot agree, the dispute
resolution process will come into effect. After the initial review, either party may

request a review of the SLA as and when required.

10. Termination




Either party may terminate this agreement on giving xx working days’ notice in
writing. The dispute resolution process must be exhausted prior to a termination
notice being issued. [The notice period should allow enough time for the SPCB to
allocate other work to their DPQ (if terminated by office-holder) or for Office-holder to
find suitable aiternative DPO (if terminated by SPCB)I.
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Commissicner
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‘ Setvice Level Agreement
between

The Scottish Information Commissioner
and

The Scottish Parliamentary Corporate Body

| This Service Level AgreementMemerandum-of Understanding- (SLA) is drawn up to
provide a basis on which the Scoftish Information Commissioner (henceforward known as
the Commissioner) and the Scottish Parliamentary Corporate Body (henceforward known
as the SPCB) may develop a relationship, specifically for the provision of data protection
officer services, under the General Data Protection Reguiation (the GDPR) that comes into
force on 25 May 2018 and the Data Protection Act 2018 (the DPA 2018) which is due to
come into effect in May 2018.

Background

| 1. The GDPR and the DPA 2018 provide a modernised, accountability-based
compliance framework for data protection. Data Protection Officers (DPOs) will be
central to the new legal framework for facilitating compliance with the provisions of

| the legislation.

2. Under the GDPR, it is mandatory for public authorities to designate a DPO.

3. Under Part 3 of the DPA 2018, it is mandatory for "competent authorities”, i.e.
authorities which have statutory functions for the purpose of the prevention,
investigation, detection of prosecution of criminal offences, etc. to designate a DPO

‘ for the purpose of those functions. The Commissioner is a competent authority for
the purposes of Part 3 of the DPA 2018,

4. Article 37(2) of the GDPR allows a group of undertakings to designate a single DPO
provided that he or she is easily accessible from each establishment.

{ 4.5._Similarly, Part 3 of the DPA 2018 allows the same person to be designated as a DPO
by several controllers.

5.6. Under the Shared Services Agenda for parliamentary officeholders, the SPCB will
make available to the offiesheldersCommissioner, at nil cost, a DPO service.
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l g-7. Details of the service to be provided, at nil cost, are set out below.

General

| 7.8. The SPCB will provide the Commissioner with DPO services from a named DPO,
including law enforcement DPO services, as set out in the GDPR and the DPA 2018.
When carrying out the DPO services for the Commissioner, the DPO will be acting as
the agent of the Commissioner. Without prejudice to the foregoing generality, the
services provided to the Commissioner will include:

() A named DPO to attend, in an advisory capacity, senior management meetings
where decisions with data protection implications are taken;

iy A DPQ to attend, by invitation, such other meetings/working groups dealing
with data processing activities;

I (i) Providing advice to the Commissioner on matters relating to data protection;

l (iv) __Providing advice to the Commissioner where requested as regards the Data
Protection Impact Assessment {DPIA) requirements in Section 3 of the GDPR
| and Chapter 4 of the DPA 2018 and monitoring its performance including:

(a) whether or not to carry out a DPIA;
(b) what methodology to follow when carrying out a DPIA;
(¢) whether to carry out the DPIA in-house or whether to outsource it;

(d) what safeguards (including technical and organisational measures) to
apply to mitigate any risks to the rights and interests of the data subjects;

(e) whether or not the DPIA has been correctly carried out and

() whether its conclusions (whether or not to go ahead with the processing
and what safeguards to apply) are in compliance with the GDPR and/or
the DPA 2018;

| (v} Informing and advising the Commissioner and his employees about their
| obligations to comply with the GDPR, the DPA 2018 and other data protection
laws;

! {w)(viyAssisting the Commissioner to identify if a data breach has occurred or where a
data breach or incident has occurred. The timescales for providing assistance
| are set out in paragraph 12 below;

#AvinCo-operating with the supervisory authority, i.e. the Information Commissicner
(ICO) and acting as a contact point for the supervisory authority on issues
refating fo processing; prior-consultatien-and te-consulting with the supervisory
authority, where appropriate, with regard to any other relevant matter;
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pevil Acting as a contact point to facilitate access by the supervisory authority to
documents and information for the performance of its tasks, as well as for the
exercise of its investigative, corrective, authorisation and advisory powers; and
| wi{ixt The named DPO being accessible and available to communicate (efficiently
and clearly) with and respond to data subjects in relation fo breach
notifications/the right to access/the right to be forgotten.

Compliance

89 The named DPO will not be personally responsible for non-compliance with the
GDPR _and/or the DPA 2018,

| 910, Data protection compliance is the responsibility of the controller or the processor.
| 10:11._The DPO will assist the Commissioner to monitor compliance by:

()  informing themselves fully of how the Commissioner processes data ideally
| through a flowchart-ef-eqtHivalent;

(it advising on DPIAs and Privacy Impact Assessments (PIAs);
(i conducting internal audits;

{iv) providing an annhual assurance repott;

tv) collecting information to identify processing activities;

(vi) awareness-raising, through training of employees involved in the processing
operations, and the related audits;

(vii) providing advice where required as regards DPIAs and monitoring his
performance in line with Article 35 of the GDPR/Chapter 4 of the DPA 2018;

(vii) co-operating with the supervisory authority,
() analysing and checking compliance of processing activities;

(0  informing, advising and issuing recommendations to the data controller and
processor;

(xi) acting as the contact point for the supervisory authority on issues relating to the
processing of perscnal data;

(xii) informing, advising and issuing recommendations to the data controller and
processor; and

(xiii) being available to employees and data subjects.
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Accessibility

| 44.12. fThe DPO and her team can be contacted as follows:{

Named DPO

Tel {office hours). 0131 348
Maobile:
Email:

DPO Team

email

Tel (office hours):
Mobile:

.-~ Comment [MK1]: Details to be
completed.

| 42.13. The named DPO and her team will be accessible to the Commissioner as follows:-

Activity -

Contact options

Mimescale]

Altend senior
management meetings
where data protection
issues are being
discussed

As timetabled

Providing advice on
data protection issues

Telephone or email

On receipt of all refevant
information:-

Non urgent — within X working
days as agreed

Urgent — within X hours of
contacting the DPO Team

determine if there has
been a breach

Training Requests for training As agreed but within X
should be made via the | weeks/months of the request
DPO Team

Assisting the Telephone, conference | Within X working hours

Commissioner to call or email

Assisting the
Commissioner where a
data breach or incident
has occurred

Telephone, conference
calt or email

Be contactable by phone within X
hours of the Commissioner
becoming aware that a breach
has occurred

| Attend such other

meetings/working
groups dealing with
data protection
activities

Requests for DPO to
attend meetings etc
should be made via the
DPO Team

Such reasonable notice as is
necessary

Confidentiality

43.14. The DPO is bound by secrecy or confidentiality concerning the performance of his

or-hertasks for the Commissioner. The Commissioner has specific duties under
section 45 of the Freedom of Information {Scotland) Act 2002 (FOISA) and the

Environmental Information {(Scotland) Regulations 2004 (the EIRs) about maintaining
confidentiality, and must ensure that his organisation maintains its independence and

impartiality, and avoids conflicts of interest. Section 45 of FOISA and regulation 18

_ _____,,,n‘l"Comment [MK2]: Details 1o be

completed,

of the EIRs also apply to the DPO as agent of the Commissioner. In this context, all
information received by the DPQ from the Commissioner for the purposes of
delivering services to the Commissioner shall be kept confidential and not be
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disclosed to any third party without the consent of the Commissioner, unless required
to be disclosed by law or judicial decree. Third-party is understood to mean any
person external to the office of the Scottish Information Commissioner. However, the
obligation of secrecy/confidentiality does not prohibit the DPO from contacting and
seeking advice from the supervisory authority.

Conflicts of interest

| 44.45. It is not anticipated that conflicts of interest are likely to arise. However, should any
conflict of interest occur, or a situation arise in which it is considered that a conflict of
interest is likely to occur, the DPO should immediately notify the Commissicner and
will cease to provide DPO services to the Commissioner in relation to that conflict of
interest. The Commissioner will, in such a situation, use alternative DPO services.
The DPO will remain bound by the duties of secrecy and confidentiality, including
their duties under section 45 of FOISA, in respect of any information obtained by
them, as set out in paragraph 14 above. The DPO will also undertake to return any
information and/or personal data the Commissioner has provided to her within X
working davs_lﬁu_m _@nment [MK3]: To be comgleted. }

Complaints and Dispute resolution

45-16. The Commissioner, the SPCB and the DPO shall attempt in good faith to negotiate
a settlement to any dispute between them arising out of or in connection with this

SLA within 20 working days of either party notifying the other in writing of the Idisputd:__,f-- Comment [HG4]: Shoud there be a
also be 5 liability clause and, if so, how

would Iiabiliiy be determined?

| 46-17._The escalation process for any dispute will be:

()  As regards complaints raised by the Commissioner: [named person in SPCB ] | __--{ comment [MK5]: To be completed. |
will review and respond to complaints raised by the Head of Corporate
Services, Scottish Information Commissioner

(i) Where a dispute is unresolved, the Head of Corporate Services may escalate
the complaint to the [more senior named person in the SPCB] Mh_o___s_h_@j[__"%”“__,-.r«{ Comment [MK: To be completed. |
investigate and respond within 20 working days

(i) As regards complaints by the DPO: the Head of Corporate Services will review
and respond to any complaints by the DPO

(v) Where a dispute is unresolved, the [named person] may escalate the complaint ...~ { Comment [MK71: To be compistod )

to the Scottish Information-Commissioner who shali investigate and respond
with 20 working days

Role of Commissioner

| 47-18. The Commissioner wil:
(i  publish contact details of the DPO;

(i) communicate the contact details of the DPO to the relevant supervisory
authority;

(i) promptly consult with the DPO once a data breach or another incident has
occurrad;
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! (iv) maintain a record of processing operations under histherfits responsibility;

{v)  provide the DPO with sufficient information fo enable the DPO to accurately
] relay information to the_supervisory authority on how he processes personal
data. This will ideally be in the form of a flowchart;

(vi) provide the DPO with contact details for his office, including out of hours

contact k:letailst -1 Comment {HGBY: Ths DPO needs to
"""""""""""""""""""""""""""""""""""""""""""""""""""""" - ba able {o be contacted “out of hours”
and, therefore, “out of hours” contact

(vii) liaise with the DPO to timetable routine meetings_and: training sessions, giving detais nesd o be provided - please let
the DPOQ at least 4 weeks’ advance notice; us have these delails in due course

| (viii) liaise with the DPO as regards other meetings, giving the DPO as reascnable
advance notice possible;

( | (x) co-operate with the DPO and histher team;
(x) invite the DPO to attend meetings where decisions with data protection
implications are taken. All relevant information must be passed on to the DPO
| in a timely manner in order to allow him-erher to provide adequate advice,
(xi give the opinion of the DPO due weight
(xii} provide an opportunity for the DPO to make his/her dissenting opinion clear fo
those making the decisions and, if there is a disagreement, document the
reasons for not following the DPQO’s advice sheuld-be-documented;
| (xiiiy shall-seek the DPO’s advice when carrying out a DPIA_or PIA,

| (xiv) if he so chooses, develop data protection guidelines or programmes that set
out when the DPO must be consulted.

Commencement date

19. Regardless of the date or dates of the signing of this SLA, the SLA shall take effect
from 25 May 2018.

o~

Review mechanism

18. The services outlined in and operation of this SLA will be reviewed within one year_of
its commencement. Both parties will meet to consider where the SLA worked well
and identify any issues. The aim of the review is to resolve any issues and embed
good practice. If required, the SLA will be amended. If both parties cannot agree, the
dispute resolution process will come into effect. After the initial review, either party

may request a review of the SLA as and when required.
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Termination

| 19._ Either party may terminate this agreement on giving xx working days’ neticein

writing. The dispute resolution process must be exhausted prior to a termination
notice being issued.{The-notice period-should allow-enough-time-for the SPCB-te
allocate other workto-their DRO-(if terminated-by office-holder)-or for-Office-holder-te
find-suitable-alternative- DRO-(i-terminated-by-SRGB)}:

Data Protection Officer
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