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1. Background

In May 2010, 80 documents belonging to the Parliamentary and
Health Service Ombudsman (PHSO), including approximately 30
containing sensitive personal data, were misplaced, while being
taken off-site. The PHSO reported this data security breach to the
Information Commissioner’s Office (ICO). The documents were
subsequently recovered.

The ICO considered the circumstances surrounding the reported
incident, including PHSO’s willingness to take action to ensure that
a similar breach cannot recur, and its invitation to ICO to carry out
a review of its processes in this area. In view of this the ICO
decided that formal regulatory action was not appropriate. Instead,
the ICO agreed with the PHSO that they should complete an
assessment of the relevant PHSO policies and procedures to
determine their efficacy in meeting the requirements of the Data
Protection Act 1998 (DPA), and their performance in practice.

Although PHSO has an electronic case tracking system which can
store emails and scanned documents, the majority of personal data
processed is in paper format. Operational requirements result in
large volumes of data transfers to and from organisations being
investigated, to third party experts providing professional opinions,
and between PHSO offices.

It was agreed between ICO and PHSO to undertake the assessment
at both of their sites, in London and Manchester.



2. Audit Scope

Following pre audit discussions with PHSO it was agreed that the
review would focus on specific processes and activities to assess how
their implementation contributes to compliance with the DPA principles
within the following areas:

a. Data Protection Governance — with reference to the
arrangements and controls in place to ensure compliance with the
DPA specifically in relation to personal data taken or sent off-site.

b. The provision and monitoring of staff training and awareness of data
protection requirements, relating to their roles and responsibilities,
particularly in relation to personal data taken or sent off-site from
PHSO offices.

c. The processes in place to ensure adequate physical security is
applied to the transfer of manual files

e Between PHSO office sites by a third party contractor
(manual only)

o By PHSO employees working away from their office
base

e To and from Associates and External Reviewers
working from their own base

d. The processes in place to ensure adequate security is applied to
the IT systems and mobile devices used for the electronic transfer
of personal data as described in paragraph 'c’ above.



3. Audit Opinion

The purpose and objective of the audit was to provide PHSO and
the Information Commissioner with an assessment and assurance
opinion on how PHSO is meeting its data protection obligations in
respect of the security of personal data (held both manually and
electronically) taken or sent off-site:

e by PHSO employees for the purpose of working on
them away from PHSQO's offices

e for work by Associate Caseworkers, Clinicians and
Reviewers normally working from home

e while in transit by third party contractors between
PHSO's sites

The recommendations made are primarily around enhancing processes
and procedures relating to data governance and security.

Overall Conclusion

The arrangements for data protection compliance
with regard to governance and controls provide a
reasonable assurance that processes and procedures
are in place and being adhered to. The audit has
identified some scope for improvement in existing
Reasonable arrangements and appropriate action has been
Assurance agreed to enhance the likelihood that the objective of
data protection compliance will be achieved.




4. Summary of Audit Findings

Areas of Good Practice.

PHSO employees generally have a good understanding of DPA
principles, how to access associated policies and guidance and how
these should be applied to work practices.

IT systems are designed to operate at Government standard CESG
security levels and external IT auditors are employed to ensure
compliance with these.

New secure terminals and access methods are being introduced for use
by home and remote access workers offering high security access to
PHSO applications and online case files.

Comprehensive procedures are in place to track paper files making use

of both the case handling IT application and tracking systems from the
main courier company.

Areas for Improvement.

PHSO does not have a data protection policy or statement that
underpins the standards required to comply with data protection law.
Responsibility for applying and maintaining this policy is needed and
measures introduced to ensure compliance is achieved. A forum for
raising data protection issues for resolution can also facilitate the
achievement of compliance. A Security Committee already exists to
consider data security issues.

The transfer of personal data by PHSO staff between office and home or
contractors’ premises is a high risk area and consideration should be
given to reviewing and updating procedures covering home working and
associated data transfers.

Procedures are required to ensure all contractors are fully aware of the
latest PHSO Security Policies and other policies related to personal data
processing in order to comply with their own contractual as well as DPA
obligations.
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