ORDER FORM
For the provision of IT SERVICES

PURCHASE ORDER No.

DATE: A DECEME'AL L oty

The Customer appoints the Service Provider to perform the Services subject to and in accordance with:

s the Particulars listed below;

» The Standard Terms and Conditions for IT SERVICES (the “Standard Terms and Conditions")
comprising:

o Part A (General Terms and Conditions);
o Part B (Support and Maintenance SLA);
o Part C (Definitions),

o Part D (Data Protection GDPR);

o PartF (Tender Documents);

o Part G {Change Control Form};

o Part H (Certificate of Declaration);

o Partl {Contacts List);

o Part J (Special Terms and Conditions});
o Part K (Service Recipient Agreement).

all of which form part of this Order Form.

Ref. PARTICULARS

Background to this The Customer conducted a PCR 2015 compliant,

Crder: Open Pracurement for the provision of the Police
CyberAlarm services.

Customer: THE COMMON COUNCIL OF THE CITY OF
LONDON (in its capacity as Police Authorlty for the
City of London), whose principal address is at

| Guildhall, PO BOX 270, London EC2P 2EJ

Service Provider: Pervade Software Ltd, whose address is,
Castle Court, Cardiff, CF11 9LJ;
Company Number 0706728

IT Services for: The provision of the next iteration of the Police
CyberAlarm, including additional functionality in
respect of ingesting/enriching/categorising firewalls.




analysis and event reporting, and scanning of external
IPiwebsites of member organisations, to provide
enriched intelligence source for policing and other
developments.

Comprising of SaaS, Implementation, Hosting and
Support and Maintenance — all as describe in Part F,1
and further in this agreement.

PART A STANDARD TERMS &
CONDITIONS

Clause 3.1 Commencement Date: 01 December 2021

Clause 3.1 Initlal Term: 1 Year

Clause 3.2 Subsaquent Term(s): 1 Year +1 Year

Clause 9.1 Charges: Total Charges for the Initial Term: £359,340.59
exclusive of VAT;
Total estimated charges for the Project, should targets
be met and funding provided for optional extensions in
year 2 and 3: £1,493,127.32;
Detailed breakdown of the Charges are set out in Part
F,2
Monthly milestone payments will apply

Clause 9.2 Retention: None |

Clause 16.1 | insurances required: * Professional Indemnity Insurance of 343(2)

for each and every claim;

» Public Liability Insurance 01343(2) for each
and every claim;

o Employer's Liabilitv Insurance at an amount equal
to or more thars4.3(2)  as required by law;
and,

e Cyber Security and Data Protection cover of

s43(2)

Clause 17 Intellectual Property OPTION 2
Rights Options
Clause 41 Parent Company No
Guarantee:
Customer's Contacts: See Part ]
Service Provider's See Part | |
Contacts:
PARTB SLA




Para 2.1 Support Hours Core Support Hours are:

s43(2)

Extended Support Hours are:

s43(2)

All times are London time

EXECUTION CLAUSE FOR CONTRACTS VALUED £250,000 AND ABOVE

IN WITNESS whereof this Order Form is prepared in duplicate and executed to take effect on the
date first written

EXECUTED and DELIVERED as a DEED

by SERVICE PROVIDER
by means of these signatures:; S !I O ( : ! )

Director

s40(2)

s40(2)

THE COMMON SEAL of the )
The Mayor and Commonalty and Cltizens )
of the City of London )S
was hereunto affixed in the presence of: ) . . _
Assistant City Solioitas:
Authorised Signatory

Examined NP

Ctee/Court RLEL AT Commisodtl
Date (&1L 100
Passed for Sealing P

Fund it FuMD

Power St LeAa 9T L

Seal Follo No. 7 2{ :)?3




STANDARD TERMS AND CONDITIONS

FOR

IT SERVICES
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PART A
GENERAL TERMS AND CONDITIONS

RECITALS

(A)

(B)

The Customer wishes to procure IT Services from the Service Provider following a tendering
process.

The Service Provider having experience in providing the IT Services accepts the appointment on
the terms and conditions of this Agreement.

NOW IT IS AGREED as follows:

1
1.1

1.2

13

14

Deflnitions and Interpretation

In this Agreement, unless the context otherwise requires, defined terms are described in Part C
(Definltions):

In this Agreement, unless the context otherwise requires:

1.2.1 the singular Includes the plural and vice versa;

1.2.2 reference to a gender includes the other gender and the neuter;

1.2.3 words importing persons include firms, companies and corporations and vice versa;

1.24 any reference to an enactment Includes reference to that enactment as amended or
replaced from time to time and to any subordinate legislation or byelaw made under
that enactment;

1.2.5 references to numbered clauses, Parts and Schedules are references to the relevant
clause, Part or Schedule to this Agreement;

1.2.6 references in any Part or Schedule to numbered paragraphs relate to the numbered
paragraphs of that Part or Schedule;

1.2.7 any obligation on a party not to do or omit to do anything is to include an obligation not
to allow that thing to be done or omitted to be done;

1.2.8 a party who agrees to do something shall be deemed to fulfil that obligation if that party
procures that it is done,

The headings in this Agreement are for ease of reference only and shall not affect its
interpretation.

in case of conflict or ambiguity between the Standard Terms and Conditions and the Special
Terms and Conditions contained in the Order Form, the Special Terms and Conditions shall take
precedence.

Due Diligence

The Service Provider acknowledges that it:

2.1.1 has made and shall make its own enquiries to satisfy Itself as to the accuracy and
adequacy of any information supplied to it by or on behalf of the Customer;

2.1.2 has raised all relevant due diligence questions with the Customer before the



2.2

3.2

5.2

53

54

6.1

6.2

commencement date of this Agreement;
2.1.3 isconfident it can fulfil its obligations according to these terms; and
2.1.4 hasentered into this Agreement in reliance on its due diligence.

The Service Provider shall be deemed to have entered into this Agreement with full knowledge
of the [T Services to be performed and the terms of this Agreement.

Duration

This Agreement shall start on the Commencement Date and, unless terminated earlier, shall
continue until the end of the Initial Term.

Unless the Agreement is terminated at the end of the Initial Term, the Customer may extend the
Agreement for a Subsequent Term {up to the maximum number of extension periods described
in the Order Form) by notice in writing served prior to the expiry of the Initial Term or relevant
Subsequent Term.

IT Services
The IT Services to be provided are described in Part F {Tender Documents).

Implementation

The Service Provider shall deliver an outline Implementation Plan to the Customer within seven
(7) days of the Commencement Date.

A detailed Implementation Plan shall be agreed with the Customer, within seven (7) days of
delivery of the outline Implementation Plan, with sufficient detail as is necessary to manage the
implementation of the IT Services effectively.

Once the detailed Implementation Plan has been agreed with the Customer; performance shall
be measured against the detailed Implementation Plan.

The Service Provider shall report weekly on progress. If any issues are raised on the quality, the
Deliverables or any other matter related to the work done within the weekly reporting period,
the Service Provider shall have five (5) working days to respond to the issues and make any
changes required.

Implementation Delays

Delays due to Service Provider

If at any time the Service Provider becomes aware that it shall not (or is unlikely to) achieve any
Milestone by the Milestone Date it shall as soon as reasonably practicable {and not later than
five (5) working days) notify the Customer in writing of the Delay, giving full details of:

6.1.1 the reasons for the Delay;
6.1.2 the consequences of the Delay and impact on other Milestones and Go-Live; and

6.1.3 adraft Correction Plan detailing the steps that the Service Provider proposes to take to
achieve the Milestone.

The draft Correction Plan shall be submitted to the Customer for approval.



6.3

6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

6.12

6.13

The Service Provider shall comply with the Correction Plan following its approval by the
Customer.

The Customer may at its sole discretion (without waiving any rights in relation to other options)
choose to:

6.4.1 issue a Conditional Milestone Achievement Certificate with an agreed Correction Plan;
and/or

6.4.2 refuse to issue a Conditional Milestone Achievement Certificate and escalate the matter
in accordance with the Dispute Resolution Procedure, and if the matter cannot be
resolved, exercise any right it may have under this Agreement or at law.

Where the Customer issues a Conditional Milestone Achievement Certificate, the Customer can
choose to {but is not obliged to) revise the failed Milestone Date and any subsequent Milestone
Date.

Delays due to Customer Cause

If the Service Provider would have been able to achieve a Milestone by its Milestone Date but
has failed to do so as a result of a Customer Cause, the Service Provider shall:

6.6.1 be allowed an extension of time equal to the Delay caused by the Customer Cause; and

6.6.2 not be in breach of this Agreement as a result of the failure to achieve the relevant
Milestone by its Milestone Date.

The Customer shall:

6.7.1 consider the duration of the Delay, the nature of the Customer Cause, the effect of the
Delay on the Service Provider’s ability to comply with the Implementation Plan;

6.7.2 consult with the Service Provider in determining the effect of the Delay;
6.7.3 fix a revised Milestone Date, and

6.7.4 [fappropriate, make a consequential revision to subsequent Milestones and/for
Milestone Dates in the Implementation Plan.

The Customer shall, at its absolute discretion, determine in prior consultation with the Service
Provider if a CCN is required to be issued in accordance with the requirements of clause 26.

The Service Provider shall, and shall procure each sub-contractor to, take and continue to take
all reasonable steps to eliminate or mitigate any losses and/or expenses that it incurs as a result
of a Customer Cause.

Delays not due to ope party alone

Where a Delay Is attributable in part to the Service Provider and in part to a Customer Cause,
the parties shall negotiate in good faith with a view to agreeing a fair and reasonable
apportionment of responsibllity for the Delay.

Whatever the reasons for the Delay (whether caused by the Customer or not), the Service
Provider shall make all reasonable endeavours to eliminate or mitigate the consequences of the
Delay.

Either the Customer or the Service Provider may request that a CCN be issued in accordance
with clause 26, which covers the effects of the Delay.

Failing agreement on the Issuing of a CCN as specified in clauses 6.8 and 6.12 herein, either party
may escalate the matter In accordance with the Dispute Resolution Procedure.



7.2

7.3

74

7.5

76

7.7

7.8

Testing and Acceptance

The IT System shall be delivered through Milestones and Deliverables. As part of the
implementation of each Milestone or Deliverable, the IT System shall be subject to a process of
Acceptance Testing.

Acceptance Test criteria shall be prepared by the Customer to test that the IT System (or part
thereof) conforms to requirements of the Deliverables in Part F (Tender Documents). The
Customer shail perform transactional and functional tests together with the results expected to
be achieved by processing test data, transactional and functional test scripts and any other tests
the Customer deems necessary to test the iT System. The Service Provider shall not be entitled
to object to the test criteria or the expected results unless the Service Provider can demonstrate
to the Customer that they are not suitable for testing the IT System as aforesaid, and if accepted,
the Customer shall make reasonable amendments to the test criteria and expected resuits.

The Service Provider shall for each Deliverable submit details to the Customer for testing and
the parties shall follow the applicable provisions of the testing procedures below.

The order for Acceptance Testing is as follows, unless the context of the TEST requires otherwise,
or the parties agree a different procedure for Acceptance Testing as part of the Implementation
Plan:

7.4.1  one or more imports of test data into the TEST system leading to a successful import of
test data into the TEST system; followed by

74.2 TEST Acceptance Testing followed when successful by the TRAIN system. Transfer
configuration from TEST to TRAIN system, one or more imports of data into the TRAIN
system leading to a successful import into the TRAIN system; followed by

743 TRAIN Acceptance Testing, followed, when successful, by agreement to Go-Live;
followed by

7.44  implementation of the Deliverable in the LIVE environment; followed by

7.4.5 transfer of configuration from TEST to LIVE system; followed by

7.4.6 LIVE data import into LIVE, foliowed by

7.4.7  LIVE Acceptance Tests, leading, when successful, to the acceptance of a Deliverable.

If the Customer successfully completes the requisite LIVE Acceptance Tests; the Customer shall
issue a Milestone Achievement Certificate. Notwithstanding the issuing of a Milestone
Achievement Certificate, the Service Provider shall remain solely responsible for ensuring that
the Service Provider’s solutlon is suitable for delivering the IT Services, and for ensuring that the
IT System is implemented in accordance with the Deliverables in Part F (Tender Documents). No
rights of estoppel or waiver shall arise as a result of the issue of a Milestone Achievement
Certificate (or Conditional Milestone Achlevement Certificate).

The Customer shall carry out Acceptance Tests over the number of days described in the
implementation Plan.

If there are any failures in the Acceptance Tests, the Customer shall inform the Service Provider
while the Acceptance Tests are in progress or promptly thereafter. The Service Provider shall not
later than five (5) working days following notification of the relevant failure, at its own expense
correct the errors and notify the Customer that it is ready to repeat the tests. The tests shall be
repeated within one (1) month, or such other mutually convenient time as may be agreedby both
partles.

in the event the IT System fails to pass the repeat tests referred to in clause 7.7 the Customer
shall be entitled to terminate this Agreement.



79

7.10

7.11

9.2

9.3

9.4

9.5

9.6

9.7

9.8
9.9

On agreement for a Deliverable to Go-Live, the Service Provider shall deliver to the Customer
the Support Materials (if any) relating to that Deliverable on appropriate media and in an
appropriate format to ensure that the Customer or a third party appointed by the Customer is
able to maintain, enhance, modify and change the Customer Data or other Customer’s
information;

After the acceptance of a Dellverable from clause 7.4.6, the Service Provider shall provide a
warranty that the Deliverable is fit for purpose and Is of a satisfactory quality and fit for its
intended use.

Six (6) months after the last Deliverable is delivered to the LIVE environment, the Customer shall
carry out Final Performance Acceptance Tests and upon successful completion, deliver to the
Service Provider a written Final Performance Acceptance Certificate.

Support Services
The Service Provider shall provide the Support Services in Part B following each Go-Live.

Charges and Payment

In consideration of the IT Services being delivered or performed by the Service Provider pursuant
to this Agreement, the Customer shall pay the Charges or portions thereof as described in the
Pricing Matrix at Part F, 2a, Charges. Where it is agreed that payment of Charges shall be aligned
to Milestones or Deliverables, the payments shall be made on delivery at the intervals or on the
dates described in the Implementation Plan.

The Charges, including hosting and cloud services & storage shall be fixed at the rate(s) given in
Part F, 2a, Charges for the period of the Initial Term, and thereafter set for each Subsequent
Term and any changes In price shall reflect the changes in the amount(s) paid by the Service
Provider.

The Charges for the Support Services (except Charges for hosting and cloud services & storage)
shall be fixed for the Initial Term and shall be inclusive of all costs and expenses incurred by the
Service Provider in providing IT Services.

For Subsequent Terms, any increase in the Charges for Support Services (except Charges for
hosting and cloud services & storage) may only be increased annually in line with inflation as
measured by the Consumer Prices Index, up to a maximum of 1.5% of the total IT Support Service
Charges.

The Service Provider shall invoice the Customer for the Charges in the amounts and at the rates
and frequency set out in the Pricing Matrix at Part F, 2a, Charges or as agreed in the
Implementation Plan. All invoices and payment communications must quote the Purchase Order
number stated on the Order Form.

The Charges payable by the Customer shall be paid within thirty (30) days after receipt of a valid
invoice by the Customer.

The Charges stated in this Agreement are exclusive of any applicable VAT or other sales tax which
shall be payable by the Customer at the rate and in the manner prescribed by law on submission
of a valid tax invoice.

All invoices shall be accompanied by supporting documentation and a breakdown of the costs.

Payment by the Customer shall be without prejudice to any claims or rights the Customer may
have against the Service Provider and shall not constitute an admission by the Customer as to



10
10.1

i0.2

the performance of the Service Provider's obligations under this Agreement.

Warranties

The Service Provider warrants that the performance, and functionality of the Software will
conform at all times with the Tender Documents.

The Service Provider warrants and undertakes to the Customer that:

10.2.1

10.2.2
10.2.3

10.2.4

10.2.5

10.2.6

10.2.7

10.2.8

10.2.9

10.2.10

10.2.11

it shall provide the IT Services with all reasonable skill and care, using suitably skilled
personnel;

it has sufficient experience of installing, developing and integrating IT systems;

its employees, agents and sub-contractors shall be suitably experienced to perform
their tasks/roles and conform to the standards, skill and ability to be reasonably
expected of such performance;

neither the execution nor the performance of this Agreement shall conflict with any
agreement or arrangement to which the Service Provider is a party or any legal or
administrative arrangement by which the Service Provider is bound;

it is authorised to use the Third-Party Software and any third-party systems in
connection with its obligations under this Agreement and shall remain so authorised
for the duration of this Agreement and shall be authorised by the relevant licensors
and owners to grant the rights for the Customer’s use;

none of the IT Services, Support Materials or the IT System provided by the Service
Provider shall include:

10.2.6.1 any executable code in the Live system which has not passed the
Acceptance Tests by the Customer; or

10.2.6.2 malware, such as computer viruses, worms, time bombs, or ‘trojans’ or
any other such devices or mechanisms of misuse;

From each Go-Live Date:

10.2.7.1 the IT Services shall conform in all respects with the appropriate
Deliverables in Part F, 1, Deliverables);

10.2.7.2 the Support Materials shall provide adequate instructions to enable the
Customer to make proper use of the facilities and functions; and

10.2.7.3 the IT Services shall operate fully with the Software and Third-Party
Software and third-party systems.

the Support Services shall comply with the Service Levels in the Service Level
Agreement at Part B;

the capacity of the IT System is capable of meeting the transaction, connection,
uptime and concurrent users’ volumes described in Part F, 1, Deliverables;

the Service Provider has and shall maintain in effect all necessary licences and any
other authorisations and rights required in providing IT Services, including those to
the enhancements, modifications and upgrades to Third Party Software;

the Software, the IT Services and other materials designed or developed or produced
by the Service Provider shall not infringe any third party’s Intellectual Property Rights,
shall not be obscene or defamatory, and shall comply with all applicable laws,
regulations and codes of conduct;



10.3

10.4

11
111

11.2

10.2.12  each Deliverable shall meet the Customer’s acceptance criteria as identified in the
Part F, Tender Documents.

If the Service Provider receives written notice from the Customer at any time after any Go-Live
Date of any breach of the warranties herein stipulated, the Service Provider shall immediately
after receiving such notice remedy the defect or error in question.

The Customer warrants that all Intellectual Property Rights including but not limited to
Customer’s software, databases, graphics, diagrams, charts, sound, and Customer Data which
shall be used and/or which is necessary for the Service Provider to access and use, is either the
Customer's property or Is legally licensed to the Customer to permit access and use by the
Service Provider.

Service Provider’s Obllgations

The Service Provider shall provide IT Services:

11.1.1 with skill and expertise to a professional standard;

11.1.2 which are fit for their intended purpose;

11.1.3 in a timely and efficient manner;

11.1.4 using suitably experienced personnel;

to meet the Customer’s business requirements and in accordance with this Agreement.
In addition, the Service Provider shall:

11.2.1 to the extent that a standard Is not specifically described, ensure the Deliverables are
of a satisfactory quality and fit for its intended use, whether expressly or by
implication made known to the Service Provider;

11.2.2 ensure continuing integration with the Customer’s existing systems identified by the
Customer, and seamlessly interfaces to the Customer’s and third-party systems as
specified in the Deliverables {Part F, 1, of Tender Documents);

11.2.3 co-operate with the Customer's officers, employees and other independent
consultants whenever necessary or desirable in the performance of IT Services;

11.2.4 comply with all reasonable instructions given by the Customer’s Representative and
notify the Customer's Representative promptly if the Service Provider has any
difficulty in complying with any instruction, or If there is any conflict, ambiguity or
discrepancy in the Tender Documents which has not been identified before the award
of the contract to the Service Provider;

1125 comply with all applicable UK and European laws, directives and regulations, and any
amendments thereto, which apply to IT Services now or which come into force during
this Agreement;

11.2.6 comply with the Customer's financial and contractual standing orders, financial
regulations, financial control standards, and policies and procedures, as notifled to
the Service Provider from time to time;

1127 ensure that iT Services are delivered respecting the Pricing Matrix at Part F, 2a,
Charges;

11.2.8 provide project management for the delivery of IT Services as described in the
Dellverables (Part F, 1, of Tender Documents);



11.3

11.4

115

116

11.7

11.8

12
121

12.2

123
124

12,5

11.29 provide the necessary personnel to work alongside the Customer and provide timely
feedback and any necessary information;

11.2.10  ensure that key personnel are not removed or replaced without prior agreement of
the Customer from the performance of the IT Services during the dates they are
required in this Agreement;

11.2.11 ensure that the Service Provider's personnel comply with the Customer’s
requirements for the conduct of staff when on the Customer’s premises.

The Service Provider shall appoint a Representative and Key Personnel (Identified in Part 1) who
are assigned to oversee the performance and successful delivery of the IT Services. The Service
Provider may change the Service Provider’s Representative and Key Personnel with the prior
written consent of the Customer, such consent not to be unreasonably withheld or delayed.

Where the Service Provider has purchased Third Party Software, the Service Provider shail pay
for the Third-Party Software within the time aliowed by the third party and shall not put at risk
the Customer’s possession and use of the Third-Party Software after delivery to the Customer.

The Service Provider undertakes to maintain the interface and interoperability between Third
Party Software and Software developed or provided by the Service Provider.

The Service Provider shall take all appropriate steps to ensure that the Service Provider's
personnel are not in a position where there is or may be a conflict of interests between the
Service Provider’s personnel and another contractor where both are providing IT Services to the
Customer under this Agreement.

The Service Provider shall, as a continuing obligation throughout the term of this Agreement,
where Software is used in the provision of IT Services or information uploaded, interfaced or
exchanged with the Customer’s systems, use the most up-to-date antivirus from an industry-
accepted antivirus software vendor. The Service Provider shall check for, contain the spread of,
and minimise the Impact of malicious software.

If malicious software is found, the Service Provider shall co-operate with the Customer to reduce
the effect of the malicious software. If malicious software causes loss of operational efficiency
or loss or corruption of the Customer Data, the Service Provider shall use its best endeavours to
help the Customer to mitigate any losses and restore the provision of IT Services to the desired
operating efficiency as soon as possible.

Customer Obligations

The Customer acknowledges that the Customer’s close involvement is essential to ensure that
the IT Services successfully meet the Customer’s requirements.

The Customer agrees to provide guidance to the Service Provider on the Customer’s business
practices which affect IT Services.

The Customer shall pay for IT Services delivered under and in accordance with this Agreement.

The Customer shall appoint a Representative and Key Personnel (identified in Part 1) who are
assigned to oversee the successful performance and delivery of the IT Services. The Customer
may change the identity of the Customer’s Representative or any of the details of the Customer’s
Representative and Key Personnel on written notice to the Service Provider.

If requested by the Service Provider, the Customer shall provide a desk and wi-fi facilities for the
use of the Customer on a licence-at-will basis.
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13.1

13.2

133

134

135

Termination

Termination for Convenience

Notwithstanding any other term, the Customer may terminate this Agreement by giving at least
six (6) months’ prior written notice to the Service Provider, notice to expire at the end of the
Initial Term or, if later, a Subsequent Term.

Termination for Material Breach

The Customer may terminate this Agreement forthwith on giving notice in writing:
13.2.1 if the Service Provider is in breach of:
13.2.1.1 clause 19 (Confidential Information);
13.2.1.2 clause 20 (Customer Data and Data Protection);
13.2.1.3 clause 21 (Freedom of Information);
13.2.1.4 clause 22 (Security and Control);
13.2.1.5 clause 23 (Compliance).
13.2.2 if the Service Provider fails to:
13.2.2.1 deliver a Deliverable by its associated delivery date;
13.2.2.2 comply with a Correction Plan;
13.2.2.3 meet a Service Level target;
13.2.24 pass the repeat Acceptance Tests;
13.2.3 ifthe Service Provider’s level of performance causes a Critical Fault as defined in Part B;

13.2.4 ifthe Service Provider commits a Material Breach, of any term of this Agreement and (in
the case of a breach capable of being remedied) shall have failed within fourteen (14) days
after the recelpt of a request in writing from the Customer to do so, to remedy the breach
(such request to contain a notice of the Customer's intention to terminate);

The Service Provider may terminate this Agreement forthwith on giving notice in writing if the
Customer commits a breach of its obligation to pay undisputed Charges by glving the Customer
ninety (90) days written notice specifying the breach and requiring its remedy {such request to
contain a warning of the Service Provider’s Intention to terminate);

Termination for Insolvency

Either party may terminate this Agreement forthwith on giving notice in writing if the other party
is Involved in any legal proceedings concerning its solvency, or ceases trading, or commits an act
of bankruptey or Is adjudicated bankrupt or enters into liquidation, whether compulsory or
voluntary, other than for the purposes of an amalgamation or reconstruction, or makes an
arrangement with its creditors or petitions for an administration order or if a receiver or
manager is appointed over all or any part of its assets or if it generally becomes unable to pay
its debts within the meaning of Section 123 or Section 268 of the Insolvency Act 1986;

Termination for Change of Control

The Customer may terminate the Agreement forthwith on giving written notice {without
penalty) if there is a change of control in the Service Provider to which the Customer objects,
except where the Customer has given its prior written consent to the change of control, which
subsequently takes place as proposed.

Termination for a Force Majeure Event
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13.6

13.7

14
14.1

14.2

14.3

14.4

145

14.6

14.7

15
15.1

Termination for a Force Majeure event (as described in clause 29).

Termination and Accrued Rights

Any termination of this Agreement (howsoever occasioned) shall not affect any accrued rights
or liabilities of either party.

Consequences on Expiry or Termination

Following the service of a termination notice for any reason, the Service Provider shall continue
to be under an obligation to provide IT Services to the required Service Levels and to ensure that
there is no degradation in the standards of IT Services until the date of termination.

On expiry or termination of this Agreement for any reason the Service Provider shali:

14.2.1 repay to the Customer any Charges or other sums paid in advance in respect of IT
Services not provided as at the date of expiry or termination.

14.2.2 co-operate with the Customer’s requirements to return, destroy or delete (or to procure
the return, destruction or deletion thereof) all:

14.2.2.1 the Customer’s Confidential Information under its control or in its possession;

14.2.2.2 the Customer Data, or media containing the Customer Data or other materials
provided by the Customer; and

14.2.2.3 the Customer owned property in the possession or control of the Service
Provider or its sub-contractors, to the Customer;

and to deliver to the Customer a Certificate of Return, Destruction or Deletion signed
and dated by a board director.

Migration Services

The Service Provider shall work with the Customer and ensure an orderly transition of the IT
Services to the replacement Service Provider.

On expiry or termination of this Agreement for any reason, the Customer may request the
Service Provider to provide migration services to the Customer or to a third-party service
provider identified by the Customer at no charge to the Customer for thirty (30) days (and
thereafter at a reasonable fee to be agreed with the Customer).

Where the Customer requests migration services, the Service Provider shall deliver the
Customer Data in an agreed format to the Customer or to any successor ISP address{es) and
location(s) designated by the Customer;

The Customer shall accept the migration services within 60 days after delivery of the Customer
Data and the Software to the Customer or its nominee as provided for in this Agreement or on
notice of acceptance to the Service Provider whichever is the earlier. On such acceptance, the
Service Provider shall not be obliged to provide any further migration services to the Customer.

The Customer shall, on termination or at the end of the migration services (if later), return to
the Service Provider any Software or media that is owned by the Service Provider or third-party
licensor if applicable, provided that the Customer may retain a copy for audit purposes.

Liability, Indemnity and Limitations

Notwithstanding any other provision in this Agreement, the Service Provider neither excludes
nor limits liability to the Customer for any claims, losses (including regulatory losses and fines),
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15.2

153

154

155

15.6

16

16.1

16.2

16.3

l6.4

16.5

l6.6

16.7

damages, costs or expenses, or acts or omissions arising from:

15.1.1 the negligence of the Service Provider, its officers, employees, agents and sub-
contractors in the performance of their duties, resulting in death or personal injury;

15.1.2 bribery, fraud or fraudulent misrepresentation;

15.1.3 the Service Provider’s Intellectual Property Rights indemnities;
15.1.4 breaches of Data Protection Legislation; and

15.1.5 any other liability which by law cannot be excluded or limited.

Except as provided in clause 15.1 above, the Service Provider’s total liability to the Customer for
any claims, losses, damages, costs and expenses arising under this Agreement or otherwise for
any cause whatsoever shall be limited to the sum of the relevant insurance cover in clause 16
below.

The Service Provider shall, in addition, compensate the Customer for any additional operational
or administrative costs and expenses resulting from a Material Breach of the Service Provider.

Except as otherwise prohibited by law, the Customer’s total liability to the Service Provider for
any claims, losses, damages, costs and expenses arising under this Agreement or otherwise for
any cause whatsoever, shall be limited to the value of the monles paid to the Service Provider
under this Agreement.

In no event shall either party be liable to the other for any loss of profits, business, revenue,
damage to goodwill, savings or any indirect, speclal or consequential loss or damage.

The partles acknowledge and agree that the limitations contained in this clause 15 are
commercially reasonable in the light of the nature of the IT Services, the identity of the Customer
and all the relevant circumstances relating to delivery of the IT Services.

The Service Provider shall from the Commencement Date up to the end of the Limitation Period
maintain, as a minimum, the insurance policies described in the Order Form with an insurance
company of repute to cover its liabilities for each and every claim.

The Service Provider shall notify the Customer immediately if any such insurance policy at any
time ceases to be in force and shall immediately take out replacement insurance.

The Service Provider shall on request of the Customer immediately supply copies of the relevant
certificates of insurance at any time during the continuation of this Agreement.

The Service Provider shall ensure that all sub-contractors hold Insurances (described in clause
16.1 above) of the same amounts that the Service Provider would be legally liable to pay as
damages, including claimant’s costs and expenses.

Holding insurance cover shall not relieve the Service Provider of any liabilities under this
Agreement.

The Service Provider shall take all risk control measures relating to the IT Services as would be
reasonable to expect from a contractor acting in accordance with Good Industry Practice;

The Setvice Provider shall promptly notify the insurers in writing of any relevant material fact
under any insurances of which the Service Provider is, or becomes, aware;
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17

171

17.2

17.3

174

175

17.6

17.7

17.8

179

17.10

17.11

17.12

17.13

Intellectual Property Rights and Licences
OPTION 1
Service Provider IPR and Licences for COTS and Saa$

The Intellectual Property Rights of the Service Provider’s Software and any modifications created
outside of this Agreement is the Background IPR of the Service Provider and/or Its licensors.

All work created by the Service Provider for and under this Agreement is the Service Provider’s
Foreground IPR.

The Service Provider grants to the Customer a licence sultable for a commercial off-the-shelf
software, as amended, modified and delivered to the Customer, in accordance with and for the
duration and purposes of this Agreement.

The Service Provider shall obtain from its third-party providers all licences for the Customer to
use throughout and for the purposes of this Agreement, any Third-Party Software or systems
(Including hosting and cloud services & storage services) that is recommended or provided by
the Service Provider.

OPTION 2

Service Provider IPR and Licences for Bespoke Work

The Intellectual Property Rights of the Service Provider’s Software and any modifications created
outside of this Agreement is the Background IPR of the Service Provider and/or its licensors.

All Bespoke Work created by the Service Provider for and under this Agreement vests in the
Customer and is the Customer’s Foreground IPR. The Service Provider grants to the Customer a
perpetual, non-revocable licence In any of the Service Provider's Background IPR embedded in

the Bespoke Work.

The Customer grants to the Service Provider a limited licence to use the Customer’s Foreground
IPR for the purposes of this Agreement,

Where the Order Form is silent on which Option applies, Option 2 shall apply in defauit.

Customer’s IPR and Licences

The Inteliectual Property Rights of the Customer in the Customer’s software and Customer Data
created outside this Agreement is the Background IPR of the Customer and/or itsilcensors.

All intellectual Property Rights in the Customer’s software and Customer Data created for and
under this Agreement is the Customer’s Foreground IPR.

The Service Provider shall have no rights to use the Customer's names, logos or trademarks
without the Customer's prior written approval.

The Customer grants to the Service Provider a limited, non-transferable, non-exclusive, royaity-
free ficence to use only such of the Customer’s Intellectual Property Rights as is required, solely
to enabie the Service Provider to deliver the IT System and to perform the Services.

Moral Rizhts

The Service Provider shall procure that all moral rights of its authors (including that of its sub-
contractor's authors) arising from the performance of this Agreement are waived. The Service
Provider shall indemnify the Customer in the event of any claims, actions or proceedings for any
costs, losses, damages, or expenses brought by the author against the Customer.
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18
18.1

18.2

18.3

18.4

18.5

18.6

19
19.1

Intellectual Property Infringement and Claim

The Service Provider shall defend at Its own expense any claim brought against the Customer
alleging that the use of the IT System infringes the Intellectual Property Rights of a third party
{"Intellectual Property Claim') and the Service Provider shall pay all costs and damages awarded
or agreed to in settlement of an Intellectual Property Claim provided that the Customer:

18.1.1 furnishes the Service Provider with prompt written notice of the Intellectual Property
Claim;

18.1.2 provides the Service Provider with reasonable assistance in respect of the Intellectual
Property Claim; and

18.1.3 gives to the Service Provider the sole authority to defend or settle the Intellectual
Property Claim.

If, in the Service Provider's reasonable opinion, the use of the IT System is or may become the
subject of an Intellectual Property Claim then the Service Provider shall either:

18.2.1 obtain for the Customer the right to continue using the IT System which is the subject of
the Intellectual Property Claim; or

18.2.2 replace or, with the written consent of the Customer, modify the IT System, which is the
subject of the Intellectual Property Claim, so it becomes non-infringing.

If the remedies set out in clause 18.2 above are not in the Service Provider's opinion reasonably
available, the Customer shall cease using the IT System which is the subject of the Intellectual
Property Claim, the Service Provider shall repay to the Customer all sums paid to the Service
Provider and indemnify the Customer for all damages, losses, costs and expenses including
reasonable legal expenses and third party claims suffered by the Customer.

Any replacement or modification made to the IT System under clause 18.2.2 shall be subject to
the same warranties and terms of this Agreement and the Customer shall have the same rights
as if they were made on the Commencement Date.

Each party recognises that the other party's business relies upon the protection of its IPR and
that in the event of a breach or threatened breach of IPR, the other party shall be caused
irreparable damage and such other party may therefore be entitled to injunctive or other
equitable relief to prevent a breach or threatened breach of its IPR.

If a party learns of any claim of infringement of the Customer’s Intellectual Property Rights in
the Customer Data, It shall promptly notify the other party. The Service Provider shall do all such
things as the Customer may reasonably require at the Customer’s expense to assist the
Customer In taking proceedings or any other actions the Customer may reasonably take to
terminate or prevent any such claim.

Confidential Information

Both parties to this Agreement undertake, except as provided below, to treat as confidential and
keep secret all information marked 'confidential' or which may reasonably be supposed to be
confidential, including, without limitation, information contained or embodied in the
Deliverables in Part F, 1 of the Tender Documents and other information supplied by the
Customer or Service Provider (in this Agreement collectively referred to as ‘Confidential
Information') with the same degree of care as it employs with regard to its own confidential
information of a like nature and in any event in accordance with best current commercial
security practices, provided that, this clause shall not extend to any information which was
rightfully in the possession of either party prior to the commencement of the negotiations
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19.2

193

154

20
20.1

20.2

203

21
21.1

21.2

leading to this Agreement or which is already public knowledge or becomes so at a future date
(otherwise than as a result of a breach of this clause).

A party shall not without the prior written consent of the other party divulge any part of the
Confidential Information to any person except:

19.2.1 to their own directors, officers, employees, sub-contractors and agents and then only to
those persons who need to know the same;

19.2.2 to either party's auditors, an officer of Inland Revenue, an officer of HM Revenue and
Customs, a court of competent jurisdiction, governmental body or applicable reguiatory
authority and any other persons or bodies having a right duty or obligation to know the
business of the other party and then only in pursuance of such right duty or obligation;
or

19.2.3 where it must be disclosed pursuant to a statutory, legal or parliamentary obligation
placed upon the party making the disclosure, including any requirements for disclosure
by the Customer under the Freedom of Information Act 2000, save where an exemption
applies, or the Code of Practice on Access to Government Information or the
Environmental Information Regulations apply.

19.2.4 to any person who Is for the time being appointed by either party to maintain the
equipment on which the Software is for the time being used (in accordance with the
terms of the Agreement) and then only to the extent necessary to enable such person
to properly maintain the equipment.

Both parties undertake to ensure that persons and bodies referred to in clause 19.2 are made
aware before the disclosure of any part of the Confidential Information that the same is
confidential and that they owe a duty of confidence to the other party.

Each party to this Agreement shall promptly notify the other party if it becomes aware of any
breach of confidence by any person to whom it divulges all or any part of the Confidential
Information and shall give the other party all reasonable assistance in connection with any
proceedings which the other party may institute against such person for breach of confidence.

Customer Data and Data Protection

The Customer shalt own {or shall have the right to use) all right, title and interest in and to all of
the Customer Data.

The Service Provider shall comply with its Privacy and Security Policy (described in the Order
Form) relating to the privacy and security of the Customer Data.

In respect of Personal Data, both parties undertake to comply with the provisions of the Data
Protection Legislation, more fully described in Part D.

Freedom of Information

The Service Provider acknowledges that the Customer is subject to the requirements of the Code
of Practice on Access to Government Information, the Freedom of Information Act 2000 (“FOIA”)
and the Environmental Information Regulations 2004 (“EIR”).

The Service Provider shall assist and co-operate with the Customer in a timely and efficient
manner and provide a copy of all information in its possession or power, in the form that the
Customer requires, to enable the Customer to respond to a request for information within the
time for compliance set out in Section 10 of the FOIA.
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213

21.4

21.5

216

21.7

21.8

22
22,1

222

The Service Provider may request in Part F, 2¢ of the Tender Documents that certain information
arising out of the execution of the works be classified as reserved information under the Freedom
of Information Act 2000 (“FolA”) and the Environmental Information Regulations and not
disclosable by the Customer to third parties.

Part F, 2¢ shall list the class or category of information or the information itself and shall specify
which exemptions under the FolA apply to each specified class category or specific information.
Each case shall indicate when it is likely that the information can be made available under the
FolA or If the information Is unlikely ever to be made so available that this is the case. Where
such information Is exempt under the rules governing commercial matters (s.43(2) FolA) then
unless special circumstances apply it shall not be withheld under the FolA for more than seven
(7) years after the expiry or termination of this Agreement.

Information relating to the overall value performance or completion of this Agreement, or
relating to contract records and administration, shall not be accepted as reserved information.
The Customer may however withhold access to such information under the FolA In appropriate
cases.

The Service Provider acknowledges that the Customer may, acting in accordance with the
Department of Constitutional Affairs’ Code of Practice on the Discharge of Functions of Public
Authorities under Part | of the Freedom of Information 2000, be obliged under the Code of
Practice on Access to Government Information, the FOIA, or the Environmental information
Regulations to disclose Information without consulting with the Service Provider, or following
consultation with the Supplier and having taken its views into account.

Should it subsequently transpire that any information has been incorrectly classified as reserved
information by the Service Provider or any competent public authority orders the information
to be released, the Service Provider shall immediately deliver such information to the Customer
and reimburse all the costs incurred by the Customer as a result of the Service Provider seeking
to classify the information as reserved information.

The Service Provider shall ensure that alt information produced in the course of the Agreement
or relating to this Agreement is retained for disclosure and shall permit the Customer to inspect
such records as requested from time to time. The Service Provider acknowledges that any lists
or schedules provided by it outlining Confidential Information are of indicative value only and
that the Customer may nevertheless be obliged to disclose Confidential Information in
accordance with clause 19.2.3.

Security and Control

The Customer may, during the continuance of this Agreement refuse admission to the
Customer’s premises of any of the Service Provider’s personnel whom the Customer believes
represents a security risk or require the Service Provider to exclude such personnel from working
on the IT Services or IT Services under this Agreement or does not have the required levels of
training and expertise or where the Service Provider has other grounds for doing so. The decision
of the Customer shall be final, and it shall not be obliged to provide any reasons.

The Service Provider shall:

22.2.1 use Its best endeavours to keep confidential the passwords or other security
information relating to the IT Services or any equipment of the Customer;

22.2.2 ensure compllance with the Customer’s security requirements to protect the
authenticity and integrity of the IT Services, and pro-actively provide security for the
IT Services, ensuring that adequate security protections are in place;
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22.3

224

22.5

22.2.3

2224

22.2.5

22.2.6

22.2.7

22.2.8

22.2.9

22.2.10

22.2.11

222,12

regularly review its security policles and the actual security of the IT Services, and
inform the Customer of any additional measures necessary to maximise security of
the IT Services and integrity of the Customer Data, and other Customer’s information;

notify the Customer promptly of any unauthorised access or use of the Customer
Data or other security incident affecting its network and information systems that
could potentially affect the Customer, and respond without delay to all queries and
requests for information from the Customer, whether discovered by the Service
Provider or the Customer, in particular bearing in mind the extent of the Customer's
reporting obligations under applicable network and information security legislation
and that the Customer may be required to comply with statutory or other regulatory
timescales;

comply with the staffing and remote working requirements of the Customer, as
required;

have in place a comprehensive Business Continuity and Disaster Recovery Policy and
Procedures approved by the Customer {described in the Order Form) which are
reviewed at least annually and meet the contractual RTO and RPO.

ensure that any sub-contractor or third-party provider of any of IT Services shall have
similar Business Continuity and Disaster Recovery policy and procedures in place.

use all reasonable endeavours to ensure continuity of personnel and to ensure that
the turnover rate of its staff engaged in the provision or management of IT Services
is at least as good as at the prevailing industry norm for similar services.

promptly replace any key personnel that the Customer considers unsatisfactory at no
extra charge.

promptly replace any Key Personnel {Part 1) who leaves the project team working on
the IT Services under this Agreement with someone who Is of equivalent skills and
experience in consultation with the Customer.

at the Service Provider’s cost, carry out penetration tests at least once annually or
sooner if required and anytime there is a significant infrastructure or application
upgrade or modification.

co-operate with the Customer in all aspects of its compliance with the Network and
Information Systems Regulations including, without limitation, any requests for
information in the event of a suspected or actual security incident and any
inspections by regulators.

The Service Provider and its staff shall also adhere to the Customer’s business continuity and
disaster recovery procedures as required.

The Service Provider shall comply with the Customer’s Health & Safety policies and procedures
while on the Customer’s premises.

The Service Provider shall foflow Good Industry Practice for storage procedures for Customer
Data and shall have in place a back-up policy approved by the Customer described in the Order
Form). The Service Provider shall notify the Customer of any changes that substantially or
significantly differ from that which has been disclosed to the Customer at the date of this
Agreement. In the event of any damage to the Customer Data, the Service Provider shall use all
best endeavours to restore the lost or damaged Customer Data from the latest back-up
maintained by the Service Provider.
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23
23.1

23.2

23.3

234

23.5

24
24.1

25
25.1

26
26.1

26.2

26.3

Compliance

The Service Provider shall in the performance of the IT Services take account of any statute,
statutory instrument, byelaw, relevant British Standard (or equivalent EU standard) or other
mandatory requirement or code of practice and the Customer’s policies, which may be in force,
or come into force, during the performance of the IT Services.

Without limitation to clause 23.1, the Service Provider must:

23.2.1 comply with the provisions of the Bribery Act 2010 and, In particular, section 7 of that
Act in relation to the conduct of its employees, or persons associated with it;

23.2.2 not unlawfully discriminate within the meaning and scope of the Equality Act 2010;
23.2.3 comply with applicable requirements of the Modern Slavery Act 2015;
23.2.4 comply with the Customer’s Living Wage Provisions;

23.2.5 ensure that any third party to whom it sub-contracts any part of the IT Services, must
comply with this clause 23.2.

The Service Provider warrants that it has and will maintain in place adequate procedures
designed to prevent acts of bribery from being committed by its employees or persons
associated with it, and must provide to the Customer at its request, within a reasonable time,
proof of the existence and Implementation of those procedures.

The Service Provider shall take all necessary steps to secure the observance of the provisions of
clause 23.2 by all its employees, agents, sub-contractors and suppliers engaged in the execution
of the IT Services.

The Customer Is entitled by notice to the Service Provider to terminate this Agreement or any
other contract with the Service Provider if the Service Provider or any person employed by it or
acting on its behalf fails to comply with the requirements set out In clause 23.2.

Survivorship
The provisions of any clause which by implication intended to come into or continue in force on
or after termination shall by its nature be deemed to survive the termination of this Agreement.

Agency, Partnership

This Agreement shall not constitute or imply any partnership, joint venture, agency, fiduciary
relationship or other relationship between the parties other than the contractual relationship
expressly provided for in this Agreement,

Amendments

This Agreement may not be released, discharged, supplemented, interpreted, amended, varied
or modified in any manner except in writing signed by a duly authorised officer or Representative
of each of the parties.

If the Customer or the Service Provider wishes to request a change to the terms of its Call-Off
Contract (a “Change”), it shall give written notice of the requested Change to the other.

If the Customer or the Service Provider requests a Change in accordance with clause 26.2, the
Service Provider shall prepare within a reasonable time two copies of a change control notice
("CCN").
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26.4

26.5

26.6

26.7

26.8

26.9

27
27.1

28
28.1

Each CCN shall contain:

26.4.1 the title of the Change;

26.4.2 the originator and date of the request for the Change;
26.4.3 the reason for the Change;

26.4.4 detalls of the Change;

26.4.5 the change in capital costs, if any, of the Change;
26.4.6 the change in revenue costs, if any, of the Change;
26.4.7 a timetable for implementation of the Change;

26.4.8 details of the impact, if any, of the Change on other aspects of the relevant Call-Off
Contract and the provision of the IT Services;

26.4.9 the date of expiry of validity of the CCN; and
26.4.10  provision for signature by the Customer and by the Service Provider.
An example of such a Change Control Notice is set out in Part G.

Following receipt by the Customer of the CCN, the Customer and the Service Provider shall
discuss the CCN. Neither the Customer nor the Service Provider shalf unreasonably withhold its
agreement to any Change.

No Change shall be effective unless and until the relevant CCN is signed by or on behalf of the
Customer and the Service Provider.

If a CCN is not signed by or on behalf of the Customer and the Service Provider on or before the
date of expiry of validity of that CCN then it shall automatically expire.

If a CCN is signed by or on behalf of the Customer and the Service Provider on or before the date
of expiry of validity of that CCN then the Service Provider shall implement the Change in
accordance with the terms of the CCN and the Customer shall perform any obligations imposed
on it in the CCN in accordance with the terms of the CCN or (if applicable) the relevant provisions
of the Call-Off Contract, including the payment of any charges.

Until such time as a Change is agreed in accordance with this clause 26, the Customer and the
Service Provider shall continue to perform thelr respective obligations under the relevant Call-
Off Contract in compliance with the terms and conditions of that Call-Off Contract without taking
account of the requested Change.

Announcements

The Service Provider shall not issue or make any public announcement or disclose any
Informatlion regarding this Agreement unless prior written consent has been obtained from the
Customer.

Entire Agreement

Except for fraud and fraudulent misrepresentation, this Agreement supersedes all prior
agreements, arrangements and undertakings between the parties and constitutes the entire
agreement between the parties relating to the subject matter of this Agreement. The parties
confirm that they have not entered into this Agreement on the basis of any representation that
is not expressly incorporated herein.
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28.2

29
29.1

29.2

29.3

29.4

29.5

30
30.1
30.2

31
311

For the avoldance of doubt, any terms and conditions of the Service Provider which are included
or referred to in any purchase order shall not apply or take precedence unless specifically
accepted in writing by the Customer and referred to in this Agreement.

Force Majeure

Notwithstanding anything else contained in this Agreement, a party affected by Force Majeure
shall not be liable to the other for any loss of any kind which is directly or indirectly caused by
reason of any failure or delay in the performance of its obligations under this Agreement which
is due to Force Majeure.

A party affected by Force Majeure shall:

29.2.1 notify the other party in writing within five (5) days of the occurrence of the event
constituting Force Majeure; and

29.2.2 use its reasonable endeavours to continue to perform, or resume performance of, its
obligations under this Agreement for the duration of the event constituting Force
Majeure.

If either party becomes aware of circumstances of Force Majeure which are likely to give rise to
a failure or delay on its part it shall forthwith notify the other as to the circumstances and the
period for which it is estimated that such failure or delay is likely to continue.

If a party is prevented from performance of its obligations under this Agreement for a
continuous period of more than six (6) weeks by reason of Force Majeure, the other party may
terminate this Agreement immediately on service of written notice upon the party so prevent.

Any costs arising from such delay shall be borne by the party incurring the same.

Notices
All notices under this Agreement shall be in writing.
Notices shall be deemed to have been duly given:

30.2.1 when delivered, if delivered by courler or other messenger (including registered mail)
during normal business hours of the recipient; or

30.2.2 when sent, if transmitted by fax or e-mail and a successful transmission report or return
receipt is generated; or

30.2.3 on the fifth (5%) business day following mailing, if mailed by national ordinary mail,
postage prepaid; or

30.2.4 each case addressed to the most recent address, e-mail address, or facsimile number
notified to the other party.

Severance

If any provision of this Agreement is prohibited by law or judged by a court to be unlawful, void
or unenforceable, the provision shall, to the extent required, be severed from this Agreement
and rendered ineffective as far as possible without modifying the remaining provisions of this
Agreement and shall not in any way affect any other circumstances of or the validity or
enforcement of this Agreement.
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32
32.1

33
33.1

34
3.1

35
35.1

35.2

35.3

354

36
36.1

37
37.1

Assignment

This Agreement is personal to the Service Provider and neither this Agreement nor any rights,
licences or obligations under it, may be assigned by the Service Provider, without the prior
written approval of the Customer.

Walver

No delay, neglect or forbearance on the part of either party in enforcing against the other party
any term or condition of this Agreement shall either be or be deemed to be a waiver or in any
way prejudice any right of that party under this Agreement. No right, power or remedy in this
Agreement conferred upon or reserved for either party is exclusive of any other right, power or
remedy available to that party.

Duplicates

This Agreement shall be executed in duplicate, each of which shall be an original, and the
duplicates shall together constitute one and the same agreement.

Sub-Contracting

With the prior written consent of the Customer {which consent shall be at the sole discretion of
the Customer) the Service Provider may perform any or all of its obligations under this
Agreement through agents or sub-contractors, provided always that the Service Provider shall
remain fully fiable for the performance and Deliverables of the sub-contractor, agent or any third
party appointed by the Service Provider.

The Service Provider shall make its sub-contractors, agents and third parties aware of the
Customer’s Living Wage Provisions, and the need for the sub-contractor, agent or third party to
complete (if requested by the Customer) any documentation to ensure compliance of the City’s
Living Wage Provisions by any third party in respect of any part of the IT Services which shall be
sub-contracted by the Service Provider to any third party.

Sub-contracting the IT Services shall not entitle the Service Provider to charge an administration
fee nor require the Customer to enter into an agreement with the third-party. All requisite third-
party licences shail be held by the Service Provider for the benefit of the Customer.

The Service Provider shall indemnify the Customer against any loss or damage suffered by the
Customer arising from any act or omission of such agents or sub-contractors.

Language

This Agreement is made only in the English language. If there is any conflict in the meaning
between the English language version of this Agreement and any version or translation of it in
any other language, the English language version shall prevail.

Costs and Expenses

Each party shall bear its own legal costs and other costs and expenses arising in connection with
the drafting, negotiation, execution and registration (if applicable) of this Agreement.
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38
38.1

39
39.1

40
40.1

41
41.1

42
42.1

43.1

43.2

433

434

Set-Off

Neither party may set off any liability against any sum that would otherwise be due to the other
party under this Agreement.

Third Partles

A person who is not a party to this Agreement has no right under the Contracts (Rights of Third
Parties) Act 1999 to enforce any term of this Agreement.

Non-Poaching of Staff

Each party covenants with the other party that it shall not either during the term of this
Agreement or within a period of twelve (12) months thereafter directly or Indirectly entice away
or endeavour to entice away from the other party any person who has during the previous
twelve (12) months been employed by the other party involved in the performance of this
Agreement.

Parent Company Guarantee

If required by the Particulars, the Service Provider shall deliver to the Customer a Deed of
Guarantee (in the form set out in Part E) executed by its parent company, or where the Service
Provider is part of a group of companies, then the ultimate parent holding company agreed by
the Customer. The issuing of a valid parent company Deed of Guarantee shall be a condition
precedent to the execution of this Agreement.

Limitation Perlod

The Limitation Period is six (6} years if the Agreement signed under hand, and twelve (12) years
if the Agreement executed as a Deed, commencing from either the date of completion of the IT
Services, or (if earlier) the date upon which the Service Provider’s engagement isterminated.

ARternative Dispute Resolution Procedure

If any dispute arises In connection with this Agreement, a director or other senior representative
of the parties with authority to settle the dispute shall, within 14 days of a written request from
one party to the other, meet In good faith to resolve the dispute.

If the dispute is not wholly resolved at that meeting, the parties agree to enter into mediation
in good faith to settle such a dispute and will do so in accordance with the Centre for Effective
Dispute Resolution (CEDR) Model Mediation Procedure. Unless otherwise agreed between the
parties within fourteen (14) days of notice of the dispute, the mediator will be nominated by
CEDR. To initiate the mediation a party must give an Alternative Dispute Resolution notice in
writing (‘ADR Notice’} to the other party, referring the dispute to mediation. A copy of the
referral should be sent to CEDR.

Unless otherwise agreed, the mediation wili start not later than twenty-eight (28) days after the
date of the ADR Notice.

No party may commence any arbitration or legal proceedings in relation to any dispute arising
out of this agreement until it has attempted to settle the dispute by mediation and either the
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medilation has terminated or the other party has failed to participate in the mediation,
providedthat the right to issue proceedings is not prejudiced by a delay.

Law and jurisdictlion

This Agreement and all matters arising from it, including dispute resolutions, shall be
governed by and construed in accordance with the Laws of England, and the parties submit
to the exclusive jurisdiction of the English Courts.



PART B

SUPPORT AND MAINTENANCE SERVICE LEVEL AGREEMENT (SLA)

This SLA describes the minimum level of support and maintenance services to be provided by
the Service Provider to the Customer and the respective obligations of the parties.

SLA Deflnitions

The definitions in this Part B shall supplement the definitions in Part €, as follows:

24x7 Support Hours

Core Support Hours

‘Downtime’

‘Extended Support
Hours’

‘Fault’

‘Help Desk Support’

‘Higher-Level Support’

‘Outage(s)’

‘Permitted Purpose’

‘Service Credits’

is as stated in the Order Form;

is as stated in the Order Form;

means any service interruption of one {1) minute or more in the
availability to the IT System, but shall not include any planned Outage
or any service interruption where the Fault lies with the Customer;

is as stated In the Order Form;

Any failure of the Software or IT System to operate in any material
respect in accordance with the Specification and Response in Part F
(Tender Documents) and Agreement, including any failure or error
referred to in the Service Level Table. Fault is categorised in paragraph
3.13 below;

Support provided by help desk technicians sufficiently qualified and
experienced to identify and resolve the support issues relating to the
Software or the IT System;

Support provided by persons who are more qualified or experienced
to provide support at a higher level than the previous level of support
given;

includes emergency and previously scheduled windows for
maintenance of the IT System;

in the case of reverse analysis where permitted by applicable iaw, the
Customer may decompile the Software if it Is essential to do so in order
to achieve interoperability of the IT System with another software
program or media;

means any Improved, modified or corrected version or upgrade,
whether major or minor, of any of the IT System, Software or media or
Support Materials from time to time issued by the Service Provider;

the sum of money paid or services-in-kind provided by the Service
Provider to the Customer where the Service Provider has failed to
reach a Service Level target;
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‘Service Level Table’ The table in paragraph 9.1 below;

‘SLA’ This Service Level Agreement;

‘Support Period’ The period from Go-Live until expiry or termination of the Agreement
and any period thereafter during which the Customer has requested
the Service Provider to provide migration services;

‘Support Request’ A request made by the Customer for support of the Software or IT
System, including the correction of a Fault;

‘Support Services’ Maintenance of the Software and IT System, including Help Desk
Support and Higher-Level Support, If required

‘Support Hours’ means any one or more of the Core Support Hours, the Extended
Support Hours and the 24x7 Support Hours, elected by the Customer
in the Order Form, for the support of the IT Services.

‘Uptime’ is all time that is not Downtime.

Support Services:

The Service Provider shall provide the following Support Services, comprising:
3.1.1 software support and maintenance;

3.1.2 hosting support and maintenance;

3.1.3 technical support;

3.14 setvice recovery;

3.1.5 Help Desk Support, including the provision of Higher-Level Support;
3.16 training;

3.1.7 Support Materials; and

3.1.8 such other support services as a reasonable service provider would be expected to
provide from time to time.

During the Support Period, the Service Provider shall perform the Support Services to ensure
that the IT System is maintained and operating efficiently and effectively to meet the Customer’s
requirements during the Support Hours in accordance with the Service Levels.

In the event the IT System becomes unavailable, the Service Provider shall remedy the Fault, in
accordance with this SLA.

The Service Provider shall give the Customer notice in accordance with the specification of any
planned maintenance work which shall affect the avaliability of the IT System and shall plan and
carry out such work at such times so as to minimise disruption to the availability of the IT System.

This SLA shall be read in conjunction with the other terms and conditions of the Agreement
relating to the delivery of the IT Services.
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As part of the Support Services, the Service Provider shall:
3.6.1 Monitor the system for availability and Faults

36.2 Use all reasonable efforts to correct Faults notified to or identified by the Service
Provider;

The Support Services shall include:

3.7.1 information and advice by telephone, email or via the Service Provider's support
website;

3.7.2  information and advice by telephone, emall or via the Service Provider’s support website
on Releases;

3.7.3 upon request by the Customer, the diagnosis of Faults in the IT System, Software or
media and the rectification (in accordance with paragraph 12.5 below) of such Faults
remotely {or if the Customer considers necessary, by attendance on the Customer’s site)
by the issue of fixes in respect of the IT System, Software or media and the making of all
necessary consequential amendments (if any) to the Support Materials;

3.74 the creation and despatch to the Customer from time to time of patches and fixes;

The Customer may request Support Services by way of a Support Request. The Support Request
shall contain a detailed description of the probiem or Fault and where known the start time of
the incident. The Customer shall telephone or document to the Service Provider a detalled
description of any Fault requiring Support Services and the circumstances in which it arose,
forthwith upon becoming aware of the same, so that it can be replicated. The Customer shall
provide such additional information as may be reasonably requested by the Service Provider to
enable the Fauit to be classified in accordance with paragraph 3.13 below.

The Service Provider shall:

3.9.1 Prioritise all Support Requests based on Its reasonable assessment of the severity level
of the problem reported; and

3.5.2 Respond to all Support Requests in accordance with the responses and response times
specified in the table set out below.

Where Help Desk Support is not provided within the relevant Service Level response
time, the Service Provider shall escalate the Support Request to Higher Level Support;

Support Services shall be provided during the Support Hours, Out of hours emergency support
for Critical Faults will be provided on a best endeavours basis and to meet the resolution times
of the table in paragraph 3.13 below.

Support Services shall be provided in accordance with the following procedure and timescales:

‘Critical Fault’

means any fault which is fatal, or disables major functions of the Customer’s
business or marketability of its services or products which results in the IT
System, Software or media being non-operational for business-critical
delivery;

‘Major Fault’

means a Fault which has a severe impact in any part of the IT System,

| Software or media which does not constitute a Critical Fault, but which
prevents the Customer operating a material part of its business for whichit for
which it purchased the IT System; ‘




‘Important Fault’

‘Minor Fault’

means a Fault which has degraded operations or errors disabling only certain
non-essential functions and which is agreed to be important by theService

Provider and the Customer but does not constitute a Critical Fault or a Major
Fault;

means a Fault which has minimal Impact and is agreed to be minor by the
Service Provider and the Customer, but which does not constitute aCritical
Fault, Major Fault or Important Fault (for example errors in documentation and
spelling errors in non-public facing forms/screens);

The following response targets are the Customer’s guldeline requirements:
{a) Faults reported to the Service Provider during Core Support Hours

{all times relate to times in Core Hours)

Classification of | Maximum Progress Update Frequency Maximum
Fault Response Time* Resolution Times**
Critical Fault 30 minutes Every 1 {ONE) hour 1 hour
Major Fault 1 hour Every 2 hours 4 hours
Important Fault | 4 hours Every 2 days End of next business
day
Minor Faut | 8 hours mataly agreed batwasn the partes| 1 #E4C*™
(b} Fauits repo o the Service Provider during Extended Support Hours
all times ed to times in Extended Support Hours
oo o | eponsaime | ProgressUpdate requency | L0l
Critical Fault 4 hours Every 1 {ONE) hour 8 hours
Major Fault 6 hours Every 4 hours 8 hours
Important Fault | 6 hours Every 2 days 5:: of next business




Minor Fault

8 hours Every 5 days or as otherwise

sk
mutually agreed between the parties 1 week

3.14

3.15

3.16
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3.18

3.19

3.20

* The first response from the Service Provider by telephone or email generated by a hurnan
being {as opposed to an automated “we have received your report and will deal with it”
response).

** A Fault is resolved when the full functionality of the system is restored. A Fault may be
resolved though application of a workaround.

Workarounds

The Service Provider will within the Maximum Resolution Time agree with the Customer
an acceptable workaround that can be used until such a time that the Service Provider is
able to implement a permanent fix and agree with the Customer a timescale for the
implementation of a permanent fix. While the permanent fix is pending the Service
Provider shall include in all performance review documents progress towards
implementation and either confirm the expected implementation date or propose for the
agreement of the Customer a revised implementation date.

If the parties agree a Fault classification, the Service Provider shall use all reasonable endeavours
within the Resolution Times of such agreement (or sooner if reasonably practicable) to fix the
Fault and/or supply instructions to the Customer, which are intended to provide a work around
acceptable to the Customer for the Fault or provide a correction.

If the parties, acting with due diligence, are unable to agree on the designation of a Fault
reported by the Customer pursuant to paragraph 3.4 above, the Service Provider shall, acting
reasonably, designate the level of Fault and references to “agree” and “agreement” in paragraph

3.14 ahove shall be deemed to refer to the designation of the Fault by the Service Provider; and

In the event that the Customer disagrees with the designation of the Service Provider pursuant
to paragraph 3.15, 1t shall be entitled to escalate the designation in accordance with the

provisions of paragraph 6 below.

In order for the Service Provider to be able to provide the Support Services to the Customer, the
Customer shall:

3.17.1 ensure that appropriate arrangements are put into place to allow remote access to the
IT System, acceptable to the parties, or where remote access is not possible, to provide
physical access to such premises of the Customer as the Service Provider shall
reasonably require, unless the instruction or requirement can be performed by the
Customer at the direction of the Service Provider;

3.17.2 to continue to maintain any IT System requirement in accordance with the minimum
operating requirements from time to time as notified by the Service Provider or the
owner thereof.

The Customer shall ensure that staff are properly and adequately trained to a level of

competence in relation to the IT System, in accordance with Service Provider's guidelines on

tralning.

The Service Provider shall give the Customer regular updates of the nature and status of its

efforts to correct any Fault and monthly reports as to achievement of Service Levels and Service
Credits to which the Customer has become entitled.

The Service Provider shall in respect of Critical and Major Faults report to the Customer and the
Service Provider shall provide an update of work being undertaken to circumvent or provide a
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correction to the Fault at least once a day, the first such update to be provided within one (1}
Hour of the designation of the Fault as a Critical Fault, or such other frequency as shall be agreed
between the parties from time to time.

Downtime and Outages

The Service Provider shall Investigate all Downtime events by using suitably qualified personnel
after becoming aware of it and shall remedy the Downtime event as soon as reasonably
practicable.

The Service Provider shall within 2 working days provide to the Customer a report of the
outcome of all Downtime investigations together with details of the actions taken, or to be
taken, to prevent a repeat event. Where the report contains actions to be taken the Service
Provider shall within 2 working days provide to the Customer a revised report when those actions
have been undertaken. So long as actions remain to be taken the Service Provider shall provide
a revised report to the Customer at intervals of not more than a week.

The Service Provider shall make all commercially reasonable efforts to provide the Customer
with prior email notification of all scheduled and emergency Outages in accordance with the
Specification.

Business Continuity & Disaster Recovery

Invocation

Either the Service Provider or the Customer may invoke the Business Continuity / Disaster
Recovery Plan when there is either (a) a Critical Failure which has lasted, or is reasonably
expected to last, longer than 1 day and the other party agrees to the invocation; or (b) a Critical
Failure has lasted, or is expected to last, more than 3 days.

Where appropriate there may be a partial invocation of the Business Continuity / Disaster
Recovery Plan in the event of a Major Fault (e.g., for the Public Access element of the system).

Standards

The Service Provider shall achieve the Recovery Time Objective of 24 {elapsed) hours and the
Recovery Point Objective of 15 {elapsed) minutes.

Escalation and Reporting

The Customer shall be entitled to escalate any disagreement as to a designated Fault level by
the Service Provider {as referred to in paragraph 3.13 above) to the Service Provider’s Help Desk
Supervisor and thereafter if the Customer remains dissatisfied with the designated Fault level, it
shall be entitled to escalate the dispute to the following employees of the Service Provider:

6.1.1 to the Support Manager; and
6.1.2 to the Customer Services Director, or equivalent, thereafter;

the above process shall not preclude the Customer from contacting the account manager at any
point during the escalation process to discuss the disagreement and, for the purposes of this
paragraph 6.1, the Service Provider shall on request from the Customer notify the Customer of
the identity of the individuals holding each of those positions. If resolution is not reached, the
parties can escalate the matter under the Dispute Resolution Procedure.
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Notwithstanding the Customer exercising its right to escalate the dispute in accordance with
paragraph 6.1 above, the Service Provider shall continue to work towards the provision of a work
around or correction of such Fault.

Service Credits

Where, at the end of each month, the Service Provider fails to provide a Solution within the
relevant response/resolution times, the Customer shall become entitled to the Service Credits
specified in the Performance Measuring Table {in paragraph 9.1 below} corresponding to the
relevant severity level of Fault, and the Service Provider shail pay the relevant Service Credits to
the Customer,

Performance Monitoring

The Service Provider shall put in place and accurately document all processes for the
identification of performance against the Service Levels against the Key Performance Indicators.

The Service Provider’s performance in meeting the Service Levels shall be reported, monitored
and assessed quarterly.

In addition to providing Service Level reports, the Service Provider shall measure and provide
such data as is reasonably required by Customer for the purposes of monitoring the Service
Provider’s performance in meeting the Service Levels and any other contractobligations.

The Service Provider shall be responsible for ensuring that all Service Level reports are accurately
prepared, using up to date and accurate data. Any absence of performance data from said
reports may at Customer’s discretion be deemed a maximum accrual of Service Credits to which
the inaccurate and/or unavailable performance data relates.

Where the Service Provider believes there are mitigating circumstances for the inaccurate
and/or unavailable performance data, the Service Provider may present to Customer within 5
Working Days of the date the performance data or report was due:

A. Reasons why this performance data is inaccurate and/or unavailable;
B. What actions will be taken to ensure it will be accurate and/or available in the future; and

C. Provide reasonable evidence that the relevant Service elements were not adversely
affected during the period of unavallable/inaccurate performance data, then:

The Customer may, at its absolute discretion and without prejudice consider all reasonable
requests and agree a reduced level of required performance in relation to such performance
data for the duration that it was missing, or the Customer may reject such requests.

Performance reporting
The Service Provider shall, at no charge to the Customer, submit the following reports:

Type of report Frequency Information to be included in the report
Service and Monthly {and within | Service performance per KPI for each month
Service Levels 5 Working Days of of the previous month.

performance the month end)
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11.2

Full details of any Critical Fault and MajorFault
incidents occurring wholly or partially within
the previous month.

Number of Root Cause Analysis issued with
details

Service Credits calculations

Highlight any recurrent issues which have
become problems and describe problem
management actions

Any recommendations to assist performance
improvement

Measurement Procedures and Tools

The Service Provider shall within 1 {ONE} month of the Commencement Date provide to the
Customer full details of Its measurement and monitoring tools and procedures used to:

10.1.1 measure and report Service Provider's performance of the Services against applicable
Service Levels; and

10.1.2 verify performance of the Services and the carrying out its obligations of this Agreement.

Key Performance Indicators
Avalilability during Support Hours

*Downtime" means the total time during the Support Hours in the calendar month during which
the service is not available excluding (i) permitted downtime during the same hours and (ii) time
during the same hours during which the service is not available due to a Fault which lies with the
Customer. (“X")

"Measured Period"” means the total time during the Support Hours in the calendar month. {*Y")

“Supported Hours Uptime percentage” means uptime expressed as a percentage, calculated In
accordance with the following formula:

Supported Hours Uptime Percentage = (Y—X) /Y x 100
Availability outside Support Hours

*Downtime" means the total time outside the Support Hours in the calendar month during
which the service is not available excluding (i) permitted downtime during the same hours and
(ii) time during the same hours during which the service is not available due to a Fault which lles
with the Customer. (“X")

"Measured Perlod" means the total time outside the Support Hours in the calendar month.
(“¥")

“Non-Supported Hours Uptime percentage” means uptime expressed as a percentage,
calculated in accordance with the following formula:

Non-Supported Hours Uptime Percentage = (Y —X) /Y x 100



| -
Service Availability during Support Hours does not fall below ‘

| KPT1 the contractual availability 99.9%
‘ KPI2 Service Availability other than in Support Hours does not fall 99.5%
below the contractual availability | )
KPI3 Resolution of Critical Faults within the contractual time 100%
KPi4 Resolution of Major Faults within the contractual time | 99%
KPI5 | Resolution of Important Faults within the contractual time 95%

| KPI6 Resolution of Miner Faults within the contractual time ‘ 90%

12 Service Credits:

12.1  The Service Provider acknowledges and agrees that payment of a Service Credit by
the Service Provider is a price adjustment and not an estimate of the loss or
damage that may be suffered by the Customer as a result of the Service Provider's
failure to meet any Service Level.

12.2  The Customer’s right to Service Credits is in addition to, and not in substitution for,
any other rights arising from the Service Provider's failure to meet the Service
Levels.

12.3  If the actual loss incurred by the Customer, as a result of the Service Provider's
failure to supplythe IT Services in accordance with the Service Levels, exceeds the
relevant Service Credit, the Customer shall have a right to claim damages for losses,
costs and expenses suffered {subject to the provisions of clause 15 of Part A).

124 Service Credit Values: Avallability SLA
12.4.1 If Availability during Support Hours is below the agreed Availability, the

Customer is entitled to a price reduction, applied as a percentage of the
monthly fee for the Service.

12.4.2 The maximum price reduction per month that can be credited to the
Customer in the event of failure to meet Availabillty is 100% of the monthly
charge for the Service, Whereseveral Availability failures occur in the same
calendar month, they shall be accumulated into one SLA breach for the
purpose of Service Credit Calculation, but each Outage shallbe reported
separately for the purpose of Performance Reporting.

12.4.3 Service Credits shall be paid to the Customer quarterly.

12.5 The Service Provider shall provide a rectification plan for agreement by the
Customer wheneverit fails to meet a Service Level for the Support Services.

12.6  The Service Provider shall make all reasonable endeavours to meet a Service Level
target withinone {1) month following any failure to meet the target.

12.7  Failure to comply with paragraphs 4.1, 12.5 and 12.6 shall be a breach of contract,

12.8  If requested, the Service Provider shall deliver to the Customer a service report and

managementreport on queries.
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The Customer’s right to receive Service Credits shall be in addition to, and not in
substitution for, any other rights arising from the Service Provider's failure to
provide the Services in accordance with the terms of the Agreement.

Releases shall be applied to the TEST and TRAIN systems and the Customer
informed of the changes and be given a reasonable time In the circumstances to test
and where necessary retrain staff before the Release Is applied to the LIVE system.

The process for applying a Release shall include a roll-back plan capable of returning
the system to the same state as before the Release was applied. Any changes to
Customer Data made duringthe Release process shall not be lost.

The Service Provider shall notify the Customer in advance of any Releases that
require Downtime or service interruption, and such Releases will be applied to the
LIVE system at times agreed by the Service Provider and the Customer. In the event
that such advance notice coincides with significant activity periods of the Customer
then the parties will agree an alternative time for applying the Release (acting
reasonably).

Audit

The Service Provider shall give the Customer access to carry out an audit(s) at least
once a year on the Services giving to the Service Provider reasonable notice in
writing.

The audit(s) carried out pursuant to paragraph 14.1 shall be subject to
the followingrestrictions:

14.2.1 the audit shall be carried out during standard office working hours, as
agreed between the parties;

14.2.2 access will be provided to relevant records necessary to determine
compliance with this Agreement and no access shall be provided to
information relating to other customers of the Service Provider;

14.2.3 the Customer will reimburse the Service Provider’s reasonable costs, for
any unreasonable inconvenience caused in relation to any such audit; and

14.2.4 the Customer will take all steps necessary to minimise the disruption to the
Service Provider's business and services to other customers.



‘Acceptance Certiflcate’

‘Acceptance Tests’

‘Agreement’

‘Background IPR’

‘Bespoke World’

‘Business Continuity and
Disaster Recovery’

‘Change’

‘Charges’

‘Commencement Date’

‘Conditional Milestone
Achievement Certificate’
‘Correction Plan’

‘COTS Software’

‘Customer Cause’

‘Customer Data’

‘Data Protection
Legislation’

‘Deed of Guarantee’

PART €

Definitions

the certificate or confirmation issued by the Customer to the Service
Provider upon successful completion of the Acceptance Tests;

the tests for acceptance of the IT Services;

the Agreement for the IT Services described in the Order Form comprising
the Particulars, the Standard Terms and Conditions and the Special Terms
and Conditions, if any;

the intellectual Property Rights of a party which existed prior to the date
of the Agreement or which has been created outside the scope or
contemplation of the Agreement;

Work which Is created solely for the Customer:;

Described in clause 22 of Part A, and paragraph 5 of Part B;

Defined in Clause 26.2 of Part A;

the charges payable by the Customer to the Service Provider for the IT
Services are described in the Order Form and the Tender Documents;

the date of commencement of the Agreement, described in the Order
Form;

A Milestone Achievement Certificate that is conditional on remediation of
the test issues or non-conformities of the deliverables where no testing has
taken place;

a plan of steps to be taken by the Service Provider to achieve a Milestone;
Commercial Off-the-Sheif Software;

where a Delay to a Milestone is caused either wholly or partly by the
Customer’s actions or omissions;

the data, information, text, media content, features, products, services,
advertisements, promotions, ontology, Links, pointers, technology,
software and databases for publication (including without limitation,
literary, artistic, audio and visual content), including any publication or
information created by or for the Customer, for the IT Services;

is defined in Part D;

a parent company guarantee, as described in Part E;



‘Delay’
‘Dellverable’
‘Dispute Resolution

Procedure’

‘Final Acceptance
Certificate’

“Force Majeure”

‘Foreground IPR’

‘Good Industry Practice’

‘Go-Live’

‘Implementation Plan’

‘Inftial Term’

‘Intellectual Property
Claim’

‘Intellectual Property
Rights’ or “IPR’

‘IT Services’

IT System’

“Key Personnel”

a Service Provider’s inability to achieve a Milestone by a Milestone Date or
any other delay impacting on the Implementation Plan;

that which is required to be delivered, as described in the Specification and
Implementation Plan or elsewhere in this Agreement;

is described in clause 43 of Part A;

the final sign-off by the Customer of the final Acceptance Tests;

any event or circumstance materially and adversely affecting the
performance by a party of its obligations arising beyond its reasonable
control including without limitation fires, floods, acts of war, acts of
terrorism and natural disasters but excluding default of suppliers or third
parties {unless caused by events which would constitute Force Majeure),
events and circumstances attributable to the wilful act, neglect or failure
to take reasonable precautions of the affected party, its agents or
employees;

the Intellectual Property Rights created pursuant to and in contemplation
of the Agreement as part of the project;

the reasonable skill and care expected from a competent information
technology and telecommunications provider carrying out its obligations;

the date specified in the implementation Plan, or such other date agreed
by the parties in writing, which is the date on which a Deliverable Is
uploaded into the live environment and is first made operational;

the implementation plan for the IT Services describing the performance of
the IT Services In accordance with the timetable agreed between the
parties;

The period described in the Order Form starting from the Commencement
Date;

is defined in clause 18.1 of Part A;

any copyright, database rights, design rights, domain name rights, patents,
trademarks or service marks and all other intellectual property rights
whether registered or not, and applications for such rights;

the services described in the Tender Documents (which includes the IT
System), the Support Services and any other supplemental services
provided by the Service Provider;

the IT System to be delivered as part of the IT Services;

refers to the staff appointed by either the Customer or Service Provider to



‘Limitation Period’

‘LIVE’

‘Material Breach’

‘Milestone’

‘Milestone Achlevement

Certificate’

‘Milestone Date’

‘Order Form’
‘Part’
‘Purchase Order’

‘Representative’

‘Response’

‘Retention’

‘RPO’
‘RTO’

‘SaaS’

‘Service Level Agreement’

‘Schedule’
‘Service Levels’

‘Software’

‘Special Conditions’

administer and monitor the Services generally as identified in PartI;
described in Clause 42 of Part A;
the live system;

a single serious breach or persistent failure to perform as required in the
Agreement;

A speclifically agreed event that contributes either alone, or as part of a
series of events, to a Deliverable described in the Implementation Plan;

a certificate of completion of a Milestone, which can be either conditional
or unconditional, issued by the Customer;

the date a relevant Milestone must be completed by in the
Implementation Plan;

the Order Form with a Purchase Order No., forming part of the Agreement;
a part or Schedule to this Agreement;
The number given to the Order Form by the Customer;

the representative appointed by each party respectively, authorised to
take decisions on behalf of such party, and named in Part I;

the Service Provider’s Response to the Customer’s Invitation to Tender
together with any associated clarifications;

the percentage sum retained until the successful completion of the Finai
Performance Acceptance Tests;

Recovery Point Objective;
Recovery Time Objective;
Software as a Service;

the agreement in Part B which sets out the Support Services and Service
Levels for the Support Services;

a Part or schedule of the Agreement;
the performance standards for the Support Services in Part B;

the software provided or recommended by the Service Provider to be used
which may be the Service Provider’s proprietary software or a Third-Party
Software;

the terms which are particular to the Agreement and described in the
Order Form;



‘Specification’

‘Standard Terms and
Conditions’

‘Subsequent Term’

‘Support Materials’

‘Support Services’

Tender Documents

TEST

Third Party Software’

‘TRAIN’

the Customers statement of requirements and specification of the
technical and user requirements for the IT Services and Support Services
identified In the Tender Documents in Part F and associated clarifications;

described in the Order Form;

the period(s) described in the Order Form commencing on an anniversary
of the Commencement Date following expiry of the Initial Term or a
previous Subsequent Term;

the operating manuals {including electronic), user instructions, technical
literature and documentation provided to the Customer to facilitate the
support of the IT Services;

the activities undertaken by the Service Provider after a Deliverable has
been uploaded into the Live environment to maintain and support the IT
Services;

the Specification, Response and Clarifications, and other information
regarding the IT Services;

the Test system;

software proprietary to third parties comprised in the IT Services supplied
or recommended by the Service Provider;

the Training environment or Training system as the context refers;



PART D
DATA PROTECTION

GDPR CLAUSE DEFINITIONS:

Agreement: means the Agreement for the provision of the next fteration of the Police CyberAlarm, including
additional functionality in respect of ingesting/enriching/categorising firewalls, analysis and event reporting,
and scanning of external IP/websites of member organisations, to provide enriched intelligence source for
policing and other developments, between the Common Council of the City of London {in its capacity as Police
Authority for the City of London) and Pervade Software Limited commencing on 01 December 2021;

Controller, Processor, Data Subject , Personal Data , Personal Data Breach , Data ProtectionOfficer take the
meaning given in the GDPR;

Customer: means the Data Service Provider;
GDPR: the General Data Protection Regulation (Regulation (EU) 2016/679);

Data Protection Legislation: means (i) The General Data Protection Regulation {Regulation (EU)2016/679), the
Law Enforcement Directive (EU) 2016/680), the Regulation of Investigatory Powers Act 2000, the
Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (S|
2000/2699), the Electronic Communications Data Protection Directive {2002/58/EC), the Privacy and Eiectronic
Communications (EC Directive) Regulations 2003 (S| 2426/2003), the Protection of Freedoms Act 2012, and
any applicable implementing laws as amended from time to time; (fi} the DPA 2018; and (iii) all applicable law,
subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye- law,
enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order,
regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives
or requirements with which the Service Provider is bound tocomply about the processing of personal data and
privacy;

Data Protection Impact Assessment: an assessment by the Controller of the impact of the envisaged
processing on the protection of Personal Data;

Data Loss Event: any event that results, or may result, in unauthorised access to Personal Data heid by the
Service Provider under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in
breach of this Agreement, including any Personal Data Breach;

Data Subject Access Request: a request made by, or on behalf of, a Data Subject in accordancewith rights
granted pursuant to the Data Protection Legisiation to access their Personal Data.

DPA 2018: Data Protection Act 2018;
Parties: means the parties to the Agreement;

Protective Measures: appropriate technical and organisational measures which may include: pseudonymising
and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and
services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an
incident, and regularly assessing and evaluating theeffectiveness of the such measures adopted by it;

Sub-processor: any third Party appointed to process Personal Data on behalf of the ServiceProvider related to
this Agreement.

Service Provider: refers to the Service Provider named on the Order Form.

Service Provider Personnel: means all directors, officers, employees, agents, consultants and contractors of
the Service Provider and/or of any sub-contractor engaged in the performance ofits obligations under this
Agreement;

Working Days: means a day other than a public or bank holiday or weekends.
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DATA PROTECTION

The Parties acknowledge that for the purposes of the Data Protection Legislation, Customer Is
the Controller, and the Service Provider is the Processor. The only processing that the Service
Provider is authorised to do is listed in Annex 1 by Customer and may not be determined by the
Service Provider,

The Service Provider shall notify Customer immediately if it considers that any of Customer's
instructions infringe the Data Protection Legislation.

The Service Provider shall provide all reasonable assistance to Customer in the preparation of
any Data Protection Impact Assessment prior to commencing any processing. Such assistance
may, at the discretion of Customer, include:

(a) a systematic description of the envisaged processing operations and the purpose of the
processing;

(b) an assessment of the necessity and proportionality of the processing operations in
relation to the Services;

{c) an assessment of the risks to the rights and freedoms of Data Subjects; and

(d) the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of Personal Data.

The Service Provider shall, in relation to any Personal Data processed in connection with Iits
obligations under this Agreement:

(a) process that Personal Data only in accordance with Annex 1, unless the Service Provider
is required to do otherwise by law. If It is so required, the Service Provider shall promptly
notify Customer before processing the Personal Data unless prohibited by law;

{b) ensure that it has in place Protective Measures, which have been reviewed and
approved by Customer as appropriate to protect against a Data Loss Event having taken
account of the:

()  nature of the data to be protected;
(i)  harm that might result from a Data Loss Event;
(i) state of technological development; and
(iv) cost of implementing any measures;
(c) ensure that :

()  the Service Provider Personnel do not process Personal Data except in accordance
with this Agreement {and in particular Annex 1);

() it takes all reasonable steps to ensure the reliability and integrity of any Service
Provider Personnel who have access to the Personal Data and ensure thatthey:

{A) are aware of and comply with the Service Provider's duties under this
clause;

(B) are subject to appropriate confidentiality undertakings with the Service
Provider or any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do not
publish, disclose or divulge any of the Personal Data to any third Party
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1.7

(d)

{e)

unless directed in writing to do so by Customer or as otherwise permitted
by this Agreement; and

(D) have'undergone adequate training In the use, care, protection and handling
of Personal Data; and

not transfer Personal Data outside of the EU unless the prior written consent of
Customer has been obtained and the following conditions are fulfilied:

(i)  Customer or the Service Provider has provided appropriate safeguards in relation
to the transfer (whether in accordance with GDPR Article 46) as determined by
Customer;

(i) the Data Subject has enforceable rights and effective legal remedies;

(i)  the Service Provider complies with its obligations under the Data Protection
Legislation by providing an adequate level of protection to any Personal Data that
is transferred (or, if it is not so bound, uses its best endeavours to assist Customer
in meeting its obligations); and

(iv) the Service Provider complies with any reasonable instructions notified to it in
advance by Customer with respect to the processing of the Personal Data:

at the written direction of Customer, delete or return Personal Data {and any copies of
it) to Customer on termination of the Agreement unless the Service Provider is required
by law to retain the Personal Data.

Subject to clause 1.6, the Service Provider shall notify Customer immediately if it:

(a)
(b)
(c)

(d)

(e)

(f)

receives a Data Subject Access Request (or purported Data Subject Access Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data processed under this Agreement;

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by law; or

becomes aware of a Data Loss Event.

The Service Provider’s obligation to notify under clause 1.5 shall include the provision of further
information to Customer in phases, as details become available.

Taking into account the nature of the processing, the Service Provider shall provide Customer
with full assistance in relation to either Party's obligations under Data Protection Legislation and
any complaint, communication or request made under clause 1.5 (and insofar as possible within
the timescales reasonably required by Customer) including by promptly providing:

(a)
(b)

(c)
(d)

Customer with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by Customer to enable Customer to comply
with a Data Subject Access Request within the relevant timescales set out in the Data
Protection Legislation;

Customer, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by Customer following any Data Loss Event;



18

19

1.10

111

112
113

114

115

{e) assistance as requested by Customer with respect to any request from the Information
Commissioner’s Office, or any consultation by Customer with the Information
Commissioner's Office.

The Service Provider shall maintain complete and accurate records and information to
demonstrate its compliance with this clause. This requirement does not apply where the Service
Provider employs fewer than 250 staff, unless:

(a) Customer determines that the processing is not occasional;

{b) Customer determines the processing includes special categories of data as referred to in
Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences
referred to in Article 10 of the GDPR; and

() Customer determines that the processing is likely to result in a risk to the rights and
freedoms of Data Subjects.

The Service Provider shall allow for audits of its Data Processing activity by Customer or
Customer’s designated auditor. ’

The Service Provider shall designate a data protection officer if required by the Data Protection
Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Agreement, the
Service Provider must:

(a) notify Customer in writing of the intended Sub-processor and processing;
(b) obtain the written consent of Customer;

{c) enter into a written agreement with the Sub-processor which give effect to the terms
set out in this Part D such that they apply to the Sub-processor; and

(d) provide Customer with such information regarding the Sub-processor as Customer may
reasonably require.

The Service Provider shall remain fully liable for all acts or omissions of any Sub-processor.

The Customer may, at any time on not less than 30 Working Days’ notice, revise this clause by
replacing it with any applicable controller to processor standard clauses or similar terms forming
part of an applicable certification scheme (which shall apply when incorporated by attachment
to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner’s
Office. The Customer may on not less than 30 Working Days’ notice to the Service Provider
amend this agreement to ensure that it complies with any guidance issued by the Information
Commissioner’s Office.

Notwithstanding any other provision in the Order, the Service Provider shall indemnify the
Customer in respect of any, fine, loss, claim, action, damages or demand imposed on or suffered
by the Controller as a result of any breach by the Service Provider of this PartD.



PART D - ANNEX

Processing, Personal Data and Data Subjects

The Service Provider shall comply with any further written instructions

with respect toprocessing by Customer.

Any such further instructions shall be incorporated into this Annex.

Subject matter of the processing

The subject matter of the processing is the gathering and
analysis of data, including personal data primarily in the
form of IP addresses, to identify suspicious cyber activity
against UK public and private sector organisations with a
view to understanding the nature and scale of the cyber
threat to the UK, contributing to the prevention of and
protection from such threat, and enabling its investigation,
disruption and the taking of diversion/enforcement action. _

Duration of the processing

Nature and purposes of the
processing

| duration of processing.

The processing shall commence no sconer than the
Commencement Date as specified in the Order Form and
shall conclude upon the deletion/return of personal data
foliowing the expiry of the Initial Term, or any Subsequent
Term or other permitted extension of the term of the
Agreement or otherwise upon termination of the
Agreement, in accordance with the requirements of Part A
clause 14.2 of the Agreement and this Part D clause 1.4{e).

It should be noted that not all categories of personal data
will necessarily be processed from the outset of the

The purpose(s) of the processing are the law enforcement
purposes, i.e., the purposes of the prevention,
investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to
public security (see s31 Data Protection Act 2018).

The nature of the processing activities includes the:
e Collection;
o Filtering;
s Encryption;
e Transmission;
e  Structuring;
¢ Recording;
e Storage;

s Data matching/alignment;




Type of Personal Data

Analysis;

Categorisation;

Scoring;

Retrieval;

Consultation;

Use;

Data sharing/disclosure; and,

Erasure/destruction.

ome of these activities may be conducted through
machine learning.

iOther data Is processed on the basis that it is necessary for
tthe performance of a task carried out in the public interest

or in the exercise of official authority.

The data processed will include personal data, including
sensitive personal data and special category/criminal
conviction and offence data {and therefore the Customer
considers that the requirements of Part D, clause 1.8 are
applicable).

In respect of Police/law enforcement entity officers and staff:

L

Name

.pnn/law enforcement entity email address
Force/law enforcement organisation
Rank/role

User credentlials: username & password
Phone number

User group

Usage / Logging data

Member organisation staff/their representatives:

Name

Organisation (name & company registration number)
Role / Jab title

Business Address

Reglon

Telephone number

Email address




e Third party representative name

e Third party representative email address
s Payment data

e User credentials: username & password
e Passcode

e |P address

e Usage data

e Other personal data provided by member
organisation staff/their representatives

W ebsite visitars:
e |P address
e Usage data

e Site from which user visited PCA website

Individuals suspected of involvement in suspicious activity:
e |P address
® Domain visited
e Sender email address
e Sender handle
e Recipient email address
e Email subject
e Email attachment filename
e MaillD
e location data:

o Continent

Country
City

Postcode

0O ¢ 0o o

Latitude
Longitude,

0

Force area

o]

© Force region

e ISP

o [P address host




e |P address owner
e User agent

e Connection type, including whether a VPN or TOR is
being used

e Device name

¢ Device ID

e Time zone

e EventiD

e Page sought to be accessed

e Page from which user was referred to page sought to
be accessed

e Request type, i.e. to get/view, post etc
e Conduct data

e Personal data relating to criminal convictions and
offences or related security measures (within the
meaning of 5.11(2) Data Protection Act 2018)

» Scoring: geolocation confidence; conduct harm score;
conduct resolvability score

e Postcode

iDther users of member organisation’s network, website, web
apps, etc, including staff and third parties:

s |Paddress

e Domain visited

e Sender email address

e Recipient email address
¢ Email subject

s Email attachment filename
e Device name

e Device ID

e Time zone

e Country

e Conduct data




Categories of Data Subject

Plan for return and destruction of
the data once the processing is
complete UNLESS requirement
under union or member state law
to preserve that type of data

Categories of data subject are:
s Police/law enforcement entity officers and staff;
¢ Member organisation staff/their representatives.

* Individuals suspected of involvement in suspicious
activity;

e Other users of member organisation’s network,
website, web apps, etc, including staff and third
parties;

» Website users.

At the conclusion of the Initial Term or any Subsequent
Term or other permitted extension of the Agreement, or
upon termination of the Agreement, or at such time
specified by the Customer prior to the conclusion of the
Agreement to enable the efficient transfer of services to
another provider, or (in respect of personal data of which a
Service Recipient is the relevant data controller) upon the
termination by the relevant Service Recipient of its Contract
with the Supplier, the Supplier shall promptly return all
data to the Customer and/or relevant Service Recipient or
transfer them directly to the new provider and shall
securely destroy all coples of data processed pursuant to
the Agreement in accordance with the Customer’s written
instructions and in any event no later than thirty (30) days
from the conclusion of the Agreement.

Authorised Sub-Processors

For the purposes of this Agreement, the Processor is entitled
1o engage the following sub-processors, subject to complying

ith the requirements of the Agreement Part D clauses 1.11-
1.12 and on the basis that data will only be processed within
he UK:

's31/s43(2)

- s31/5s43(2)



PARTF

TENDER DOCUMENTS

1. DELIVERABLES

Specification

HM Government’s National Cyber Security Strategy 2016 -20211 vision is that the UK is secureand
resilient to cyber threats, prosperous and confident in the digital world. More recently the National

Police Digital Strategy 2020 -20302 recognises that information is the lifeblood of policing therefore we
must make the most of the masses of data made available to us enabling intelligence-led preventative
policing and investigation, while continuing to meet citizen expectations regarding how we handle their
data.

internet usage and cloud-based services, such as 0365, are growing and the reliance on network data
and devices is ever increasing. As legitimate network traffic increases so do thecriminal opportunities.
This has been highlighted with the COVID pandemic showing the advantages and risks an agile
workforce working remotely can provide to a business or organisation.

Within policing there has been significant investment in the ability to fight cybercrime at a local,
regional and national level with the creation of specially trained, dedicated cybercrimeteams in every
force and region working alongside the NCA’s National Cybercrime Unit to pursue criminals who utilise
computers and network infrastructure to commit crime.

Policing has adopted the ‘4P’ approach to cybercrime breaking the focus into 4 main areas:
e Pursue - to prosecute the individuals and criminal organisations causing the highest harmto the UK

e Protect —organisations and the community against cyber incidents
¢ Prepare - both policing and the community to defend and understand cyber incidents
e Prevent - prevent individuals becoming involved in cybercrime

To enable law enforcement to target these areas an intelligence led approach is at the centre of the 4P
model, but there is a gap in the intelligence we have. Talk to any cyber security

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/56
7242/national_cyber_security_strateg y_2016.pdf

2https://ict.pofice.uk/wp-::ontent/uploads/2020/01/NationaI-Policing-DigitaI-Strateg\(-2020-203'.0.pdf
expert and they will say networks are under sustained attack from both global and UK basedcyber threat
actors. Policing recognises that it needs to address the changing pattern of criminal behaviour and
offences. A large proportion of crime is now committed over the internet (both cyber-dependent and
cyber-enabled). When compared with the physical world, the police currently have limited knowledge
and intelligence about the criminal activity that is taking place online. As crime is increasingly committed
in the cyber environment, both businesses and individuals are becoming more vulnerable to attack.

This is particularly so at the level of local policing and among micro to medium size enterprises3 who
often lack the knowledge and funding to invest in cyber security. In a moveto understand and address
this risk and threat, policing is to offer to deploy technical measures that represent a new kind of police
patrol and invite citizen engagement to create‘cyber neighbourhood patrols’ which will enable a police
vision to protect the cyber neighbourhood in partnership with local businesses.

1



it Is imperative that these measures are lawful, proportionate and ethical. It is therefore necessary for
any system procured to enable compliance with data protection, amongst other, legislation and for the
supplier to engage constructively with the NPCC Cybercrime Programme’s Legal and Data Protection
Lead In connection with the initial and ongoing governance of the project, as well as to undergo scrutiny
from that individual and the project’s governance and ethics oversight committees. The system must
enable the proportionate and secure collection, retention, destruction and processing of data only
where necessary. Data processing must be logged and traced to enable auditing and the production of
chains of custody in respect of data. The system must provide for alterations to ensure ongoing
lawfulness and proportionality.

Project Pascal

The NPCC Cybercrime Programme’s ‘Project Pascal’ has been developing the ability for UK Policing to
securely collect and analyse suspicious network traffic data. This is to enable lawenforcement, working
with Industry partners, to better understand and respond to criminalattacks and allow for an improved
understanding of the threats UK infrastructure faces on adaily basis with the overarching aim of:

“a capability to provide timely collection and processing of computer network traffic data tobe able to
analyse the data to produce information, intelligence and evidence in a legally compliant and ethical
manner in order to Pursue, Protect, Prepare and Prevent.”

The initial focus of the project was perimeter suspicious activity data and vulnerabilities. Thiscapa bility
developed into Police CyberAlarm (cyberalarm.police.uk) which is currently available to all organisaticns
and businesses but is focused primarily at SMEs. This does not preclude larger organisations from
becoming members and supporting the wider communitywith their suspicious activity data even though
they may have their own SOC,

3 For example, for Research and Development Tax Relief HMRC defines a SME as a business with less
than 500 employees and either a turnover under €100 million or a balance sheet total of up to €86 million,
but the more common definition of SME is defined by the Department for Business, Energy and Industrial
Strategy (BEIS) and consistent with the EU definition (EU Recommendation 2003/361) ofan SME:

Micro Business = less than 10 employees and either a turnover under €2 million or a balance sheet total
of up to €2 million.

Small Business = less than 50 employees and elther a turnover under €10 million or a balance sheet total
of up to €10 million

Medium Business = Less than 250 employees and either a turnover under €50 million or a balance sheet
total of up to €43 million



How does
it work?

The current system was initially piloted in 4 regions and has now been rolled out to all 43 forces in
England and Wales along with Police Scotland, Police Service of Northern Ireland andBritish Transport
Police potentially giving the police a whole UK cyber threat intelligence picture. The data from the
current Police CyberAlarm system shows thousands of suspiciousincidents an hour being detected by
member organisations.

The current system is focused in two area, suspicious Inbound firewall data and vulnerabilityscanning of
the member organisations external IP range and web applications. The data collected from multiple
member organisations is the ‘crowded sources’ to enable lawenforcement to better understand the
strategic threat landscape and target 4P actlvity against the highest threat harm and risk. The member
organisations also receive a number of reports:

Vulnerability Scan Report —details any vulnerability identified by the scan along with the CVECode to

enable them to understand the risk associated with the vulnerability and how to mitigate that risk.
Member Organisation Threat Report — this report is unique to the member organisation anddetails the
suspicious activity seen on their firewall including most attacked ports and attacking IP addresses.
Area Threat Report — summarises the current firewall threat picture in the member
organisation’s force / regional area.

Industry Sector Report — summarises the current firewall threat picture within the member
organisation’s industry sector.

These reports allow the member organisation to better understand the current cyber threatsagainst

their organisation but also withIn their local area and industry sector. Enabling themto better inform
and protect themselves against cyber-attack.

Current Statistics (Firewall and Vulnerability Scanning)

Below is a snapshot of the level and types of data the current system is handling (Firewalldata and
vulnerability scanning only) as of February 2021.
Number of member organisations who have registered for access - 188

Number of active Police CyberAlarm collectors - 40 (further 38 registered but not yet live)
Average number of suspicious activity events per Police CyberAlarm member's collector
40,000 per month

Number of vulnerability scan targets live In the system — 18

Number of vulnerability scans completed — 162



New System

Following on from the initial success of Police CyberAlarm, the NPCC Cybercrime Programmeis looking
to procure the next iteration of the Police CyberAlarm system. this will increase the number of data
types the system can handle including cloud-based data points, improvedfunctionality and usability along
with the ability to commercialise aspects of the system to help support its wider rollout and
sustainability.

The new system needs to take the existing functionality within Police CyberAlarm including:
The ability to ingest Firewall logs

The ability to enrich and categorise Firewall logs

The ability to analyse events and correlation of events of interest through standard reportingand ad hoc
analysis

The ability to vulnerability scan the external IP addresses, external websites and endpointsof a
member organisation for known vulnerabilities

Regular automated reporting to member organisation

As part of the ongoing development of the existing system and research, further data end points have
been identified as providing a potentially rich intelligence source for policing. These include:

The abllity to ingest and analyse IDS/IPS log

The ability to Ingest and analyse email and IM SPAM logs from central collection points ratherthan
individual end points.

The ability to ingest and analyse network AV logs

The system will also need to be able to ingest the cloud-based variants of these data types from laas,
PaaS and Saa$ environments and have the ability to easily inciude additional on- premises and cloud-
based data types in the future. The diagram below Is indicative the datatypes that could be considered
for inclusion in the system as it expands.
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The below diagram outlines the potential overarching system topology of your solution.
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System Scale and Commercialisation

Due to the 43 force model in England & Wales along with the regional and national policingstructures
throughout the UK, the system will need to allow for different levels of access
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between the different legal entities horizontally but also between the different levels of investigation:
local, regional and national.

The system will need to be fully scalable with the ability to grow as the membership base grows and
scale up and down dynamically to membership data ingest throughput volumes.ldeally, this will be
utilising cloud technology to allow for both vertical and horizontal scalingfor membership and efficiency
in processing and data storage costs.

Although the current system is free at the point of delivery to members, consideration needsto be given
to the long-term sustainability of the system. Consideration needs to be given within the procurement
to allow for the system to have a tiered pricing model with a cost being attached to extra services; there
may also be the option of sponsorship or the ethical commercialisation of the collected and/or enriched
data. All of these options would be to support the wider and continued rollout of the system.

Member Organisation Registration

The system will need to be simple to both register as a member and to install on the members’ network
or cloud-based infrastructure. The system will also need to be able to interface with the various
different makes and models of security device within a member’snetwork with a minimal footprint both
in size and processing used.

The management of this membership will also need to be simple with the ability to managemembers
based on thelr geographical location within the UK and potentially a level of member self-service to
enable for example the live viewing of suspicious activity, data, reports and updating of registration
details.

The member organisation registration process will need to be simple to allow for organisations with
limited computing skills to both register and install the relevant collectiondevices on the network. There
will need to be clear instructions as to the process along withremote technical support for those
organisations that are unable to install the collector.

An approval and auditing process needs to be bullt into the registration to allow forces to understand
and approve who is requesting access to the system and monitor their progress.The process will also
need to include the ability to digitally sign and approve the terms and conditions of access and data
sharing.

Police User Registration

The system will need to be able to authenticate the police users of the system via a web-based portal.
Authentication will need to be a minimum of 2FA and be limited to specific email domains including pnn.
When registering the users on the system extra data will needto be collected including but not limited to
Force, ID Number and Rank.

Data Acquisition

‘Suspicious activity data’ is any activity across the four data elements (Antlvirus, Intrusion
Detection/Prevention, Spam logs and external traffic logs), recorded by the member organisations’
networks logging systems as suspicious, linked to an attack or part of an attack, lL.e., denied traffic and
which Is confirmed to fall within the definition of suspicious by the Police CyberAlarm system.

In respect of each of these 4 data elements, data will need to be first Identified as ‘suspicious’ by the
member organisation themselves, by their firewall, antivirus and spam detection software. All of this
data will need to be verifled by being subjected to a collectionfilter, which applies rules to the collected
data to prevent the Inadvertent further processingof data that cannot properly be identified as
‘suspicious’, internal to external data, for example.



Only the log data of the traffic/communication identified as suspicious activity should be captured or shared
with the Police, although this may include header data such as the subjectmatter of a communication. The
suspicious activity data will be analysed, and any false positive logs identified and destroyed. Confirmed
suspicious activity logs will be retained fora specified period of time currently 9 months and then destroyed
unless it is identified as being correlated to further suspicious activity. If correlating suspicious activity data is
obtalned within a S-month period then the data would be retained for 9 months from the last correlating
data, unless the data is extracted onto a police system as part of aninvestigation in which case it would be

treated in accordance with the Management of Policelnformation {(MOP!) principles?.

The combined ‘crowd sourced’ data collected from all the member organisations must thenbe capable of
being analysed in real time to highlight any useful intelligence from either a single or multiple organisations,
identifying cyber-attacks and cybercrime trends. The member organisation must be sent automatically
generated periodic reports from Police CyberAlarm alerting them to attacks they have had should they wish,
as well as wider intelligence and data capable of highlighting any potential issues in their firewall or cyber
security set up.

Central Processing

The system will need to have a number of built-in analytical functions to enable exploitationof the data
received from member organisations either at a force, regional or national level.These will need to be
accompanied by a confidence score as to the accuracy of the data where appropriate. The system also needs
to allow for the data to be analysed to show trends in frequency and types of attacks against a region or
industry sector. The system needs to be user friendly allowing none analytically trained staff to understand
the results. Although useful on its own, the police need the capability to enrich this data with other closed
and open-source data sets to allow for its full value to be gained.

The use of such data sets provides the opportunity, for example, to attribute the geolocationof a data
subject’s IP address to a region or country (for example this could be indicated usinginetnum/inet6num object
data), provide access to the IP registrant’s details, or allow comparing against known bad IP addresses (that
is addresses previously identified as being involved in criminality by either industry or law enforcement
agencies). Where the analysis of the data against data sets takes place, with the consequence that a value is
attributed to the data, such as where suspected geolocation is attributed to an IP address, this is likely tobe
based on numerous data sets and must identify the dataset(s) used and be marked as being subject to a
confidence score as to the likelihood of this being correct. In the event that any such data is extracted or
shared, this score will also need to be capable of being included with the extracted/shared data.

The system will need to permit the extraction of data via an ETL mechanism or API to enablefurther analytics
and data enrichment using other software solutions, for example Maltego (an open-source inteliigence
(OSINT) and graphical link analysis tool for gathering and connecting information for investigative tasks,
which enables integration of data sets from arange of partner organisations), Elastic Stack (a distributed,
RESTful search and analytics

https://www.app.college.police.uk/app-content/information-management/management-of-police-
information/

engine which centrally stores data), or Kibana {(an open-source data visualization dashboardfor Elastic
search).

System Security and Testing

The expectation is that the system will need some form of software installed within the member
organisation’s network infrastructure both physical and cloud. This in itseif presentsa potential risk and attack
vector to the member organisations. The system will need to be available for regular penetration testing and
code review by external qualified partners andany remedial work promptly actioned.

Police CyberAlarm (Pervade) Collector Transition
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The current Police CyberAlarm system has been available since September 2020 and has a growing
membership. These members will need to be migrated over to the new system {including
decommissioning the current collectors and integrating the new remote collectoragents) alongside the
Installation for new members. This transition will need to be conductedwith minimal intrusion on the
member organisations day to day business with minimal loss of service to them. All current members will
need to be migrated to the new system by 31%October 2021.

Police CyberAlarm (Pervade) Data Migration

Consideration will need to be given to migrating the current Police CyberAlarm’s data set over to the new
system to create a single data set. AP1 or ETL access will be granted to allowfor this data to be ingested by
the new system, if appropriate.

Full details will be provided to the successful supplier who will work with the incumbent supplier to
successfully migrate data within the agreed timeframe.

Phased Rollout and Implementation
As outlined in the Technical Specification the rollout of Police CyberAlarm will be split into two Phases:

Phase 1 —initial rollout of the system to current and new members focusing on maintaining and migrating
the current system data, members and capability to the new service. The intention Is for this to have
minimum impact on the current members,

Phase 2 - introduction of enhanced data types including IDS, AV and Spam along with scopingand possibly
introducing the ability to charge for extra services, for example live time reporting of cyber incidents, or
other funding streams to assist in the maintenance and growth of the system.



a) Tender Response (ITT Submission)

Context: To correctly set the context of your proposed
solution, it's useful to have an overview of your end-to-
end architecture.

" Question
4.1

Please provide a high-level architectural
overview of your proposed end to end solution
and service, clearly indicating any specific
technologies, including the use of open-source
components, that will be able to fully meet the
requirements of the programme,

Riddar Darnnanea

s31/s41/s43(2)




s31/s41/s43(2)




s31/s41 /s43(2)




Member Reglstration: |

Context: Members are required to register with the
Central Service before they can install Remote Connector
Agents. This process must be initlated and managed by
Police users and Include registering basic details about the
member organlisation, valldated against Industry standard
meta-data, and spectfic detalls about thelr location(s), IT
environments, data types avallable and Remote Connector
Agent(s) to be deployed. These can then be downloaded
and Integrated into the members IT environment.

After the Initlal registration and activation, membership
detalls and conflguration must ba maintained and
updated when additional data types become avallable
from the member or other circumstances change.

It Is also possible that Third Partles could be used to
provide data about members, and would require a similar
registration and management process.

In the future it may be required for the central service to
collact payments from member organisations for
enhanced services, which wlill require different additlonal

registration detalls to be captured and maintained. Bidder Response

Question | Please provide detalls of how your solution

4.2 handles member Initial registration and
ongoing management, including detalls of any S S
automated features that can demonstrate

more efficient ways of working and directly
benefit Police resource effort

12
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Question | Please provide details of how your solution
4.3 would manage third party registrations

Question | Please describe how your solution could
4.4 handle payment registratlon, collections and
account management in the future if required? |

13



Member Data Ingest:

Context: The central system must be capable of collecting
data from members on-prem and cloud based
environments via one or more Remote Collector Agents or
Third Party Remote Collector Agents In a secure, resilient
and dynamically scalable way, storing a copy of this source
data within the central system.

The Initial data types collected must include Firewall logs,
IDS/IPS logs, Antl-Virus logs and emall SPAM logs, but the
system should not be limited to these data types and must
be easlly configurable to collect additional data types from
the members on-prem and cloud based environment,
within the agreed parameters of the Data Handling
Schedules.

It Is expected that different 'protocols’ and transport types
will be available from the Remote Collector Agents and
Third Party Remote Collector Agents, and these will all
provide secure, resilient and dynamic scalability Into the
central service to optimise compute and storage needs.
There Is the possibility that any data collected could be
used as part of criminal prosecution. All data collected will
need to be able to show its "chain of custody' and that It
has not be altered since being Ingested Into the system.
Questlon Please provide details of how the central

45 service of your solution will collect the data
types identifled above in a secure, resilient and
scalable way, including details of the
'protocols’ and transport types supported?
NOTE: Questions related to Member specific
integration of RCA/TP-RCA are covered In the
section below.

14
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4.6

Questlon
4.7

: Questlon

Please provide detalls of how your central
service solution could collect potential future
data types in a secure, resilient and scalable
way, and how the requirements of the
proposed Data Handling Schedule would be
implemented in connection with this?

Please describe how your system will ensure,
through logging and system controls for
example, that a chain of custody Is created and
malntained In respect of each item of data,
and any processing that has been undertaken
in respect of it, to ensure that data could be
used In evidence If necessary?

Member Data Enrichment:

16
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Context: It [s iImportant to enrich data recelved into the
central system In a timely manner, including adding any
extra detalis / tags about the source of the data that could
be useful for subsequent analysis and processing.

This could include adding any geolocation details or IP /
Other Indicators of interest that are associated with
source data at the tlme It enters the PCA system. It could
also include tagging informatlon to the data records about

the member organisation it originates from, such as their
Industry type. Bldder Response

| Question | Please identify each of the data enrichment
4.8 options available from your solution, where S 3 1 / S 4 1 / S 4 3 (2)

the enrlchment data Is obtalned from and how
its use complies with data protection
legislation (particularly, but not exclusively,
the source(s) of enrichment data, the accuracy
of the data, any data transfers, the legal
grounds for processing and the transparency
measures in place). If 3rd party data
enrichment products are used please confirm
product and version details, any restrictions on
the use of the enriched data source, and any
pricing implications from Its use,

17



Question | If vour solution also transforms the ingested

4.9 and enriched data records into a common
format, please provide details of these formats S S S

and transformation rules.

Member Self-Serve Portal:

Context: After Members Initial registration additional
detalls are required that need to be maintained, and
members will recelve regular reports via emall. This
capabliity could be provided by a Members self-service
portal and offer functionallty such as:

- Abllity to update key member attributes and regularly
confirm accuracy

- Provide an internal dashboard of member specific
suspiclous activity In a easily reviewable and
understandable format

- Abllity to review and download PDF reports instead of
them being emalled

- Abllity for the member to see, and potentially alter, the
reporting schedule used to generate these reports,
Including confirmation of any cost implications.

- Reports should be able to be generated weekly or

monthly and present all data for the reporting period

- abllity of the central system to inform member
organisations of llva susplcious activity Bidder Response
Question | Please describe how Member Crganisations

5 LRSI $31/ 541/ s43(2)

Question | Please provide detalls of how you would add
411 value to the system to allow for ‘enhanced
services' which could be charged for?

18



Data Handling Legal Framework:

Context: The Central Service must comply with the Data
Protection Act 2018 (including as applicable to law
enforcement processing), the GDPR, the Law Enforcement
Directive, and meet ethical requirements, from initial
collection of data from members, third partles and the
public domain, to the processing, analysls, storage and
destruction of data. This will be required for the initial
data types and, where necessary, will be updated and
maintalned when additlonal data types and controls are
added in the future. This necessitates: appropriate access
controls; auditing measures; technical and organisational
security measures; confidentiality obligations Imposed on
staff; staff data protection training; data minimisation;
data logging; appropriate transparency; legal grounds for
processing {particularly In collection with the gathering
and deployment of third party datasets and analytical
tools); ethical machine learning and artificial intelligence,
and support for related governance; the ability to identify
the data controller on whose behalf data Is collected: the
ability to support the conduct of DPIAs and the response
to regulatory and data subject enquirles and rights

s31/s41 /s43(2)

Bidder Response

requests; data breach mitigation and incldent response

19



procedures, etc.

Questlon | The system will need to be accredited by

4.12 NPIRMT and NPCC and signed off by key S 3 1 / S 4 1 / S4 3 2
stakeholders, such as DPOs, SIROs, etc at F-R-N
levels. Please describe how your solutlon will
meet these requirements, and how you will

work with NPCC to proactively malntain them
| throughout the lifetime of the contract?

Securlty Classification:
20



Context: The central service should be accredited to
Officlal-Sensltive and appropriate accreditation document
sets, such as Information Securlty Management System
(ISMS) assessments and Risk Management and ‘

Accreditation Document Set (RMADS), etc) must be
maintained. Bidder Response

Question | Please describe how your solution will meet
4,13 this leve! of security classification and your S 3 1 / S 4 1 / S 4 3 2
approach, processes and procedures to

maintain this level of acereditation? Please
indicate any requirements you may have on
NPCC to support and maintain this
accreditation.

Audit and Logging requirements:

Context: All operations within the Central Service must be
logged, including but not limited to:
- All user Create, Read, Update and Delete {CRUD)
operatlons for data access, query or analytics operations,
report generation, data copying, etc
- All Administrators CRUD operations
- All AP / Programmatic CRUD operatlons
- All configuration or rule changes
- All 'meta-data’ updates
- All System and 3rd part component "upgrades'
All logging should Include consistent and accurate
timestamps {(UTC with Time Zone) and should be written
to a separate, Isolated, secure central audit area, and all
data shouid be malntalned for system defined retentlon
periods, although It is expected a tiered access time
| approach would be adopted to minimise cost implications. Riddar Dacnanca
Question | Please confirm the auditing and logging I
414 capabilities of your solution, including S 3 1 / S4 1 / S4 3 2
compliance with the requirements above and
| any potential gaps?

21
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Question | Please confirm timestamps and accuracy to be
4.14 used, and any potentlal concerns or
Implications?

Question | Please address any options and implications

4,15 for a tiered storage solutlon for this type of
data?
I —
System Sel:grltv Model:

Context: The Police follow a Force / Reglonal / Natlonal
(FRN) model with Forces providing resources and being
responsibility for public interaction and data obtained
from members within thelr geographical area. Reglonal
and Natlonal levels provide additional expertise to
support forces and focus on organised crime which often
crosses multiple force areas.

The system should have a flexible security model to
support this FRN model and ensure force users can only
see data from thelr area, regional users can see data from
all forces within thelr region, and natlonal users have
access to all data avallable.

However, the FRN model isn't always allgned to member
organisations structures so the central service security
model must allow member organisation 'views' to be
defined and provide granular access controls to members
data which may be across multiple force areas.
Additionally, some analytical services may also require

this granular access to multiple forces data.

It Is envisioned that the central system will have a 'super
admin’ that has access to all areas and Is strongly
protected but rarely used. it must be possible to create

22
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other admin roles for users, data, service and system
controls within the FRN model and enable granular access
for specific tasks and users.

Questlon | Please describe how your system security
4,16 model will meet these FRN and member S 3 1 / 84 1 / 843 2
requirements for users, data and services

including capabilities for specific granular
access controls?

23
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| Central Processing - Real-Time Analytics:

Context: The system must be able to inspect the enriched
data ingested from members and third parties, and
automatically detect and categorise any potentlally
suspiclous activity based on the type of records and time
sequence. This could include grouping records that
indicate a specific suspicious actlvity, such as port scan
reconnaissance

The system should also be able to detect sequences of
suspicious activity against a speclific member, such as port
scan reconnalssance followed by access attempts, or
combinations of multiple events from different data types,
such as suspicious emall and IP events from the same
source.

In additlon to Identlfylng susplicious activity against
individual members, the system should also detect any
correlations of simllar actlvity across multiple members at
FRN levels, and indlcate any specific characteristics such as
an attack on common industry types or from a common
source.

The system should also highlight the potentlal seriousness
of the activity and the probabllity of being able to resolve
it to help the Police prioritise the type of action to be
taken.

' Question | Please describe how your solution will meet

4,17 and extend the real-time analytics
requirements identified above, including
details of additlonal scenarlos, data or analysis
that you consider relevant.

Bidder Rasnanse

s31/s41 / s43(2)
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Question | Please describe any characteristics or . |
4,18 techniques you would use within the User
Interface to ensure this results data is readily S S S

avallable and 'Police User Friendly’

27
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Question | Please confirm the range of these capabillities
4.19 available through the Programmatic Interface.

Central Processing - Enhanced Analytics:
Context: In addition to the real-time analytlcs the system
should have the capability to perform enhanced analytics
and deeper analysls of broader data sets at FRN levels and
Identify other potentially suspicious actlvity or broader
correlations of events over a longer timescale. This could
| then be used to optimise the real-time analytics or for
ather purposes.
It could also be useful for other tools or granular DevOps
components to be available for this purpose and have
access to the broader data sets but work within the
system security model and don't compromise the Integrity
_or availabllity of the operational service. Bidder Response

Question | Please provide details of the range of
4.20 enhanced analytics avallable within your S 3 1 / S 4 1 / S 4 3 2
service, the range of options for supporting

other products of components, and the
implications on the User Interface?

28



Question | Please describe any operational and

4.21 commercial implications of using enhanced
analytics, and options for ensuring value for
mongey.

s31/s41/s43(2)
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: Central Processing - Analytics configuration:

s31/s41/s43(2)

Context: The central service should come with many pre-
configured ‘rules’ for identifying and categorising
suspicious actlivity, and It must be possible to easily
maintain and extend these. A full audit trail of all config
changes must be maintalned to ensure any retrospective
investigations will know exactly what configuration ‘rules’
and verslons were applled to data analysis at the time.

All 'Rules’, or other techniques, must be conflgured system
wide (effectively National level) and can only be
conflgured by appropriately authorised users.

A full audit trall must also be maintained for Enhanced
Analytics, but the specific Inplementation detalls may be

Bidder Response

slightly different.
Questions | Please describe the range of pre-configured
4.22 rules avallable within your core central service

solution.

s31 / s41 / s43(2)



Question
4.23

| Please describe the range and flexibility of

configuring additional rules and controls inte
this solution, ncluding testing and deployment
controls.

31
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" Question | Please describe how Enhanced Analytics
4.24 configuration and auditing is maintained.

External Services:

Context: The PCA system must be able to provide External
services to members, such as a Vuinerabllity Analytics
service.
These services will need to be configured within the
central service at a FRN level, scheduled to run agalnst a
members enviranment or a subset of their environment
{l.e. not a full scan every time), and the results returned to
the central service where they can be combined with
other information relevant to the member and produce a
report.
The External Service should operate from a saparate area
that cannot compromise the PCA central service, and
should be flexible enough to support a broad range of
external services, some of which may be chargeable. Bidder Response
Question | Please provide detalls of how external services
4.25 can be integrated into PCA, scheduled to run S 3 1 / S 4 1 / S 4 3 2
against members environments, and how the
results can be combined with other data to
produce member specific reports.
Please explaln any other features or
safeguards you think could add value to this
service, and how any charging would be
administered.

32
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. Future Innovation:

Context: The cyber threat to members will continue to
evolve so It's important that this service Is able to
maintain and enhance its relevance to member
organisations and continue to provide valuable threat and
trend Intelligence to Policing.

There are many emerging technologles and products that
could benefit this type of service, Including but not limited
to:

- Integration with other data sets (Dark Web, etc)

- SOAR (Security Orchestration, Automation and
Response)

- Al/ML {Artificlal Intelligence / Machine Learning)

- Increased computing and analytical capabliities through
speclalist hardware (GPU, FGA, etc) and Quantum
computing

-etc

it is also expected that processes and procedures will
continue to evolve and Improve, and any emerging ‘

techniques that increase efficlency should also be
incorporated Into this service.

{ = Bidder Response ‘
Question | Please describe your approach to innovation
4.26 and how it would be Incorporated into this S 3 1 / S 4 1 / S 4 3 2
service, Including addressing any commercial
or IPR consideratlons and how you would

approach any changes to the current legal
framework that may be required.

34
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User Interface - Look and Feel

Context: The solution should provide an intuitive police
friendly user Interface accessible via a secure web-based
portal and be scalable within resizable windows. It should
provide the abllity to visualise and interact with data and
analytical processes and support multiple styles to reflect
different analytical views, such as highlighting attack
locations on maps, showing sequences In pipelines, etc
The capabllity avallable within the User Interface will be
determined by the users’ permissions and features should
not be presented that are not available. This could range
from broader areas, such as administrator screens only
being avallable to admin users, through to specific
analytical tasks only being avallable to certain users or
user roles.

Individual users will be able to customise and personalise

Bidder Response

35



requirements, and subject to appropriate securlty
permissions users should have the option to download
reports and data sets from within the Browser

thelr user interface (and reportings) to meet their specific

Question | Please confirm how your product will support e Peoor o mere e

4.27 these requirements, providing examples of
police friendly Ul where possible, and suggest S S 4 1 S 4 3 2
any additional or alternative features that you

consider relevant based on your experiences
of implementing your solution.

36
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Question
4,28

Please confirm the range of browsers (l.e.,
Edge, [E, etc) and platforms (i.e., Windows,
etc) supported and any additional components
(plug-ins) or configuration required?

37
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NOTE support for Mobile devices or small
screen formats is not requiired. 83 1 / 84 1 / 843 (2)

User Interface - User Reglstration and Authentication
Context: All users need to be Registered with the PCA
system and successfully authenticated through the user
Interface before belng granted access to the data and
services they are permitted to use.

The inltial registratlon must be completed by an
appropriate administrator following the FRN system
security model, The User ID must be a valid emall address
from a centrally configured limited number of emall
domains. These will mainly be PNN emall IDs but could
also Include ather law enforcement and government
partners. Passwords will be specific to PCA and comply
with PCA password policy.

Following initial registration, the user must be able to add
additional detalls private to them that can be used
through a self-service user portal for tasks such as
changing passwords or resetting forgotten passwords, etc.
User authentication should also include 2 Factor
Authentication, although Single Sign On Is not required.

There are many approaches and standards avallable for
Password and user detalls Storage and Policy and these
_can evolve overtime. Bldder Response

Questlon | Please describe the optlons and your

4,29 recommendations for user registration, S 3 1 / S 4 1 / 4 3 2
management and authentication within your S
solutlon, Including Its capabliities for storing

and managing passwords and enforcing
password policies.

38
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Context: The Central Service should follow the UK
Government 'Cloud First Policy' and be compliant with a
number of Internatlonal and UK standards and best
practices, such as:

- 150 27001

- Other ISO Standards, such as ISO 27017 / 1SO 27018 / I1SO
27032

- NCSC Cloud Security Guldance

- NPIRMT PASF accreditation of data centres.

- Cyber Essentlals / Cyber Essentlals Plus.

All data must reside and be contalned within the UK and
should not be visible to other cloud users or cloud

services. Bidder Response

"Question | Please confirm the details and compliance

S i 531 [ s41 [ s43(2)
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_Central Service Resllience and Scalability:

Context: The Central Service should be able to exploit
cloud platform services for all operations, such as:
= Elastic scalabllity and load balancing of Compute and
Network resource
- High levels of resilience across multiple hosting centres
within the UK
- Cost effectlve use of intense compute operations
- Effective use and management of storage and archive
tiering
- Explolt Cloud Platform Database services whera
appropriate
- Utilise Cloud Platform Serverless services where

| appropriate

Bidder Response

41



Explain how your solution can explolt these, ‘ 3 1 A

Question | and other, capabilities and provide a cost S S S

4,31 effectlve, resilient, secure and scalable 4
solution for the central service.

Questlon | As the cost of cloud services will be 'pass-

4,32 through' please evidence how you will
proactively monitor and manage these costs to
ensure best value for money.

Central Service Security Configuration o-ptlons:

Context: The Central Service should encrypt ali data In |
transit and at rest (Including replicas and backups /
archives) and ensure this Is maintained when using cloud-

‘ based services. Bidder Response

42



Question | Please confirm the security capabilities of vour
4.33 solution, including any potential concerns and S S S

describe any options for key management.

|
Central Service Monitoring:

43



Context: The Central Service must be proactively managed
In real-time to ensure efficient and cost-effective
operations and must contain active cyber security
defences and controls to proactively monltor, detect and
block Malware, DLP, Viruses, etc that may have got onto
the central service and isolate any Impacted service
without Impacting the overall service.
it Is also expected that regular Internal vulnerabillity
assessments and external pen tests will be conducted on
the central service. Bidder Response

Question ‘ Please explaln how your solutlon will meet

4.34 these System and Security monitoring S 3 1 / S 4 1 / S 4 3 2
requirements and include any additional
measures you deem appropriate, and also

provide detalis of how any incidents will be
managed and mitigated.
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| Data and Service Integration:

Context: The central service must be able to make its data
and business logic immediately avallable for external use
Tn an Industry standard commeon format / structure and
enable recursive bulk extraction at speed for use by
custom User Interfaces and external analytical tools such
as Maltego.

The potentlal Interfacing options could include:

~ APls to access business logic and data, returning zero,
one or multiple data sets.

= ETL capablility to recursively extract larger volumes of
data from the central system

- SQL Access to data and embedded business logic

All Interface options should maintain the Integrity of the Bidder Response
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| central service and adhere to the system security model
and auditing and logging standards.

Questions
4.35

Please provide details of the types of
Interfaces, options and standards available
within your product / service including:

- the range of capabilities enabled (i.e. RO or
CRUD)} and details of return codes and
exception handling.

- the scope of data and business logic available
to them (i.e. small subset of data, or full access
to all data and logic).

- Interface option specific security controls.
NOTE: if heipful in explaining this capability
links to existing product documentation will be
acceptable and won't be Included within word
count of the response.

46
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Context: All external programmatic access must be via an
authentication mechanism which relates to a unique
system identity than can be configured with appropriate
access controls and complies with the central system
security model.

The central system must have an appropriate system user
admin area linked to the FRN model that Is able to create
programmatic access 'tokens'.

There are options for providing programmatic
authentlcation ‘tokens', but they should have defined
validity periods and It must be possible to revoke them
before this validity period expires. There should also be
management processes In place to renew before explry, If
appropriate,

Question | Please provide details of the programmatic
4.36 authenticatlon mechanisms supported by your
solution for all external Interface types.

Question ' Please provide details of the user interface for
4.37 programmatic access management, and any
associated management processes.

48
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Development Standards:

Context: This system will be a high-profile Pollce branded
national system, so It's Imperative that strong SDLC

practices are followed that would satlsfy external scrutiny
Bidder Response

Questions | Please describe your approach to SDLC
4.38 standards and methodologles, bulld and S 3 1 / S 4 1 / S 4 3 2
testing approaches, processes and tools, and

broader Enterprise Quality Assurance
processes and accreditations that you will
utilise when delivering this product or service
capability.

49
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| RCA Coverage: ‘

Context: The RCA clients are installed within a member's
environment and integrate with the RCA Server In the

Central Service, but members environments vary

considerably and will have different vendors preducts to

meet thelr network and security needs in their on-prem

and cloud-based environments. To maximise potential

member coverage, it's important this service has a broad

range of supported RCA clients avallable, and options for

integrated 'non-standard’ environments. Bidder Response

§ I
Question | Please provide details of the range of RCAs you
4,39 provide and support, including generic syslog 3 1 / S 4 1 / S 4 3 2
and file RCAs through to detalls of specific

network and security vendors devices
{including supported versions) and any vendor
specific enhanced integration protocols that
are supported (such as Cisco eStreamer).
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Question | Please provide clear detalls about how your

4.40 RCAs integrate into (aa$ / Paas Cloud based
environments, such as AWS, Azure, GCP, etc,
and Saa$ based environments such as 0365
and other popular business applications.

Question | Please provide details of how you would

4.41 integrate environments without currently
supported RCAs.

Question | Please describe any additional details or

4.42 considerations to enable your RCAs to work

within a Third-Party environment, such as an
MSP or ISP,
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RCA Member Integration:

Context: When a member has been successfully registered
and additional detalls of thelr IT environment have been
collected, they will be able to Install one or more RCAs
into their on-prem and cloud-based environment and will
be sent appropriate installation Instructions.

| . | Bidder Response
Question | Please detail your approach and experiences '

4.43 of Installing and maintaining RCAs within 3 1 / 4 1 / 4 3 2

member environments, including the level and S S

type of support required {none / remote /

onsite) and 'typical' Installation and

configuration times? Please include any

particularly complex scenarlos you've

encountered, and how you've integrated

members environments that don't have
supported devices.
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Question | Please confirm how the RCAs will collect the

4.44 | initial data types required (Firewall logs,
IDS/IPS logs, Anti-Virus logs and email SPAM
logs} and how they can be extended to include
additional data types in the future.Aa
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Question | Please provide detalls of Physical / Virtual

4.45 device requirements and any other instaliation
guldelines required to support RCAs within
members environments, clearly Identifying any
performance, resilience and security
considerations.

RCA Securlty and malntenance:

Context: It's vital that the RCA client does not Introduce
any security risks into the members environment and the
RCA client / server protocol Is secure and resllient. It's also
necessary to be able to manage and maintain the RCAs
Installed within a member’s IT environment with no {or

little) Impact on the service or support from members.
Bldder Response

Question | Please describe how RCAs are Installed within | ™= === === ™ -or=os & femanll 2 Rosonds Rode Fallacbas althos oe =
4,46 members IT environments and any specific
guidelines and principles that must be S 3 1 S 4 1 / S 4 3 (2)
followed to ensure no potential security

compromises are introduced?
please include any additional guldance

applicable to Third Party TP-RCA
environments.
I I
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Question | Please provide details of your RCA cllent /

4.47 server protocol, including and security and
compression algorithms used, and any
differences between the different types of
RCAs.

' Question | If your RCAs persist any data locally within the
4.48 members IT environment, please provide
details of security and encryption controls
applied to this data.

57



Question | Please confirm the capabllities of your solution
4.49 for RCA management and maintenance, S 3 1 / S 4 1 / S 4 3 2
including config updates, patching, disabling,

certificate / token management, etc.

| RCA existing Installations:

Context: In order to Increase the coverage and number of
members, it could be baneficlal to Integrate any exlsting
customers you have for your preduct into PCA. \

Bidder Response

Tluestlon '
4.50

Please describe the viability of leveraging
exlsting product installations to also support S 3 1 / S 4 1 / S 4 3 2
PCA, including any commercial, contractual or

data handling implications and a technical
overview of how this could be achieved.

|
RCA existing PCA Migrations:

Context: The current PCA system has been deployed to
multiple members that will need to be migrated to the
new PCA system.

Bldder Response
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Questions | Please describe you approach to migrating
4,51 existing customer installed bases to your S S S
solution, including likely timescales and

challenges and include mitigations and
examples where possible,

|

| External Services Integratlon: ‘

| Context: The PCA central service has the capability to '
integrate many external services and provide a consistent
approach for PCA users to schedule and execute these
services, providing the external service with member
specific parameters (such as Public IP addresses), and
combine the results from the external services with other
PCA data relevant to the member and produce enhanced
member specific reports,
The central service may also allow members to request
external services through a member portal and will handle

any commercial Implications for executing external
services. Bidder Response

Questlon | Please define the generic architecture and
4,52 how you will integrated external services into S 3 1 / S 4 1 / S 4 3 2
the central service.
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| External Services Vulnerability Specific:

Context: The scanner should be a recognised scanner that
provides results using standard CVE codes, severity and
common vulnerability names and at a minimum software
should be able to test for:

- SQL Injectlon

- Cross-Site Scripting (XSS}

- Remote command execution

- Authentication Bypass

- Common file brute force

- Software identification ‘

| Bldder Response

Question | Please confirm the capabilities of your
4.53 Vulnerability Analytics service and the 3 1 / S 4 1 / S 43 2
technology It's bulld upon, the meta-data and

signatures it uses and options for controlling
the depth / intrusiveness of specific scans and
ability to focus just in parts of the members IT
environment.

61



] s31/s41/s43(2)

! Question | Please confirm what safeguards are in place to
4,54 ensure the members IT environment belng
tested doesn't believe it's under attack and
| initiate Its own actions, and please confirm
how you would respond to any such
unintended consequences.

Question | Please identify any specific differences or
4.55 constraints for cloud-based laa$ and Saa$
solutions.

b} Bidder Response Clarifications

s31/s41/s43(2)
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FOIA Restrictions
Without limitation, the pricing model detailed in this Part, is provided in confidence by the Service Provider and Is

considered to be commercially sensitive. Furthermore, and again without limitation, the Background IPR of the
Service Provider is similarly commercially sensitive and may be confidential.
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CHANGE CONTROL NOTICE {No.
PO Number: [INSERT]

]

PART G

CHANGE

REQUEST

Requested By:

Date Requested:

Description of Change:

Reason for Change (full description):

Details of any proposed alternatives:

Benefits and disadvantages of
requested change:

Implications of No Actlon:

Priority (High = immediate attention
required, Medium = schedule with next
available iteration, Low = address when
most economical)

Signed by Requester:

Date:




CHANGE AUTHORISATION

Detalled description of
change and Impact
assessment:

Proposed adjustment to the
Charges resulting from the
change

Cost breakdown:

intended date for change:

Signed by CUSTOMER:

Poslition:

Date:

Signed by SERVICE PROVIDER:

Position:

Date:




PART H

[PRINT ON SERVICE PROVIDER’S COMPANY
HEADED PAPER]

CERTIFICATE OF DECLARATION
PO Number [INSERT)

We, Pervade Software Ltd, certify that ALL of the following:

1. the Customer’s Confidential Information under its control or in its possession;

2, the Customer Data, or media containing the Customer Data or other materialsprovided by
the Customer; and

3. the Customer owned property in the possession or control of the ServiceProvider, to
the Customer;

have been returned, destroyed or deleted in accordance with the Agreement dated

Signed by

Board Director [SERVICE PROVIDER]

Date



PART | CONTACTS LIST

KEY PERSONNEL
SERVICE PROVIDER

| NAME TITLE/JOB DESCRIPTION | CONTACTDETAILS |
s40(2) | = s40(2)

OTHER CONTACTS (NON-KEY PERSONNEL)

SERVICE PROVIDER

NAME TITLE/JOB DESCRIPTION CONTACT DETAILS

s40(2) —— s40(2)

Senior Systems Engineer
(Programme Roll-out)

Help Desk Support

CUSTOMER

NAME TITLE/JOB DESCRIPTION ’ CONTACT DETAILS

s40(2) " s40(2)

National Co-ordinator

National Cybercrime
Programme Lead



PART } SPECIAL TERMS

SPECIAL
TERM

EFFECT OF | CONTRACT | CONTRACT

SPECIAL
TERM

PART

CLAUSE

| REVISED WORDING

Amends
existing
clause

Inserts

additional
clause

Part A

Part A

211

The Service Provider acknowledges that It: has made and shall
make its own enquiries to satisfy itself as to the accuracy and
adequacy of any information supplied to it by or on behalf of
the Customer or any other Service Reciplent;

5.5

The Service Provider shall enter into such further contracts or |
agreements as are necessary to give effect to the terms of this
Agreement including, without limitation, prior to processing
any Personal Data on behalf of a Service Recipient, the Service
Provider and Service Recipient shall enter into 2 contract in
the terms set out at Part K, which the Parties acknowledge and
accept is necessary to give effect to the terms of the
Agreement.

Amends
existing

| clause

Amends
existing
clause

Part A

Part A

Clause 8.1

The Service Provider shall provide the Support Services in Part
B following each Go-lLive to the Customer and Service
Recipients.

Clause 9.5

95 The Service Provider shall:
g.5.1 invoice the Customer for the Charges during the

Initial Term s4.3(2)

s43(2)

9.5.2  apply any payments made by the Customer during
the Initial Term which exceed the Charges to any Subsequent
Term or, if no Subsequent Term is entered into, refund those
payments to the Customer within thirty (30) days of the
expiry of the Initial Term;

9.5.3 be entltled to payment of any Charges in excess of the
payments made by the Customer during the Initial Term
under clause 9.5.1 above within thirty {30} days of supplying
the Customer with a compliant involce following the explry
of the Initial Term;

9.5.4  inrespect of any Subsequent Term, and subject to
any reduction to the Charges having regard to clause 9.5.2
above or clause 9.5.5 below, invoice the Customer g4 3(?)

s43(2)

Subsequent Term based on usage, save that any outstanding
payments during a Subsequent Term as at 31 March 2023 or
31 March 2024 respectively shafl be immediately invoiced to
the Customer in accordance with agreed estimated usage;
9.5.5  apply any payments made by the Customer durlng a
Subsequent Term which exceed the Charges to any
Subsequent Term or, if no Subsequent Term is entered into,
refund those payments to the Customer within thirty (30) days
of the expliry of the relevant Subsequent Term;

9.5.6 be entitled to payment of any Charges in excess of
payments made by the Customer under clause 9.5.4 above
within thirty (30} days of supplying the Customer with a
compliant invoice following the expiry of the relevant
Subsequent Term; and,

9.5.7 the Supplier shall, upon commencement of the Inltial




1

. | Amends PartA ' Clause 9.9
existing
clause

| Term of the Agreement only. be entitled ¢<S4.3 (2)
s43(2) ® 777 777 in respect of development fees within
thirty (30) days of supplying the Customer with a compliant
Invoice;
9.5.8 Ensure that all invoices and payment communications
must quote the Purchase Order number stated on the Order
Form.

Payment by the Customer shall be without prejudice to any
claims or rights the Customer and any other Service Reciplent
may have against the Service Provider and shall not constitute
an admission by the Customer as to the performance of the
Service Provider’s oblizations under this Azreement.

| Amends
existing
clause

Part A Clause 10.2 B

The Service Provider warrants and undertakes to the
Customer and, In respect of clauses 10.2.5, 10.2.6, 10.2.1¢ and
10.2.11 also to the Service Reclplents, that:

Amends
existing
clause

Part A |"10.2.5

| Amends
existing
clause

Amends

existing
clause

Part A 10.2.6.1

It Is authorised to use the Third-Party Software and any third-
party systems in connection with its obligations under this
Agreement and shail remain so authorised for the duration of
this Agreement and shall be authorised by the relevant
licensors and owners to grant the rights for the Customer’s
and Service Reciplents’ use;

any executable code in the Live system which has not passed
the Acceptance Tests by the Customer or Service Reclplent; or

' PartA 10.2.7.2

10.

11.

12,

Amends
existing
clause

| Amends
existing
clause

PartA | 11.2.2

| PartA 10.3

proper use of the facilities and functions; and

the Support Materials shall provide adequate Instructions to '
enable the Customer and other Service Reclplents to make

If the Service Provider recelves wrltten notice from the
Customer or another Service Recipient at any time after any
Go-Live Date of any breach of the warranties herein stipulated
{in so far as applicable to the Customer or relevant Service
Reciplent), the Service Provider shall immediately after
recelving such notice take steps to remedy the defect or error
in question and shall use best endeavours to promptly resolve
the defect or error in question.

ensure continuing integration with the Customer’s and other
Service Recipients’ existing systems as identified by the
Customer, and seamiessly Interfaces to the Customer’s and
third-party systems as specified in the Deliverables {Part F, 1,
of Tender Documents};

Amends
exlsting
clause

| Part A 11.2.3

13.

14.

Amends
existing
clause

~ Amends
existing
clause

Part A 1l.4

Part A 11.2.11

co-operate with the Customer’s Representative, officers,
employees and other Independent consultants, and those of
other Service Reciplents, whenever necessary or desirable in
the performance of IT Services; _
ensure that the Service Provider's personnel comply with the
Customer’s requirements for the conduct of staff when on the
Customer's premises, and with the relevant Service
Recipients’ requirements when on their premises,
__respectively.

Where the Service Provider has purchased Third Party
Software, the Service Provider shall pay for the Third-Party
Software within the time allowed by the third party and shall
not put at risk the Customer’s and other Service Recipients’
possession and use of the Third-Party Software after delivery

1 | to the Customer.



15.

16.

Amends
existing
clause

Amends
existing
clause

Part A

| 11.7

The Service Provider shall, as a continuing obligation
throughout the term of this Agreement, where Software Is
used in the provision of IT Services or information uploaded,
interfaced or exchanged with the Customer’s or other Service
Recipients’ systems, use the most up-to-date antivirus from
an industry- accepted antivirus software vendor. The Service
Provider shall check for, contain the spread of, and minimise
the impact of malicious software.

Part A

11.8

18.

Amends
existing

| clause

Amends
existing
clause

Part A

Part A

12,2

If malicious software is found, the Service Provider shall co-
operate with the Customer and any other affected Service
Recipient to reduce the effect of the malicious software. If
malicious software causes loss of operational efficiency or loss
or corruption of the Customer Data, the Service Provider shail
use lts best endeavours to help the Customer and any other
affected Service Recipient to mitigate any losses and restore
the provision of IT Services to the desired operating efficiency
as soon as possible.

The Customer agrees to provide guidance to the Service
Provider on the Customer’s business practices and those of
other Service Recipients which affect IT Services.

19.

Amends
existing
clause

Part A

125

13.2.2

20.

Amends

existing
clause
Amends
existing
clause

Part A

13.7

If requested by the Service Provider and agreed by the
Customer to be necessary and expedient to the Service
Provider's compliance with its obligations under this
Agreement, the Customer shall provide a desk and wi-fi
facilities for the use of the Service Provider on a licence-at-will
basis.

13.2.2 If the Service Provider fails to:

13.2.2.1 deliver a Deliverable by its associated delivery date
and fails to remedy the failure within 7 days or such longer
timescale as may be specified by the Customer In writing;
13.2.2.2 comply with a Correction Plan and fails to remedy the
failure within 7 days or such longer timescale as may be
specified by the Customer in writing;

13.2.2.3 meet a Service Level target on a repeated and/or
persistent basis; or

13.2.2.4 pass the repeat Acceptance Tests and fails to remedy
the fallure within 7 days or such longer timescale as may be
specified by the Customer in writing;
Any termination of this Agreement (howsoever occasioned) |
shall not affect any accrued rights or liabilltles of elther Party
or any Service Recipient.

Part A

141

22,

Amends
existing
clause

Amends
existing

| clause

Part A

14.2.2.1

Following the service of a termination notice by the Customer
or the Service Provider for any reason under this clause 13,
the Service Provider shall continue to be under an obligation
to provide IT Services to the required Service Levels and to
ensure that there is no degradation in the standards of IT
Services untll the date of termination.

| the Customer's and other Service Recipients’ Confidential |

Information under its control or in its possession;

Part A

Amends
existing

| clause

Part A

14.2.2.2

14.2.2.3

the Customer Data, or media containing the Customer Data or |
other materials provided by te Customer or other Service
Reclpients; and

the Customer or other Service Recipient owned property in
the possession or control of the Service Provider or its sub-
contractors, to the Customer or relevant Service Reclpient;




25, | Inserts

26.

additional

clause

Amends
existing
clause

Part A | 143

| PartA 15.1

31.

27.

28.

29.

32.

| Amends

existing
clause

For the avoidance of doubt, the termination by a Service
Recipient of a Contract entered into with the Service Provider
in accordance with Part A, clause 5.5 (as Inserted by Fart J,
special term 2) and Part K, shall not have the effect of
automatically terminating or otherwise reducing the Term of
this Agreement. -
Notwithstanding any other provision in this Agreement, the
Service Provider neither excludes nor limits liability to the
Customer (or, where explicitly provided for in this Agreement,
to any Service Recipient) for any claims, losses (including
regulatory losses and fines), damages, costs or expenses, or
acts or omissions arising from:

| Part A 15.2

Except as provided in clause 15.1 above, the Service Provider's
total liability to the Customer and any other Service Recipient
for any claims, losses, damages, costs and expenses arising
under this Agreement or otherwise for any cause whatsoever
shall be limited to the sum of the relevant insurance cover in
clause 16 below.

| Amends
existing
clause

Amends
existing
clause

Amends
existing
clause

existing
clause

Amends
existing
clause

" Amends

Part A 154

Part A 155

' PartA 17.6

| PartA 17.10

33.

34.

Amends
existing
_clause

| Amends

Part A 1711

Except as otherwise prohibited by law, the total liabllity of the
Customer and any other Service Reclpient to the Service
Provider for any claims, losses, damages, costs and expenses
arising under this Agreement or otherwise for any cause
whatsoever, shall be limited to the value of the monies paid

to the Service Provider under this Agreement.

In no event shall the Customer and/or Service Reclipients or
any of them of the one part, or the Service Provider of the
other, be liable to the other for any loss of profits, business,
revenue, damage to goodwill, savings or any indirect, special
or consequential loss or damage. .
The Intellectual Property Rights of the Service Provider's
Software and any modifications created outside of this
Agreement and the Agreement between The Police and Crime
Commissioner for Derbyshire and Pervade Software Limited
for the Provision of a Network Traffic Analyser, which was
novated to the Customer effective from 01 April 2021, is the
Background IPR of the Service Provider and/or its licensors. |
All Bespoke Work created by the Service Provider for and
under this Agreement and the Agreement between The Police
and Crime Commissioner for Derbyshire and Pervade
Software Limited for the Provision of a Network Trafflc
Analyser, which was novated to the Customer effective from
01 April 2021, vests in the Customer and is the Customer’s
Foreground IPR. Without limitation, Bespoke Work shall
include any code, rules, machine learning models, algorithms,
documentation, branding, website design and content etc.
The Service Provider grants to the Customer a perpetual, non-
revocable, transferable and sublicensable worldwide licence
in any of the Service Provider’s Background [PR embedded in
the Bespoke Work.

All Intellectual Property Rights in the Customer’s software and
Customer Data created for and under this Agreement is the
Customer’s and/or its licensors’ Foreground IPR.

The Service Provider shall have no rights to use the Customer’s
names, logos or trademarks or those of the other Service
Recipients without the Customer’s prior written approval.

Part A | 17.12

The Customer grants to the Service Provider a limited, non-_




existing
clause

transferable, non-exclusive, royalty- free licence to use only
such of the Customer’s and fts licensers’ Intellectual Property
Rights as is required, solely to enable the Service Provider to
deliver the IT System and to perform the Services.

[35.

Amends
existing
clause

Part A

36.

39,

Amends
existing
clause

Amends
existing
clause

Amends
existing
clause

Amends
existing
clause

Part A

17.13

18.1

17.13 The Service Provider shall procure that all moral
rights of its authors (including that of its sub- contractor's
authors) arlsing from the performance of this Agreement are
waived. The Service Provider shall indemnify the Customer
and other Service Recipients in the event of any claims,
actlons or proceedings for any costs, losses, damages, or
expenses brought by the author against the Customer or any
other Service Recipient. !
The Service Provider shall defend at its own expense any claim
brought against the Customer or other Service Recipient
alleging that the use of the IT System infringes the Intellectual
Property Rights of a third party ('Intellectual Property Claim')
and the Service Provider shall pay all costs and damages
awarded or agreed to in settlement of an Intellectual Property
Claim provided that the Customer or Service Recipient:

Part A

PartA

[ Part A

18.2.1

| 18.3

| '18.4

obtaln for the Customer and other Service Reclplents the right
to continue using the IT System which is the subject of the
Intellectuai Property Claim; or |
If the remedies set out in clause 18.2 above are not in the
Service Provider's opinion reasonably avallable, the Customer
and the other Service Recipients shall cease using the IT
System which is the subject of the Intellectual Property Claim,
the Service Provider shall repay to the Customer all sums paid
to the Service Provider and indemnify the Customer for all
damages, losses, costs and expenses including reasonable
legal expenses and third party claims suffered by the
Customer.

"”Any replacement or modification made to the IT System under :

clause 18.2.2 shall be subject to the same warranties and
terms of this Agreement and the Customer and other Service
Recipients shall have the same rights as if they were made on
the Commencement Date.

40,

Amends
existing
clause

| partA

41.

Amends
existing
clause

Part A

18.6

19.1

If the Service Provider learns of any claim of infringement of
the Customer’s or other Service Recipients’ Intellectual
Property Rights in the Customer Data, it shall promptly notify
the Customer and the respective Service Reclplent. The
Service Provider shall do all such things as the Customer or
relevant Service Recipient may reasonably require at the
Customer’s or relevant Service Recipient’s expense to assist
the Customer or relevant Service Reclpient in taking
proceedings or any other actions the Custamer or relevant
Service Recipient may reasonably take to terminate or
prevent any such claim.

Both partles to this Agreement undertake, except as provided
below, to treat as confidential and keep secret all information
marked 'confidential' or which may reasonably be supposed
to be confidential, including, without limitation, information
contained or embodied in the Dellverables in Part F, 1 of the
Tender Documents and other information supplied by the
Customer, other Service Reclpient or Service Provider {in this
Agreement collectively referred to as ‘Confidential

| Information') with the same degree of care as it employs with




' regard to its own confidential information of a like nature and

in any event in accordance with best current commercial
security practices, provided that, this clause shall not extend
to any information which was rightfully in the possession of
either party prior to the commencement of the negotiations
leading to this Agreement or which is already public
knowledge or becomes so at a future date (otherwise than as
a result of a breach of thls clause).

‘42,

Amends
existing
clause

' Part A

19.2

A party shall not without the prior written consent of the
other party divulge any part of the Confidential Information to
any person, other than a Service Reclpient as necessary,
except:

43.

45,

47. '

Amends
existing
clause

Insert

additional

clause

Amends

existing
clause

Part A

Part A

" PartA

| 19.2.5

19.24

19.3

Amends
existing
clause

Part A

19.4

| to any person who Is for the time being appointed by efther

party or a Service Recipient to maintain the equipment on
which the Software Is for the time being used (in accordance
with the terms of the Agreement) and then only to the extent
necessary to enable such person to properly maintain the
equipment.

To any person who Is for the time being appointed by the L

Customer or the Customer’s Representative to carry out
functions related to the maintenance of public confidence in
the legal, regulatory and ethical compliance of Police
CyberAlarm.

referred to in clause 15.2 are made aware before the
disciosure of any part of the Confidential Information that the
same is confidential and that they owe a duty of confidence to
| the other party and to other Service Reclplents.

party, or the relevant Service Recipient in addition to the
Customer If applicable, If It becomes aware of any breach of
confidence by any person to whom it divulges all or any part
of the Confidential Information and shall give the other party,
and the relevant Service Recipient If applicable, all reasonable
assistance in connection with any proceedings which the
other party or the relevant Service Reciplent may institute

| apainst such person for breach of confidence.

Amends
existing
clause

| Part A

48,

Amends
existing
clause

Part A

| 211

49,

'50.

Amends
existing
clause

Part A

'PartA

20.1

The Customer and/or the relevant Service Recipients shall
own (or shall have the right to use) all right, title and interest
in and to the Customer Data.

Both parties undertake to ensure that persons and bodies

Each party to this Agreement shall promptly notify the other

The Service Provider acknowledges that the Customer and
other Service Recipients are subject to the requirements of
the Code of Practice on Access to Government Informatlon,
the Freedom of Information Act 2000 (“FOIA") and the
Environmental Information Regulations 2004 (“EIR"), in
addition to common law obligations in relation to the right of
access to public information.

21.2

214

The Service Provider shall assist and co-operate with the
Customer and any other Service Recipient In a timely and
efficient manner and provide a copy of all information In Its
possesslon or power, in the form that the Customer or
relevant Service Reciplent requires, to enable the Customer or
other Service Reclpient to respond to a request for
information within the time for compliance set out in Section
10 of the FOIA.

Amends

Part F, 2¢ shall list the class or category of information or the




existing
clause

information itself and shall specify which exemptions under
the FolA apply to each specified class category or specific
information. Each case shall indicate when it is likely that the
information ¢an be made available under the FolA or if the
information is unlikely ever to be made so available that this
is the case. Where such information is exempt under the rules
governing commercial matters (5.43(2) FolA) then unless
special circumstances apply it shall not be withheld under the
FolA for more than seven (7) years after the expiry or
termination of this Agreement. The Customer shall notify such
classes or categories of information to the other Service
Recipients.

'51.

Amends
existing
clause

Part A

53,

Amends
existing
clause

| Amends

existing
clause

' PartA

Part A

| 215

21.6

Information relating to the overall value performance or
completion of this Agreement, or relating to contract records
and administration, shall not be accepted as reserved
information. The Customer or other Service Recipient may
however withhold access to such information under the FolA
or other applicable law in appropriate cases.

| The Service Provider acknowledges that the Customer or

other Service Reclpient may, acting in accordance with the
Department of Constitutional Affairs’ Code of Practice on the
Discharge of Functions of Public Authorities under Part | of the
Freedom of Information 2000, be obliged under the Code of
Practice on Access to Government Information, the FOIA, or
the Environmental Information Regulations or common law
obligations in relation to the right of access to public
information to disclose information without consulting with_
the Service Provider, or following consultation with the
Supplier and having taken its views into account.

2.7

Should it subsequently transpire that any information has |

been incorrectly classified as reserved information by the
Service Provider or any competent public authority orders the
information to be released, the Service Provider shall
Immediately dellver such information to the Customer or
other relevant Service Recipient and reimburse all the costs
incurred by the Customer or other relevant Service Recipient
as a result of the Service Provider seeking to classify the
information as reserved information.

54.

Amends
existing
clause

Part A

218

i 55,

Amends
existing
clause

Part A

22.1

The Service Provider shall ensure that all information |

produced In the course of the Agreement or relating to this
Agreement Is retained for disclosure and shall permit the
Customer or other relevant Service Recipient to inspect such
records as requested from time to time. The Service Provider
acknowledges that any lists or schedules provided by It
outlining Confidential Information are of indicative value oniy
and that the Customer or other relevant Service Recipient may
nevertheless be obliged to disclose Confldential Information
in accordance with clause 19.2.3.

The Customer or other Service Recipient may, during the
continuance of this Agreement refuse admission to their
respective premises of any of the Service Provider’s personnel
whom the Customer or other Service Recipient believe
represents a security risk, and the Customer may require the
Service Provider to exclude such personnel from working on
the IT Services or IT Services under this Agreement or if the

| Customer believes the personnel do not have the reguired




56. Amends

existing

57. Amends
existing
clause

clause

Part A

PartA

| 58. Amends
existing
clause

' 59. Amends
existing
clause

60. Amends

existing
clause

22.23

| oblized to provide any reasons.
22.2.1

| equipment of the Customer or other Service Recipient;

| PartA

22.24

Part A

Part A

'61. Amends
existing
clause

Part A

| 23.1

| 22.2.12

.62. Inserts new | Part A

clause

63. | Amends
existing
clause

existing
clause

64. Amends

Part A

Part A

A

| 25.2

353

35.4

| comply with statutory or other regulatory timescales;

| regulators.

levels of training and expertise or where the Customer has
other grounds for doing so. The decision of the Customer or
other Service Recipient shall be final, and It shall not be

use its best endeavours to keep confldential the passwords or |
other security information relating to the IT Services or any

regularly review Its security policies and the actual security of
the IT Services, and inform the Customer of any additional
measures necessary to maximise security of the IT Services
and integrity of the Customer Data, and other Customer and
Service Reclplent information;
notify the Customer, followed by any other relevant Service
Reciplent, promptly of any unauthorised access or use of the
Customer Data or other security incident affecting its network
and information systems that could potentially affect the
Customer or other Service Reciplent, and respond without
delay to all queries and requests for information from the
Customer or other Service Reciplent, whether discovered by
the Service Provider or the Customer or other Service
Reclpient, in particular bearing in mind the extent of the
Customer’s and other Service Reclpients’ reporting
obligations under applicable network and information
security legislation and that the Customer may be required to

co-operate with the Customer and other Service Recipients in
all aspects of its compliance with the Network and
Information Systems Regulations including, without
limltation, any requests for information in the event of a
suspected or actual security incident and any Inspections by

The Service Provider shall comply with the Customer’s or |
relevant Service Recipient’s Health & Safety policles and
procedures while on the Customer's or Service Reciplents’
premises.

The Service Provider shall In the performance of the IT
Services take account of any statute, statutory instrument,
byelaw, relevant British Standard {or equivalent EU standard)
or other mandatory requirement or code of practice and the
Customer’s policies or other Customer requirements notlfied
to the Service Provider, which may be in force, or come into
force, during the performance of the IT Services.

"For the avoidance of doubt, clause 25.1 above shall not |

restrict the partles and any Service Recipient from entering
into a partnership, joint venture or other relationship,
including in connection with rights granted under this
Agreement, as envisaged in the Specification.

Sub-contracting the IT Services shall not entitle the Service
Provider to charge an administration fee nor require the
Customer or other Service Reclplent to enter into an
agreement with the third-party. All requisite third- party
licences shall be held by the Service Provider for the benefit of
the Customer. |
The Service Provider shall indemnify the Customer, and any
relevant Service Recipient in so far as the Service Reciplent
would have been entitled to such indemnity under the terms




65.

'66.

Amends
existing
clause

Part A

37.1

| Each party shall bear its own legal costs and other costs and

of this Agreement had the loss or damage arisen from any act
or omission of the Service Provider, against any loss or
damage suffered by the Customer or other Service Recipient
arising from any act or omission of such agents or sub-
contractors.

expenses arising in connection with the drafting, negotiation,
execution and registration (if applicable) of this Agreement,
and any other agreements the parties are required to enter
Into as specified In thls Agreement.

“Amends
existing
clause

Part A

67.

68.

clause

Insert
additional

Part A

39.1

39.2

| clauses of it.

Save as expressly set out in this Agreement In relation to
Service Recipients, a person who is not a Party to the
Agreement shall have no right to enforce any of its provisions
which, expressly or by implication, confer a benefit on him,
without the prior written agreement of the Parties. This clause
30.1 does not affect any right or remedy of any person which
exists or Is available apart from the Contracts (Rights of Third
Parties) Act 1999, __|
No consent of a Service Recipient is necessary for any
varlation or termination of the Agreement or any ane or more

Insert
additional
clause

Part A

70.

69.

Amends
existing
clause

| Amends

existing
clause

Part A

393

43.1

in so far as relates to the Customer, no consent of a Service

Recipient is necessary for any release or compromise in whole

or In part of any liablllty. e
If any dispute arises between the parties in connection with

this Agreement, a director or other senior representative of
the parties with autherity to settle the dispute shall, within 14

days of a written request from one party to the other, meet in

good faith to resolve the dispute.

Part B

71.

72,

Amends
existing
clause

Amends
existing
clause

Part B

21

This SLA describes the minimum level of support and
maintenance services to be provided by the Service Provider
to the Customer and other Service Recipients and the
respective oblizations of the parties.

‘Permitted Purpose’ in the case of reverse analysis where
permitted by applicable law, the Customer or other Service
Recipient may decompile the Software if it is essential to do
so In order to achleve Interoperabililty of the IT System with
another software program or media;

PartB

74,

73.

Amends
existing
clause

[ Amends

existing
clause

PartB

2.1

3.4

‘Support Request’ A request made by the Customer or other |
Service Recipient for support of the Software or IT System,
including the correction of a Fault;

| The Service Provider shall give the Customer and other Service

Recipients notice In accordance with the specification of any
planned maintenance work which shall affect the availability
of the IT System and shall plan and carry out such work at such
times so as to minimise disruption to the availability of the IT
System.

Part B

75.

Amends
existing
clause

Part B

| 3.7

38

| The Customer and other Service Recipients may request

The Support Services to be provided to the Customer and
other Service Recipients shail include:

Support Services by way of a Support Request. The Support
Request shall contain a detalied description of the problem or
Fault and where known the start time of the incident. The
Customer or other Service Recipient shall telephone or
document to the Service Provider a detailed description of any |




76.

77.

|78.

79.

80.

'Amends

existing
clause

Amends
existing
clause

Amends

existing
clause

Amends
existing
clause

Amends
existing
clause

| Part B

Fault requiring Support Services and the circumstances In
which it arcse, forthwith upon becoming aware of the same,
so that it can be replicated. The Customer or other Service
Recipient shall provide such additional information as may be
reasonably requested by the Service Provider to enable the
Fault to be classified In accordance with paragraph 3.13
below.

3.13

PartB

| PartB

Part B

| 3.14

Part B

‘Critical Fault’ means any fault which is fatal, or disables major
functions of the Customer’s or Service Reciplent’s business or
marketabllity of its services or products which results in the IT
System, Software or media being non-operational for
business-critical delivery;

3.13

Important Fault’ means a Fault which has degraded
operations or errors disabling only certain non-essential
functions and which is agreed to be important by the Service
Provider and the Customer or Service Recipient but does not

| constitute a Critical Fault or a Major Fault;

3.13

*Minor Fault’ means a Fault which has minimal impact and is
agreed to be minor by the Service Provider and the Customer
or Service Reclpient, but which does not constitute a Critlcal
Fault, Major Fault or Important Fauit (for example errors In
documentation and spelling errors In non-public facing
forms/screens);

If the parties agree a Fault classification, the Service Provider
shall use all reasonable endeavours within the Resolution
Times of such agreement (or sooner if reasonably practicable)
to fix the Fault and/or supply instructions to the Customer and
other Service Reciplents, which are Intended to provide a
work around acceptable to the Customer for the Fault or
provide a correction.

3.15

83.

84,

Amends
existing

| clause

Amends
existing
clause

| Amends

existing
clause

| Amends

existing
clause

Part B

| PartB

PartB

PartB

If the parties, acting with due diligence, are unable to agree
on the designatlon of a Fault reported by the Customer or
other Service Recipient pursuant to paragraph 3.4 above, the
Service Provider shall, acting reasonably, designate the level
of Fault and references to “agree” and “agreement” in
paragraph 3.14 above shall be deemed to refer to the
designation of the Fauit by the Service Provider; and

3.17

In order for the Service Provider to be able to provide the
Support Services to the Customer and other Service
Reclplents, the Customer shall:

43

3.19

The Service Provider shall glve the Customer and any affected
Service Reclpient regular updates of the nature and status of
its efforts to correct any Fault and shall give the Customer
monthly reports as to achievement of Service Levels and
Service Credlts to which the Customer has become entitled.

3.20

The Service Provider shall in respect of Critical and Major
Faults report to the Customer and any other affected Service
Recipient and the Service Provider shall provide an update of
work being undertaken to circumvent or provide a correction
to the Fault at least once a day, the first such update to be
provided within one (1) Hour of the designation of the Fault
as a Critical Fault, or such other frequency as shall be agreed

between the partles from time to time. .
The Service Provider shall make all commercially reasonable
efforts to provide the Customer and other Service Recipients

| with prior emall notification of all scheduled and emergency




| Outages in accordance with the Specification.

Amends
existing
clause

Part B

' 86.

Amends
existing
clause

Part B

111

11.2

"Downtime" means the total time during the Support Hours in
the calendar month during which the service Is not available
excluding {i) permitted downtime durlng the same hours and
(ii} time during the same hours during which the service is not
available due to a Fault which lies with the Customer or other
Service Reclplent. (“X")

87.

Amends
existing
clause

89.

88.

Amends
existing
clause

Part B

PartB

131

. Service Recipient. (“X")

"Downtime" means the total time outside the Support Hours
in the calendar month during which the service is not available
excluding {i} permitted downtime during the same hours and
(ii) time during the same hours during which the service is not
available due to a Fault which lies with the Customer or other

Releases shall be applied to the TEST and TRAIN systems and |
the Customer and other Service Recipients informed of the
changes and be given a reasonable time in the circumstances
to test and where necessary retrain staff before the Release Is
applied to the LIVE system. |

133

The Service Provider shall notify the Customer and other
Service Recipients In advance of any Releases that requlre
Downtime or service interruption, and such Releases will be
applied to the LIVE system at times agreed by the Service
Provider and the Customer. In the event that such advance
hotlce coincides with significant activity periods of the
Customer then the parties will agree an alternative time for
applying the Release (acting reasonably).

Amends
existing
clause

Part C

's0.

9l.

Amends
existing
clause

Par_t C

‘Background IPR’ the Intellectual Property Rights of a party or
other Service Recipient which existed prior to the date of the
Agreement, or which has been created outside the scope or
contemplation of the Agreement; |
‘Bespoke Work’ Work which is created soiely and exclusively
at the time of creation for the Customer.

Amends
existing
clause

PartC

92.

o3,

Amends
existing
clause

Part C

‘Customer Cause’ where a Delay to a Milestone is caused |
either wholly or partly by the Customer’s or other Service
Recipient’s actions or omissions;

‘Customer Data’ the data, Information, text, media content,
features, products, services, advertisements, promotions,
ontology, Links, pointers, technology, software and databases
for publication (including without limitation, ilterary, artistic,
audio and visual content), Including any publication or
information created by or for the Customer or other Service
Reciplent, for the IT Services;

Amends
existing
clause

Part C

94,

95,

Inserts
additional
clause

PartC

‘Support Materials’ the operating manuals (including
electronic), user instructions, technical literature and
documentation provided to the Customer and other Service
Reciplents to facilitate the support of the IT Services;

‘Service Recipient’ any police force Identified in Police Act
1996 Schedule 1, in addition to the Metropolitan Police
Service, the City of London Police, Police Scotland, the Police
Service of Northern Ireland, North Wales Police, South Wales
Police, Dyfed-Powys Police and Gwent Police. ‘

[ Inserts
additional

clause

PartD

96.

| Amends

Part D

|

For the purposes of this Part D, unless specified below, terms
shall bear the same meaning as in the Agreement

Agreement: means the Agreement for the provision of the




existing

| next iteratlon of the Police CyberAlarm, Including additional |

clause functionality in respect of ingesting / enriching / categorising
firewalls, analysis and event reporting, and scanning of
external IP / websites of member organisations, to provide
enriched intelligence source for policing and other
developments between The Mayor and Commonalty and
Citizens of the City of London and Pervade Software Lid
I = entered intc on 01 November 2021;

97. Deletes Part D Customer: means the Data Service Provider;
existing
clause |

98. Amends Part D Data Protection Impact Assessment; an assessment by the |
existing Customer for and on behalf of any Controller of the impact of
clause the envisaged processing on the protection of Personal Data; |

99. Amends PartD 11 The Parties acknowledge that for the purposes of the Data
existing Protection Leglslation, Customer and/or the other Service
clause Recipients are the respective Controllers, and the Service

Provider Is the Processor. The only processing that the Service
Provider is autherised to do is listed In Annex 1 by Customer
for and on behalf of the Controllers and may not be

| determined by the Service Provider. _

100, Amends PartD 1.2 The Service Provider shall notify Customer immediately if It
existing considers that any of Customer's instructions, or those of any

. | clause | _ Controller, infringe the Data Protection Legislation. _

101. Amends PartD 1.4(a) process that Personal Data only in accordance with Annex 1,
existing unless the Service Provider is required to do otherwise by law.
clause If 1t Is so required, the Service Provider shall promptly notify

Customer and any relevant Controller before processing the
| | | Personal Data unless prohibited by law;

102. Amends Part D 1.4({b) ensure that it has In place Protective Measures, which have
existing been reviewed and approved by Customer for and on behalf
clause ‘ of the Controllers as appropriate to protect against a Data Loss

| | Event having taken account of the:

103. Amends PartD 1.4{c)(ii}(C)} | are informed of the confldential nature of the Personal Data |
existing and do not publish, disclose or divulge any of the Personal
clause Data to any third Party unless directed In writing to do so by

Customer and/or relevant Controller (in respect of Personal
Data of which it is the relevant Controller) or as otherwise

(- 1 ) | permitted by this Agreement; and

104. | Amends | PartD 1.4{d) not transfer Personal Data outside of the EU unless the prior
existing written consent of Customer for and on behalf of the
clause Controllers has been obtalned and the following conditions

_ are fulfilled: il
| 105. Amends Part D 1.4(d)(Iv) the Service Provider complles with any reasonable
existing instructions notifled to it In advance by Customer for and on
clause behalf of the Controllers with respect to the processing of the
| Personal Data;

106. Amends PartD 1.4{e) at the written direction of Customer, delete or return Personal
existing Data {and any copies of It) to Customer and/er relevant
clause Controller {in respect of Personal Data of which it is the

relevant Controller) on termination of the Agreement unless
the Service Provider Is required by law to retain the Personal
[ Data.

107. Amends | PartD 15 Subject to clause 1.6, the Service Provider shall notify '
existing Customer and/or relevant Controller (In respect of Personal
clause | Data of which It Is the relevant Controller) promptly and |




without any undue delay if it:

The Service Provider's obligation to notify under clause 1.5

108. Amends Part D 16
existing shall include the provision of further information to Customer
clause and/or the relevant Controller {in respect of Personal Data of

which it Is the relevant Controlier) in phases, as details
| | | become available.

109, Amends Part D 1.7 Taking into account the nature of the processing, the Service
existing Provider shall provide Customer and/or the relevant
clause Controller {in respect of Personal Data of which it is the

relevant Controller) with full assistance In relation to either
Party's obligations under Data Protection Legisiation and any
complaint, communication or request made under clause 1.5
{and insofar as possible within the timescales reasonably
required by Customer and/or relevant Controller (in respect
of Personal Data of which it is the relevant Controller))
including by promptly providing: ]

110. “Amends Part D 1.7(a) Customer and/or relevant Controller {in respect of Personal
existing Data of which it is the relevant Controller) with full details and
clause copies of the complaint, communication or request; .

111. | Amends Part D 1.7(b) such assistance as is reasonably requested by Customer
existing and/or relevant Controller (in respect of Personal Data of
clause which it is the relevant Controller) to enable it to comply with

a Data Subject Access Request, or request to rectify, block or
‘ erase Personal Data, within the relevant timescales set out in
the Data Protection Legislation;

112. ‘ Amends ‘ Part D ‘ 1.7(c) Customer and/or relevant Controller {in respect of Personal
existing Data of which It is the relevant Controller), at its request, with

_ clause | any Personal Data it holds in relation to a Data Subject;

113. Amends Part D 1.7(d) assistance as requested by Customer and/or relevant
existing Controller (in respect of Personal Data of which It is the

| clause | | relevant Controller) following any Data Loss Event;

114, Amends Part D 1.7(e) assistance as requested by Customer and/or relevant
existing Controller {in respect of Personal Data of which It is the
clause relevant Controller) with respect to any request from the

Information Commissioner’s Office, or any consultation by
Customer and/or relevant Controller {in respect of Personal
Data of which It Is the relevant Controller) with the

| | Information Commissioner's Office. .

115. Amends Part D | 1.8 The Service Provider shall maintain complete and accurate
existing records and Information to demonstrate its compliance with

| clause this Part D.

116. Deletes Part D | 1.8{a)-(c)

existing
| clause | |

117. Amends partD 1.9 The Service Provider shall allow for and contribute to audits of
existing its Data Processing activity by Customer or Customer’s
clause designated auditor for and on behalf of the Controflers which,

unless in response to any failure to comply with the terms of
this Part or notification of a Personal Data Breach or at the
direction of an applicable supervisory authority, shall take
place no more than once in any 12 month period and shall be
on at least 7 days’ notice to the Service Provider. In the event
of any failure to comply with the terms of this Part or
notification of a Personal Data Breach or at the direction of an
applicable supervisory authority, the Customer shall be
entitled to carry out such additional audits as it deems |




118.

119,

1121,

122.

123.

124,

‘. appropriate in the subsequent 12 month period.

" Amends
existing
clause

Part D

120.

Amends
existing
clause
Amends
existing
clause

Part D

1.11(b)

112

Amends
existing
clause

PartD

PartD

. Amends
existing
clause

' Amends
existing
clause

IrTserts
additional
part

| PartD

| PartH

Part K

113

| 1.15

obtaln the written consent of Customer for and on behalf of |
the Controllers;

The Service Provider shall remain fully llable to the Customer
and the Controllers for all acts or cmissions of any Sub-
processor.

The Customer may, at any time on not less than 30 Working
Days’ notice, revise this Part D by replacing, amending or
supplementing it with any applicable controller to processor
standard clauses or stmilar terms forming part of an applicable
certification scheme {which shall apply when Incorporated by
attachment to this Azreement).

1.14 The Parties agree to take account of any guldance
lssued by the Information Commissioner's Office. The
Customer may on not less than 30 Working Days’ notice to the
Service Provider amend this Agreement to ensure that it
complies with any guldance issued by the Information
Commissioner’s Office. '
Notwithstanding any other provision in the Agreement, the
Service Provider shall indemnify the Customer and/or relevant
Controller {in respect of Personal Data of which it is the
relevant Controller) in respect of any, fine, loss, claim, action,
damages or demand imposed on or suffered as a result of any
breach by the Service Provider of this Part D.

We, Pervade Software Ltd, certify that ALL of the followlng:

1 the Customer's and Service Recipients’ Confldential
Information under Its control or In its possession.
2. the Customer Data, or media containing the

Customer Data or other materials provided by the Customer
and/or any Service Reclplent; and

3. the Customer and/or Service Recipient owned
property In the possession or control of the Service Provider,
to the Customer or relevant Service Reciplent;

have been returned, destroyed or deleted in accordance with
the Agreement dated [date].

Signed by

Board Director [SERVICE PROVIDER]

Date




PART K
TEMPLATE CONTRACT BETWEEN THE SERVICE PROVIDER AND THE SERVICE RECIPIENT

This Contract is made between:
1) [INSERT TITLE OF CHIEF CONSTABLE/COMMISSIONER] of [[INSERT REGISTERED ADDRESS]

(a “Service Recipient”); and,
2) Pervade Software Ltd of Castie Court, 6 Cathedral Road, Cardiff, CF11 8LJ (the “Service Provider”)

{together, ‘the Parties’).

WHEREAS The Mayor and Commonalty and Citizens of the City of London of Guildhall, PO BOX 270, London
EC2P 2EJ have entered into an Agreement with Pervade Software Ltd of Castie Court, Cardiff, CF11 9LJ dated
[INSERT DATE] for the provision of Police CyberAlarm

AND WHEREAS that Agreement grants the Customer the right to licence Police CyberAlarm and its constituent
parts to other law enforcement entities, defined in that agreement as ‘Service Recipients’

AND WHEREAS the Service Recipients are granted certain rights and benefits under that Agreement

AND WHEREAS the Service Provider requires, as a condition of the grant of licences to the Service Recipients,
that the Service Recipients provider certain warrantles and indemnities to the Service Provider .

AND WHEREAS the Service Recipients and Service Provider wish to comply with their respective obligations
under the Data Protection Legislation and other Law

1. Definitions

1.1. Unless otherwise detailed below, words and phrases used in this Contract shall have the same
meaning as in the Agreement, unless the context otherwise requires:

1.1.1.‘Agreement’ means the agreement for the IT Services described in the Order Form [INSERT
PURCHASE ORDER NUMBER] issued by the Customer comprising the Particulars, the Standard
Terms and Conditions and the Special Terms and Conditions, if any.

1.1.2.'Background IPR’ means the Intellectual Property Rights of a Party which existed prior to the
date of the Contract and Agreement, or which have been created outside the scope or
contemplation of the Contract and Agreement,

1.1.3."Commencement Date’ means the date of commencement of the Agreement, being 31 October
2021.

1.1.4.'Service Reclplent Data’ means the Data, information, text, media content, features, products,
services, advertisements, promotions, ontology, Links, pointers, technology, software, and
databases for publication (including without limitation, Iiterary, artistic, audio and visual content),
including any publication or Information created by or for the Service Recipient In the context of
the IT Services, and shall include Content and CRM Information, which shall form part of the
Customer Data.

1.1.6.In this Contract, the expressions 'Data’, ‘Controller’, ‘Data Subject’, ‘Processor’, ‘Processing’,
‘Personal Data’, and ‘Personal Data Breach’ have the same meaning as in Article 4 of GDPR.

1.1.6.'Data Protection Legislatlon’ means (i) The General Data Protection Regulation (Regulation
(EU) 2016/679), the Law Enforcement Directive (EU) 2016/680), the Regulation of Investigatory
Powers Act 2000, the Telecommunications {Lawful Business Practice) (Interception of
Communications) Regulations 2000 ($! 2000/2699), the Electronic Communications Data
Protection Directive (2002/58/EC), the Privacy and Electronic Communications (EC Directive)
Regulations 2003 (S| 2426/2003), the Protection of Freedoms Act 2012, and any applicable
implementing laws as amended from time to time; (ii) the Data Protection Act 2018; and (jii) all
applicable law, subordinate legislation within the meaning of Section 21(1) of the Interpretation
Act 1978, bye- law, enforceable right within the meaning of Section 2 of the European
Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of
practice, judgment of a relevant court of law, or directives or requirements with which the Service
Provider is bound to comply about the processing of personal data and privacy.



2.

1.1.7.‘Foreground IPR' means the Intellectual Property Rights created pursuant to and in
contemplation of the Agreement as part of the project.

1.1.8."Initlal Term’ means the period expiring one year from the Commencement Date.

1.1.9.‘Subsequent Term’ means the two (2) one (1) year perlods commencing on an anniversary of
the Commencement Date following expiry of the Initial Term or a previous Subsequent Term.,

1.1.10. 'Sub-processor' means any third party appointed to process Personal Data on behalf of the
Service Provider related to the Agreement and this Contract.

1.1.11. ‘Intellectual Property Rights’ or ‘IPR’ means any copyright, database rights, design rights,
domain name rights, patents, trademarks or service marks and all other intellectual property rights
whether registered or not, and applications for such rights.

1.1,12. Criminal Conviction and Offence Data has the same meaning as in §11(2) Data Protection
Act 2018.

1.1.13. GDPR means the General Data Protection Regulation (Regulation (EU) 2016/679).
1.1.14. LED means the Law Enforcement Directive (Directive (EU) 2016/680).

1.1.15. Data Loss Event means any event that results, or may result, in unauthorised access to
Personal Data held by the Processor under this Contract, and/or actual or potential loss and/or
destruction of Personal Data in breach of this Contract, including any Personal Data Breach.

1.1.16. Pollce Data means any Data including Personal Data and Special Categories of Personal Data,
to be provided to, or collected by, the Processor and processed on behalf of the Controller as
identified in this Contract.

1.1.17. Contract means this Data Processing Contract together with its schedules and all other
documentis attached to or referred to as forming part of this Contract.

1.1.18. Law means any law, subordinate legislation within the meaning of Section 21(1) of the
Interpretation Act 1978, byelaw, enforceable right within the meaning of Section 2 of the European
Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of
practice, judgment of a relevant court of law, or directives or requirements with which the
Processor is bound to comply.

1.1.19. Lead Controller shall mean the Commissioner of the City of London Police, or such other
Service Recipient or other entity as may be notified to the Service Provider in writing from time to
time.

1.1.20. Access to Information Leglslation means the Freedom of Information Act 2000 (*FolA™), the
Environmental Information Regulations 2004 (“EIR"), the Code of Practice on Access to
Government Information, and any common law obligations In relation to the right of access to
public information.

Interpretation

21,

2.2.

2.3.

24,

Headings are inserted for convenience only and shall not affect the construction or interpretation of this
Contract and, unless otherwise stated, references to clauses and schedules are references to the
clauses of and schedules to this Contract;

Any reference to any enactment or statutory provision shall be deemed to include a reference to such
enactment or statute as extended, re-enacted, consolidated, implemented or amended and to any
subordinate legislation made under if.

The word ‘including’ shall mean including without limitation or prejudice to the generality of any
description, definition, term or phrase preceding that word, and the word ‘include’ and its derivatives
shall ba construed accordingly.

In the event of any conflict between, on the one hand, the terms of the Agreement and, on the other
hand, the terms of this Contract, the terms of the Agreement shall prevail.

3. Entire Agreement



3.1. Without prejudice to the rights and obligations granted to and/or imposed upon the Parties under the
Agreement, except for fraud and fraudulent misrepresentation, this Contract supersedes all prior
agreements, arrangements and undertakings between the Parties and constitutes the entire agreement
between the parties relating to the subject matter of this Contract. The parties confirm that they have
not entered into this Contract on the basis of any representation that is not expressly incorporated
herein.

Duration
4.1. This Contract shall start on the later of:
4.1.1.the Commencement Date; or,
4.1.2. the date it is signed by the Service Recipient.

4.2. Unless the Agreement or this Contract is terminated in accordance with their respective terms, this
Contract shall expire on the later of

4.2.1.the expiry of the Initial Term of the Agreement; or,
4.2.2.the expiry of any Subsequent Term of the Agreement.

Conslderation

5.1. In consideration of the mutual exchange of obligations set out herein, and having regard to the terms
of the Agresment, the Parties agree to the terms of this Contract.

Data Protection

6.1. For the avoidance of doubt, under the Agreement the Service Provider owes the Service Recipient
certain obligations, which the Service Recipient is entitled to enforce as a third party, and the provisions
of this clause 6 supplement the provisions of the Agreement.

6.2. The Service Reclplent shall own {or shall have the right to use) all right, title and interest In and to all
of the Service Recipient Data.

6.3. In respect of Personal Data, the Service Recipient undertakes to comply with the provisions of the Data
Protection Legislation in connection with the Service Recipient Data and any other Customer Data to

which it has access.

6.4. The Partles acknowledge and agree that for the purposes of the Data Protection Legislation, the
Service Recipient is the Controller, and the Service Provider Is the Processor. The only processing that
the Service Provider is authorised to do is recorded at Part D of the Agreement and replicated at Annex 1
for and on behalf of the Service Recipient and may not be determined by the Service Provider.

6.5. The Parties agree to take account of any guidance issued by the Information Commissloner or other
relevant supervisory authority and the Customer may, on behalf of the Service Recipient and other
Controllers, on not less than 30 Working Days’ notice to the Service Provider amend this Contract to
ensure that it complies with any guidance issued by the Information Commissioner’s Office.

Confidentiallty

7.1. The Parties undertake, except as provided below, to treat as confidential and keep secret the
Confidential Information, with the same degree of care as it employs with regard to its own confidential
information of a like nature and in any event in accordance with best current commerclal security
practices, provided that, this clause shall not extend to any information which was rightfully in the
possession of either Party prior to the commencement of the negotiations leading to the Agreement or
this Contract or which is already public knowledge or becomes so at a future date (otherwise than as
a result of a breach of this clause or any obligation on the Service Provider In the Agreement or this
Contract).

7.2. A Party shall not without the prior written consent of the other relevant Party divulge any part of the
Confidential Information to any person, other than the Customer, except:



7.3.

74.

8.
8.1.

8.2,

8.3.

8.4,

8.5.

8.6.

8.7.

7.2.1.to their own directors, officers, employees, servants, sub-contractors and agents and then only to
those persons who need to know the same;

7.2.2.to either Party's auditors, an officer of Inland Revenus, an officer of HM Revenue and Customs,
a court of competent juriediction, governmental body or applicable regulatory authority and any
other persons or bodies having a right duty or obligation to know the business of the other party
and then only in pursuance of such right duty or obligation;

7.2.3.where it must be disclosed pursuant to a statutory, legal or parliamentary obligation placed upon
the party making the disclosure, Including any requirements for disclosure by the Customer
pursuant to Access to Information Legislation, save where an exemption applies; or

7.2.4.t0 any person who is for the time being appointed by either Party to maintain the equipment on
which the Software is for the time being used (in accordance with the terms of the Agreement and
this Contract) and then only to the extent necessary to enable such person to properly maintain
the equipment.

The Parties undertake to ensure that persons and bodies referred to in clause 7.2 above are made
aware before the disclosure of any part of the Confidential Information that the same Is confidential
and that they owe a duty of confidence to the other Party.

The Service Reclipients shall promptly notify the Service Provider If it becomes aware of any breach of
confidence by any person to whom it divuiges all or any part of the Confidentlal Information and shall
give the Service Provider all reasonable assistance in connection with any proceedings which It may
institute against such person for breach of confidence.

Intellectual Property

The Service Reciplent warrants that all Intellectual Property Rights including but not limited to the
Service Recipients' software, databases, graphics, diagrams, charts, sound and Service Recipient
Data which shall be used and/or which is necessary for the Service Provider to access and use, is
either the Service Recipient's property or is legally licensed to the Service Recipient to permit access
and use by the Service Provider for the purpose of the IT Services.

The Service Recipient grants to the Service Provider a limited licence to use the Service Recipient's
Foreground IPR for the purposes of the Agreement and this Contract.

All Intellectual Property Rights in the Service Recipient's software and Service Recipient Data created
for and under this Agreement is the Service Recipient's and/or its licensors’ Foreground IPR.

The Service Recipient grants to the Service Provider a limited, non-transferable, non-exclusive, royalty-
free licence to use only such of the Service Recipient's and its licensors’ Intellectual Property Rights
as is required, solely to enable the Service Provider to deliver the IT System and to perform the IT
Services.

Each Party recognises that the other Party's business relles upon the protection of its Intellectual
Property Rights and that in the event of a breach or threatened breach of Intellectual Property Rights,
the other Party shall be caused irreparable damage and such other Party may therefore be entitled to
injunctive or other equitable relief to prevent a breach or threatened breach of its Intellectual Property
Rights.

If a Party learns of any claim of infringement of the other Party’s intellectual Property Rights it shall
promptly notify the other party.

in the event that, in the Service Provider's reasonable opinlon, the use of the IT System is or may
become the subject of an Intellectual Property Claim and the Service Provider cannot obtain for the
Service Reciplent the right to continue using the IT System which is the subject of the Intellectual
Property Claim and cannot replace or modify the IT system which s the subject of the Intellectual
Property Claim so it becomes non-infringing, the Service Recipient shall cease using the IT System
which is the subject of the Intellectual Property Claim.



10.

1.

Co-operation with Service Provider

9.1. The Service Reclplent acknowledges that its close involvement Is essential to ensure that the IT
Services successfully meet the Customer's requirements, and shall co-operate with the Service
Provider's Representative, officers, employees and other independent consultants, and those of the
Customer, whenever necessary or desirable in the performance of IT Services.

9.2. The Service Recipient shall appoint a Representative {identified at Schedule B) who is assigned to
oversee the successful performance and delivery of the IT Services to the Service Recipient. The
Service Recipient may change the identity of the Service Recipient's Representative or any of the
details of the Service Recipient's Representative on written notlce to the Customer and Service
Provider.

9.3. If requested by the Service Provider and agreed by the Service Recipient to be necessary and
expedient to the Service Provider's compliance with its obligations to the Service Recipient under the
Agreement and this Contract, the Service Recipient shall provide a desk and wi-fi facilities for the use
of the Service Provider on a licence-at-will basis.

9.4. In order for the Service Provider to be able to provide the Support Services to the Service Recipient,
the Service Recipient shall:

9.4.1.ensure that appropriate arrangements are put into place to allow remote access to the IT System,
acceptable to the parties, or where remote access is not possible, to provide physical access to
such premises of the Service Recipient as the Service Provider shall reasonably require, unless
the instruction or requirement can be performed by the Service Recipient at the direction of the
Service Provider;

9.4.2.continue to maintain any IT System requirement in accordance with the minimum operating
requirements from time to time as notified by the Service Provider or the owner thereof; and,

9.4.3.ensure that staff are properly and adequately trained to a level of competence In reiation to the IT
System, in accordance with Service Provider’'s guidelines on training.

Access to Information

10.1, The Service Recipient acknowledges the Service Provider's request that the information identified at
Part F of the Agreement be classified as reserved information under the Access to Information
Legislation and not disclosable by the Service Recipient to third parties.

Dispute Resolution

11.1. If any dispute arises between the Parties in connection with the Agreement or this Contract, a director
or other senior representative of each the Parties with authority to settle the dispute shall, within 14
days of a written request from one Party to the other, meet in good falth to resolve the dispute, together
with a representative(s) of the Customer.

11.2. If the dispute is not wholly resolved at that meeting, the Parties agree to enter into mediation in good
faith to settle such a dispute and will do so in accordance with the Centre for Effective Dispute
Resolution {CEDR) Model Mediation Procedure. The Customer shall be entitled to attend and
participate in such mediation. Unless otherwise agreed between the parties within fourteen (14) days
of notice of the dispute, the mediator will be nominated by CEDR. To initlate the mediation a Party
must give an Alternative Dispute Resolution notice in writing (‘ADR Notice’) to the other Party, refeming
the dispute to mediation. A copy of the referral should be sent to CEDR.

11.3. Unless otherwise agreed, the mediation will start not later than twenty-elght (28) days after the date
of the ADR Notice.

11.4. No Party may commence any arbitration or legal proceedings in reiation to any dispute arising out of
the Agreement or this Contract until it has attempted to settle the dispute by mediation and either the
mediation has terminated, or the other Party has failed to participate in the mediation, provided that the
right to issue proceedings is not prejudiced by a delay.



Llability

11.5. For the avoidance of doubt, the Parties’ respective liability to the other shall be limited by and subject
to the terms of the Agreement.

11.6. In particular, except as otherwise prohibited by law, the total liability of the Service Recipient to the
Service Provider for any claims, losses, damages, costs and expenses arising under the Agreement
or otherwise for any cause whatsoever, including under this Contract, shall be limited to the value of
the monles pald to the Service Provider by the Customer under the Agreement.

11.7. The Parties acknowledge and agree that the limitations contalned in this clause 12 and in the
Agreement are commercially reasonable in the light of the nature of the IT Services, the identity of the
Customer and Service Reciplent and all the relevant circumstances relating to delivery of the IT
Services.

12. Varlation

12.1. This Contract may not be released, discharged, supplemented, interpreted, amended, varied or
modified in any manner except in writing signed by a duly authorised officer or Representative of each
of the Parties and the Customer.

12.2. Any change to this Contract shall be conducted in accordance with the provisions of the Agreement,
including a Change Control Notice.

13. Termination

13.1. The Service Recipient shall be entitled to terminate this Contract for convenience at any time on thirty
(30) days written notice to the Service Provider and the Customer.

13.2. The Service Reciplent may terminate this Contract forthwith on giving notice in writing to the Service
Provider and Customer:

13.2.1. if the Service Provider breaches any obligation to the Service Recipient under any of the
following provisions:

13.2.1.1. clause 19 of the Agreement (Confidential Information);
13.2.1.2. clause 20 of the Agreement (Customer Data and Data Protection);
13.2.1.3. clausa 21 of the Agreement {Freedom of Information); or,
13.2.1.4. clause 22 of the Agreement (Security and Control).
13.3. On expiry or termination of this Contract for any reason the Service Provider shall:

13.3.1. co-operate with the Service Recipient's requirements to return, destroy or delete (or to
procure the return, destruction or delstion thereof) all:

13.3.1.1. the Service Recipients' Confidential Information under its control or in its possession,
unless and to the extent that such Confidentlal Information forms part of the Confldential
Information of another service reclpient;

13.3.1.2. the Service Recipient Data, or media containing the Service Recipient Data or other
materials provided by the Service Recipient, unless and to the extent that such Data or
materials form part of the Data of another controller; and

13.3.1.3. the Service Recipient owned property in the possession or control of the Service
Provider or its sub-contractors, to the Service Recipient;

13.4. deliver to the Customer a Certificate of Return, Destruction or Deletion signed and dated by a
beard director within 28 days of the contract expiry or termination.

13.5. Any termination of this Contract (howsoever occasioned) shall not affect any accrued rights or
liabilities of either Party.



14.

15.

16.

17.

18.

19,

20.

21.

Survivorship

14.1. The provisions of any clause which by implication intended to come into or continue in force on or after
termination shall by its nature be deemed to survive the termination of this Contract.

Agency, Partnership

15.1. This Agreement shall not constitute or imply any partnership, joint venture, agency, fiduciary
relationship or other relationship between the Parties other than the contractual relationship expressly
provided for in the Agreement and this Confract.

Notices
16.1. All notices under this Agreement shall be in writing.
16.2. Notices shall be deemed to have been duly given:
16.2.1. when delivered, if delivered by courier or other messenger (including registered mail) during
normal business hours of the recipient; or
16.2.2. when sent, if transmitted by fax or e-mail and a successful transmission report or return receipt
is generated; or
16.2.3. on the fifth (5th) business day following mailing, if mailed by national ordinary mail, postage
prepaid; or
16.2.4. each case addressed to the most recent address, e-mail address, or facsimile number notified
to the other party.
Saverance
17.1. If any provision of the Agreement or this Contract is prohibited by law or judged by a court to
be unlawful, void or unenforceable, the provision shall, to the extent required, be severed from the
Agreement and/or this Contract and rendered Ineffective as far as possible without modifying the
remaining provisions of the Agreement and this Contract and shall not in any way affect any other
circumstances of or the validity or enforcement of the Agreement or this Contract.
Assignment
18.1. This Contract is personal to the Service Provider and neither this Contract nor any rights,
licences or obligations under it, may be assigned by the Service Provider, without the prior written
approval of the Service Recipient and the Customer.
Duplicates
19.1. This Agreement shall be executed in duplicate, each of which shall be an original, and the
duplicates shall together constitute one and the same agreemaent.
Costs and Expenses

20.1. Each party shall bear its own legal costs and other costs and expenses arising in connection
with the drafting, negotiation, execution and registration (if applicable) of this Contract, and any other
agreements the parties are required to enter into as specified in this Contract.

Law and jurisdiction



21.1. This Contract and all matters arising from it, including dispute resolutions, shall be governed by
and construed in accordance with the Laws of England, and the Parties submit to the exclusive
jurisdiction of the English Courts.



SCHEDULE A

Processing, Personai Data and Data Subjects

1. The Service Provider shall comply with any further written instructions with respect

toprocessing by Customer.

2. Any such further instructions shall be incorporated into this Annex.

Subject matter of the processing

CyberAlarm, which concerns the gathering, collation and
analysis of data, including personal data primarily in the form of
IP addresses, to identify suspicious cyber activity against UK
public and private sector organisations with a view to
understanding the nature and scale of the cyber threat to the UK,
contributing to the prevention of and protection from such threat,
and enabling its investigation, disruption and the taking of
diversion/enforcement action.

The subject matter of the processing is the operation of Police ‘

Duration of the processing

Nature and purposes of
theprocessing

The processing shall commence no sooner than the
Commencement Date as specified In the Order Form and shall
conclude upon the deletion/return of personal data following the
expiry of the Initiai Term, or any Subsequent Term or other
permitted extension of the term of the Agreement or otherwise
upon termination of the Agreement, in accordance with the
requirements of Part A clause 14.2 of the Agresment and this |
Part D clause 1.4(e).

It should be noted that not all categories of personal data will
necessarily be processed from the outset of the duration of

processing.

The purpose(s) of the processing are the law enforcement
purposes, i.e., the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of
criminal penalties, including the safeguarding agalnst and the
prevention of threats to public security (see s31 Data Protection
Act 2018).

The nature of the processing activities includes the:

» Collection;
o Filtering;
s Encryption; |

e Transmission;

s  Structuring;

* Recording;

s Storage;

e Data matching/alignment;
e Analysls;

s Categorisation;

* Scoring;

» Retrieval;

s Consultation;




Type of Personal Data

s Use;
¢ Data sharing/disclosure; and,
e Erasure/destruction.

Some of these activities may be conducted through machine
learning.

Other data is processed on the basls that it is necessary for the
performance of a task carried out in the public interest or in the
llexercise of official authority.

The data processed will include personal data, including sensitive
personal data and special category/criminal conviction and offence
data.

in respect of Police/law enforcement entity officers and staff:
e Name
« .pnnflaw enforcement entity email address
» Forcel/law enforcement organisation
¢ Rank/role
« User credentials: email/password

¢« Phone number
e User group
» Usage /logging data

Member organisation staff/their representatives:
e Name
¢ Organisation (name & company registration number)
e Role/jobiitle
o Busginess Address

e Reglon
¢ Email address
¢ Telephone number

* Role

e User credentials: username & password
e Third party representative name

e Third party representative emall address
e Payment data

e Passcode

e |P address
e Usage data

o Other personal data provided by member organisation
staff/their representatives




1

Individuals suspected of involvement in suspicious activity:
¢ [P address
o Domain visited
¢ Sender email address
e Sender handle
e Recipient email address

e Email subject

e« Email attachment filename
e Mail ID
s Location data:

o Continent
Country
City
Postcode
Latitude
Longitude
Force area

Force region

o 0o 0 0O O 0o 0 O

Confidence in accuracy of location data
e |SP

e [P address host

e |P address owner

» Connection type, including whether a VPN or TOR is being
used

o Device name

s Device ID

e Time zone

¢ Conduct data

e User agent

e Page sought to be accessed

» Page from which user was referred to page sought to be
accessed

e EventID

¢« Request type, i.e. to get/view, post etc
¢ Harm score of conduct

¢ Resolvabllity of conduct

e Postcode




iOther users of member organisation’s network, website, web apps,
ete, including staff and third parties:

e |P address
¢ Domain visited
¢ Sender email address

¢ Reacipient email address

» Emall subject

¢ Email attachment filename
e Device name

e Device ID

¢« Time zone

e Country
o Conduct data
PCA website visitors:

» Visltor IP address;
o Site from which user visited PCA website
o PCA site usage.

Categories of Data Subject Categories of data subject are:
¢ Police/law enforcement entity officers and staff;
o Member organisation staff/their representatives;

¢ Individuals suspected of involvement In suspicious
actlvity;

o Other users of member organisation’s network, wabsite,
web apps, eic, including staff and third parties;

e Visltors to PCA wabsite.

Plan for return and destruction | At the conclusion of the Initial Term or any Subsequent Term or
ofthe data once the processing | other permitted extension of the Agreement or Contract or upon

Is complete UNLESS termination of the Contract, or at such time specified by the
requirement under unlon or Customer prior to the conclusion of the Agreement to enable the
member state lawto preserve efficlent transfer of services to another provider, the Supplier
that type of data shall promptly return all data to the Customer and/or relevant

Service Recipient or transfer them directly to the new provider,
and shall securely destroy all copies of data processed pursuant

to the Agreement in accordance with any of the Customer's
written instructions and in any event no later than thirty (30) days
from the conclusion of the Agreement or Contract.




|
Authorised Sub-Processors For the purposes of the Agreement and this Contract, the
Processor is entiled to engage the following sub-processors,
subject to complying with the requirements of the Agreement Part
D clauses 1.11-1.12 and on the basis that data will only be
processed within the UK:

's31/s43(2)




SCHEDULEB

Service Recipient's
Representative

| Customer's Represéntativa 540(2) National Co- |

| |
ordinator 4 O (2 ) I

Service Providers (S40(2) _ Senior Systems

Representative Engineer (Programme Roll-out) S 4 O ( 2)

Signed on behalf of Pervade Software Limlited

Date:......ccsrimmumimiuninnassnnsrers S g

Signed on behalf of [INSERT TITLE OF RELEVANT SERVICE RECIPIENT CHIEF/COMMISSIONER E.G.
COMMISSIONER OF THE CITY OF LONDON POLICE]






