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Schedule 10: Data Protection 

1 Introduction 

1.1 This Schedule sets out the provisions relating to the processing of Personal Data and 

associated provisions and includes: 

1.1.1 General Obligations of the Contractor; 

1.1.2 Data Management; 

1.1.3 Processing of Personal Data outside the EEA; 

1.1.4 Storage, Access and Physical Security of Personal Data by the Contractor; 

1.1.5 Destruction of Personal Data by the Contractor; 

1.1.6 Collection of Personal Data; 

1.1.7 Contractor's Employees; 

1.1.8 Rights of the Data Subject; and 

1.1.9 Warranties. 

  Annex 1 The Data Management Plan List 

  Annex 2 Offshore Consent 

2 General Obligations of the Contractor 

2.1 The BBC and the Contractor acknowledge that for the purposes of Data Protection Law and 

with respect to the Parties' rights and obligations under this Agreement, the BBC is the Data 

Controller and the Contractor is the Data Processor of any Personal Data (the terms 'Data 

Controller' and 'Data Processor' having the same meanings as in Data Protection Law). 
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2.2 The Contractor shall process the Personal Data only in accordance with Data Protection Law 

and this Schedule and any other instructions from the BBC, which may be specific instructions 

or instructions of a general nature as set out in this Agreement or as otherwise notified by the 

BBC to the Contractor.  (The terms 'process' and 'processing' having the same meanings as in 

Data Protection Law.) 

2.3 The BBC may at its option provide instructions regarding the processing of Personal Data to the 

Contractor or Subcontractor or any other appropriately authorised third party acting as a data 

processor on behalf of the BBC. 

2.4 The Contractor shall notify the BBC Head of Data Management immediately if it becomes aware 

of, or reasonably suspects the occurrence of, any unauthorised or unlawful processing, loss of, 

damage to or destruction of any Personal Data. 

2.5 The Contractor shall process the Personal Data only to the extent, and in such a manner, as is 

necessary for the purposes of provision of the Services, or as is required by Law or by any 

regulatory body, or where expressly authorised in writing by the BBC and will not process the 

Personal Data for any other purpose including (without limitation) for its own marketing or sales 

purposes. 

2.6 The Contractor shall store and process Personal Data only at sites specifically agreed in writing 

in advance with the BBC.  For the avoidance of doubt, this paragraph 2.6 shall apply to the site 

of any server used by the Contractor to store or process Personal Data. 

2.7 The Contractor may disclose Personal Data to those Employees it reasonably considers 

necessary for the performance of the Services. 

2.8 The Contractor shall notify the BBC in the event that any Subcontractor or proposed 

Subcontractor is required to process Personal Data, in provision of the Services. 

2.9 Other than necessary disclosure in accordance with this Agreement for the purposes of the 

provision of the Services, the Contractor shall: 

2.9.1 not disclose any Personal Data to any third party whatsoever without the BBC's express 

prior written approval; and 

2.9.2 ensure appropriate security measures including appropriate verification checks take 

place prior to the disclosure of any Personal Data to third parties. 

2.10 The Contractor shall promptly comply with any request from the BBC requiring the Contractor to 

amend, transfer or delete the Personal Data.  Any transfer, deletion or destruction of Personal 

Data shall be done by a secure method and only by Employees authorised to process the 

Personal Data, in accordance with this Schedule. 

2.11 Any communications used for the purpose of collecting Personal Data, in whichever format is 

applicable, will be subject to the prior written approval of the BBC and shall contain a data 

protection notice informing the recipient of the identity of the BBC as the Data Controller, the 

purpose or purposes for which their Personal Data will be processed, that disclosure to a third 

party will be necessary if such recipient elects to receive assistance which can only be supplied 

by a third party and any other information which is necessary having regard to the specific 

circumstances in which the data is, or is to be, processed to enable processing in respect of the 
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data subject to be fair.  The Contractor shall not modify or alter the wording of any such notices 

in any way without the prior written consent of the BBC. 

2.12 If the Contractor receives any complaint, notice or communication which relates directly or 

indirectly to the processing of the Personal Data or to either party's compliance with Data 

Protection Law in the provision of the Services, it shall notify the BBC as soon as reasonably 

practicable (and in any event no later than provided for in paragraph 9 of this Schedule 10) and 

it shall provide the BBC with full co-operation and assistance in relation to any such complaint, 

notice or communication. The Contractor shall not enter into any communication with individuals 

making such complaints or issuing such notices or communications without the prior written 

consent of the BBC. 

2.13 At the BBC's request the Contractor shall provide to the BBC a copy of all Personal Data held 

by it in the format and on the media reasonably specified by the BBC. 

2.14 Without prejudice to any of the BBC's rights of audit generally, the Contractor shall permit the 

BBC or its appointed representatives access to the premises owned or controlled by the 

Contractor or the Subcontractors and used by the Contractor in the provision of the Services to 

inspect and audit all facilities, equipment, documents and electronic data relating to and/or used 

in the processing of the Personal Data by the Contractor. 

3 Data Management 

3.1 The Contractor shall within thirty (30) Working Days after the Effective Date prepare and submit 

a draft plan to the BBC setting out its data processing practices and procedures and in 

particular describing how Personal Data is transferred, stored, processed, cleansed and 

securely destroyed or archived (where agreed by the BBC for audit or regulatory purposes) 

(“Draft Data Management Plan”). TheDraft Data Management Plan will include those items 

listed in Annex 1 of this Schedule. 

3.2 The BBC shall propose any changes or provide observations on the Draft Data Management 

Plan to the Contractor as soon as reasonably practical.  The Contractor shall provide an 

amended Draft Data Management Plan to the BBC for its approval within fourteen (14) Working 

Days of BBC's proposal of such changes taking into account the points raised by the BBC and 

the BBC shall approve the Draft Data Management Plan as soon as reasonably practical 

(subject to any further amendments the BBC may require) ("Data Management Plan"). 

3.3 The Contractor shall: 

3.3.1 effective from the Start Date implement the Data Management Plan in full; 

3.3.2 thereafter and throughout the Term maintain the Data Management Plan and ensure 

that it is consistent with Best Industry Practice and (without limitation) guidance issued 

by the Office of the Information Commissioner or the European Commission and 

compliance with ISO270001; and 

3.3.3 annually (no later than the anniversary of the approval provided by the BBC pursuant to 

paragraph 3.2 above) submit an updated version of the Data Management Plan for BBC 

approval.  
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4 Processing of Personal Data outside the EEA 

4.1 Subject to paragraph 4.4 and the provisions of Annex 2, the Contractor shall not process any 

Personal Data outside the European Economic Area without the express prior written consent of 

the BBC and where the BBC consents to such processing the Contractor shall comply with any 

reasonable instructions notified by the BBC to the Contractor including (without limitation and 

where the BBC requires) entering into (or where applicable procuring that its Subcontractors 

enter into) such contractual provisions as the BBC may reasonably request so as to satisfy the 

eighth data protection principle as set out in Data Protection Law. Should the BBC so require, 

the Contractor shall procure that its Subcontractors enter into such contractual provisions 

(including without limitation Model Contract terms issued by the European Commission from 

time to time) directly with the BBC as Data Controller. 

4.2 Notwithstanding paragraph 4.1, all Personal Data provided by the DWP shall not in any event 

be processed outside the EEA. 

4.3 If required by the BBC, the Contractor shall immediately upon request enter into (and procure 

that its Subcontractors enter into) any updated Model Contract terms as are issued by the 

European Commission during the Term. 

4.4 The BBC consents to the processing of Personal Data from the Start Date to the extent, for the 

purpose and in accordance with the terms of Annex 2 to this Schedule. 

5 Storage, Access and Physical Security of Personal Data by the Contractor 

5.1 The Contractor shall store all Personal Data collected during the provision of the Services 

securely. 

5.2 Hard copy documents containing Personal Data shall be stored securely (e.g. in locked cabinets 

or equivalent), with access restricted to approved Employees with a specific need to access the 

Personal Data contained within such documents.  Personal Data stored electronically will be 

kept secure with access restricted to approved staff with a specific need to access the Personal 

Data concerned. 

5.3 All hard copy documentation containing Personal Data which is removed from the Contractor's 

premises will be returned and shredded, as soon as practicable. 

5.4 All Personal Data which is removed from the Contractor's premises on electronic portable media 

(e.g. on memory sticks or laptops) shall be stored securely whilst off site, encrypted and 

password protected. 

5.5 The Contractor shall, at no additional cost to the BBC, ensure that its systems and processes 

maintain Personal Data up to date and that such data is accurate so that the risk of harm due to 

inaccurate data is minimised. 

6 Destruction of Personal Data by the Contractor 

6.1 Personal Data should only be kept by the Contractor for such period as specifically required by 

the BBC or for the minimum length of time necessary and appropriate to the uses for which it 
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has been collected and for provision of the Services, and in any event in accordance with the 

BBC Data Retention Policy set out in the BBC Policies. 

6.2 In accordance with industry best practice and so as to ensure complete and secure destruction 

of personal data, the Contractor shall: 

6.2.1 shred, incinerate or otherwise completely destroy all hard copy documents containing 

Personal Data when such documents are no longer required for the provision of the 

Services; and 

6.2.2 completely and irretrievably wipe prior to recycling or secure disposal all Personal Data 

held electronically. 

The Contractor shall maintain a record of destruction for audit purposes and such record shall 

be made available to the BBC immediately on request. 

7 Collection of Personal Data  

7.1 The Contractor shall only request such Personal Data as is necessary in order to perform the 

Services and otherwise in accordance with this Agreement and the BBC's instructions. 

7.2 The Contractor shall ensure that the appropriate consent has been obtained from the Data 

Subject at the appropriate time either by the Contractor or any third party data provider and in 

accordance with any written instructions from the BBC and as described in the Data 

Management Plan. 

8 Contractor's Employees 

8.1 The Contractor shall ensure the reliability and suitability of any of its Employees who shall have 

access to the Personal Data. 

8.2 The Contractor shall ensure that access to the Personal Data is limited to: 

8.2.1 those Employees who absolutely need access to the Personal Data to meet the 

Contractor's obligations under this Agreement; and 

8.2.2 in the case of any access by any Employees, such part or parts of the Personal Data as 

is strictly necessary for performance of such Employees' duties. 

8.3 The Contractor shall ensure that all Employees who have access to Personal Data: 

8.3.1 are informed of the confidential nature of the Personal Data and their continuing 

obligation to treat the Personal Data as confidential following cessation or termination of 

their employment contract with the Contractor; 

8.3.2 have undertaken training in Data Protection Law the content, format and frequency of 

which has been approved by the BBC; 
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8.3.3 are aware both of the Contractor's duties and their personal duties and obligations under 

Data Protection Law, this Agreement, the Computer Misuse Act 1990 and any other 

relevant Law; 

8.3.4 maintain a clear desk policy whilst involved in the provision of the Services; 

8.3.5 do not have access to any e-communications network or related hardware including 

mobile phones which would enable the sending of e-communications including emails, 

text messages and short messages to persons other than those employed by the 

Contractor, when processing the Personal Data; 

8.3.6 are not permitted to use portable computer apparatus such as palmtops, personal digital 

assistants, electronic diaries and databanks to process the Personal Data except as 

necessary to be used by such Employees when conducting field visits as set out in 

Schedule 2 (Services); and 

8.3.7 report all actual or suspected unauthorised or unlawful processing, loss of, damage to or 

destruction of the Personal Data immediately to the Contractor. 

8.4 The Contractor shall ensure that a senior manager within its service operation is responsible for 

ensuring that the Data Management Plan is applied in the delivery of the Services and in 

accordance with the Data Management Plan.  Unless agreed in writing to the contrary, this 

individual will be deemed to be a Key Personnel. 

9 Rights of the Data Subject 

9.1 The Contractor shall promptly (and in any event within two (2) Working Days of receipt) pass to 

the BBC's TV Licensing Head of Data Management any complaint or request in relation to the 

processing of Personal Data and will promptly (and in any event within five (5) Working Days of 

receipt of a written request from the BBC) provide at its own expense such assistance and 

information as the BBC may reasonably require: 

9.1.1 in order to deal with such complaints or requests; and/or 

9.1.2 to enable the BBC to comply with any legislative or regulatory responsibilities under 

Data Protection Law. 

9.2 The Contractor shall not disclose the Personal Data to or respond to any complaint or request in 

relation to the Personal Data from any Data Subject or from a third party other than at the 

request of the BBC or as otherwise provided for in this Agreement. 

10 Warranties 

10.1 The Contractor warrants that: 

10.1.1 it shall process the Personal Data in compliance with Data Protection Law and will not 

perform its obligations under this Agreement in such a way as to cause the BBC to 

breach any of its applicable obligations under Data Protection Law; and 
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10.1.2 it shall take appropriate technical and organisational measures against the unauthorised 

or unlawful processing of Personal Data and against the accidental loss or destruction 

of, or damage to, Personal Data to ensure the BBC's compliance with the seventh data 

protection principle. 
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Annex 1 - The Data Management Plan List 

The Draft Data Management Plan to be submitted by the Contractor to the BBC under paragraph 3.1 

of this Schedule will include, without limitation, the following: 

Data Quality 

1 A survey of existing data that will be managed including entities, fields, attributes, values and 

completeness volumes; 

2 A Data Quality Audit and Data Quality Improvement Plan which includes but is not limited to the 

following: 

(a) A review of the current Data Quality Dashboard, identifying and implementing 

improvement opportunities to the business data asset and its impact on meeting the 

business objectives; 

(b) A list of existing Data Validation and Verification protocols and rules, identifying any 

improvement opportunities; 

(c) A list identifying the existence of and future improvements required for Data Matching 

rules, de-duplication rules and processes, including survivorship rules; 

(d) Definitions of the datasets, metadata, structures, models, file structures and a data 

dictionary and identifying the improvement opportunities; 

(e) Identification of current and development of new Data Monitors and Alarms to audit the 

flow, integration and accuracy of data available on the systems to users and customers 

e.g. to ensure any batch processing completes accurately on time, data available to the 

Marketing Provider completes accurately and on time; data held and flowed and 

integrated between systems is stored in the correct fields; numerical and alpha data is 

held correctly and identifying any orphaned data; and 

(f) A list of the current identifying data and what will be created including Management 

Information and Analytical data. 

Data Management Governance 

3 A Data Strategy (to include Data Collection and Data Insight and Analytics strategy) and 

associated Data Governance regime; 

4 Appropriate Governance of data which shall include the identification of data owners, controllers 

and stakeholders who will be responsible for items in the plan including the responsibilities of 

contractor personnel / parties associated with managing data; 

Data Management Processes and Procedures 

5 Data organisation and conventions including how data files will be named; how transfers will be 

managed, integration and synchronisation of data; version control; 
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6 Formats and locations of the data held, data classifications and naming conventions, document 

archive procedures, IT data support and training available to users, and data handling 

procedures; 

7 A copy of the Contractor's policies and work instructions relating to the management of data 

ensuring an auditable record of role dependent training and/or acceptance by staff, including but 

not be limited to the work instructions for ID&V, DP and IS, FOI, SAR, WOIRA, third party data 

requests and the policies for Prosecution and Civil Enforcement; 

8 Information security, Data Protection and Privacy procedures and management; 

9 Testing and prevention of data security measures e.g. mystery shopping, penetration testing, 

data seeds; 

10 Document, workflow and knowledge management processes; 

11 Data Maintenance and Housekeeping Processes and procedures; 

12 Data access procedures; 

13 Business Continuity and Disaster Recovery related to data; 

14 Data retention and data destruction procedures, plan that must be in accordance with the BBC's 

Data Retention Policy; 

15 Codes of connection between other partners/suppliers; 

Data Security Compliance 

16 BBC Information Security (DP) Checklist document completed; and 

17 Information Security Management System and IS compliance evidenced including the 

maintenance of a Data Asset Register. 
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Annex 2 Part 1 – Offshore Consent 

1 Consent for the processing of Personal Data by Capita India Private Limited whose registered 

office is 5th Floor, Logitech Park, Tower 1, Phase II, M.V. Road, Sakinaka, Andheri East, 

Mumbai 400 072, India ('CIPL') (the "Consent"). 

2 This Consent shall take effect from the Start Date.  

3 The Agreement provides that the Contractor must obtain the written consent of the BBC to 

subcontract the Services, to export Personal Data from any country within the European 

Economic Area to any other country and to process Personal Data at any site which is not 

already agreed.  

4 On and from the Start Date, the BBC consents to: 

4.1 the Contractor subcontracting specific processes as set out in Appendix 1 and 2 (and 

as may be amended, including added to, from time to time) which form part of the 

Services ('the Offshore Processes') to Capita International Limited ('CIL') a company 

registered in the UK and whose registered office is The Registry, 34 Beckenham 

Road, Beckenham, Kent, BR3 4TU. CIL in turn subcontracted with CIPL to carry out 

the Offshore Processes; 

4.2 the Personal Data being processed at CIPL' site in Mumbai, India (and in exceptional 

circumstances at CIPL' site in Pune, India); and  

4.3 the export of Personal Data from the United Kingdom to India to the extent necessary 

for CIPLto undertake the subcontracted processes; and 

4.4 the delivery of technology service as set out in Appendix 2 at Capita Business 

Services’siteinYerwada,SamratAshokPath,Pune, India.  

5 This Consent is given subject to various terms and conditions set out in Annex 2 to this 

Schedule 10 and Consent shall  continue unless the BBC terminates the Consent in writing. In 

the event the BBC terminates the Consent or restricts the type of processing described in 

Appendix 1 and 2  for reasons other than the Contractor's failures to meet the requirements of 

this Agreement or a decline in the quality of the offshore processing, the BBC acknowledges 

that the Contractor would be forced to revert to onshore processing that may result in 

additional costs to the Contractor.  The Contractor shall use all reasonable endeavours to 

avoid or reduce any such costs throughout the remainder of the Term; however the BBC 

agrees to reimburse any such additional costs by way of additional Legacy Payments, to be 

agreed through the Change Control Procedure.  The Contractor agrees that it will not proceed 

with the proposed offshoring of Complaints handling 

6 The purpose of the Offshore Processes is to provide additional resilience, flexibility, capacity 

and support in the provision of the Services. The Contractor shall continue its commitment to 

introduce Customer self-sufficiency solutions so as to reduce the type of Customer contact 

which falls within the extent and scope of the Offshore Processes where it is relevant to do so. 
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7 Pursuant to clause 35.4 of the Agreement, the BBC consents to the Contractor appointing CIL 

as its subcontractor subject to the terms and conditions of this document.  

8 The extent and scope of the Services which are to be subcontracted by the Contractor to CIL 

('the Sub-contracted Services') is performance of the Offshore Processes.  

9 The Contractor agrees and warrants that CIL will appoint CIPL as its own subcontractor and 

that performance of the Sub-contracted Services will in practice be undertaken solely and 

exclusively by CIPL on behalf of CIL. 

10 The extent and scope of the Sub-contracted Services is not to be extended without the prior 

written consent of the BBC as is required by clause 35.4 of the Agreement. For the avoidance 

of doubt, carrying out additional Offshore Processes, other than in accordance with the 

principles described in Appendix 1, or performance of the Offshore Processes by an entity 

other than CIPL will constitute an extension of the extent and scope of the Sub-contracted 

Services for which prior written consent from the BBC must be obtained.  

11 Pursuant to clause 45 of the Agreement, the BBC consents to Personal Data being processed 

at CIPL' offices at: 

11.1 5
th
 Floor, Tower 1, Logitech Park, M.V. Road, Sakinaka, Andheri, (East), Mumbai – 

400 072, Maharashtra, India; 

11.2 Godrej & Boyce, Plant No.6 LBS Marg, Opp Vikhroli Bus Depot, Vikhroli (W). Mumbai, 

400 079, Maharashtra, India;  and  

11.3 in exceptional circumstances, Wing“C”,Marisoft, Kalyani Nagar Annex, Vadgon Sheri, 

Pune – 411014 

together ('the Approved Sites').  

The BBC has also consented that the Contractor may provide technology support services 

from: Level 1, Building No 2, CommerZone, 144/145, Yerwada, Samrat, Ashok Path, Off 

Airport Road, Pune – 411006. 

12 Pursuant to paragraph 4.1 of this Schedule 10, the BBC consents to the export of Personal 

Data from the United Kingdom to India to the extent necessary to fulfil the Sub-contracted 

Services.  This is subject to compliance by the Contractor with the obligations and procedures 

necessary to ensure compliance with the Data Protection Legislation, in particular but not 

limited to the following: 

12.1 The Approved Sites are to retain BS/ISO/IEC 27001 accreditation and performance of 

the Offshore Processes is to be undertaken using systems which are compliant with 

BS/ISO/IEC 27001; 

12.2 The contract between CIL and CIPL for performance of the Offshore Processes must 

incorporate the model EU clauses for transfer of data to a country outside the 

European Economic Area.  The Contractor shall ensure that the BBC will be provided 

with a copy of the signed contract;  
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12.3 CIPL' TV Licensing employees are permitted to have access to the BBC System to the 

extent necessary to perform the Sub-contracted Services on behalf of CIL and in 

accordance with the principles specified in Appendix 1 to this Annex 2, provided that 

the technical and security measures specified in the model EU clauses concluded 

between CIL and CIPL, or in direct instructions provided by BBC to the Contractor, 

have been implemented by CIL and CIPL prior to any processing taking place.  No 

further access to any other computer applications including those which facilitate the 

sending of electronic communications or allow data to be recorded is permitted.  

12.4 CIPL will report to the Contractor on a quarterly basis of its compliance with the 

technical and security measures and direct instructions referred to in 12.3, and the 

Contractor will provide a report on the same to the BBC Revenue Management, (FAO: 

Head of Data Management) on request.  Such reports shall be in the form reasonably 

specified by the BBC and it is acknowledged by the Contractor that the content of 

such reports may be disclosed by the BBC to third parties subject to the Parties' prior 

agreement. 

12.5 The Contractor is further required to audit CIPL on an annual basis to assess whether 

there has been compliance with the technical and security measures referred to in 

12.3, and to report its findings back to the BBC within 4 weeks of the audit being 

conducted.  The Contractor will also ensure through appropriate contractual provisions 

that the BBC's right to conduct its own audit and rights of access to and supply of 

information, as set out in clause 25 of the Agreement, will extend to CIPL (and to CIL, 

but only to the extent that such information refers to the processing and security of 

data by CIPL on behalf of CIL and the charges relating thereto). 

12.6 The Contractor will keep under review the status of any proposed data protection 

legislation in India. Should legislation be enacted that is relevant to the Sub-contracted 

Services, the Contractor shall inform the BBC as soon as is reasonably practicable. In 

the event that new legislation should result in a change in the level of protection 

provided to the BBC by this Agreement then subject to prior consultation with the 

Contractor, the BBC retains the right to withdraw its consent given herein.  In the 

event that the level of protection provided by the new legislation is disputed by the 

Contractor and the BBC, the Parties resolve the matter in accordance with Clause 43. 

In the event that the legislation requires the BBC itself to take any steps in relation to 

the Sub-contracted Services, in particular but not limited to any obligation to register 

with the Indian authorities, the BBC will in good faith consider taking those steps but 

reserves the right to terminate its Consent given herein at its discretion. 

13 The Contractor is required to submit a qualitative and quantitative performance report which 

relates to CIPL' performance of the Sub-contracted Services on the first working day of each 

month or as otherwise agreed with the BBC.  The qualitative part of the report must include a 

summary of the results of the quality checks which have been performed in the previous 

month. The quantitative part of the report must provide the total volume of transactions 

processed as broken down by data type and means by which the data was collected. 

14 The volume of transactions shall be reviewed twice annually by the Head of Revenue 

Management at the BBC, the Commercial Director of the Contractor and the Business Director 

of the Contractor to ensure that opportunities for automation and process improvement with a 

view to reducing volumes are being implemented and developed.  
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15 The Contractor is reminded of its obligations under the Agreement, in particular but not limited 

to those pursuant to: 

15.1 clause 44.1 in relation to its continuing responsibility for the acts, omissions and 

negligence of its Subcontractors as though they were the acts, omissions and 

negligence of the Contractor; 

15.2 clause 9 and clause 35.2 in relation to its obligation to provide the Services in 

accordance with all applicable laws and regulations (including, without limitation, the 

Data Protection Law, and the Human Rights Act 1998); 

15.3 clause 35.1 and this Schedule 10 in relation to the protection of Personal Data; 

15.4 clause 38 in relation to the use of Personal Data; 

15.5 clause 38.3 and clause 38.4 in relation to the loss of Personal Data; 

15.6 clause 6 in relation to not doing anything to harm the BBC's reputation and good 

name. 

16 The BBC reserves the right to withdraw this consent at any time by way of notification in 

writing to the Contractor, with immediate effect in the event that the BBC considers in its 

reasonable opinion that the Contractor is in breach of any of the terms of this Consent, or in 

any other case by a notice period of not less than 28 days (so as to assist the Contractor by 

providing an opportunity for it to put in place alternative arrangements). During the 28 day 

period the Contractor may make representations to the BBC requesting the BBC to rescind 

such termination. 

17 In addition, failure by the Contractor to comply with the terms and conditions on which the 

BBC gives its consent herein or with any clauses of the Agreement which are relevant to the 

provision of the Sub-contracted Services may constitute a material breach of the Agreement to 

the extent to which such failure to comply constitutes a material breach of the Agreement.  

The Contractor acknowledges that a material breach of the Agreement shall entitle the BBC to 

terminate this Agreement pursuant to clause 33.1. 

18 The BBC reserves its right to visit the Approved Sites with the consent of the Contractor, such 

consent not to be withheld unreasonably, for the purposes of assessing whether the 

Contractor is complying with its relevant obligations under the Agreement. 

Annex 2 Part 2 – Offshore Activities 

1 The BBC has consented to the development and support activities undertaken offshore by the 

Contractor’s Key Subcontractor, Computer SciencesCorporation Ltd, as set out in theKey

Subcontract. 
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Appendix 1 – The Offshore Processes 

1 The BBC has consented to the business processes described in Appendix 2 (“Offshore

Register”) to be undertaken offshore in accordance with the principles described in this 

Appendix 1.  

2 Data Source 

2.1 All data provided by the Customer, their representative or authorised third party for the 

purposes of TV Licensing is permitted.  

2.2 There is no restriction on the channel through which the data is received.  

2.3 For the avoidance of doubt, Customer representatives or authorised third parties include but are 

not restricted to,  

2.3.1 Banks  

2.3.2 Visiting officers  

2.3.3 Social Services 

2.3.4 Solicitors  

2.3.5 Local Authorities 

2.3.6 ARC (Accommodation for Residential Care) scheme administrators 

2.3.7 EAGA (Energy Action Grants Agency) for purposes of DSO (Digital Switch Over) 

2.3.8 TV Dealers  

3 Data Type 

3.1 The data types listed in Table 3.2 below are permitted as part of the off-shore consent.  

Data Type Category 

Personal details Details received from Customers or data subjects 

who do not require a TV licence  

Details received from Customers or data subjects 

who require a TV licence 

Details received from Customers requesting a 

refund 

  

Family 

Lifestyle and social circumstances 

Financial details 

Goods or services  

Table 3.2 
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4 System Access 

4.1 CIPL shall be permitted to access the following systems for the purposes described in this 

Appendix 1: 

4.1.1 LASSY 

4.1.2 CASSIE/SASSIE 

4.1.3 Web Back Office/Refunds/Alternative Formats Database 

4.1.4 AIM/ACR/AOS/HOMBRE 

4.1.5 CADH/Unicorn/CAVES 

4.1.6 Oracle AR 

4.1.7 MS Outlook 

4.1.8 SmartAgent 

4.2 CIPL shall not under any circumstances be permitted to access the following systems:  

4.2.1 FLOSSY 

4.2.2 NINO lookup 

5 Correspondence  

5.1 The Contractor shall be permitted to process standard and system letters offshore providing that 

they have been agreed in advance with the BBC.  

6 Restrictions on the Processing of the Offshore Processes 

6.1 The Contractor shall ensure that no direct interactions with Customers are handled offshore.. 

For the avoidance of doubt, this includes voice contact (inbound or outbound) and free text 

correspondence, for example, outbound email with the exception of those interactions described 

in Paragraphs 6.1.1 – 6.1.4 below: 

6.1.1 triggering the sending of a system generated letter following the updating of LASSY with 

theOffshoreData(asdescribedinAppendix2“OffshoreRegister”)and/orinthecaseof

refunds,assessingtheCustomer’sapplication; 

6.1.2 composing an email to a Customer using relevant pre-defined paragraphs after 

processing Offshore Data received via www.tvlicensing.co.uk (including by email) 

provided that the usual signatory to TV Licensing pro-forma emails is used and the 

name of the CIPL employee does not appear anywhere in the email; and 

http://www.tvlicensing.co.uk/
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6.1.3 fortheavoidanceofdoubt,CIPL’employeesare only permitted to respond to corres 1 

and corres 2 correspondence which falls within the Offshore Data categories listed in 

Annex 2 (the Offshore Register).  

6.1.4 CIPL employees shall be permitted to create Customer responses (correspondence and 

email) using standard letters and paragraphs and where appropriate, free text words to 

link standard letters and paragraphs. Any correspondence that includes free text words 

shall be checked and issued to the Customer by the onshore teams.  

6.2 In respect of the Offshore Data which is received as part of a request for a refund, CIPL’

employees may only grant a refund, refuse a refund or request that the Customer provides 

further information in support of their refund request. Any contact with Customer who has 

submitted a request for a refund is subject to the restrictions on contacting Customers stated in 

Paragraph 6.1 of this Appendix 1. Only refunds which are made in respect of an unexpired 

licence and on the grounds of ceased use, death and departure (‘gone away’) may be 

processed.  

6.3 CIPL’ employeesare not permitted toamendor create addressentries on LASSY except as 

specified in Paragraph 6.3.1 below: 

6.3.1 CIPL’employees who have sufficient training and expertise may reconcile incomplete or 

incorrect post-code or address data in LASSY with data sourced from CAVES or PAF so 

that a match can be made against an existing LASSY entry. 

6.4 The following data does not constitute Offshore Data when it is supplied by the DWP and may 

not be processed by CIPL employees: 

6.4.1 National Insurance Numbers;  

6.4.2 Date of birth; and 

6.4.3 Information regarding a physical or mental health condition of a Customer.  

6.5 Any processing of the Offshore Data which cannot be completed by CIPL for any reason must 

be re-assigned for processing in the UK. For the avoidance of doubt, this obligation includes,  

6.5.1 Offshore Data that is not recognised by LASSY; 

6.5.2 the inability to find the Customer postcode or address; and, 

6.5.3 correspondence that is deemed to be complex. 

6.6 The Contractor shall ensure that any new draft system letters are authorised by the BBC prior to 

implementation.  

6.7 The Contractor shall ensure that any Complaint cases that are identified as such by CIPL are 

redirected to the onshore teams for resolution.  

6.8 The Contractor shall maintain the Offshore Register (as illustrated in Appendix 2 of this 

Schedule 10) listing the data, processes and systems that are used offshore. The BBC shall be 

entitled to review the Offshore Register upon request.  
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6.9 The Offshore Register attached at Appendix 2 is provided as an example and is accurate at the 

date of incorporation. For the avoidance of doubt, the BBC shall not require a variation to the 

Agreement to be raised when the Offshore Register is updated when additional business 

processes are migrated to CIPL provided that those business processes comply with the 

principles described in this Appendix 1.  

6.10 TheContractorshallobtaintheBBC’swrittenapprovalpriortothe implementation of any new 

data, processes or systems offshore not included in the scope of Appendix 2.   

Appendix 2 – Offshore Register 

 

 


