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Digital, Data and Technology   
Digital Services at the Border 
Lunar House  
Croydon  
CR9 2BY  
www.gov.uk/home-office 

Sumsi Timonda 

 

 

Via Email to: request-622788-
xxxxxxxx@xxxxxxxxxxxxxx.xxx 
 
 
25 June 2020 

 
Dear Sumsi Timonda, 
 
Freedom of Information Act 2000 Request (Our Reference 58918)  
 
Thank you for your e-mail of 28 May 2020, in which you have asked follow-up questions 
on your previous FOIs 56603, 57692, 58121, 58424 and 58618.  
 
A full copy of your request can be found in Annex A. Your request has been handled as a 
request for information under the Freedom of Information Act 2000 (FOIA).  
 
In response to question one, I confirm that:  
 
Semaphore currently operates to a data retention policy of 10 years for both API and PNR 
data. Automated processes run weekly and delete any data with a “date received” older 
than 9 years and 11 months (to ensure no data is retained beyond 10 years). The deletion 
process applies to all API and PNR data stored within Semaphore irrespective of any 
moratorium dates.  
 
In response to question two, I can confirm that: 
 
As outlined in the Code of Practice, the Border and Immigration Agency (now Border 
Force and Immigration Enforcement) requires the ability to access travel-related data for 
five years, with flexibility to allow access to older data on a case by case basis for a further 
five years, to support the following key activities: criminal investigations, analysis of 
patterns and trends, and passenger audit and compliance. The e-Borders solution 
envisaged in the Code of Practice was not delivered and the e-Borders pilot, Semaphore, 
has been retained. API data will be held for up to 10 years as envisaged by the Code of 
Practice. 
 
In response to question three, I can confirm that: 
 
The last version of the Code of Practice was published in 2008 and is the version you 
already have. No other version has been published since. 
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If you are dissatisfied with this response you may request an independent internal review 
of our handling of your request by submitting a complaint within two months to 
xxxxxxxxxxx@xxxxxxxxxx.xxx.xx, quoting reference 58918. If you ask for an internal review, 
it would be helpful if you could say why you are dissatisfied with the response.  
 
As part of any internal review the Department's handling of your information request would 
be reassessed by staff who were not involved in providing you with this response. If you 
were to remain dissatisfied after an internal review, you would have a right of complaint to 
the Information Commissioner as established by section 50 of the FOIA.  
 
Yours sincerely, 
 
 
 
Digital Services at the Border  
Email: xxxxxxxxxxx@xxxxxxxxxx.xxx.xx  
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Annex A 
 
From: Sumsi Timonda <xxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxxxxxxxx.xxx>  
Sent: 28 May 2020 14:47 
To: FOI Requests <xxxxxxxxxxx@xxxxxxxxxx.xxx.xx> 
Subject: 58918 - Re: Freedom of Information request - API Records 
 
Dear Home Office, 
 
This is a new FOI request with reference to FOIRs 56603, 57692, 58121, 58424 and 
58618. 
 
1) Please clarify the deletion process for API data collected before the moratorium was 
placed in 2015. Is data automatically deleted or does it have to be manually removed? 
Similarly, are additional controls on data older than 5 years placed automatically?  
 
2) Paragraph 4.5.5 of the Code of Practice 
(https://www.statewatch.org/news/2008/may/uk-cop-data-share-borders.pdf) which 
regulates the use of API data storage refers to an automated deletion process from “e-
Boc” after five years. The e-Boc never came into fruition. The Code implies that retention 
periods of greater than five years would only apply when data is extracted/shared. 
Additionally, Lord Spithead, then then Parliamentary Under-Secretary of State at the Home 
Office told the House of Lords “On the issue of Project Semaphore and how long data will 
be held, at the moment the information is held for about five years” column 515 
https://hansard.parliament.uk/lords/2008-02-25/debates/f60f5856-fa7c-40b3-8e00-
77b50f77e202/LordsChamber Please clarify how retention periods for API data have 
changed between 2004 and 2020.  
 
3) When was the last version of the Code of Practice published? Please provide a copy.  
 
Yours faithfully, 
 
Sumsi Timonda 
 




    

  

  
