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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  AI audit framework consultation blog 
Project Manager: Hannah Smith  
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
 
The ICO are in the process of producing a framework for organisations about 
how to audit the use of artificial intelligence systems. It is essential for this 
document to be consulted on by the key stakeholders, including the 
organisations it is being written for. 
 
It has been requested, that the first stage of this consultation be done 
periodically i.e. small sections of the framework being released weekly or 
monthly. It has also been requested that the consultation responses be 
published in order to provoke debate and discussion between the consultees. 
The easiest and most effective way to do this is by releasing the consultation 
sections in a blog format and allowing comments on the blog.  
 
As we are releasing this framework periodically we want to provide a way to 
make sure people can be easily notified when a new section is published. This 
should probably be in the form of a RSS email push notification platform. 
 
After looking at a range of blog platforms it has been determined that Blogger, 
hosted by Google, would be the best option. Blogger has the options to include 
comments and plug in with the Google service ‘feed burner’ to deliver push 
notifications.  
 
 
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) ICO 
Data processor(s) Google 
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Purpose of processing To allow comments on a consultation blog post 
Categories of data Names 
Categories of subjects Consultees  
Categories of recipients ICO, Google 
Overseas transfers USA 
 
1.4 Legitimate interest 
 
Guidance: State the legitimate interest being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
Purpose 
 
Business interest: Technology is a priority area for the ICO at the moment, and 
AI has been identified as one of the key areas of focus of the technology 
strategy. We have a duty to consult with those who will be impacted by any 
guidance or frameworks we publish. However, it is essential that the feedback 
we receive is high quality and informative. Using a platform that allows for open 
conversation will help us draw out quality and interesting debate about the issue 
and will inform our work.  
 
By using the push notifications we can ensure engaged stakeholders are updated 
as soon as new sections of the framework are released so we can get their 
feedback on each bit.  
 
Data subjects’ interest: As this is a complex area and stakeholders are 
concerned about the impact potential guidance may have on their business, it is 
essential they are given ample opportunity to give their views on any work we 
produce. 
 
By signing up to push notifications the data subject’s will ensure they do not 
miss updates to the blogs with new sections of the framework.  
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, public interest, exercise of official authority, or protecting 
the vital interests of a natural person). 
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
Public task for processing of data in the comments  
Consent for the processing of data for push notifications  
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1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
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p) There must be a means to extract and transmit the data in a structured, 
commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making 
that will have a legal or similar detrimental effect on 
individuals? For example, decisions that lead to exclusion 
or discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special 
categories of data (Article 9 refers), personal data relating 
to criminal convictions or offences (Article 10 refers), and 
personal data linked to household and private activities. 
 

Y 
(potentially) 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

N 

6 Does the processing involve matching and combining two 
or more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, 
asylum seekers, patients, the elderly). 
 

Y 
(potentially) 

8 Does the processing involve the innovative use or 
application of new technological or organisational 
solutions? For example, “Internet of Things” applications 
can have significant impacts on subjects’ daily lives and 
privacy. 
 

N 
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9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where 
a bank screens its customers again credit reference 
database in order to decide whether to offer them a loan. 
 

 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
The chance that we will process special category data is low. However as this is 
an open platform we cannot predict who will respond or what they will say. We 
cannot therefore rule out the possibility that we will process special category 
data if this is provided by the individual in their comments.  
 
I will therefore carry out a full DPIA to safeguard these people and this data.  
 
I will consult internally with our DPO and Information Security team. This will 
involve asking for consultation of the DPIA and face to face meetings.  
 
If necessary, I will consult with Google or an external Google services expert 
about the working of the program. This would involve emailing them with 
specific questions about functionality. 
 
I will not consult data subjects as I have no way of identifying these individuals.  
 
 
 
3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
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• The source of the data (including whether the data subjects are vulnerable, 
the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
 
If an individual leaves a comment and they are signed into a Google account, or 
choose to enter their details when leaving a comment, we will collect and 
process their name. If they leave a comment with any personal information 
included that will also be processed. If people sign up to the email push 
notifications we will receive their email address.  
 
Data in the comments is pulled through by Google. Data included in the 
comments is given freely by data subjects, as are any email addresses provided. 
There is a low chance that people providing information are vulnerable but most 
data subjects with be key ICO stakeholders.   
 
All data collected, through the push notification and comments can be deleted by 
ICO staff if requested. People who publish and are logged into a Google account 
can delete their own comments. People who are signed up to push notifications 
are also given an unsubscribe option at the bottom of any email they receive. 
 
To sign up to the push notifications people must enter their email address, they 
must then confirm the subscription and then verify their subscription. 
 
Data from the comments is stored within blogger and push notification data is 
kept in feedburner. These are both Google products and therefore the data is 
stored by Google in the USA. Google are covered by privacy shield.  
 
The Communications department will have access to all the data. Members of 
the technology policy team will have access to the blog comment data as they 
will be involved in moderating. The data retention and exercising individual’s 
rights requests will be the responsibility of the Communications department.  
 
As blogger is a Google product Google will collect information via cookies 
including web request, IP address, browser type, browser language, the date and 
time of your request, and one or more cookies that may uniquely identify your 
browser.  
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3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention Period  Necessity 
Names or user 
names  

ICO/ Google  
 

Until the end of 
the project (two 
years) as we may 
need to refer back 
to the comments 
throughout the 
consultation.  

This is a function 
that exists within 
the Blogger 
“gadget”. 
However, there is 
the option to leave 
comments 
anonymously  

Special Category 
data 

ICO/Google Deleted asap It is not necessary 
for us to process 
SC data but data 
subjects may opt 
to provide it in 
their comments.  
We will actively 
mitigate against 
people leaving 
special category 
data by 
discouraging this 
in our privacy 
notice and 
through 
moderation will 
not publish any 
comments 
containing it. 

Web request, IP 
address, browser 
type, browser 
language, the date 
and time of your 
request, and one or 
more cookies that 
may uniquely identify 
your browser 

Google IP address after 9 
months and cookie 
information after 18 
months. 

This is information 
collected by 
Google through 
cookies. As 
blogger is a 
Google platform, 
Google cookies 
apply. 

Email address ICO/Google Whilst the blog is live 
(one – two years 
TBC). We may decide 
to continue to use this 
blog throughout the 
program so will keep 
it live whilst 
appropriate.  

We cannot deliver 
the push 
notifications 
without email 
addresses.  
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date People can change data themselves.  
b) There must be means to validate the 
accuracy of any personal data collected 

 

c) Inaccurate or incomplete personal data 
must be updated on receipt of a lawful 
request from the data subject 

All data can be deleted from the 
blog or from feedburner. 

Retention & Deletion 
d) All data collected will have a retention 
period 

Data will be kept for a maximum of 
two years and then deleted 

e) Data must be deleted at the end of its 
retention period 

See above 

f) Personal data must be erased upon 
receipt of a lawful request from the data 
subject 

The ICO communications team will 
have an internal policy related to 
deletion of data from the two 
platforms 

Information & Transparency 
g) The data subjects shall be provided 
with: 
● the identity and contact details of the 
data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and legitimate 
interests pursued 
● details of the categories of personal 
data collected 
● details of the recipients of personal data 

We will need to create a privacy 
policy page on the blog that details 
this information.   

Objection & Restriction 
h) There must be means to restrict the 
processing of data on receipt of a lawful 
request from the data subject 

We can delete all information from 
the system, which stops processing.  

i) There must be means to stop the 
processing of data on receipt of a lawful 
request from the data subject 

See above 

Security 
j) Appropriate training and instructions 
will be put in place to enable staff to 
operate the new system / process 
securely 

Only Comms staff and certain staff 
members from tech policy will have 
access to the information. 
 
Internal policies will be put in place 
about deletion, passwords etc.  
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k) Identify an Information Asset Owner  
l) Update the Information Asset Register  

Conditional Requirements 
m) The data subjects must be provided 
with information on where to obtain 
details of any safeguards over data 
transferred to non-GDPR compliant 
countries 

This can be included in the privacy 
policy page. 

n) Consult the DPO for additional 
requirements to ensure the processing is 
GDPR compliant. 

 

o) There must be controls to ensure or 
monitor compliance by external 
organisations. 

We routinely check any changes  to 
the Google terms and conditions 

p) There must be a means to extract and 
transmit the data in a structured, 
commonly used and machine-readable 
format on receipt of a lawful request from 
the data subject 

Data can be downloaded from 
feedburner in CSV file. Google 
account holders can download their 
comment data in a CSV file.  

q) The consent must be recorded in some 
manner to serve as evidence 

The start date the person subscribed 
to the feedburner push notifications 
is recorded. 

r) Update the Privacy Notice New privacy notice needs creating 
for the blog 
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5. Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
quantifying impact and likelihood. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Probability Response 
[Guidance: 
Describe risks 
to data 
subjects] 

[Guidance
: Describe 
consequen
ces to 
data 
subjects if 
risk 
realised] 
 

[Guidance: 
Describe 
likelihood that 
risk will be 
realised] 

[Guidance: Describe risk 
treatment (eg reduce, avoid, 
accept or transfer)] 
 

Fairness and 
transparency 
Personal data is 
processed for 
unspecified and 
unexpected 
purposes. 

Medium (3) Low (2) We will create a privacy notice to 
ensure web visitors are made aware 
of what data is collected and why, 
and how to exercise their rights. 
 
Response reduces likelihood to very 
low. Residual risk is Very Low. 
 

Data retention 
Personal data is 
kept for longer 
than is 
necessary 
increasing the 
risk of misuse or 
compromise. 
 

Medium (3) Low (2) There is a business need to keep 
user data for 24 months after which 
it will be deleted. 
 
Response reduces likelihood of risk 
to very low. Residual risk is low. 
 

Individual 
rights 

Medium (3) Low (2) We have an established process to 
recognise and respond to individual 
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Personal data is 
processed 
without regard 
for individuals’ 
rights (eg right 
to be forgotten). 
 

requests, and the Comms team can 
delete user data on request. 
 
Response reduces likelihood of risk 
to very low. Residual risk is low. 
 

Unauthorised 
access 
Unauthorised 
access to user 
and event data 
stored in blogger 
or feedburner. 
 

Medium (3) Low (2) We will create a new Google 
account to create and log in to 
these platforms. This will only be 
available to the Comms team and 
certain members of tech policy. 
 
A three monthly change to the 
password will be diarised or will be 
changed when staff leave the 
organisation 
 
Response reduces likelihood of risk 
to very low. Residual risk is low. 
 

Processing of 
special 
category data 
People may 
disclose special 
category data in 
their comments 

High (4) Low (2) All comments are subject to 
moderation. All moderators will 
informed to delete comments 
containing SC data 
 
The privacy statement will suggest 
people not include SC data in their 
comments. 
 
Response reduced likelihood of risk 
to low.  

Overseas 
transfers 
Personal data is 
transferred to a 
jurisdiction that 
does not 
adequately 
protect the 
subject’s rights 
and freedoms. 
 

Medium (3) Low (2) We have verified that Google relies 
on the EU-US Privacy Shield 
framework to ensure any transfers 
are adequate. 
 
https://www.privacyshield.gov/parti
cipant?id=a2zt000000001L5AAI&st
atus=Active 
 
Response reduces likelihood of risk 
to very low. Residual risk is low. 
 

  

https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
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6. Residual risk and sign off 
 

6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. 
 
If the residual risk remains high (e.g. red on the traffic light scoring in the 
Appendix) then you will need to consult the ICO by following the process used by 
external organisations. 
 
Residual risk is low and mitigated (see section 5).  
 
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to two of the legally required screening 
questions in Section 2.1 (not 2.2) you should discuss the necessity and 
proportionality of the collection, processing and retention of this data here, 
weighing the impact on data subjects rights and freedoms against the benefits of 
the processing activity. You should also consider whether there are other 
reasonable ways to achieve the same result with less impact on data subjects. 
If you have not answered “Yes” to two questions in Section 2.1, leave this 
section blank. 
 
Necessary 
In order to achieve the legitimate interest it may be that personal information is 
processed by us and through Google.  
 
There are a number of blog hosting services that offer comment options but 
most of them are hosted in the US and are not covered by privacy shield or do 
not offer comment moderation. These elements are essential for the protection 
of people’s data. 
 
 
Balance 
 
The amount and categories of personal data that will be processed present a low 
risk generally and where there is risk we have mitigated it. Therefore the risk to 
people’s right and freedoms is very low. 
 
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
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Moderation of posts should occur prior to publication 
on the blog. All moderators should be provided 
training on what constitutes SC data and given 
guidelines on when to reject comments.  

recommendation] 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Approved by Role Date Project Stage 
Louise Byers DPO 18/03/2019  
 Head of Cyber 

Security 
  

 [Add others as 
necessary] 
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

Create new 
Google account  

8 March Jon Covell  

Diarise changing 
of password 

8 March Hannah Smith  

Create internal 
policy for 
moderation, 
exercising of 
requests and what 
to do when people 
leave the ICO. 

13 March Hannah Smith  

Write privacy 
policy for blog 

11 March Hannah Smith  

Sign off privacy 
policy for blog  

14 March  Iman  

Continue to review 
Google terms and 
conditions 

Ongoing  Hannah Smith   

 
Contact point(s) for 
future data protection 
concerns  

DPO 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
1.0 01/03/2019 Hannah 

Smith  
First draft  

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 1.0 
Status Final release 
Owner DPSIA Committee 
Release date 10/12/18 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Welcome to the data protection impact assessment process. You should use this 
every time you want to implement or change a product or process. It is essential 
to managing your own project risks but also to managing the corporate risks of 
the ICO.  

Responsibilities  

It is your responsibility to ensure that data protection impact is taken into 
account during the design and build of your product or service. To do this 
successfully, you will need to be able to explain what your proposal is, and map 
out how data is used. This includes, amongst other things, where data might sit 
at any time geographically, but also the purpose of its use at different points in 
time.  

Remember the basics. Key to a good assessment is knowing at all points in the 
process: what data you are collecting/using, why, where it will be stored and for 
how long, who will access it and why, how it will be kept secure and whether it’s 
being transferred to any other country. 

Your Information Asset Owner (your Director) is ultimately responsible for 
managing any residual risk once you have completed any mitigations to the risks 
you identify.  

The Information Management Service, working on behalf of our DPO, can help 
complete the paperwork, provide compliance advice and spot risks. It is not the 
Service’s responsibility to own, manage or mitigate the risks identified during the 
process.  

Getting advice  

You might also need advice from subject matter experts in other teams to make 
sure that you understand how something works or risks to what you are 
proposing to do. This is particularly likely if it involves new, or changing, 
technologies. Getting this advice will help to provide your IAO with assurance 
that you have understood and identified the risks.  

You might well be working on a contract or agreement and a Security Opinion 
Report at the same time – these are also ways that you can mitigate risks and 
should be viewed as part of the overall assessment process.  

The paperwork  

You should think of this as a live document. You might change your plans or new 
information might come to light that changes the risk profile of your proposal. If 
that’s the case, you should revisit the paperwork and update it to reflect any 
changes. You might also need to inform your IAO of new or changed risks.  

The process 
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You should allow time for this process in your project plans. Start early! How 
long it takes will depend on what you’re proposing, and how well you can explain 
it and identify risks. It can take several weeks to get the right advice and risk 
assessment in place.  

Step 1 

- Complete DPIA screening assessment. If you conclude that you do not 
need to complete a DPIA then you must make a record of your decision.  

- If you do need to complete a DPIA then start completing the paperwork 
and notify the IM Service. Depending on what you’re doing, the DPIA 
might need to be reviewed by the DPIA forum. You need to ensure the 
paperwork is sufficiently detailed, accurate and thorough before the forum 
is able to review it. This particularly applies to your descriptions of the 
processing activities you are proposing and how any associated 
technology works alongside it.  

-  

Step 2 

- The forum is likely to provide advice and recommendations. You should 
consider this advice. If you decide not to follow it, then you must 
document your reasons why. If you do follow it, then most actions will 
need to be completed before go live. For example, updating privacy 
information or refining access controls.  

- The forum is able to escalate risks to our Data Protection Officer and/or 
Risk and Governance Board if it is not comfortable with the processing 
activity being suggested or wants sign-off on advice.  

When you have completed the DPIA paperwork and any actions, accepting that 
you might need to revisit it, you should get sign-off from your IAO before your 
product or service goes live.  

If there are residual risks that your IAO would like to discuss, they can contact 
dpo@ico.org.uk. That discussion can be escalated to our Data Protection Officer 
and/or Risk and Governance Board if required.  

 

 

 

 

 

 

mailto:xxx@xxx.xxx.xx
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your 
‘Screening Assessment - do I need to carry out a DPIA?’ indicates a high risk to 
individuals. If you are unsure whether you need to complete a DPIA use the 
screening assessment first to help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Ticketing System 

Project Manager: Graham Rumens 

Information Asset Owner: Mike Fitzgerald 

Data controller(s) ICO 

Data processor(s) HALO ISTM 

 
 
1.2 Describe your new service or process 
 
Procurement and implementation of IT Helpdesk ‘ticketing’ software – 
Halo ITSM SaaS, a browser based application.  
  
The ICO’s contract with a service provider (Littlefish) ends in July. The 
3rd party currently provides the ticketing system used to manage, 
control, and report on issues raised to the IT Helpdesk as part of the 
agreement.  
 
The Transition project team have selected a preferred supplier (Halo) 
from the Crown Commercial Service portal, with the intention of 
purchasing software to replace and enhance this Helpdesk tool. 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-50
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1630508113-114
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Further information about Halo is available in the service definition 
document & on the Digital Marketplace.     
 

https://assets.digitalmarketplace.service.gov.uk/g-cloud-12/documents/701423/140460420648207-service-definition-document-2020-07-09-1610.pdf
https://assets.digitalmarketplace.service.gov.uk/g-cloud-12/documents/701423/140460420648207-service-definition-document-2020-07-09-1610.pdf
https://www.digitalmarketplace.service.gov.uk/g-cloud/services/140460420648207
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1.3 Personal data inventory - explain what personal data is involved 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

Name, ICO e-mail address, 
ICO tel. number, department, 
role, staff id, associated assets 
(inc. assistance equipment and 
potentially absence from work 
references i.e. maternity, long 
term absence)  
 
Delivery addresses (potentially 
home addresses) for hardware 
supplied to staff who select 
not to collect from their office 
location 

ICO employees Internal & 
Service provider 
& other external 
support 
providers we 
already have 
contracts with 
e.g. Shout, 
Kainos.   

None.  
 
Data storage and 
processing in the United 
Kingdom 

 

Until the end of Contract, 
however we can request 
intervals such as 18 months 
– and we can ask adhoc for 
information to be removed 

Contents of live chat between 
IT support and ICO end user  
 

ICO employees Internal & 
Service provider 
& other external 
support 
providers we 
already have 
contracts with 
e.g. Shout, 
Kainos.   

None.  
 
Data storage and 
processing in the United 
Kingdom 

 

7 day retention period with 
automated deletion.  
 
If chat results in an 
actionable IT ticket an 
incident ticket will be raised 
and the contents transferred 
to email.  
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Contents of emails between IT 
support and end user 

ICO employees Internal & 
Service provider 
& other external 
support 
providers we 
already have 
contracts with 
e.g. Shout, 
Kainos.   

None.  
 
Data storage and 
processing in the United 
Kingdom 

 

Until the end of Contract, 
however we can request 
intervals such as 18 months 
– and we can ask adhoc for 
information to be removed 
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1.4 Identify a lawful basis for your processing 
 
Article 6(1)(e) – public task.  
 
Where special category data is processed the relevant Article 9 basis for 
processing is Article 9(2)(b) – employment. DPA schedule 1 part 1 Paragraph 
1.   

 
 
 
1.5 Explain why it is necessary to process this personal data 
 
In order to resolve IT issues and process service requests, the IT Helpdesk 
software will require access to the internal directory, and associated assets 
provided to the employee for the purpose of carrying out their work.  

 
 

1.6 Outline your approach to completing this DPIA  
 
The software system is not intended to process or hold any personal data 
beyond those contained in the internal directory, together with the assets 
assigned to those individuals for use in relation to their work for the ICO. This 
information is already processed by the ICO and held in other places and used 
for other purposes.   
 
We have sought the advice of the information management service as it is 
possible that: 
 

- In storing asset data, and its use, that we identify individuals requiring 
assistance equipment i.e. read aloud, specialist monitors etc. Or that we 
record the temporary lack of use of equipment due to maternity or long 
term absence, and therefore indicate the status of those individuals.  

- We have no control of the sensitive data that may be sent into the 
software in emails from individuals i.e. attachment contents etc. 
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2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  

User incident via
ICON

E-mail to IT 
helpdesk

“Chat” conversion 
to incident or Agent 

manual create

Connect to active 
directory; name e-
mail, tel dept, role, 

staff id 

Retrieves asset data
Hardware software, 

tag id, license id, 
version/status

User validated in 
HALO portal via AD 

authentification

Converted to 
Ticket by Agent?

Data not stored, 
chat deleted

Manual ticket

IT Helpdesk – Ticket Flow

NH server , 
authentificatio

n

Backups (UK hosted). 
Taken every day, week & 

month. 
Transactional back taken 

each hour (replaced at 
the end of each day)

Connect to active 
directory; name e-
mail, tel dept, role, 

staff id 

No

Yes
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The integrations needed, all of them will use the Microsoft Graph API and your 
tenant data in the cloud (O365 mailboxes, users and calendars). Unlike on-prem 
AD, these all use oauth 2.0 and work with the same app registration using the 
HTTP method. We communicate directly with Microsoft’s API and the data is 
shared from cloud to cloud without – a diagram and full summary is available at 
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-
client-creds-grant-flow; this also explains why how the authentication tokens are 
stored and why admin consent is needed for authorisation (before authentication 
can be used, e.g. for SSO). 

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Factive-directory%2Fdevelop%2Fv2-oauth2-client-creds-grant-flow&data=04%7C01%7CGraham.Rumens%40ico.org.uk%7Ce1c263dd79894c298e5208d91ed96bc1%7C501293238fab4000adc1c4cfebfa21e6%7C1%7C0%7C637574741593003044%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=kGdncxZ61iV3KWQSa5RuPVtJmf4Kk098Dma7KjH3AV0%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.microsoft.com%2Fen-us%2Fazure%2Factive-directory%2Fdevelop%2Fv2-oauth2-client-creds-grant-flow&data=04%7C01%7CGraham.Rumens%40ico.org.uk%7Ce1c263dd79894c298e5208d91ed96bc1%7C501293238fab4000adc1c4cfebfa21e6%7C1%7C0%7C637574741593003044%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=kGdncxZ61iV3KWQSa5RuPVtJmf4Kk098Dma7KjH3AV0%3D&reserved=0
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Personal data collection  
 
Halo pulls staff contact information from active directory when a user submits 
a ticket. The existing process for keeping active directory up to date applies so 
user data doesn’t need to be updated directly in Halo.  
 
User asset information will be taken from taken existing spreadsheets and 
input into Halo system.  
 
Any additional personal data is provided directly by the service user via live 
chat / emailed ticket to IT.  
 
Access 
 
There is a maximum of 30 licensed users. Access is restricted to IT help desk 
staff and other relevant staff in IT and Business Services. The system allows 
for access controls to be set to limit access to certain parts of the system as 
required.  
 
Retention / deletion  
 
Information will be retained in Halo until the end of contract. HAL 
O have submitted an Exit plan for the end of the contract period, and this is 
contained within the contract itself. 
 

 
 

3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☒   No ☐   
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2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

N/A 
 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable please provide a link to your completed assessment. 

 
 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

Halo pulls staff contact information from active directory so existing process 
for keeping active directory up to date applies. 
 
Content of emails and live chat conversations will reflect what is submitted to 
IT and will not be subject to change or amendment.  
 
 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

Information will be collected directly from Data subject or internal 
departments who already have processes in place to ensure data is accurate 
and up to date 
 
 

 

 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

Live chat deletion after 7 days is an automated process.  
 
All other data deleted at the conclusion of the contract which contains 
requirements for the supplier to delete.  
 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☐   No ☒   

Integrity and confidentiality 

11. Where will the personal data be stored? 

ICO systems: 
 
Halo 
 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to any assessment. 

The current version of the SOR was written primarily as a part of 
due diligence prior to signing the contract, the opportunity was 
taken to include controls that would need to be configured when 
the service goes live. 

  
The security opinion was “The use of HALO meets ICO 
baseline security requirements provide all mitigations 
identified are fully implemented ahead of go live.  

  

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
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Dave will update the SOR when we are ready to go live, we have 
completed some of the documentation Dave has asked  for. 

 
 
 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

Access to the system will be limited to the necessary Helpdesk agents 
resolving cases, and additional restricted areas can be created.  System access 
and permission levels are documented in the Role Based Access Control Doc 
(RBAC), and reviewed quarterly.  
 
Implementation will include the training of 2 internal administrators who will 
be responsible for the team training and monitor best practise within the 
system. 
 
 
 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Director of Digital, IT and Business Services 
 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☒   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

https://edrm/sites/corp/im/Mnt/IMRF/Information%20Risk%20Management%20Network.xlsx?web=1
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20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☐   No ☐  N/a ☒ 

23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☒   
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

Example: 
 
Access controls are not 
implemented correctly and personal 
data is accessible to an 
unauthorised third party.  

Reduce Existing mitigation: We have checked that 
the system we intend to procure allows us 
to set access permissions for different 
users.  
 
Expected mitigation: We will appoint and 
train a system administrator who will be 
responsible for implementing access 
controls and monitoring access. The 
system administrator will also audit the 
system periodically to review access 
permissions.   

3 2 6 - medium 

Access to incidents are not 
restricted to the requestor only and 
wider cases are available to view by 
other ICO employees  

Reduce Permission levels and access can be set 
within the new system and will be 
stipulated at the design/build phase. 
 
System testing to ensure that access 
levels are as designed in the 
implementation plan. Professional services 
are being procured as part of the 
purchase, to ensure that the security of 
the build is fit for purpose and that our 
system administrators can effectively 
monitor and execute change within the 
system.  

2 1 2 - Low 
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Data not deleted at the end of the 
contract 

 Existing mitigation: 
 
Supplier required as per contract to delete 
data at conclusion.  
 
Our own records: At the end of the 
contract the System Owner will review the 
requirement to retain historic helpdesk 
tickets. It is likely that they will not be 
compatible with any replacement service, 
and therefore be of low value.  

3 1 3 - low 

Sensitive or personally identifiable 
information held as a part of a 
ticket or an attachment, which then 
results in a security breach 

Reduce Advise IThelp and ICO staff on minimising 
sensitive information, and train IThelp on 
handling tickets with sensitive information  

2 2 4 (low) 

Poor implementation, maintenance 
or operation of this SaaS service 
results in loss of Confidentiality, 
Integrity or Availability of ICO 
information 

Reduce ICO Cyber Security to conduct a Supplier 
Assurance review 

3 1 3 (low) 

ICO information transferred 
overseas 

Reduce A G-Cloud 12 GDPR compliant contract. 
Supplier attestation that information is 
hosted in UK data centres 

3 1 3 (low) 

Scope creep. Use of ticketing 
system expanded to other business 
areas without a reassessment of 
privacy and an updated DPIA.  

Reduce At the time of implementation this risk has 
been identified and Head of IT is aware. 
Cyber Security assurance team to monitor 
regular audits of access are being carried 
out 

3 1 3 (low) 

Scope creep 

The addition of workflows, or 
automation is ‘bolted on’ to the 
ticketing system without 

Reduce IAO and system owner to be made 
aware of risks (this DPIA) 

3 1 3 (low) 
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4.0 Risk assessment  
 
 
 
 

assessment of Privacy, data 
storage, retention and disposal 
leading to a breach on C, I or A 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1. Revisit DPIA if scope of deployment 
expands beyond IT help desk 

Planning It’s understood that any expansion of the system, into for 
example, facilities or HR, will require their own 
assessments. This DPIA has only been assessed on the 
uses contained within this document. 

2. More detail required in data flows 
(section 2.0) and information flow 
diagram. Specifically 
 

• Self service module 
• ICO logging call about Halo 

system with Halo support team 
• System Backups 

 

Planning New process flow added to section 2. Self-service and 
system backup information now included. 
 
ICO logging Halo support requests can be initiated by E-
mail, phone or via the portal. They are serviced in-house 
via Halo’s own application. Access is restricted to a 
selected Support Team group. The information contained 
within these ticket is limited to that provided by the ICO 
staff.  

3.  Recommend an addition to the risk 
assessment table (section 4.0) to 
cover general access of Halo to ICO 
staff data and tickets. Explain 
mitigation in place such as 
confidentiality clauses in contract.   
 

Planning Within standard configuration settings, the ICO has the 
option to enable/disable HALO from seeing the contents 
of the support tickets. 
 
This can then be activated for a limited period of time, by 
ICO admin, to enable HALO to resolve an issue with a 
ticket temporarily. 
 
ICO ticket content will be visible within the Halo backup 
database, to a select group of Halo engineers. This 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-51
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visibility is limited to ‘database’ formatting as opposed to 
the more readable version with our instance itself.  

4.  Risk assessment is quite limited. Dave 
Wells has provided additional 
recommendations to include – see 
additions to risk assessment table at 
4.0, risks 3 to 7.  

Planning Noted. 

 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
Update privacy 
notice 

Before go live SJ/GR 01/06/21 

Update record of 
processing 
activities 

Before go live SJ/GR 28/05/21 

Design and 
implement system 
access controls 

Before go live GR 1/6/21 
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 
The conclusion from the DPIA is that the expected residual risk to data 
subjects is low.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
   
 
8.0 Change history 

 
Guidance: To be completed by the person responsible for completing the DPIA 
and delivering the system, service or process)  
 
Version Date  Author Change description 
V0.1 06/05/2021 Graham 

Rumens 
First Draft 
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V0.1 07/05/2021 Steven 
Johnston 

DPIA forum recommendations at 5.0 
and actions at 6.0 

V0.2 11/5/21 Graham 
Rumens 

Review of recommendations and 
responses. 

V0.2 14/05/2021 Dave Wells Additional risk recommendations 
added to 4.0.  

V0.3 17/5/21 Graham 
Rumens 

Responses to recommendations 
added 5.0 and update workflow 2.0 

V0.4 26/5/21 Graham 
Rumens 

Additional flow and explanation 
included in section 2.0 

V0.5 2/6/21 Graham 
Rumens 

Update to Personal inventory Data 
1.3 

V0.6 4/6/21 Graham 
Rumens 

Removed the static SOR attachment 
and inserted comment from Dave ref 
ongoing security review prior to Go 
Live 

    
    
    

 
 
 
 
Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
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Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 
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Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
 

 
 
 
Appendix 2: example risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
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• Personal data of children processed without appropriate safeguards / 
parental authority 

• Consent of data subject not freely given (for example employer / 
employee processing) 

• The data subject is particularly vulnerable (elderly or disabled) or is there 
a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 

 
 
 
 
 

 
 
9.0 Template Change History (for Information Management Service 

only) 
 

Version Date Author Change description 
v0.1 01/06/2020 Steven Johnston First draft 

v1.0 07/10/2020 Steven Johnston First release 

v1.1 07/01/2021 Iman Elmehdawy Amendment to 
guidance note page 2.  

v.1.2 18/03/2021 Helen Ward Addition of Privacy by 
design at the ICO 
(pages 2 and 3) 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process / System Overview 
 
1.1 Summary  
 
For projects please provide the following key details. Non-projects should 
provide a key contact who is responsible for delivering the system or process. 
 
Project ID:  N/A 
Project Title:  Cyber Essentials Plus 
Project Manager: Steven Rook 
 
1.2 Synopsis 

 
Provide a summary of the process or system including any relevant background 
information and the key aims/objectives that the system or process must 
achieve. There is no need for a detailed discussion of data or data flows – these 
are covered later in the assessment. 
 
Project to achieve Cyber Essentials (CE) certification. CE is a government backed 
scheme to help organisations protect themselves against the most common 
cyber-attacks. Certification provides a clear statement to our stakeholders that 
we have appropriate security measures in place, which have been independently 
validated, to protect our staff and customers’ data from common internet-based 
threats. This will help us to realise our Resource and Infrastructure Strategic 
Plan: “To ensure, as our organisation expands, we retain proportionate and 
appropriate mechanisms to manage risk and govern the work of the ICO in line 
with standards expected of a modern independent regulator” (Goal #7). 
 
Please note, the project will involve procuring a Certification Body (CB) to 
independently validate our controls. The CB will require access to ICO 
information assets for testing purposes (eg a sample of EUD builds and an AD 
account), but we will select an approved CB and ensure access is strictly 
supervised and controlled. The project will not involve the processing of personal 
data. 
 
1.3 Legitimate Interest 
 
State the legitimate interest being pursued in the processing, including the 
purposes, aims and the intended benefits for you, data subjects, society or 
others.  
 
The project will not involve the processing of personal data. 
 
1.4 Lawful Basis 
 
State the basis on which the processing is lawful under GDPR Article 6 (consent, 
performance of contractual obligations to a data subject, compliance with legal 
obligations, public interest, exercise of official authority, or protecting the vital 
interests of a natural person). 
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If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
The project will not involve the processing of personal data. 
 
1.5 Mandatory Requirements 
 
Add the following requirements to your project backlog unless they do not apply 
(e.g. data need not be kept up to date in a system for storing old records). 
Section 4 can be used to check that these have been completed, particularly if 
delivery is not being managed as a project. 
 
Data Accuracy 

a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data 

collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 

d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the 

data subject 
 
Information & Transparency 

g) The data subjects shall be provided with: 
o the identity and contact details of the data controller; 
o the contact details of the Data Protection Officer; 
o the purposes of the processing, including the legal basis and 

legitimate interests pursued 
o details of the categories of personal data collected 
o details of the recipients of personal data 

 
Objection & Restriction 

h) There must be means to restrict the processing of data on receipt of a 
lawful request from the data subject 

i) There must be means to stop the processing of data on receipt of a lawful 
request from the data subject 

 
Security 

j) Appropriate training and instructions will be put in place to enable staff to 
operate the new system / process securely 

k) Identify an Information Asset Owner 
l) Update the Information Asset Register 

 
Is the data being transferred outside the UK and EEA? If so: 
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m) The data subjects must be provided with information on where to obtain 
details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is 
GDPR compliant. 

 
Is the data being transferred to or through another organisation? If so: 

o) There must be controls to ensure or monitor compliance by external 
organisations. 

 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 

p) There must be a means to extract and transmit the data in a structured, 
commonly used and machine-readable format on receipt of a lawful 
request from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 

r) Update the Privacy Notice 
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2. Data Protection Assessment Screening 
 
The purpose of the initial assessment is to determine the risk profile and 
whether further assessment is required to identify, assess and manage risks.  
 

2.1. GDPR Required Screening Questions 
 
ID Screening question  Yes/No  
1.  Does the system/process use systematic and extensive 

profiling or automated decision-making to make 
significant decisions about people? N 
Comments: Project does not involve processing of 
personal data. 

2.  Does the system/process involve large scale processing of 
data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union 
membership, genetic data, biometric data, data 
concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions 
or offences? 

N 

Comments: Project does not involve processing of 
personal data. 

3.  Will you be systematically monitoring a publicly accessible 
place on a large scale? N Comments: Project does not involve processing of 
personal data. 

4.  Will you be implementing novel technologies or new 
applications of existing technologies? N Comments: Project does not involve processing of 
personal data. 

5.  Will the system / process help to make decisions about 
access to services, opportunities or benefits using 
automated decision-making, profiling or special category 
data (see list in question 2)? N 

Comments: Project does not involve processing of 
personal data. 

6.  Will you be profiling using personal data on a large scale, 
taking into account the number of individuals involved, 
the volume and range of personal data, the duration of 
the processing and the geographical area covered? N 

Comments: Project does not involve processing of 
personal data. 

7.  Will you be processing biometric or genetic data? 
N Comments: Project does not involve processing of 

personal data. 
8.  Will you be matching or combining data from sources 

collected for other purposes or by other data controllers? N Comments: Project does not involve processing of 
personal data. 

9.  Will the system / process include ‘invisible processing’ of N 
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personal data (processing without providing a privacy 
notice to the individual)? 
Comments: Project does not involve processing of 
personal data. 

10.  Will you be processing personal data in a way which 
involves tracking individuals’ location or behaviour? N Comments: Project does not involve processing of 
personal data. 

11.  Will you be processing children’s personal data for 
profiling, automated decision-making or marketing 
purposes or to offer them a service directly? N 
Comments: Project does not involve processing of 
personal data. 

12.  Will the system / process involve personal data which 
could result in a risk of physical harm in the event of a 
security breach? N 
Comments: Project does not involve processing of 
personal data. 

 
If you answer “Yes” to one or more of the screening questions in section 2.1 
then complete the full assessment. 
 

2.2. GDPR Advised Screening Questions 
 
ID Screening question  Yes/No  
13.  Will the system/process include the profiling or scoring of 

individuals? N Comments: Project does not involve processing of 
personal data. 

14.  Will the system/process result in you making automated 
decisions or taking automated action against individuals 
in ways which could have a legal or similarly significant 
impact on them? N 

Comments: Project does not involve processing of 
personal data. 

15.  Will the system/process involve the systematic 
monitoring of individuals or publicly accessible areas? N Comments: Project does not involve processing of 
personal data. 

16.  Does the system/process involve data concerning racial 
or ethnic origin, political opinions, religious or 
philosophical beliefs, trade union membership, genetic 
data, biometric data, data concerning health, data 
concerning a person's sex life or sexual orientation, data 
relating to criminal convictions / offences or other 
sensitive or highly personal data? 

N 

Comments: Project does not involve processing of 
personal data. 

17.  Will you be processing personal data on a large scale, 
taking into account the number of individuals involved, 
the volume and range of personal data, the duration of 

N 
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the processing and the geographical area covered? 
Comments: Project does not involve processing of 
personal data. 

18.  Will you be processing information about children or other 
vulnerable individuals or individuals over whom you hold 
a position of power (e.g. employees)?  N 
Comments: Project does not involve processing of 
personal data. 

19.  Will you be implementing technological or organisational 
solutions which are new to the organisation? Updated or 
alternative versions of technologies currently in use are 
not to be considered new unless they include changes 
with considerable privacy implications (e.g. adding cloud 
storage to a previously local application). 

N 

Comments: Project does not involve processing of 
personal data. 

20.  Will the system/process result in individuals being denied 
access to a service or contract or prevent them from 
exercising their rights? N 
Comments: Project does not involve processing of 
personal data. 

 
If you answer yes to any of the questions in Section 2.2 then you may wish to 
consider completing the full DPIA. As a general guideline, you should complete 
the full assessment if you answer “Yes” to two or more questions, then you 
should complete the full assessment. 
 
Otherwise, you may wish to complete Section 2, 4 & 6.3 onwards and either 
select other sections on a risk basis or partially complete some sections by 
focusing only on the risk factors identified in Section 2.2. 
 

2.3. Screening Questions based on Risk Appetite 
 
ID Screening question  Yes/No  
21.  Are you using existing information about individuals for a 

purpose it is not currently used for and would not have 
been reasonably expected when the information was 
provided?  
 

N 

Comments: Project does not involve processing of 
personal data. 

22.  Will you disclose to external organisations information 
about individuals which is currently held internally or 
result in a material increase in the people with access 
internally? N 

Comments: Project does not involve processing of 
personal data. 

23.  Will the system/process require you to contact individuals 
in ways which they may find intrusive? N Comments: Project does not involve processing of 
personal data. 
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If you answer “Yes” to one or more of the screening questions in Section 2.3 
then complete Section 2.4, Section 4 and Section 6.3 onwards. You may choose 
to complete other sections where the risk requires it. 
 
If you have not answered “Yes” to any of the screening questions in any section 
then there is no need to complete the remainder of the DPIA, but you must 
ensure that you add the mandatory requirements to your project backlog / 
requirements and consult representatives of the DPO throughout the delivery of 
the system / process. You should still complete a Security Impact Assessment. 
 

2.4. DPIA Approach and Consultation 
 
Record which parts of the DPIA you will be completing and your rationale 
(especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 

• Who should be consulted, internally and externally? This must include the 
DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it 
would be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the 
relevant stages of your project management process or delivery plan. 

 
No consultation with internal or external stakeholders because project does not 
involve processing of personal data.  



Version 1.0 July 2018 Page 9 of 16 
 

3. Data Inventory 
 

3.1. Information Flows 
 
Provide a systematic description of the processing, including: 

• Whether data collected is personal data 
• The source of the data (including whether the data subjects are 

vulnerable, the relationship with the data subjects, the manner of 
collection and the level of control the data subjects have over the data 
once collected) 

• The nature and context of the processing (including whether there are 
new technological developments or any relevant current issues of public 
concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the 
extent of the processing) 

• The storage and transfer of the data (including details of hardware, 
software, networks, key people and details of any paper records or 
transmission channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 

 
3.2. Data Inventory 

 
Identify the personal data to be held, the recipients (those with access to the 
data), the retention period and the necessity of the data collection, processing 
and retention. 
 
Data Type  Recipients  Retention 

Period  
Necessity 

[Description of 
the data held 
(e.g. dates of 
birth, 
addresses 
etc.)] 

[Who will 
have access to 
the data?] 
 

[How long will 
the data be 
held for?] 
 

[Is the collection, 
processing and 
retention of this 
data necessary 
for the purpose 
pursued? You 
should always 
aim to minimise 
your data 
collection.] 
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4. Compliance Measures 
 
Use this section to record your compliance with the requirements in section 1.5. 
Fill in the details of how the requirements have been met or list the requirement 
as N/A. The requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation 

Details 
Data Accuracy 

a) Data must be kept up to date  
b) There must be means to validate the accuracy of any 
personal data collected 

 

c) Inaccurate or incomplete personal data must be 
updated on receipt of a lawful request from the data 
subject 

 

Retention & Deletion 
d) All data collected will have a retention period  
e) Data must be deleted at the end of its retention period  
f) Personal data must be erased upon receipt of a lawful 
request from the data subject 

 

Information & Transparency 
g) The data subjects shall be provided with: 
● the identity and contact details of the data controller; 
● the contact details of the Data Protection Officer; 
● the purposes of the processing, including the legal basis 
and legitimate interests pursued 
● details of the categories of personal data collected 
● details of the recipients of personal data 

 

Objection & Restriction 
h) There must be means to restrict the processing of data 
on receipt of a lawful request from the data subject 

 

i) There must be means to stop the processing of data on 
receipt of a lawful request from the data subject 

 

Security 
j) Appropriate training and instructions will be put in place 
to enable staff to operate the new system / process 
securely 

 

k) Identify an Information Asset Owner  
l) Update the Information Asset Register  

Conditional Requirements 
m) The data subjects must be provided with information 
on where to obtain details of any safeguards over data 
transferred to non-GDPR compliant countries 

 

n) Consult the DPO for additional requirements to ensure 
the processing is GDPR compliant. 

 

o) There must be controls to ensure or monitor compliance 
by external organisations. 

 

p) There must be a means to extract and transmit the  
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data in a structured, commonly used and machine-
readable format on receipt of a lawful request from the 
data subject 
q) The consent must be recorded in some manner to serve 
as evidence 

 

r) Update the Privacy Notice  
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5. Data Protection Risk Assessment 
 
Identify and assess the risks to subjects’ rights, the actions you could take to 
reduce the risks and any future steps that will be necessary (e.g. the production 
of new guidance or security testing for new systems). Some example risk 
sources have been listed to aid you. This list is not comprehensive and will not 
necessarily apply to your system or process. 
See Appendix for guidance on quantifying impact and likelihood. 
 
Risks should be considered from the data subject’s perspective not the ICO’s, 
i.e. a reputational risk to the ICO should not be recorded here. Some example 
threats to consider include: 

• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 

 
Risk Source Risk Details Impact Likelihood Response 
Manner of 
Collection 

[Record 
details of the 
relevant risks 
to data 
subjects here, 
including their 
source and 
nature.] 

[How 
significant 
would the 
impact be if 
the risk 
occurred? This 
is a measure 
of inherent 
risk without 
controls.] 
 

[How likely is 
it that this 
risk would 
occur? This 
is a measure 
of inherent 
risk without 
controls.] 

[Is the risk to 
be reduced, 
accepted or 
avoided (e.g. by 
not collecting 
certain data)? 
How will this be 
achieved? It 
may be useful 
to refer to the 
Security Impact 
Assessment in 
completing this 
section.] 

Processing     
Data Accuracy 
& Sufficiency 

    

Illegitimate 
Access to 
Data 

    

Unauthorised 
/ Incorrect 
Modification 

    

Destruction or 
Loss of Data 
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6. Residual Risk and Sign Off 
 
6.1. Residual Risk 

 
Record details of the remaining risk. It is never possible to remove all risk so this 
section should not be omitted or blank. 
 
If the residual risk remains high (e.g. red on the traffic light scoring in the 
Appendix) then you will need to consult the ICO by following the process used by 
external organisations. 
 

6.2. Necessity and Proportionality 
 
If you answered “Yes” to two of the legally required screening questions in 
Section 2.1 (not 2.2) you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. 
If you have not answered “Yes” to two questions in Section 2.1, leave this 
section blank. 
 

6.3. DPO Recommendations 
 
Record any recommendations from the DPO or their delegates and responses 
here. This serves as useful tool when reconsidering a rejected DPIA or in 
recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
recommendation] 

 
6.4. Sign Off 

 
Send this to the DPSIA Committee to approve the privacy and security risks 
involved in the project, the solutions to be implemented and the residual risk. 

 
Approved by Role Date Project Stage 
Louise Byers DPO 16/7/18 Design 
David Wells Group Manager - 

Cyber Security 
16/7/18 Design 

 [Add others as 
necessary] 
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7. Integrate the outcomes back into the plan 
 
Who is responsible for integrating the DPIA outcomes back into any project plan 
and updating any project management paperwork? Who is responsible for 
implementing the solutions that have been approved? Who is the contact for any 
data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

    
 

Contact point(s) for 
future data protection 
concerns  

 

 
 

8. Change history 
 
To be completed by the person responsible for delivering the system, service or 
process (in a project this will be the project manager). 
 
Version Date  Author Change description 
0.1 30/05/18 S Rook Initial draft 
1.0 16/7/18 D Wells Sign off at DPSIA forum 16/7/18 
 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 0.3.1 
Status Draft 
Owner DPSIA Committee 
Approved by DPO and Head of Cyber Security to be used to pilot 

DPIAs 
Release date 2/7/18 
Review date 31/12/18 
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Appendix – Risk Assessment Guidelines 

This scheme is aligned to the corporate risk register. 

Risk Probability setting 

Probability Criteria 
 

Very low (1) 0-5% - extremely unlikely or virtually impossible 
 

Low (2) 6-20% - low but not impossible 
 

Medium (3) 21-50% - fairly likely to occur 
 

High (4) 51-80% - more likely to occur than not 
 

Very high (5) 81-100% - almost certainly will occur 
 

 
Risk Impact setting 

Impact  Criteria 
 

Very low (1) Likely to have minor impact to a small minority of data subjects. For 
example, minor inconveniences which will be overcome (e.g. time spent 
re-entering information, short delays, recoverable costs, needing to use 
alternative services, stress). 
 

Low (2) Likely to have minor impact to a significant number of data subjects. For 
example, minor inconveniences which will be overcome (e.g. time spent 
re-entering information, short delays, recoverable costs, needing to use 
alternative services, stress). 
 

Medium (3) Likely to have significant impact, such as significant inconveniences or 
minor detriment (e.g. misappropriation of funds, temporary loss of access 
to services, temporary change to credit rating, minor physical ailments or 
temporary injury, recoverable damage to property), to a small minority of 
data subjects. 
 

High (4) Likely to have significant impact, such as significant inconveniences or 
minor detriment (e.g. misappropriation of funds, temporary loss of access 
to services, minor physical ailments), on a significant number of data 
subjects or a major impact to a small minority of data subjects. A major 
impact would include significant or irreversible consequences (loss of 
employment, legal consequences, loss of access to services, long term 
psychological or physical ailments). 
 

Very high 
(5) 

Likely to have major impact to a significant number of data subjects or an 
irreparable impact to any number of data subjects. A major impact would 
include significant consequences (loss of employment, legal 
consequences, loss of access to services, long term psychological or 
physical ailments). Irreparable impacts would include inability to work, 
death etc. 
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Traffic light scoring 

Probability  

Very Low 

(1) 

Low 

(2) 

Medium 

(3) 

High 

(4) 

Very High 

(5) 

  

 

Impact Amber 

(5) 

Amber 

(10) 

Red 

(15) 

Red 

(20) 

Red 

(25) 

Very High 

(5) 

Green 

(4) 

Amber 

(8) 

Amber 

(12) 

Red 

(16) 

Red 

(20) 

High 

(4) 

Green 

(3) 

Amber 

(6) 

Amber 

(9) 

Amber 

(12) 

Red 

(15) 

Medium 

(3) 

Green 

(2) 

Green 

(4) 

Amber 

(6) 

Amber 

(8) 

Amber 

(10) 

Low 

(2) 

Green 

(1) 

Green 

(2) 

Green 

(3) 

Green 

(4) 

Amber 

(5) 

Very Low 

(1) 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  Recovery of data protection fees and 

fines - Forbes 
Project Manager: Traci Shirley 
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
Under the 2018 Data Protection Regulations, organisations must pay a data 
protection fee unless they are exempt. These fees fund our data protection work 
which includes our work under the General Data Protection Regulation (GDPR) 
and the Data Protection Act (DPA). 
 
We have the power to enforce the 2018 Regulations and serve monetary 
penalties on those that do not pay their data protection fee 21 days after being 
issued with a Notice of Intent (NoI). When a Penalty Notice is served the 
organisation has 28 days to pay the fee and the fine or appeal to the First-tier 
Tribunal. If no fee and/or fine has been received or an appeal made, then we will 
pass the relevant organisation information to Forbes solicitors who have been 
instructed to recover the statutory fees and penalties on our behalf. 
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) ICO 
Data processor(s) Forbes Solicitors 
Purpose of processing Recovery of fees and penalties 
Categories of data Names, business addresses 
Categories of subjects Sole traders, Partnerships 
Categories of recipients ICO, Forbes 
Overseas transfers None 
 
1.4 Legitimate interest 
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Guidance: State the legitimate interest being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
Under the 2018 Data Protection Regulations, organisations that are processing 
personal information and unable to rely on the exemptions must pay a data 
protection fee.  These fees fund our data protection work which includes our 
work under the General Data Protection Regulation (GDPR) and the Data 
Protection Act (DPA). When an organisation has paid their data protection fee, 
they appear on the public register of fee payers.  The register is used by 
individuals and organisations who check to see if an organisation is paying their 
data protection fee.   
 
Those organisations that fail to pay a fee when required to do so, and, fail to 
respond to various reminders which includes a Notice of Intent will be issued 
with a Penalty Notice. Under the new legislation, failure to pay a data protection 
fee unless exempt is now a civil offence. Where organisations fail to contact us 
after receiving 2 renewal reminders (or in any event 21 days after the 
registration has expired), we will proactively make contact with the organisation 
to pursue the data protection fee or determine if the data protection fee still 
needs to be paid. If we don’t receive a satisfactory reply, a Penalty Notice will be 
issued. We are exercising our duties under the DP regulations.  
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, public interest, exercise of official authority, or protecting 
the vital interests of a natural person). 
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
The lawful basis for this processing under the GDPR is Article 6(1)(e) – Public 
task.  
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
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Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
p) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making that 
will have a legal or similar detrimental effect on individuals? 
For example, decisions that lead to exclusion or 
discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special categories 
of data (Article 9 refers), personal data relating to criminal 
convictions or offences (Article 10 refers), and personal 
data linked to household and private activities. 
 

N 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 
Comments: We will be processing personal data of sole traders 
and partnerships who have failed to pay their data protection fee 
and fine. We will be passing the necessary details to Forbes who 
have been instructed to chase the outstanding debt on our behalf. 
However it will more than likely be less than 50 per month.  
 

N 

6 Does the processing involve matching and combining two or 
more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, asylum 
seekers, patients, the elderly). 
 

N 
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8 Does the processing involve the innovative use or 
application of new technological or organisational solutions? 
For example, “Internet of Things” applications can have 
significant impacts on subjects’ daily lives and privacy. 
 

N 

9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where a 
bank screens its customers again credit reference database 
in order to decide whether to offer them a loan. 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
Whilst this processing does not meet the threshold requiring a DPIA we have 
decided to proceed with an assessment.  
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
Internal consultation  
 
Consulted with IT and Cyber Security regarding the safest way to send the data 
to Forbes each month.  We will be sending the details to Forbes via TLS 
encryption.  This will be set up at both side – ICO and Forbes. 
 
 
External consultation 
Subjects will not be consulted as: 

• This would compromise confidentiality of internal processes and 
investigations into fee recovery operations; and, 

• Not practical as subjects not known until they have been identified for 
non-payment of fees and penalties. 
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3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
 

• Some of the data collected will be personal data. Sole traders and 
partnerships who have failed to pay their data protection fee and/or fine 
within 35 days (and who have not lodged an appeal) after receiving a 
Penalty Notice will be passed to Forbes who will chase the debt on our 
behalf. 

• Data will be sent to Forbes monthly if an organisation has failed to pay the 
data protection fee and/or fine or lodged an appeal 35 days after the 
Penalty Notice.  At present, we don’t anticipate more than 50 cases being 
sent to Forbes each month. 

• We will update Forbes when outstanding payments are received. 
• The data is intended to be sent to Forbes via a TLS connection. – this has 

been discussed with Forbes and internally IT and Cyber Security.   
• On the First Monday in the month the spreadsheet will be sent over to 

Forbes with all the new Debtors listed 
• By the following Friday, all Letter Before Action will be sent out to each 

Debtor 
• 14 days later, the spreadsheet will be send back from Forbes who will 

require our instructions on each file.  
• The last week in the month, Forbes will spend applying to the Courts on 

those files where no payment is received and we are instructed to obtain 
Judgment.  

 
 
3.2 Data inventory 
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Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
 
Data Type  Recipients  Retention Period  Necessity 
[Description of the 
data held (e.g. 
dates of birth, 
addresses etc.)] 
 
The job title of 
person who we 
issued the Penalty 
Notice to; address;   
Outstanding fees 
amount/s – fee 
and/or fine; 
registration number; 
Date of NoI and PN; 
 

[Who will have 
access to the 
data?] 
 
 
Forbes Solicitors 
 
Payments and 
Penalties team 
 
Traci Shirley 

[How long will the 
data be held for?] 
 
 
 
Forbes will retain 
full and accurate 
records of the 
agreement for 7 
years.   
 

[Is the collection, 
processing and 
retention of this 
data necessary for 
the purpose 
pursued? You 
should always aim 
to minimise your 
data collection.] 
 
Yes, the data is 
required in order for     
Forbes to collect the 
outstanding debt.  
 
In order to collect 
the fee and fine, we 
will only send data 
to Forbes that is 
relevant and 
necessary to allow 
them to chase the 
necessary 
outstanding fee 
and/or fine. 
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 
 
 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date Yes 
b) There must be means to validate 
the accuracy of any personal data 
collected 

Confirmations are issued to the contact. 
The contact will advise us if any 
amendments are required to the personal 
data we hold. 

c) Inaccurate or incomplete personal 
data must be updated on receipt of a 
lawful request from the data subject 

Yes 

Retention & Deletion 
d) All data collected will have a 
retention period 

Data protection fee information kept for 
two years after last action internally. 
However we hold fees transactional records 
for 6 years.  Forbes will hold the data for 6 
years. 
 

e) Data must be deleted at the end of 
its retention period 

See above 

f) Personal data must be erased upon 
receipt of a lawful request from the 
data subject 

Yes 

Information & Transparency 
g) The data subjects shall be provided 
with: 
● the identity and contact details of the 
data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and legitimate 
interests pursued 
● details of the categories of personal 
data collected 
● details of the recipients of personal 
data 

Subject rights published in global privacy 
notice. 

Objection & Restriction 
h) There must be means to restrict the 
processing of data on receipt of a 
lawful request from the data subject 

Yes 

i) There must be means to stop the 
processing of data on receipt of a 
lawful request from the data subject 

Yes 
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Security 
j) Appropriate training and instructions 
will be put in place to enable staff to 
operate the new system / process 
securely 

Yes, new training is being carried out as 
the processes are implemented into the 
live environment. Forbes are training their 
staff on the processes. 

k) Identify an Information Asset Owner Faye Spencer - Head of Customer Contact 
l) Update the Information Asset 
Register 

TBA 

Conditional Requirements 
m) The data subjects must be provided 
with information on where to obtain 
details of any safeguards over data 
transferred to non-GDPR compliant 
countries 

N/A 

n) Consult the DPO for additional 
requirements to ensure the processing 
is GDPR compliant. 

Forbes already have a contract with us – 
this processing is an extension of the work 
they already do for the ICO. 

o) There must be controls to ensure or 
monitor compliance by external 
organisations. 

DPO advice welcome. 

p) There must be a means to extract 
and transmit the data in a structured, 
commonly used and machine-readable 
format on receipt of a lawful request 
from the data subject 

Yes 

q) The consent must be recorded in 
some manner to serve as evidence 

N/A 

r) Update the Privacy Notice Processing in support of fee payment 
covered in global privacy notice. We will 
request privacy notice to be updated. 
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Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
quantifying impact and likelihood. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Likelihood Response 
Collation errors 
ICO staff send the 
incorrect details to 
Forbes who could then 
chase the wrong 
organisation for 
payment. 

Medium 
(3) 

Low (2) We will only be providing the details 
of organisations that haven’t paid.  
We will be providing dates of 
reminders and NoI correspondence. 
We will put the necessary process in 
place to minimise this risk. 
Residual risk is medium.  
 

Data in transit 

Third party is able to 
read or tamper with 
emails sent in the 
clear compromising 
the confidentiality and 
integrity of the 
subject’s personal 
data. 

High (4) Very low 
(1) 

We have setup forced TLS 
connections with the data 
processor’s domain to ensure any 
data is protected in transit. The 
response modifies the probability of 
the risk being realised to very low. 
Residual risk is low. 

 
 

Supply chain 

Data processor incurs 
a personal data breach 
as a result of 
weaknesses in their 
security controls and 
processes. 

 

High (4) Very low 
(1) 

We will ensure any processing is 
carried out under a data processor 
agreement, and perform a supplier 
assessment to get the confidence we 
need about how the data processor 
handles and protects our data. The 
response modifies the probability of 
the risk being realised to very low. 
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The residual risk is low. 

 
Out of date 
information sent to 
Forbes i.e. full 
payment received at 
the ICO before org 
details sent to Forbes. 

Medium(3) Medium 
(3) 

We will contact Forbes immediately 
to provide up to date information. If 
Forbes has already issued 
correspondence to the organisation 
contact will be made to the 
organisation to let them know 
payment has been received. Residual 
risk is medium.  

Fair processing 
information not 
provided to data 
subjects 

Low (2)  Low (2) Existing ICO privacy notice contains 
information about paying DP fee. 
Additional content to be added to 
explain fee recovery. Residual risk 
reduced to very low.  

 
Residual risk and sign off 

 
6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
There is a small risk that staff don’t adhere to all new processes and procedures 
i.e. a full check isn’t carried out timely and therefore details may be passed to 
Forbes to chase up a debt unnecessarily. 
 
There is a small risk the Penalty Notice spreadsheet isn’t updated correctly. We 
will put processes in place to put a process in place and double check all 
information before it is sent to Forbes.  
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any of the questions in Section 2.1, leave this section blank. 
 
Failure to pay a data protection fee (unless exempt) when required to do so is a 
civil offence under the Data Protection Act 2018. A penalty notice will be issued 
if an organisation fails to respond to the Notice of Intent. We are exercising our 
powers under the DPA2018.  Failure to exercise these powers could result in a 
dip in revenue and the opportunity to educate organisations on their duty to pay 
a data protection fee.  
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Issuing the Penalty Notice is the final option.  If the org does not pay the fee and 
the fine, this is considered as an outstanding debt which we need to chase. 
Forbes will be doing this on our behalf.  
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 Training of staff to reduce risk of collation errors  
2 Update privacy notice  
 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Approved by Role Date Project Stage 
Louise Byers DPO 21/05/2019 Implementation 
 [Add others as 

necessary] 
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

Training of staff 
on collation 
process 

   

Update of Privacy 
notice 

  21/05/2019 

 
Contact point(s) for 
future data protection 
concerns  

Traci Shirley 

 
8. Change history 

 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
0.1 13/02/19 Traci 

Shirley 
First draft 

0.2 14/05/2019 Steven 
Johnston / 
Steven 
Rook 

First review 

1.0 21/05/2019 Louise 
Byers 

DPSIA Committee sign-off 

 
9. Template Document control 

 
Title Data Protection Impact Assessment Template  
Version 1.0 
Status Final release 
Owner DPSIA Committee 
Release date 10/12/18 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Data Protection Impact 
Assessment - template 
 

 

 

 

 

 

 

 

 

 

 

 

Document Name  
Author/Owner (name and job 
title) 

 

Department/Team  
Document Status (draft, 
published or superseded) 

 

Version Number  
Release Date  
Approver (if applicable)  
Review Date  
Distribution (internal or 
external) 

Internal 
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your 
‘Screening Assessment - do I need to carry out a DPIA?’ indicates a high risk to 
individuals. If you are unsure whether you need to complete a DPIA use the 
screening assessment first to help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Equality, Diversity, and Inclusion Audit 

Project Manager:  

Information Asset Owner: Suzanne Gordon 

Data controller(s) ICO 

Data processor(s) Diversity McKenzie 

 
 
1.2 Describe your new service or process 
 
Diversity McKenzie will undertake a comprehensive EDI audit across the ICO, 
to identify areas of non-compliance with legislation, and poor practice.  

 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-50
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1630508113-114
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1.3 Personal data inventory - explain what personal data is involved 
 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

Names and contact details ICO Employees Diversity 
McKenzie 

None Duration of the audit 

Sexual orientation, age, 
disability, gender identity, 
marital status, racial or ethnic 
origin 

ICO Employees Diversity 
McKenzie 

None Duration of the audit 
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1.4 Identify a lawful basis for your processing 
 
Article 6 (1) (f) 
Article 9 (2) (b) 
Schedule 1, Part 1, Paragraph 1 

 
 
 
1.5 Explain why it is necessary to process this personal data 
 
In order to audit the ICO’s actions in relation to equality, diversity, and 
inclusion it will be necessary to process data relating to protected 
characteristics, as without that the audit could not look at specific actions 
taken by the ICO in relation to staff with protected characteristics.  

 
 

1.6 Outline your approach to completing this DPIA  
 
Consultative process with the EDI Audit workstream group. 
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2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
 
Information held by the ICO will be provided to Diversity McKenzie when 
requested, in order to inform and contextualise parts of the audit process. 
Information may also be provided directly from ICO employees to auditors, 
during workshops or interviews.  
 
Diversity McKenzie will destroy the data after the audit engagement is 
concluded.  
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3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☐   No ☒   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

Internal communications 
 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to your completed assessment. 

 
See attached to the same email as this. 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

Information processed during the audit will have been provided by data 
subjects to the ICO, or by data subjects directly to Diversity McKenzie.  
 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 
n/a 
 

 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106


Version 1.0  Page 7 of 16 
 

 

Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

Contractual obligation 
 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☐   No ☐   

Integrity and confidentiality 

11. Where will the personal data be stored? 

ICO systems:n/a 
 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to any assessment. 

 
 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

 
n/a 
 
 

 

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
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Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Suzanne Gordon 
 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☐   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   

https://edrm/sites/corp/im/Mnt/IMRF/IM%20Roles%20and%20Responsibilities.xlsx?web=1
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

Example: 
 
Access controls are not 
implemented correctly and personal 
data is accessible to an 
unauthorised third party.  

Reduce Existing mitigation: We have checked that 
the system we intend to procure allows us 
to set access permissions for different 
users.  
 
Expected mitigation: We will appoint and 
train a system administrator who will be 
responsible for implementing access 
controls and monitoring access. The 
system administrator will also audit the 
system periodically to review access 
permissions.   

3 2 6 - medium 

PD and SPD being processed by a 
third party contractors 

Reduce Mitigation: Agreed contract with 
Commercial Legal to specify exact nature 
of processing, and appropriate security 
protections. 

4 1 4 - Low 

Risk of distress to individuals if PD 
is processed in a way they do not 
expect 

Reduce Mitigation: Privacy notice + internal 
communications to staff, Data subjects 
able to minimise the data they choose to 
provide if they wish to.  

3 1 3 - Low 

Risk of distress being caused by 3rd 
party disclosure during 
workshops/interviews (staff talking 
about other staff) 

Refuse Mitigation: Internal comms, and work with 
the Processor to ensure that this is 
mitigated against in the preliminary of 
workshops.  

3 1 3 - Low 
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4.0 Risk assessment  
 
 
 
 

Risk of staff feeling obliged to 
divulge PD or SPD 

Reduce Mitigation: Internal Comms 2 1 2 - Low 

Risk of staff challenging lawful basis 
of processing 

Reduce Mitigation: Internal Comms + DPIA 2 1 2 - Low 

Staff may be unable to participate 
or input without being identifiable 

Reduce Mitigation: Work with the Processor to 
identify possible routes for anonymous 
input.  

3 1 3 - Low 

Provision of inaccurate data by data 
subjects 

Accept  1 2 2 - Low 

Identifiability of minority groups 
within larger data sets, if these are 
intended to be anonymous 
 

Reduce Mitigation: Work with the Processor to 
ensure that where this should be avoided 
it is avoided.  

3 1 3 - Low 

Risk of data being retained beyond 
appropriate duration 

Reduce Mitigation: Contract agreed with 
Commercial Legal covering retention 
periods. 

4 1 4 - Low 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1.    
2.    
2.     
 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
    
    
    

 
 
 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-51
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
   
 
8.0 Change history 

 
Guidance: To be completed by the person responsible for completing the DPIA 
and delivering the system, service or process)  
 
Version Date  Author Change description 
V0.1   First Draft 
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Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
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Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: example risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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9.0 Template Change History (for Information Management Service 

only) 
 

Version Date Author Change 
description 

v0.1 01/06/2020 Steven Johnston First draft 

v1.0 07/10/2020 Steven Johnston First release 

v1.1 07/01/2021 Iman Elmehdawy Amendment to 
guidance note page 
2.  
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Data Protection Impact 
Assessment - template 
 

 

 

 

 

 

 

 

 

 

 

 

Privacy by design at the ICO 

Document Name Enewsletter -DPIA  
Author/Owner (name and job 
title) 

Hannah Smith 
Senior Communications Officer (Digital)  

Department/Team Corp Communications  
Document Status (draft, 
published or superseded) 

Draft 

Version Number 1.0 
Release Date  
Approver (if applicable)  
Review Date  
Distribution (internal or 
external) 

Internal 
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Welcome to the data protection impact assessment process. You should use this 
every time you want to implement or change a product or process. It is essential 
to managing your own project risks but also to managing the corporate risks of 
the ICO.  

Responsibilities  

It is your responsibility to ensure that data protection impact is taken into 
account during the design and build of your product or service. To do this 
successfully, you will need to be able to explain what your proposal is, and map 
out how data is used. This includes, amongst other things, where data might sit 
at any time geographically, but also the purpose of its use at different points in 
time.  

Remember the basics. Key to a good assessment is knowing at all points in the 
process: what data you are collecting/using, why, where it will be stored and for 
how long, who will access it and why, how it will be kept secure and whether it’s 
being transferred to any other country. 

Your Information Asset Owner (your Director) is ultimately responsible for 
managing any residual risk once you have completed any mitigations to the risks 
you identify.  

The Information Management Service, working on behalf of our DPO, can help 
complete the paperwork, provide compliance advice and spot risks. It is not the 
Service’s responsibility to own, manage or mitigate the risks identified during the 
process.  

Getting advice  

You might also need advice from subject matter experts in other teams to make 
sure that you understand how something works or risks to what you are 
proposing to do. This is particularly likely if it involves new, or changing, 
technologies. Getting this advice will help to provide your IAO with assurance 
that you have understood and identified the risks.  

You might well be working on a contract or agreement and a Security Opinion 
Report at the same time – these are also ways that you can mitigate risks and 
should be viewed as part of the overall assessment process.  

The paperwork  

You should think of this as a live document. You might change your plans or new 
information might come to light that changes the risk profile of your proposal. If 
that’s the case, you should revisit the paperwork and update it to reflect any 
changes. You might also need to inform your IAO of new or changed risks.  

The process 
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You should allow time for this process in your project plans. Start early! How 
long it takes will depend on what you’re proposing, and how well you can explain 
it and identify risks. It can take several weeks to get the right advice and risk 
assessment in place.  

Step 1 

- Complete DPIA screening assessment. If you conclude that you do not 
need to complete a DPIA then you must make a record of your decision.  

- If you do need to complete a DPIA then start completing the paperwork 
and notify the IM Service. Depending on what you’re doing, the DPIA 
might need to be reviewed by the DPIA forum. You need to ensure the 
paperwork is sufficiently detailed, accurate and thorough before the forum 
is able to review it. This particularly applies to your descriptions of the 
processing activities you are proposing and how any associated 
technology works alongside it.  

-  

Step 2 

- The forum is likely to provide advice and recommendations. You should 
consider this advice. If you decide not to follow it, then you must 
document your reasons why. If you do follow it, then most actions will 
need to be completed before go live. For example, updating privacy 
information or refining access controls.  

- The forum is able to escalate risks to our Data Protection Officer and/or 
Risk and Governance Board if it is not comfortable with the processing 
activity being suggested or wants sign-off on advice.  

When you have completed the DPIA paperwork and any actions, accepting that 
you might need to revisit it, you should get sign-off from your IAO before your 
product or service goes live.  

If there are residual risks that your IAO would like to discuss, they can contact 
dpo@ico.org.uk. That discussion can be escalated to our Data Protection Officer 
and/or Risk and Governance Board if required.  

 

 

 

 

 

 

mailto:xxx@xxx.xxx.xx
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your 
‘Screening Assessment - do I need to carry out a DPIA?’ indicates a high risk to 
individuals. If you are unsure whether you need to complete a DPIA use the 
screening assessment first to help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  ICO Newsletter 

Project Manager: Hannah Smith 

Information Asset Owner: Director of Corporate Communications  

Data controller(s) ICO 

Data processor(s) Adestra – Upland Software 

Frost Bank Tower 
401 Congress Avenue, Suite 1850 
Austin, TX 78701-3788 
833-UPLAND-1 (875-2631) 

1.2 Describe your new service or process 
 
Individuals sign up to receive email marketing messages from the ICO using a 
form hosted by Adestra.  
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-50
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1630508113-114
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We have two forms one for the main ICO newsletter and one for a newsletter 
we dub “PECR”.  
 
When we create a campaign that contains hyperlinks the ICO staff member 
creating the content will include a website URL. Once sent, the links in the 
email are changed by the Adestra Server to create unique Adestra links for 
each individual subscriber. This change associates the link with the Client ID of 
the user so that when they click the link this action can be recorded in the 
ICO’s account.  
 
Users can unsubscribe from using the newsletter at any time by using the 
unsubscribe buttons in all newsletters. If a user wishes to have their data 
erased completely this can be done manually by ICO staff. 
 
Staff may need to contact Adestra’s customer services if there are any issues 
with our account.  
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1.3 Personal data inventory - explain what personal data is involved 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

• Contact profile including 
email addresses, client ID 
and names (optional) 

• Encoded URL string 
(including Client ID) 

• Analytics about clicks to 
links 

Members of the public 
who have signed up to 
the newsletter. 

Amazon Web 
Server 
(Ireland)(Sub-
Processor)  
 
ICO 
 
Flairtech  
 
Adestra  

Subscriber data is hosted in 
Ireland and is only available 
to ICO staff and Adestra 
support staff based in UK or 
Poland.  

Information held in the 
contact profile of both 
subscribed and unsubscribed 
individuals will be held until 
the ICO stops sending email 
marketing via a direct 
marketing platform.  It will 
only be hosted by Adestra 
until the ICO no longer has 
an account with them.  
 
The encoded links are not 
stored by Adestra or the 
ICO. They exist only on the 
email sent to the individual.  
 
Analytics data is deleted 
from an individual’s contact 
profile after 24 months.  
 
Analytics data about clicks 
remain associated with 
campaigns until the 
campaign or the ICO’s 
account are deleted. We 
keep the current year’s 
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campaigns plus the previous 
two years. This is line with 
the retention policy for other 
communications products.   
 
 
 
 

• Staff emails and name. Staff with Adestra logins 
and who email Adestra 
customer services  

Adestra 
 
FlairTech (sub-
processor) 

Staff login information is 
stored on the ICO Adestra 
account and on the Amazon 
Web Servers. 
 
 
Staff information may be 
sent to customer service 
offices in the UK or Poland. 

Staff account information is 
deleted when they no longer 
need the log in ie they 
change roles, move 
departments or leave the 
organisation.  
 
 
 
 
 
This is not retained by 
Adestra/Flairtech indefinitely 
or till such time they are 
asked to be deleted. The ICO 
will request our emails be 
deleted once our contract 
with Adestra ends. 
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1.4 Identify a lawful basis for your processing 
 
Opt in consent is required to comply with PECR.  
 
The lawful basis we rely on for processing contact profile data including 
mandatory collection of email addresses and optional collection of names is 
your consent under article 6(1)(a) of the GDPR 
 
The lawful basis we rely on for processing of staff information is article 6(1)(b) 
– contract.  
 
The lawful basis we rely on for processing of analytics information is article 
6(1)(e) – public task.  
 
 

 
1.5 Explain why it is necessary to process this personal data 
 
We use email addresses to send subscribers our E-newsletter. We cannot send 
the newsletter without this information. The newsletter is a key way for us to 
communicate important information about our work and the law with 
stakeholders. We ask for names in case we send personalised newsletters, this 
is not essential so we have made it optional.  
 
We use the encoded URL string to record what links have been clicked by 
which client ID. Having the overall number of clicks to a link helps us to record 
the impact, awareness and engagement of areas of our work and the law, 
which helps many areas of the business with their planning and reporting. We 
have reduced the intrusiveness of this practice as we do not use any tracking 
technology or technology that accesses users devices.   
 
We are also able to use the information about previously clicked on links to 
send information to smaller groups of subscribers based on their previous 
interests This helps the ICO deliver more targeted communications, improving 
the effectiveness of our comms work. It will benefit the user as it ensures they 
receive information tailored to their interests or stops them receiving too many 
irrelevant emails from the ICO. All the information sent out in the newsletter is 
available on other ICO channels such as the website and social media so no 
one is excluded from accessing information or events due to this use of filters.   
 
Staff are not asked to share any personal data with the customer service team 
other than their work email and name. It is essential that staff contact the 
customer services team to keep the newsletter service working efficiently and 
effectively. This activity is within the reasonable expectation of staff. 
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1.6 Outline your approach to completing this DPIA  
 
 
We have consulted with Adestra about the use of technologies and overseas 
transfers.  
 
We have consulted with Tech Policy. Below is a summary of their advice: 
 
• Adestra does not appear from the information provided to engage Reg.6 of PECR to 

the extent that it does not access or store information on terminal equipment. 
• You may wish to reconsider the privacy notice changes to ensure you properly 

reflect the processing taking place and the appropriate lawful basis relied upon, 
• You may wish to assess Adestra’s features against our AI guidance, 
• You may also wish to carry out a DPIA, if you haven’t already. 
 
 
We have consulted with Information Management for advice on Data 
Protection concerns.   
 
We’ve consulted with Cyber Security.  
 
We will not consult with the public. The newsletter has been established at the 
ICO for over a decade and there is very limited use of personal data. Sending 
email marketing is a common practice. For these reasons, it may seem 
strange to subscribers to consult with them at this point about this processing.  
 
 

 
2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction. If your plans involve the use of 
new technology you should explain how this technology works and outline any 
‘privacy friendly’ features that are available.  
 

https://edrm/sites/corp/Comms/ExtComms/_layouts/15/DocIdRedir.aspx?ID=CORP-418311108-32
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Individuals sign up to receive email marketing messages from the ICO using a 
form hosted by Adestra. They sign up by giving us their email address 
(mandatory) and name (optional).  
 
We have two forms one for the main ICO newsletter and one for a newsletter 
we dub “PECR”. These are linked to from the ICO’s website. 
 
The forms are identical and say the following (accurate as of 21 June 2021): 
 
 

 
 
 
The data of everyone who has subscribed to any ICO newsletter at any time is 
stored in the ICO’s core table.  
 
Each contact profile is associated with “lists” that allow us to know which 
newsletters they could be receiving.  
 
We have four main lists, two associated with the main newsletter and two 
associated with “PECR” newsletter. Each newsletter has a main list and an 
extras list.  
 
The main list contains the information of people who have only signed up to 
receive monthly updates. This is what the privacy notice said at the time they 
subscribed. Their consent is still valid as they consented to receiving a monthly 
email from the ICO and have not indicated they no longer wish to receive this. 
But they must not receive more than one email a month.  
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We have now changed the privacy statement to say we send updates “at least 
once a month”.  Anyone who signed up after this time is put on both the 
monthly newsletter list and another list called “extras” so we know who has 
consented to receive more than one email a month.  
 
When we create an email or “campaign” we select which list to send it to and 
only the people on that list will receive it.  
 
Data collected prior to 2018 was done so either through Adestra as described 
above. 
 
When we create a campaign that contains hyperlinks the ICO staff member 
creating the content will include a website URL. Once sent, the links in the 
email are changed by the Adestra Server to create unique Adestra links for 
each individual subscriber. This change associates the link with Client ID of the 
user so that when they click the link this action can be recorded in the ICO’s 
account. The data (link click) is collected for the ICO’s use only and is for 
analytics purposes or to customise ICO lists. 
 
 

 
Adestra have said in respect of their patented link tracking technology:  

 
“The link tracking system does not use any technology (localstorage, 
cookies, etc) to store or access data on the user’s device.”  

 
ICO Technology Policy department have advised:  
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“Adestra does not appear from the information provided to engage 
Reg.6 of PECR to the extent that it does not access or store information 
on terminal equipment. 
 
The patent goes into indepth information as to how the encoding of the 
URL strings is carried out, the Adestra solution use of encoded URL 
strings permits the unique identification conversions of individual users 
to specific links by virtue of the contact_ID and campaign_ID fields 
respectfully. This would permit further granular processing of individual 
than simple click tracking (+1 cumulative visits). It appears that these 
URL strings would meet the definition of personal data under Art.4(1) 
UK GDPR. The encoding, and storage of the contact_ID and 
subsequent processing of these URLs in the event records/reports also 
appear to meet the definition of pseudonymous processing under 
Art.4(5).  
 
As such, my previous advice regarding completion of a DPIA and 
correctly reflecting the processing in the privacy notice(s) etc. remains. 
Likewise, my advice in relation to machine learning/ICO AI guidance (in 
so far as these offerings by the Adestra solution are being deployed) still 
stands” 

 
 
The ICO is able to create customised lists based on the actions taken by users 
in the past. For example, if we were sending a campaign that focussed solely 
on guidance for SMEs, we could narrow down our large list of subscribers by 
creating rules that filters the list down by users who have clicked on links to 
SME guidance in the past. This helps us ensure we are sending relevant 
information to the right people. This is done manually and does not use 
Algorithms, ML or AI and therefore Article 22 does not apply. 
 
The ICO does not utilise any Adestra products or functions that use AI or ML to 
process ICO data. 
 
If a user forwards the newsletter on to a third party the ICO will not have 
access to any personal information about the third party. If the third party 
clicks on a link from the newsletter this will be recorded as a click by the 
original recipient.  This could mean the original recipient could receive targeted 
emails from the ICO based on inaccurate data.  
 
Users can unsubscribe from receiving the newsletter at any time by using the 
unsubscribe buttons found in all newsletters. Their contact profile is not 
deleted but moved to an unsubscribe list, which works as a filter to ensure 
they do not receive newsletters from the ICO. We are also able to move users 
to this list automatically if requested or delete their data from all lists including 
the unsubscribe.  
 
 
 
Information held in the contact profile of both subscribed and unsubscribed 
individuals will be held until the ICO stops sending email marketing via a direct 
marketing platform.  It is important that email addresses are stored even after 
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a user has unsubscribed as users are able to make multiple contact profiles 
with the same email address but when they unsubscribe only one of these 
contact profiles will be moved to the unsubscribe list. However, the 
unsubscribe list works as a filter and will not allowed the duplicate contact 
profiles with the same email address to be sent the campaign.  
 
Direct marketing guidance from the ICO in 2016 states:  
 

“Organisations should maintain a ‘suppression list’ of people who have 
opted out or otherwise told that organisation directly that they do not 
want to receive marketing.” 

 
We can permanently delete a contact profile of a subscribed or unsubscribed 
user at any time. 
 
Analytics are recorded about users in two ways. Some information is 
associated with their contact profile and some information is associated with 
the campaign. Analytics associated with the individuals contact profile are 
deleted after 24 months automatically.  When a user unsubscribes the 
analytics data associated with their email address is not automatically deleted 
– it will remain associated with their email address for 24 months – in line with 
the retention. In order to delete the data before then – we need to delete the 
user from the system entirely. This is not done as a matter of course but can 
be done if a user puts in a request. Analytics data about clicks remains 
associated with campaigns until the campaign or the ICO’s account are 
deleted. We keep the current year’s campaigns plus the previous two years. 
This is line with other communications products. This is done manually.  
 
If a user forwards the email to another email address (whether they are 
subscribed themselves or not) – if the recipient of the forwarded email clicks a 
link – Adestra will record this against the original recipients email address.  
 
The Adestra servers that host the ICO’s data are based in Ireland they use a 
Amazon Web Servers as a sub-processer for this activity. 
 
Adestra also use FlairTech based in the UK and Poland to manage their 
customer services. When a ticket is raised by the ICO about issues relating to 
our account the staff email will be sent to the sub-processor.  The staff at 
Flairtech are able – with ICO permission – to access our data. However, it 
remains within the ICO’s account and isn’t moved or processed elsewhere. The 
support service have informed me that enquiries are kept indefinitely unless 
they are requested to delete them.  
 

 
 

3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

https://ico.org.uk/media/for-organisations/documents/1555/direct-marketing-guidance.pdf
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Yes ☒   No ☐   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

 
NA  
 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☒  N/a ☐ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐☒   No ☒☐  N/a ☐ 

If applicable please provide a link to your completed assessment. 

 
https://edrm/sites/corp/Comms/ExtComms/enewsletter/LIA%20test%20ICO
%20newsletter.docx?web=1 
 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

If email addresses become out of date Adestra will get a bounce back when we 
send a campaign. If the they get three bounces, the email is moved to the 
suppression list to ensure only working email addresses are on the list. 
 
 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 
n/a 
 

 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

 
In relation to the analytics data related to contact profiles – this is deleted 
automatically by Adestra. This can be checked via the ICO’s account.  
 
The ICO’s Communications Officer (Digital) will diarise the annual deletion of 
old campaigns.  
 
Adestra is contracted to delete the ICO’s data after delete our account. 
 
The ICO will request our enquiries are all deleted when our contract with 
Adestra ends.  
 
 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☒   No ☐   

Integrity and confidentiality 

11. Where will the personal data be stored? 

The personal data is stored on the ICO’s Adestra Account, which is accessible 
by limited ICO personnel through password and 2AF accounts.  
 
It is stored on Adestra servers in the UK.  
 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☐   No ☒  N/a ☐ 

If applicable please provide a link to any assessment. 

https://ico.org.uk/media/about-the-ico/documents/2618419/retention-and-disposal-schedule.pdf
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14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

 
All Comms staff are trained how to use the Adestra account before they are 
able to send campaigns. 
 
New processes will be put in place in relation to the deletion of old campaigns.  
 
The Senior Comms Officer responsible for managing the admin of the account 
ensures all new users are issued with passwords and OTPs.  
 
 
 
 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Director of Communications  
 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☒   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

https://edrm/sites/corp/im/Mnt/IMRF/Information%20Risk%20Management%20Network.xlsx?web=1
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Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

 
Access controls are not 
implemented correctly and personal 
data is accessible to an 
unauthorised third party.  

 

Reduce 

 
The Senior Communications Officers 
(digital) has is responsible for managing 
the user access and authorising new 
access.  
 
Only communications staff and business 
development staff have access to the 
account.  
 
People are only given full access rights if 
they require them to manage user admin 
(senior comms officers) or because they 
need access to all areas for technical 
reasons (business development staff). All 
other staff have limited access, which 
means they are unable to edit or delete 
user data, they cannot bulk export data 
and they cannot give users access to the 
account. 
 
We will ensure passwords and 2FA are 
enabled on all accounts.  
 
There is minimal data stored on the 
system and no SCD. 

2 2 4-low  
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Human error – sending a campaign 
to the wrong list. 

Reduce  There are different workspaces for 
different newsletters – so someone signed 
up to “PECR” couldn’t accidentally be sent 
the standard newsletter.  
 
Users must enter their password before 
launching a campaign.  
 
Staff are trained before sending 
newsletter so know which lists are which. 
 
Adestra can stop campaigns for sending 
once launched. However, if someone on 
the list has already received the email 
that cannot be undone. 

1 1 12- low 
 

This is more of a 
reputational risk 

than a risk to 
individuals as 
sending to the 
wrong list is a 

breach of PECR. 

  
Adestra experiences a data breach 
and ICO data is lost/stolen 

 

Reduce  

 
We have ensured ICO data is only stored 
on servers in the EEA. 
 
Cyber Sec undertook a security 
assessment when Adestra were procured.  
 
 

2 1 2 3- Low  

People believe that by 
unsubscribing they are enacting 
right to erasure not realising their 
data continues to be held by the 
ICO. 

Reduce  Make this very clear in the privacy notice.  
 

1 2 2 3-low  

Individuals risk losing the protection 
of the UK GDPR as their personal 

  
The transfer of data is from the UK to the 
EEA only. The GDPR is considered 

1 
 

1 1 2- low 
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data is transferred outside of the 
UK. 

 

Accept adequate by the UK Government and 
therefore provides adequate protection to 
individuals’ data.  
 
The data being transferred is minimal and 
contains no SCD. 

Data is inaccurate due to 
subscribers forwarding on emails to 
others and having that person’s 
behavior recorded on their client 
record. 

Accept  
The person has signed up to receive 
information from the ICO so they would 
not receive any information they haven’t 
consented to receive – even if some of it 
is of less interest than others due to being 
targeted based on other people’s 
behaviour.  
 
 
In the future it may be possible to have 
preference centres that people opt in to so 
that link clicks do not determine who 
receives what.  
 

1 1 1 2-low  

Data isn’t deleted due to staff 
member forgetting  

Reduce Diarise in a team diary for resilience.  
 
Include in operational procedure 
document.  

1 1 12 – low  

Use of data collected before GDPR 
without additional consent.  

Reduce  Renew consent  2 5 10 -  10 - med 
 

(this score 
reflects the risk to 

individuals of 
continuing to use 

data collected 
without refreshing 
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4.0 Risk assessment  
 
 
 
 

consent – see 7.0 
below)   

Accuracy – a user may receive a 
targeted email based on inaccurate 
data if they forward an email to a 
third party. 

Reduce (present)_ 

Avoid (future) 

All targeted email are about the work of 
the ICO. People who sign up to receive the 
newsletter have requested to hear about 
the work of the ICO. If they receive a 
targeted email it may not be totally 
relevant to their area of interest but it is 
still relevant to what they signed up to 
receive.  
 
In the future, we intend to set up 
preference centres which allow users to 
select their areas of interest rather than 
relying on past behaviour. This would 
eliminate this issue. 

2 2 4 - low  
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1. The duplicated diagram showing the 
hyperlink process in 1.2 isn’t 
necessary and can be removed. We 
recommend you replace it with a 
high level diagram that shows the 
data flow from customer sign up  
and covers storage and deletion.   

08/07/2021 Accept 

2. It’s not clear how long analytics 
data is kept after somebody opts 
out as there are references to both 
12 and 24 months. Equally it’s not 
clear if this remains linked to the 
individual or campaign only. Please 
clarify and update.  

08/07/2021 Accept 

3. There’s no mention of the personal 
data required to provide logins to 
ICO staff. This should be 
incorporated into your data 
inventory at 1.3.  

08/07/2021 Accept 

4.  Review and update both the privacy 
notice and the description of what 
our e-newsletter is to improve 
transparency of processing and 

08/07/2021 Accept 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-51
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better inform customers about what 
they can expect in terms of content 
and frequency of contact.   

5.  We’ve updated section 1.4 but 
we’re requesting advice from policy 
teams regarding the decisions made 
regarding lawful basis. Iman 
Elmehdawy to provide a separate 
communication to Hannah Smith to 
confirm outcome.   

08/07/2021 Accept 

6. Refresh consents once privacy 
notice and description of e-
newsletter have been updated.  

08/07/2021 Partially accept. We will look into and action 
something to refresh consent but we will not do 
this before the next enewsletter is released.  

7. Clarify what would happen if 
somebody received the newsletter 
e.g. a DPO and then forwarded to 
colleagues who then clicked links? 
How would this affect the accuracy 
of the contact profile and the 
customised lists being created. Add 
content into DPIA.  

08/07/2021 Accept 

8. More information required in DPIA 
about the origin of the old lists – 
when and how were these created, 
are these stored solely with Adestra 
or do they exist in other places 
(Excel, ICE etc.)?  

08/07/2021 Accept 

9. The Legitimate Interest Assessment 
states that you can’t offer an opt 
out. This would indicate that 
legitimate interests isn’t the correct 
lawful basis for processing analytics 
data. Please clarify and amend.  

08/07/2021 Accept 
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10. The legitimate interests assessment 
refers to staff data but the lawful 
basis for processing this data is 
contract so these references should 
be removed from the LIA.    

08/07/2021 Accept  

11. An operational procedure for the 
newsletter is drafted which 
establishes responsibilities and 
processes for managing deletion at 
the end of the retention periods, 
the granting and review of access 
permissions including the deletion 
of old accounts when staff leave or 
change roles.   

08/07/2021 Accept  

12.  There’s a risk retention and disposal 
rules aren’t actioned since deletion 
is being diarised by one individual. 
This should be added to the Risk 
Assessment. Operational procedure 
(above) and a process of peer 
review and/or diarising in a team 
calendar rather than individual 
calendar should be considered as 
mitigation.  

08/07/2021 Accept  

13. Risk Assessment states “We have 
ensured ICO data is only stored on 
servers in the UK.”. This may be an 
inaccurate statement as DPIA also 
indicates help desk in Poland and 
subscriber data is transferred to 
Ireland. Clarify and amend.  

08/07/2021 Accept  

14.  Remove statement that “Minimal 
data is stored on the system and no 

08/07/2021 Accept  
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SCD.”. Recommend removing as 
whilst data is minimal per data 
subject collectively this is a large 
dataset and a breach would affect a 
large number of individuals.  

15. The use of old contact lists is a risk 
so recommend this is added to the 
risk assessment.  

08/07/2021 Accept  

 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for 

completion  
Responsibility for Action  Completed Date 

Update DPIA to reflect points 
1,2,3,7,8 and 14 above  

20 July 2021 Hannah Smith  

Write and amend both privacy 
notices  

1 August 2021 Hannah Smith   

Send information to HS regarding 
decisions on lawful basis. 

21 July 2021 Iman Elmehdawy  

Create plan for renewal of consent 1 September 2021 Hannah Smith   
Undertake renewal of consent 
exercise 

31 March 2022 Hannah Smith  

Change lawful basis for analytics 
data to public task (after policy 
advice) 

20 July 2021 Hannah Smith   

Change lawful basis for staff data 
to contract (after policy advice) 

22 July 2021 Hannah Smith  
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Write an operational procedure 
document  

5 August  Hannah Smith  

Diarise the deletion dates in public 
diary  

5 August  Katie Makepeace-Warne  

Add risk of human error in relation 
to deletion of data to risk 
assessment  

20 July 2021 Hannah Smith   
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
The expected risk score is low for all identified risks with one exception.  
 
The ICO is using data it collected before the implementation of the GDPR and has 
not sought to renew the consent. The privacy notice requires an update to ensure 
data subjects are fully informed about the processing so their opt in consent 
remains valid..  
 
Although the impact to individuals is low, continuing to rely on old consents 
means the probability score for this risk is high, giving an expected medium risk 
level. it does impact many individuals so the impact has been placed as high. The 
probability is 5 as we know it is happening.  
 
The renewal of consent cannot take place before the next enewsletter is sent so 
residual risk remains medium until this activity can take place.  
 
We will continue to keep the old contacts off the “new” list until we have sought 
renewal of the consent. Once the privacy notice is updated and renewal of 
consent has taken place the residual risk should be low for all identified risks.  
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
7.1 IAO sign off 
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IAO (name and role) Date Project Stage 
   
 
8.0 Change history 

 
Guidance: To be completed by the person responsible for completing the DPIA 
and delivering the system, service or process)  
 
Version Date  Author Change description 
V0.1 June 2021  Hannah 

Smith 
First Draft 

V0.1 08/07/2021 Steven 
Johnston 

Recommendations from DPIA forum 
added to 5.0.  

V0.2  22/07/2021 Hannah 
Smith 

Clarification and adjusts made to 
address DPIA forum 
recommendations.  
 
Two additional risks added to list. 
 
Actions included in action plan.  

 
 
 
 
Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 



Version 1.0  Page 29 of 31 
 

financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 
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Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
 

 
 
 
Appendix 2: example risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
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• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 

 
 
 
 
 

 
 
9.0 Template Change History (for Information Management Service 

only) 
 

Version Date Author Change description 
v0.1 01/06/2020 Steven Johnston First draft 

v1.0 07/10/2020 Steven Johnston First release 

v1.1 07/01/2021 Iman Elmehdawy Amendment to 
guidance note page 2.  

v.1.2 18/03/2021 Helen Ward Addition of Privacy by 
design at the ICO 
(pages 2 and 3) 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  ICO use of Google products  
Project Manager: Hannah Smith 
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
The purpose of this DPIA is to assess the privacy and cyber security risks of 
using Google products and services. Google products. The products covered 
within the scope of this DPIA include Google Analytics, Adwords, search console 
and Tag Manager. If the ICO consider using any other Google products in the 
future these would need adding to this DPIA and assessing again.  
 
These Google products will be utilised to help achieve a variety of 
Communications objectives including: 
 

• To provide an excellent fit-for-purpose service to stakeholders 
• Provide public with information to increase their awareness of their data 

protection rights 
• Innovate and be ambitious in the use of communications channels and 

technology.  
 
Key aim: The key aim of Google Analytics and Tag Manager are to help collect 
information about the use of the ICO website. This will provide insights that can 
be used to support the continuous improvement of the website and assessment 
of communications campaigns. 
 
The main system being used will be the universal analytics product provided by 
Google. This is integrated with Google search console, Google tag manager and 
Google Adwords. 
 
Key aim: The key aim of using search console is to gather information about the 
ICO’s website performance and to gather insights in to how people interact with 
the website on Google’s search engine.  
 
Key aim: Google Adwords would be used as a tool for the Communication’s team 
to target and reach large scale audiences. It would be used when it was felt that 
organic reach would not meet the objectives of a Comms project or campaign.   
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Google Adwords work by defining a demographic of audience based on age, 
gender and location. Adverts are then placed in their Google search results and 
labelled as an ad. As well as being based on their demographic target audience 
they appear based on the words the individual has searched for.  
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) ICO 
Data processor(s) Google 
Purpose of processing Web analytics, etc. 
Categories of data Online identifiers 
Categories of subjects Website visitors 
Categories of recipients ICO, Google 
Overseas transfers USA 
 
1.4 Legitimate interest 
 
Guidance: State the legitimate interest being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
Purpose 
 
Business interest: In 2018 the ICO’s website was accessed over 18 million times. 
It is one of the main ways we communicate our messages about people’s rights 
and obligations with stakeholders. It is in our business interest to make sure it is 
fit-for-purpose and future proofed.  
 
Similarly, the annual track survey shows that Google is one of the main ways 
people find out information about data protection. Having the ability to use 
Google advertising to reach the public or organisations with messages about 
their rights or obligations is in our business interest. 
 
Data subjects’ interest: Organisations have a legal obligation to comply with 
information rights laws. To do this, they must have access to clear, easy to 
access information about how to do so. It is clear from the 18 million sessions to 
the ICO website last year that many people find this information online. 
Similarly, if a member of the public wants to find out about their data protection 
or FOI rights. They need to be able to get clear and accessible information about 
this, quickly and easily. It would therefore be in the interest of data subjects’ 
that our information is available through Google when they need it and that the 
website they access it through is kept to a high standard.  
 
Necessary 
In order to achieve the legitimate interest it may be that personal information is 
processed either by us through our Google Analytics account or by Google 
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through their search engines and of logged in Google account holders. However, 
Google offers a number of ways to anonymise and protect this information.  
 
The analytics service offered by Google is replicated by other providers, however 
Google Analytics is a free service and the other would come at a substantial 
cost. 
 
The service we receive through Google Adwords and search console cannot be 
replicated through other providers.  
 
Balance 
 
The amount of personal data that will be processed in the use of Analytics and 
Tag Manager is very small and will be anonymised. The data processed through 
Adwords and Search Console is actually controlled by Google – we do not have 
access to the personal data and cold not identify individuals. Therefore the risk 
to people’s right and freedoms is very low. 
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, public interest, exercise of official authority, or protecting 
the vital interests of a natural person). 
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
For the use of Google Analytics and Google Tag Manager the lawful basis will be 
consent as no data will be processed until a user explicit consents to the 
analytics cookie being dropped. Civic cookie control will record the consent 
anonymously for 90 days. This consent can be withdrawn at any time through 
the website.    
 
For the use of Google Adwords and Search console we will rely on legitimate 
interest. 
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
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c) Inaccurate or incomplete personal data must be updated on receipt of a 
lawful request from the data subject 

 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
p) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

 
N 

2 Will the processing involve automated decision making 
that will have a legal or similar detrimental effect on 
individuals? For example, decisions that lead to exclusion 
or discrimination. 
 

 
N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

 
N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special 
categories of data (Article 9 refers), personal data relating 
to criminal convictions or offences (Article 10 refers), and 
personal data linked to household and private activities. 
 

 
N 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

 
Y 

6 Does the processing involve matching and combining two 
or more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

 
N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, 
asylum seekers, patients, the elderly). 
 

 
 
Y 
(potentially) 

8 Does the processing involve the innovative use or 
application of new technological or organisational 
solutions? For example, “Internet of Things” applications 
can have significant impacts on subjects’ daily lives and 
privacy. 
 

 
 
N 
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9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where 
a bank screens its customers again credit reference 
database in order to decide whether to offer them a loan. 
 

 
N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
Although the data we are processing is minimal and not special category data, 
we have the potential to process the data of millions people and this could 
include vulnerable individuals.  I will therefore complete the full DPIA.   
 
I will consult internally with our DPO and Information Security team. This will 
involve asking for consultation of the DPIA and face to face meetings.  
 
I will also consult with the Technology Policy team to clarify some elements of 
the program. This will involve asking for them to read through the DPIA to 
ensure it is accurate. 
 
If necessary, I will consult with Google or an external Google services expert 
about the working of the program. This would involve emailing them with 
specific questions about functionality. 
 
I will not consult data subjects as I have no way of identifying these individuals.  
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3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
There are two types of data flows being covered under this DPIA. Firstly, data 
collected from the ICO website and stored but not shared with Google. Secondly, 
ICO use of data collected by Google through its services. 
 
ICO website data: Google Tag Manager has is integrated with the ICO website 
through java script. It allows us to set up specific events we want to track on the 
ICO website, such as file downloads, opening mailto: links etc. This type of 
information would fall within the remit of cookies and other technology. Having 
the code embedded in the ICO website’s header means that when a user lands 
on the site and request is sent Google Tag Manager and in turn a request will go 
from tag manager to the user’s computer in order to be able to track the user’s 
behaviour on the site. This is where the information in Google analytics is 
generated.  
 
When a user arrives at the ICO’s website no cookies, other than those essential 
to the function of the website are dropped on their device. They are presented 
with a cookie banner, which will ask them if they wish to accept our 
recommended cookie settings. They will be informed that the recommended 
settings will include the dropping of a Google Analytics cookies. They have to 
press accept before this cookie is dropped.  
 
The above transaction results in two pieces of identifiable information being 
processed by the ICO’s Google TM and Analytics accounts. First, is the user’s IP 
address, which is personal data and is transferred to Google – however, we have 
code in the website that anonymises these IP addresses. The second is, for 
every request to tag manager from a computer ie every session to the website a 
unique client ID is created. If the person has accepted cookies so the analytics 
cookie is dropped, this CLIENT ID is stored within Google Analytics. On its own, 
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it cannot be used to identify someone. However, the user can find their client ID 
themselves – if they then told us this number we could see what behaviour was 
associated with the ID.  
 
Google applications run in a multi-tenant, distributed environment. Rather than 
segregating each customer's data onto a single machine or set of machines, data 
from all Google customers (consumers, business, and even Google's own data) 
is distributed among a shared infrastructure composed of Google's many 
homogeneous machines and located in Google's data centers. The ICO data 
shared and stored with Google is not personally identifiable but is personal data. 
For example, IP addresses are anonymised so users cannot be identified, but 
information about their devices, location and online behaviour are considered 
personal information.   
 
Google data used by the ICO: Search console and Google Adwords use data 
collect by Google. What this data is and how it is collected are listed in the 
Google privacy notice. It includes geographic data from IP addresses and mobile 
location data, search terms used in their search engine and demographic data 
provided by people with google accounts.  
 
The ICO uses the data in search console to see how many times the site has 
appeared in Google searches and for what search terms. The ICO is unable to 
see any personally identifiable information through this program as it is all 
aggregated.  
 
To place an advert on the Google Search engine you have to first identify the 
target audience through Google Adwords. The main element of this is related to 
generic search queries ie ‘data protection compliance’, ‘my right to access’. 
However, we can also drill down based on the audiences locations (as specific as 
the first four characters of their postcode ie SK9 5), their age, gender, household 
income, marital status, parental status, education, homeownership, interests (ie 
business services). This data is aggregated and belongs to Google, so the 
advertiser has no way of attributing this information to an individual. The only 
demographics Google makes you define is age and geography and this can be as 
vague as 18-65+. You cannot specifically target people under 18. 
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention Period  Necessity 
IP addresses  ICO  Google offers 

automatic deletion 
after 14, 26, 38 or 
50 months. As, we 
may want to 
assess the use of 
the site over a 
three year period, 
we have chosen 

To be able to 
distinguish new 
sessions to the 
site and the 
behaviour of users 
on it, we need to 
collect IP 
addresses. These 
are, however, 
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38 months. anonymised. 
Geographic 
information 

ICO 38 months (see 
above) 

This is part of the 
GA service and 
cannot be 
disabled. You can 
however, only 
identify location 
down to the city. 

Client ID ICO 38 months (see 
above) 

To be able to 
distinguish new 
sessions to the 
site and the 
behaviour of 
users, each 
session assigns a 
user and ID 
number. Without 
the user 
themselves 
disclosing their 
number, there is 
no way to 
associated it with 
an individual.  

Locations (as 
specific as the first 
four characters of 
their postcode ie 
SK9 5), their age, 
gender, household 
income, marital 
status, parental 
status, education, 
homeownership, 
interests (ie 
business services) 

Google  Retention times 
differ depending 
on the data. They 
can be found in 
the Google 
retention policy.  

The ways and 
reasons for Google 
collecting this data 
are listed in their 
privacy policy. It 
includes providing 
personalized 
services, including 
content and ads.  

 
4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date Personal data is anonymised.  
b) There must be means to 
validate the accuracy of any 
personal data collected 

 

c) Inaccurate or incomplete  

https://policies.google.com/technologies/retention
https://policies.google.com/technologies/privacy
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personal data must be updated on 
receipt of a lawful request from 
the data subject 

Retention & Deletion 
d) All data collected will have a 
retention period 

Data kept by the ICO will be automatically 
deleted after 38 months. This is a function 
in Google Analytics and is set by the ICO. 
This will be specified in the ICO privacy 
notice. 

e) Data must be deleted at the 
end of its retention period 

See above 

f) Personal data must be erased 
upon receipt of a lawful request 
from the data subject 

If an individual provides their client ID to us 
we can delete their data from our records 
using a Google User Deletion API   

Information & Transparency 
g) The data subjects shall be 
provided with: 
● the identity and contact details 
of the data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and 
legitimate interests pursued 
● details of the categories of 
personal data collected 
● details of the recipients of 
personal data 

There is already an page dedicated in the 
ICO privacy notice about our use of Google 
Analytics. We will also need to include Tag 
manager.  
 
 
If we were to run Google Ads, the 
information about the audience we were 
targeting could be included in the privacy 
notice for transparency.  

Objection & Restriction 
h) There must be means to 
restrict the processing of data on 
receipt of a lawful request from 
the data subject 

If people do not accept the dropping of 
Google Analytics cookie, their data will not 
be processed through GA. They can revoke 
this permission any time.   

i) There must be means to stop 
the processing of data on receipt 
of a lawful request from the data 
subject 

See above 

Security 
j) Appropriate training and 
instructions will be put in place to 
enable staff to operate the new 
system / process securely 

ICO website user data is kept on the Google 
servers. Access is as follows: 
 

• Senior Comms Officer (Digital) – full 
access 

• Comms department joint login – read 
and analyse 

• External website developers joint log 
in – read and analyse  

• ICO Digital Architect – full access  
k) Identify an Information Asset 
Owner 

 

l) Update the Information Asset  

https://developers.google.com/analytics/devguides/config/userdeletion/v3/
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Register 
Conditional Requirements 

m) The data subjects must be 
provided with information on 
where to obtain details of any 
safeguards over data transferred 
to non-GDPR compliant countries 

Privacy statement must state that the data 
is sent to the states and covered by the 
privacy shield safeguard.  

n) Consult the DPO for additional 
requirements to ensure the 
processing is GDPR compliant. 

 

o) There must be controls to 
ensure or monitor compliance by 
external organisations. 

We must routinely check any changes to the 
GA or Tag Manager user agreements and 
policies. And, the Adwords and Console 
privacy policies. This will be diarised by the 
Senior Digital Communications Officer to 
ensure it is done. 

p) There must be a means to 
extract and transmit the data in a 
structured, commonly used and 
machine-readable format on 
receipt of a lawful request from 
the data subject 

Data can be downloaded in csv or JSON 
files. 

q) The consent must be recorded 
in some manner to serve as 
evidence 

NA 

r) Update the Privacy Notice  
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5. Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
quantifying impact and likelihood. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Probability Response 
[Guidance: Describe 
risks to data 
subjects] 

[Guidance: Describe 
consequences to 
data subjects if risk 
realised] 
 

[Guidance: Describe 
likelihood that risk 
will be realised] 

[Guidance: Describe 
risk treatment (eg 
reduce, avoid, 
accept or transfer)] 
 

Fairness and 
transparency 
Personal data is 
processed for 
unspecified and 
unexpected 
purposes. 

Medium (3) Low (2) We will review and, 
where necessary, 
update our privacy 
notice to ensure 
web visitors are 
made aware of what 
data is collected and 
why, and how to 
exercise their rights. 
 
Response reduces 
likelihood to very 
low. Residual risk is 
Low. 
 

Data minimisation 
Excessive data is 
processed for our 
specified purposes. 
 

Medium (3) Low (2) We will implement 
Google’s 
recommended best 
practices to 
minimise the 
sharing of personal 
data. This includes 
configuring our 
Google Analytics 
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installation to mask 
web visitors’ IP 
addresses. 
 
  
Response reduces 
likelihood to very 
low. Residual risk is 
Low. 
 

Data retention 
Personal data is 
kept for longer than 
is necessary 
increasing the risk 
of misuse or 
compromise. 
 

Medium (3) Low (2) There is a business 
need to keep user 
and event data for 
38 months after 
which it will 
automatically be 
deleted from Google 
servers. 
 
Response reduces 
likelihood of risk to 
very low. Residual 
risk is low. 
 

Individual rights 
Personal data is 
processed without 
regard for 
individuals’ rights 
(eg right to be 
forgotten). 
 

Medium (3) Low (2) We have an 
established process 
to recognise and 
respond to 
individual requests, 
and the Comms 
team can access the 
Google API and 
delete user data on 
request. 
 
Response reduces 
likelihood of risk to 
very low. Residual 
risk is low. 
 

Unauthorised 
access 
Unauthorised access 
to user and event 
data stored in 
Google Analytics API 
results in data being 
stolen, modified or 
deleted. 
 

Medium (3) Low (2) Access to API will be 
controlled by an 
appropriate 
authentication 
mechanism, and 
permissions will be 
restricted according 
to need. 
 
Response reduces 
likelihood of risk to 
very low. Residual 
risk is low. 
 

Overseas 
transfers 
Personal data is 

Medium (3) Low (2) We have verified 
that Google relies 
on the EU-US 
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transferred to a 
jurisdiction that 
does not adequately 
protect the subject’s 
rights and 
freedoms. 
 

Privacy Shield 
framework to 
ensure any transfers 
are adequate. 
 
https://www.privacy
shield.gov/participa
nt?id=a2zt0000000
01L5AAI&status=Act
ive 
 
Response reduces 
likelihood of risk to 
very low. Residual 
risk is low. 
 

  

https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
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6. Residual risk and sign off 
 

6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
All residual risk is low.  
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any questions in Section 2.1, leave this section blank. 
 
 
Necessary 
The service we receive through Google Adwords and search console cannot be 
replicated through other providers.  
 
Balance 
 
The data processed through Adwords and Search Console is actually controlled 
by Google – we do not have access to the personal data and cold not identify 
individuals. Therefore the risk to people’s right and freedoms is very low. 
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
recommendation] 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Approved by Role Date Project Stage 
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 DPO   
 Head of Cyber 

Security 
  

 [Add others as 
necessary] 
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

Draft new text for 
the ICO privacy 
notice to reflect 
DPIA. Get sign off 
from DPO and add 
to live PN 

After DPIA is 
signed off at the 
forum – 14 Feb 
approx. 

Hannah Smith  

Diarise time to 
check for updates 
and changes to 
Google terms and 
conditions 

14 February Hannah Smith   

 
Contact point(s) for 
future data protection 
concerns  

DPO 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
1.0 06/02/2019 Hannah 

Smith 
Final DPIA. Consulted with DPO team, 
Cyber Sec team and Tech policy team 
and all recommendations included.  

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version v 0.1 
Status Final release 
Owner DPSIA Committee 
Release date 10/12/18 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your 
‘Screening Assessment - do I need to carry out a DPIA?’ indicates a high risk to 
individuals. If you are unsure whether you need to complete a DPIA use the 
screening assessment first to help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  BDG 184b – Machine Learning – Text classification 

Project Manager: Raymond wong 

Information Asset Owner: Mike Fitzgerald, Director of Digital, IT and 
Business Services 

Data controller(s) ICO 

Data processor(s) Microsoft 

ICS.AI is the contracted developer of the text 
classification solution. They will be creating the 
solution within ICO managed environment.  

 
 
1.2 Describe your new service or process 
 
In this document with reference to Customers it is defined as anyone 
who has sent an email into the dataprotectionfee@ico.org.uk mailbox 
which is made up of a majority of organisations although not exclusive.  
 
ICO will introduce a new service that will send an automated email to 
customers if they are making a change of address.  
 
Emails sent to the dataprotectionfee@ico.org.uk inbox will be classified 
using a machine learning service which will then automatically send an 
email.  
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-50
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1630508113-114
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
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Training Phase: 
To develop the model ICS.AI will have to train the model to define the 
classification the emails will be measured against. This will require 
emails from ICO inbox dataprotectionfee@ico.org.uk. 
 
During the training phase all data will remain within ICO managed 
services inside of UK region. Our privacy has been updated to ensure to 
include the use of machine learning. Once training has been completed 
no data will be left in the model and data will be deleted from the inbox  
dataprotectionfee@ico.org.uk as standard ICO email policy. 
 
During the model training phase, no automated emails will be sent to 
customers.  
 
 
Production: 
When this service goes live all emails sent to 
dataprotectionfee@ico.org.uk will be classified and based on the model 
calculation they will receive a predefined automated response.  
 
All emails should receive an automated response. 
 
For a change of address classification, an email is sent to the customer 
containing information about how they can complete the change using 
the new change of address service online.  
Other emails classified as a generic query will receive an automated 
email acknowledging receiving the request and an expected SLA of 
when the request will be completed. 
 
Emails sent to dataprotectionfee@ico.org.uk typically contain 
information relating to a registration query i.e., name change or change 
of address. This information is publicly available on the data registration 
online.  
 
However, there is no restriction on what information can be entered in 
the email, there is a risk of unintentional or intentional personal data 
being included by a customer and being processed. 
 
The machine learning services will be within the ICO managed Azure 
subscription services and within the UK region. Data will not leave the 
UK during the processing or training. 
 
A privacy notice will be updated to discourage users from entering 
personal data not related to registration queries and inform them of the 
email processing involved.  
 

mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
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The dataprotectionfee@ico.org.uk retention is set as the standard ICO 
email policy. 
 
Emails sent to the inbox will not be lost or altered by the machine 
learning process. The current design means that all emails sent to the 
inbox will be unaltered and will be processed as per normal by CRM.  
 
All ICO registration agents with required permissions will be able to 
access and look at the inbox as normal.  
 
Development for the machine learning text classification model has 
been contracted to a company called ICS.AI. They will be completing 
work within our managed ICO environment and will not hold or process 
any data outside of our enviroment. Contract is under the Gcloud 
framework.  
 
 

 

mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
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1.3 Personal data inventory - explain what personal data is involved 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

Emails sent to the 
dataprotectionfee@ico.org.uk  
mailbox will have its contents 
classified.  
 
This will include the email 
address, subject title and the 
contents of the email which 
may contain information 
relating to registrations 
queries around address of 
trader/trading name/contacts 
for the registrations/payment 
categories or any other 
information they input in the 
email body.  
 
Email header information will 
be removed and is not 
processed by machine learning 
text classification service.  
 
No Cookies are used for this 
service.  
 

Members of the public 
submitting email queries 
to 
dataprotectionfee@ico.or
g.uk   

ICO 
Microsoft 
 
 

None.  ICO standard email policy 

mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
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This inbox is reserved for 
registration related queries 
and there are no restrictions 
preventing customers sending 
in personal information. A 
privacy notice will be updated 
on the website to inform users 
that any information sent to 
the above inbox will be 
processed using a text 
classification service provided 
by Microsoft Azure services 
which are managed within the 
ICO enviroment.  
Azure Database   
Raw text strings of email will 
be uploaded and through the 
text classification process data 
will be put into a format where 
statistics calculated from our 
training data is used to 
calculate probabilities for new 
data. 

Probabilities are calculated 
separately for each class. This 
means that we first calculate 
the probability that a new 
piece of data belongs to the 
first class, then calculate 
probabilities that it belongs to 

Members of the public 
submitting email queries 
to 
dataprotectionfee@ico.or
g.uk   

ICO 
Microsoft 

None.  Data will be deleted after the 
training of the text 
classification model.  
 
This deletion of data will be 
done once the model has 
been created. The creation 
of the model and deletion of 
the data will be done by 
ICS.AI which is a contracted 
company for developing the 
text classification model. 
ICS.AI will be creating the 
model and deleting the data 
from the Azure database 
server within our managed 
ICO environment and will 
not hold or process any data 
outside of our enviroment.   

mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
mailto:xxxxxxxxxxxxxxxxx@xxx.xxx.xx
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the second class, and so on for 
all the classes 
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1.4 Identify a lawful basis for your processing 
 
ICO 

The lawful basis for processing under GDPR article 6 is 6(1)(e) Public 
task: the processing is necessary for you to perform a task in the public 
interest or for your official functions, and the task or function has a clear 
basis in law. 

 
 
 
1.5 Explain why it is necessary to process this personal data 
 
The Machine learning project will provide a text classification service, that will 
allow ICO to response to customers based on the content of their email query. 
 
Customers sending emails which are classed of type” change of address” will 
receive an automated email advising them of the new online service and 
further information required to process a change request in the form of a 
security pin.  
 
This will efficiently direct customers to a new service and provide instructions 
on how to request a security pin. Reducing registration queries directed to the 
inbox.  
 
Other customer queries will receive a generic response that acknowledges the 
receipt of the request and further information on expected response times. 
This will enhance our customer experience by reassuring their query has been 
received and reducing the number of follow up queries. 
 
The text classification service will provide a quick and efficient way for 
customers to get the further information when requesting a change without 
contacting the helpline. 
 
The project is necessary to reduce the number of staff to manually process 
incoming email. The current backlog is circa 4000 and the volume of emails is 
increasing daily. The backlog will increase further with expected growth of the 
registration. This back log and cannot be managed without hiring additional 
staff and working additional hours.   
 

 
 

1.6 Outline your approach to completing this DPIA  
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We consulted our internal cyber security team to complete a security opinion 
reports. 

Our internal information management team will be consulted to provide advise 
and guidance on data privacy. 

Externally, ICS.AI have provided a proof of concept of the text classification 
service which was assessed before project was approved. ICS.AI have 
provided a number of similar services for the public sector and expert in their 
field.  

ICS.AI are part of the UK government digital marketplace and approved for 
providing IT services. 

Public consultation is not appropriate as internal processes are being updated 
to make ICO business processes more efficient. The original intent of the email 
is not being used for other purposes.  
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2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology, you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
 
 
High level Data Flow 
Training process 
 
The first phase to develop a Text classification model for production.  In the 
model training phase, all training data will be deleted from the SQL server 
and NO automated response will be set to customers. This will be done by our 
contract supplier ICS.AI.  
 

• Customer email data is copied and uploaded onto SQL server. (original 
Data remains within inbox) 

• Azure ML services uses computation power from the virtual machine to 
process data stored on the database to generate model. 
Example process Naive Bayes Classifier includes.  
Step 1: Separate by Class 
 
Separating our training data by class. 
Create a dictionary object where each key is the class value and then 
add a list of all the records as the value in the dictionary 
This will be the class dataset. 
 
Step 2: Summarize Dataset. 
Calculate mean and the standard deviation for each dataset (split by 
class) 
 
Step 3: Summarize Data by Class. 
The dataset is first split by class, then statistics are calculated on each 
subset. The results in the form of a list of tuples of statistics are then 
stored in a dictionary by their class value. 
 
Step 4: Probability Density Function. 
estimate the probability of a given value to class 
Probability density function (PDF) is a statistical expression that defines 
a probability distribution (the likelihood of an outcome) for a discrete 
random variable 
 
Step 5: Class Probabilities. 
Now it is time to use the statistics calculated from our training data to 
calculate probabilities for new data. 
Probabilities are calculated separately for each class. This means that 
we first calculate the probability that a new piece of data belongs to 
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the first class, then calculate probabilities that it belongs to the second 
class, and so on for all the classes 

• Classification Model is generated. 
• Delete training Data from database.  

 
 
 

 
 
 
 
 
 
Production Dataflow.  
High level Data Flow 
 

• Azure ML services uses computation power from the virtual machine to 
process incoming mail.  
This process includes.  

o Data pruning/sanitising by getting data into a format 
usage for the text classification model. 

o Calculation of probability of new data being of 
classification based on Model classification values. 

o Data is classified if it meets the probability threshold.  
• Classification of emails is generated. 
• Customers are emailed based on the classification.  
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The accuracy of the model will depend on the dataset and the quality of the 
model. Our estimated accuracy rate is 88% on the proof-of-concept demo.   

 
 

3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☒   No ☐   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

ICO AI guidance advises that the transparency information on training 
data is to be given prior of starting. 
 
A privacy notice has been updated before the training phase to inform 
customers of the additional processing using machine learning services.  
 
Although the service uses Machine learning technology for text 
classification no decision or judgement is made that impacts on the 
individual. All business processes remain unaltered and their request 
are not biased or altered in any way.  
 
A privacy notice will be updated prior to the service going live.  
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3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable, please provide a link to your completed assessment. 

 
 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

 
The data will not be altered, and original email will remain in the inbox. 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 
N/A 
 

 

 

Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Emails headers will be removed and by the model as part of the text 
classification process.  

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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A Retention policy of 12 months is applied on the mailbox. All training data will 
be deleted after the model has been created from the Azure Database while 
the original email will remain in the inbox for 12 months.  

 

10. Will you need to update the retention and disposal schedule?  

Yes ☐   No ☒   

Integrity and confidentiality 

11. Where will the personal data be stored? 

Data will be stored in the ICO managed Azure subscription.  
 

 

12. Are there appropriate access controls to keep the personal data secure? 

Access to the training model will be restricted by role base access to the azure 
subscription. Access control is managed by ICO global admins who have access 
to the azure subscription which will be 2 users (Digital platform Architect and 
infrastructure Architect). The permitted users will be ICO IT admins and ICS.AI 
staff while creating the solution. Post training when the service is live access will 
be restricted to ICO IT admins and ICS.AI for support and maintenance of the 
service when required. ICS. AI may access ICO enviroment if the service is not 
working, they will not access the service as pat of Business-as-usual practices.  

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable, please provide a link to any assessment. 

 

Open SOR - Ref 000057 - SOR - Identify emails 
for auto reply in dataprotectfee mailbox using 
machine learning.docx 
 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
https://edrm/sites/corp/pmo/Projects/Chatbot%20%26%20Machine%20learning%20functionality%20for%20Website/SOR%20-%20Ref%20000057%20-%20SOR%20-%20Identify%20emails%20for%20auto%20reply%20in%20dataprotectfee%20mailbox%20using%20machine%20learning.docx?d=w7bae0efbbe4b417899035fed8b1ca73f
https://edrm/sites/corp/pmo/Projects/Chatbot%20%26%20Machine%20learning%20functionality%20for%20Website/SOR%20-%20Ref%20000057%20-%20SOR%20-%20Identify%20emails%20for%20auto%20reply%20in%20dataprotectfee%20mailbox%20using%20machine%20learning.docx?d=w7bae0efbbe4b417899035fed8b1ca73f
https://edrm/sites/corp/pmo/Projects/Chatbot%20%26%20Machine%20learning%20functionality%20for%20Website/SOR%20-%20Ref%20000057%20-%20SOR%20-%20Identify%20emails%20for%20auto%20reply%20in%20dataprotectfee%20mailbox%20using%20machine%20learning.docx?d=w7bae0efbbe4b417899035fed8b1ca73f
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N/A service will only be accessible to specific users with elevated 
administration permissions.  
 
 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

 
Director of Digital, IT and business services 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☒   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

https://edrm/sites/corp/im/Mnt/IMRF/Information%20Risk%20Management%20Framework.xlsx?web=1
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23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

A customer receives an incorrect 
response as a result of the 
automated email response.   

Accept Expected mitigation: The classification 
scope is limited to change of address and 
a generic response stating we have 
received the customers request and that 
which will be processed within an 
estimated timeframe. Customers 
incorrectly classified would receive the 
default response which is an 
acknowledgement. This will not have an 
impact on personal data. Only emails with 
an 80% certainty of a change of address 
request will be sent an email containing 
the link to change of address form.  

1 1 1-Low 

 

Failure to provide transparency 
information prior to starting the 
Model training process 

Avoid Expected mitigation:  
 
A privacy notice has been updated to 
inform customers the additional use for 
training purposes including machine 
learning.  
 

1 1 1-Low 
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4.0 Risk assessment  
 
 
 
 

User bias and discrimination.  Accept   Expected mitigation:  
Users will NOT be categorized/labelled, 
and their requests will NOT be prioritised 
for preference.   
There is no decision made on the text 
classification that will alter the content 
and affect the processing of their email. 
By default, all current business processes 
remain, and the customer email will arrive 
in the inbox and be processed by the ICO 
registration department as current 
process. The Text classification will only 
send an acknowledgement email OR an 
email informing them of a change of 
address service.  

1 1 1 - Low 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1. See emails dated 11/03/2021 & 
23/03/2021 

Planning 23.03.21 All recommendations accepted including Privacy notice 
updated on contact us page to include use of machine 
learning tools for training phase.  
 
 

2 Privacy notice before go live Planning 19.06.21 Privacy notice updated on contact us page to include 
statement we may send an automatic reply from insights 
from machine learning tools. 

    
 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
Update Privacy 
Notice for 
training  

03.03.21 Raymond Wong 03.03.2021 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-51
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Delete Training 
Data  

28.04.2021 ICS.AI 28.04.2021 

Update Article 
30 record of 
processing 
activities (3.0 
Q18) 

Before Go-Live  Raymond Wong 19.05.2021 

Update Privacy 
Notice before 
Go-Live 

28.05.21 Raymond Wong 19.05.2021 
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 
The text classification and automated reply service is reliant on the Microsoft 
services being available and secure.  
 
It is not possible to guarantee the service will always be available and that there 
is will be no security related incidents in future. The residual risk is low for 
Microsoft to be affected by either service interruption or security incident. 
 
The overall residual risk is low , customers are not subject to bias/discrimination 
and the impact on users in an event of a false positive would be they receive an 
email with reference to a new change of address link.  
 

 
 
7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
Mike Fitzgerald 19.05.21 Planning 
 
8.0 Change history 

 
Guidance: To be completed by the person responsible for completing the DPIA 
and delivering the system, service or process)  
 
Version Date  Author Change description 
V0.1  Ray Wong First Draft 
V0.2  Steven 

Johnston 
Completed section 5.0 DPIA forum 
recommendations  
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Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
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For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: example risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 

 
 



Version 1.0  Page 25 of 25 
 

 
 
 

 
 
9.0 Template Change History (for Information Management Service 

only) 
 

Version Date Author Change 
description 

v0.1 01/06/2020 Steven Johnston First draft 

v1.0 07/10/2020 Steven Johnston First release 

v1.1 07/01/2021 Iman Elmehdawy Amendment to 
guidance note page 
2.  
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the processing of personal data 
(whether digital or hardcopy). When dealing with an existing process, service or 
system only the change should be impact assessed. 
 
You should start to complete the assessment at the very start of your work and 
plan to revisit it throughout the lifecycle. Please note that the outcome of the 
assessment could affect the viability of what you are planning to do. In extreme 
cases, you will not be able to continue with your plans without changing them, 
or at all. 
 
The Information Management and Compliance team is available to assist and 
advise on completing this template. If required this template should be 
submitted to the DPSIA forum for their consideration and recommendations. For 
assistance or to submit a DPIA for consideration email 
informationmanagement@ico.org.uk.  
 

 
  Determining what to complete: 
 
You should complete all aspects of 
sections 1 and 2 of this form to 
determine if a DPIA is required.  
 
If you answer no to all screening 
questions in section 2 a full DPIA isn’t 
required and there is no need to 
complete the additional sections of this 
assessment (see Approval). 
 
If you answer yes to any of the 
screening questions in section 2 you 
must complete a full DPIA. You should 
complete all sections of this form 
except for 6.3 and 6.4 (see Approval). 

Approval:  
 
If a full DPIA isn’t required. Inform 
your IAO and retain a copy of the 
partially completed form (sections 1 
and 2) within your department.  
 
If a full DPIA is required, the 
completed form must be submitted 
to the DPSIA Forum for their 
consideration and recommendations.  
 
Once complete you should send this 
to 
informationmanagement@ico.org.uk  

mailto:xxxxxx@xxx.xxx.xx
mailto:xxxxxx@xxx.xxx.xx


Version 2.0  Page 2 of 28 
 

1. Process/system overview 
 
1.1 Summary  
 
Project ID:  N/A – GPA 2020 
Project Title:  Use of Teams to host virtual GPA 
Project Manager: GPA Secretariat Hannah McCausland. 

Document authors Emma Deen & Neil Smithies 
 
1.2 Synopsis 

 
Due to the travel restrictions and social distancing rules being adhered to in 
response to the COVID-19 pandemic, the ICO proposes to use Microsoft 365 
Teams functionality to host a virtual GPA in 2020 for ~300 attendees. Teams has 
previously been signed off for use as the ICO’s video conferencing platform, 
therefore this document does not intend to re-visit these decisions, rather focus 
on the data protection considerations for external parties attending the GPA via 
a Teams invite. 
 
There may be a requirement to record the content of some or all of the GPA 
sessions. Should this be required, the recording and hosting of recorded content 
is covered by the DPIA entitled MS Teams Live Events and Stream dated 15 July 
2020. 
 
Forms may also be used in conjunction with Teams meetings and to poll the 
audiences in order to offer a more engaging experience or collect quantitative 
data. No personal data will be collected through forms as it should only be used, 
in this context, for undertaking polls or votes.  
 
ICO staff will be using existing laptop software and hardware to access the Team 
meeting invites. External stakeholders will access the GPA via email invite as 
external guests (not federated identities) via their browser or the Teams app. 
Neither require a Microsoft account to be created for the purpose of attendance. 

 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation.   
 
Data controller(s) ICO 
Data processor(s) Microsoft Ireland Operations Ltd  
Joint data controllers N/A 
Purpose of processing To deliver video content – both live and recorded – 

to external audiences, about the work of the ICO 
and seek input from delegates.  
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Categories of data Email addresses, name (as provided by the 
attendee) images (of speakers/presenters) and 
Teams diagnostic/service data.  

Categories of subjects Internal viewers, internal producers, internal 
presenters, external presenters, external viewers 

Categories of recipients ICO, Microsoft  
Overseas transfers Data is hosted in Microsoft’s UK and/or EEA data 

centres.  
 
1.4 Purpose for processing 
 
Guidance: State the context and business need being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
Internal: The Global Privacy Assembly (GPA) is the international forum of more 
than 130 global data protection and privacy authorities, chaired by Elizabeth 
Denham. This is an important, longstanding, international channel for the ICO. 
The COVID-19 pandemic has meant that plans to host the GPA in Mexico in 2020 
are no longer possible, therefore there is a critical need for colleagues to be able 
to deliver the conference remotely. 
 
External: As above, the GPA is an important event in the worldwide data 
protection and privacy field, which seeks to provide leadership at international 
level in data protection and privacy. It is vital that, despite the restrictions 
placed upon us by the COVID-19 pandemic, we are able to host the conference 
in some way, so that we can enable authorities to come together to meet this 
aim.    
 
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 
task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing –see GDPR Article 9 and 
10. 
 
The lawful basis for processing is Article 6(1)(e) – public task.  
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 

https://edrm/sites/corp/im/Templates/Legitimate%20Interest%20Assessment%20Template.docx?web=1
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records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period unless required by the 

National Archives for permanent preservation 
f) Data kept beyond the retention period will be pseudonymised  
g) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
h) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
i) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
j) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
k) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
l) Identify an Information Asset Owner 
m) Update the Information Asset Register 
n) Access controls must be in place for both physical and digital records 
 
Is the data being transferred outside the UK and EEA? If so: 
o) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

p) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
q) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
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r) There must be a means to extract and transmit the data in a structured, 
commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

s) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
t) Update the Privacy Notice 
u) Update the records of processing activities 
v) There must be appropriate contracts in place with data processors / sub-

contractors 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making 
that will have a legal or similar detrimental effect on 
individuals? For example, decisions that lead to exclusion 
or discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special 
categories of data (Article 9 refers), personal data relating 
to criminal convictions or offences (Article 10 refers), and 
personal data linked to household and private activities. 
 

N 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

N 

6 Does the processing involve matching and combining two 
or more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, 
asylum seekers, patients, the elderly). 
 

N 

8 Does the processing involve the innovative use or 
application of new technological or organisational 
solutions? For example, “Internet of Things” applications 
can have significant impacts on subjects’ daily lives and 
privacy. 
 

N 
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9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where 
a bank screens its customers again credit reference 
database in order to decide whether to offer them a loan. 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions a full DPIA is not required but you 
must still keep a record of this document as evidence that you have considered 
the data processing operation against the screening questions. You can save this 
locally in your department and it does not need to be submitted for 
consideration by the DPSIA forum. 
 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• Consider whether consultation with processors or sub-processors is needed. 
• How you will carry out the consultation. You should link this to the relevant 

stages of your project management process or delivery plan. 
 
Although the screening questions indicate a DPIA isn’t required we have decided 
to complete a full DPIA to consider any risks to conference attendees associated 
with our plans.  

Consultation:  
 
To confirm, this DPIA is not intended to cover the ongoing review of ICO’s use of 
Microsoft Teams during then COVID-19 pandemic – therefore any requirement 
for consultation was focussed on the processing of attendee data, and any 
consultation required around this. 
 
Due to the small amount of data being processed, the standard use of well-
known technology, and the optional nature of attendance it is deemed to be 
disproportionate to consult with the data subjects. The privacy notice will be 
used to share relevant information to conference attendees to ensure 
transparency. 
 
Microsoft will be consulted if risks, concerns or queries about the software arise 
during the DPIA process.   
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3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• What personal data is collected 
• The specific purpose of your processing 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

 
You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 

General background information on Microsoft Teams 

Microsoft Teams ‘meeting’ functionality was introduced to support key activities 
when the ICO offices closed due to the COVID-19 pandemic. As part of the initial 
roll out of MS Teams ICO colleagues were provided with risks and opportunities 
information; this is being further expanded reviewed to incorporate the 
introduction of Teams ‘meeting’ functionality. .  

In order to ensure that the GPA can continue despite the ongoing travel 
restrictions and social distancing rules, we are seeking to use the Teams 
‘meeting’ functionality to host the conference remotely. 

GPA attendees would be sent an invite to the session/s of their choosing, and 
would join via their browser or the Teams app. 

As previously mentioned the meeting recording feature may be utilised for the 
GPA; this is covered in a separate DPIA. 

When a meeting organiser creates a Teams ‘meeting’ they can choose to use a 
lobby function to screen attendees before allowing them to join the meeting.  

Within the chat function on a Teams ‘meeting’, there is a feature to share 
documents via OneDrive. If a staff member shares a OneDrive document via the 
chat function – external candidates can see the document in the chat function 

https://edrm/sites/corp/im/PolProc/IM%20Risk%20%26%20Recommendations%20MS%20Teams.docx?d=w3ccf4792fdd741b6b8906a9dd0d89321
https://edrm/sites/corp/im/PolProc/IM%20Risk%20%26%20Recommendations%20MS%20Teams.docx?d=w3ccf4792fdd741b6b8906a9dd0d89321
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but they cannot access it. If the meeting organiser wishes to share a document 
with external attendees, then the document would be sent out as an attachment 
to the email containing the invite. 

Chat messages are held in a hidden folder in Outlook and will be subject to a 7 
day retention period, these are only searchable by IT administrators. 

What personal data will be collected 
 
We will process the names and email addresses of attendees for the purpose of 
facilitating access to the GPA sessions.   
 
When people access the ICO’s meetings via a browser Microsoft set Google 
Analytics cookies and targeting/advertising cookies. We have no control over 
what cookies are dropped or how and have no access to the information 
collected by them.  

Microsoft Teams, as a cloud-based service, processes various types of personal 
data as part of delivering the service. In this regard they are a data processor 
acting on behalf of the ICO as data controller. 

As a meeting attendee accessing Teams as an external attendee very limited 
data is shared with Microsoft. The data that is transferred to Microsoft is 
explored in more detail below:  

a. Census – This is data about the application and device used to 
access the meeting, encrypted user and device IDs that CANNOT be 
linked back to a named user. 

b. Usage – Statistical data about the number of times the application 
has been used, the number of successful meetings and the name of 
the Teams Instance that they are connecting to. Usage data DOES 
NOT contain any information that identifies users. 

c. Error Reporting – Error reporting data can include information about 
performance and reliability, device configuration, network 
connection quality, error codes, error logs, and exceptions. Error 
logging is not automatically on. If we switch error reporting on in 
group policy, AND the individual choses to enable logging for 
meeting diagnostics (a specific Teams setting must be selected) 
then personally identifiable information such as USERID and 
Session Initiation Protocol Uniform Resource Identifier (SIP URI) are 
sent to MS within error logs. We do not intend to switch on error 
logging. 
 

See https://docs.microsoft.com/en-us/microsoftteams/data-collection-practices 

In addition to the above, diagnostic data is collected and sent to Microsoft about 
Teams software being used on computers running Windows in the ICO. There 
are three levels of diagnostic data for Teams software: 
• Required The minimum data necessary to help keep Office secure, up-to-

date, and performing as expected on the device it’s installed on. 

https://docs.microsoft.com/en-us/microsoftteams/data-collection-practices
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• Optional Additional data that helps us make product improvements and 
provides enhanced information to help us detect, diagnose, and remediate 
issues. 

• Neither No diagnostic data about Teams software running on the device is 
collected and sent to Microsoft. This option, however, significantly limits 
Microsoft’s ability to detect, diagnose, and remediate problems your users 
may encounter using Teams. 

Required diagnostic data could include, for example, information about the 
version of Teams client installed on an ICO device, or include information that 
indicates that the Teams application is crashing when trying to join a meeting. 
Optional diagnostic data could include information about the time it takes to 
initiate a phone call, which could indicate an issue with connectivity or network 
performance. 

This diagnostic data doesn’t include names of users, their email addresses, or 
the content of their Office files. The Microsoft system creates a unique ID that it 
associates with the user’s diagnostic data. When Microsoft receive diagnostic 
data showing that the Teams app crashed 100 times, this unique ID lets them 
determine if it was a single user who crashed 100 times or if it was 100 different 
users who each crashed once. Microsoft don’t use this unique ID to identify a 
specific user. 

See https://docs.microsoft.com/en-us/microsoftteams/policy-control-overview 

The ICO also share Required service data. Office consists of client software 
applications and connected experiences designed to enable us to create, 
communicate, and collaborate more effectively. Working with others on a 
document stored on OneDrive for Business or translating the contents of a Word 
document into a different language are examples of connected experiences. 

When we use a connected experience, data is sent to and processed by Microsoft 
to provide that connected experience. This data is crucial because this 
information enables Microsoft to deliver these cloud-based connected 
experiences. This data is referred to as required service data. 

Required service data is organized into the following categories: 
• Software setup and inventory 
• Product and service usage 
• Product and service performance 
• Device connectivity and configuration 

The information in these categories enables Microsoft to assess whether a 
connected experience or essential service is secure, up to date, and performing 
as expected. We don’t expect any GPA attendee data to be shared in the data 
sent to and processed by Microsoft in required service data. 

See https://docs.microsoft.com/en-us/deployoffice/privacy/required-service-
data 

https://docs.microsoft.com/en-us/microsoftteams/policy-control-overview
https://docs.microsoft.com/en-us/deployoffice/privacy/required-service-data
https://docs.microsoft.com/en-us/deployoffice/privacy/required-service-data
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Note - there are also a set of services that are essential to how Microsoft 365 
Apps for enterprise functions and cannot be disabled. For example, the licensing 
service that confirms that you are properly licensed to use Microsoft 365 Apps 
for enterprise. Required service data about these services is collected and sent 
to Microsoft, regardless of any other policy settings that we have configured. 
Again, no GPA attendee data would be shared within this required service data. 
  
See https://docs.microsoft.com/en-us/microsoftteams/policy-control-overview 
 
Source of the data 
 
As above, and personal data in the form of email address will be collected 
directly from data subjects if they provide it to us. 
 
The name of candidates can be entered into Teams when joining the sessions if 
the candidate choses to, but is not mandatory.  
 
When joining a Teams meeting invite, the attendee provides their IP address to 
Microsoft to enable them to connect to the meeting. Attendee IP addresses will 
be used for this purpose for the duration of the Teams meeting only. This is 
normal practice and one we feel is reasonable for attendees to expect, we have 
therefore focussed this assessment specifically on the question of any telemetry 
data collected by Microsoft during the sessions, as the purpose for processing is 
different from the above, and it’s collection may not be an expectation of the 
attendee.   

 
During the GPA there is the potential that a candidate’s external IP address 
could be collected as part of diagnostic data if an error is encountered during the 
conference, This may be the IP address assigned by their internet service 
provider if connecting from home, or the public IP address of an organisation if 
connecting via a corporate proxy. Neither Microsoft Teams or the ICO will 
monitor or prohibit candidate’s use of VPN or proxy servers to obfuscate their 
true IP address.  
 
Microsoft ‘Get Help’ uses resources outside EEA. These can be based in the US 
so could access the desktop/MS applications of an ICO employee if the Get Help 
function were to be used during the conference.  
 
The scope of the processing 
 
No sensitive personal data is referenced above. Candidates are not required to 
register with Microsoft to attend the event, and are not required to enter 
personal data when joining the meeting, although it is customary to join the 
meeting using their given name and details of the organisation they represent . 
As outlined above, diagnostic and service data is provided to Microsoft in order 
for them to provide us with the services they are contracted to deliver. 
 
Use of audio and camera is optional for attendees.  
 
Storage and transfer of data 

https://docs.microsoft.com/en-us/microsoftteams/policy-control-overview
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The data will be processed through Microsoft O365 Teams. It will be stored via 
our Azure Secure Environment.  All data is hosted in a Microsoft data centre in 
the UK and/or EEA. 

Microsoft Teams retains data for the minimum amount of time necessary to 
deliver the service to the ICO. 

Because this data is required to provide the service to us, this typically means 
that Microsoft retain personal data until we stop using Microsoft Teams, or until 
the we delete personal data.  If a user (or an administrator on the user's behalf) 
deletes the data, Microsoft will ensure that all copies of the personal data are 
deleted within 30 days.  

An ICO admin has the ability to request the deletion of any diagnostic data sent 
to Microsoft. We recommend that this is completed with ICO attendees  following 
each Teams session to minimise the potential for inclusion of candidate data 
within the diagnostic data 

If the ICO terminate service with Microsoft, corresponding personal data will all 
be deleted between 90 and 180 days of service termination. 

In some circumstances, local laws require that Microsoft Teams retain telephone 
records (for billing purposes) for a specific period of time, in those circumstances 
Microsoft Teams follows the law for each region. 

Additionally, if a company requests that Microsoft Teams hold a user's data to 
support a legal obligation, Microsoft will respect the company administrator's 
request. 

In the case of the GPA, emails will be collected via the ICO’s CMS Umbraco and 
deleted after a link to recording of the event has been sent.  
 
Responsibilities for the data 
 
Digital & IT Services are responsible for the relationship between the ICO and 
Microsoft. Raymond Wong will be the lead contact for this. 
 
The Communications team will oversee the recording functionality in meetings. 
Hannah Smith will be the lead contact for Communications.  
 
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention 

Period  
Necessity 
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Email 
addresses 
of 
attendees 

GPA event 
organiser(s) 
within the 
ICO and IT 
support 
 

The period of 
the GPA only 
 

To invite attendees to event and 
in the case of a closed meeting 
validate attendees 

Image of 
presenters 
(and any 
attendees 
that chose 
to turn on 
their 
camera) 

Event 
organisers, 
IT support, 
attendees, 
presenters 
and viewers  
 

Any recording 
created for the 
communication 
teams 
purposes will 
be deleted 
after 12 
months. 

Any recording 
created for 
workforce 
development 
and planning 
purposes will 
be deleted 6 
years after 
superseded.  

Knowledge 
sharing 
purposes will 
be deleted 12 
months after 
last action 

 

Presenters: to deliver a live 
event  
 
Attendees: The attendee can 
chose not to have their image 
captured if they chose. They will 
need to be  informed ahead of a 
meeting if it is going to be 
recorded and published more 
widely after the event in order to 
make an informed decision.   

Additional 
data shared 
verbally or 
in Q&A 

Event 
organisers, 
IT support, 
attendees, 
presenters 
and viewers  

As above.  Before any event attendees 
should be encouraged not to 
share personal data in these 
ways and informed if it will be 
recorded and shared.  
 
In the case of the moderated 
Q&As – moderators should be 
briefed to consider carefully 
whether to share comments with 
PD in them and instructed never 
to share comments with SCD in 
them. 

Cookies – 
data 
collected by 

External 
attendees 

Not known. Microsoft set Google Analytics 
cookies and targeting/advertising 
cookies. We are unable to 
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Microsoft 
from 
attendees 
joining via 
web 
browser 

implement any technical 
measures to prevent this, 
however would refer attendees to 
guidance available on our 
website about managing cookie 
preferences at 
https://ico.org.uk/global/cookies/ 

Diagnostic 
and Service 
data – 
collected by 
Microsoft  

Microsoft Minimum 
amount of 
time necessary 
to deliver the 
service. 

ICO staff can manually set 
diagnostic data for the duration 
of the GPA to “required 
diagnostic data”, this sends only 
info about the ICO device, its 
settings and capabilities and 
whether it is performing 
properly.  

    
  

https://ico.org.uk/global/cookies/
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.6. Fill in the details of how the requirements have been met. The 
requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to 
date 

Contact email addresses can be updated with 
ease. Recordings will not need to be updated 
as they will be an accurate recording of the 
meeting or event.  

b) There must be means to 
validate the accuracy of any 
personal data collected 

It is expected that personal data will be 
limited to name, email address and maybe 
company name and the attendee will be 
providing the details themselves so these will 
be accurate. Recordings will be an accurate 
recording of the meeting or event.  

c) Inaccurate or incomplete 
personal data must be updated 
on receipt of a lawful request 
from the data subject 

 
Email addresses can be updated at any time 
prior to an event or meeting. It will not be 
possible to update event recordings.  

Retention & Deletion 
d) All data collected will have a 
retention period 

Any recording created for communication 
purposes will be deleted after 12 months. 
 
Email addresses collected for the purposes of 
sending the invite will be deleted in line with 
the retention period described in the privacy 
notice issued to all conference attendees. 
 
In the event that diagnostic or service data 
containing personally identifiable information 
is transferred to Microsoft during the GPA 
then this data will be held by Microsoft for 
the minimum amount of time necessary to 
deliver the service. Because these needs can 
vary for different data types, the context of 
Microsoft’s interactions with the ICO or our 
use of products, actual retention periods can 
vary significantly. 
 

e) Data must be deleted at the 
end of its retention period 
unless required by the National 
Archives for permanent 
preservation 

Attendee email addresses will be deleted 
once invites have been sent. 
 
Microsoft will delete any telemetry data at 
the end of the retention policy. The user can 
manually delete this earlier if required.   
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f) Data kept beyond the 
retention period will be 
pseudonymised 

N/A 

g) Personal data must be 
erased upon receipt of a lawful 
request from the data subject 

Requests for deletion will be addressed by 
the Communications department in the first 
instance.  
 
Any requests for deletion of telemetry data 
will be referred to Digital & IT for review at 
administrator level. Any requests for deletion 
of data held by Microsoft that cannot be 
addressed by the above will be made to 
Microsoft Ireland Operations Limited.   

Information & Transparency 
h) The data subjects shall be 
provided with: 
● the identity and contact 
details of the data controller; 
● the contact details of the 
Data Protection Officer; 
● the purposes of the 
processing, including the legal 
basis and legitimate interests 
pursued 
● details of the categories of 
personal data collected 
● details of the recipients of 
personal data 

Covered in the GPA Privacy Notice and we 
will consider if additional fair processing 
information is required for each meeting /  
event.  

Objection & Restriction 
i) There must be means to 
restrict the processing of data 
on receipt of a lawful request 
from the data subject 

This is the responsibility of the 
communications department. Individuals are 
able to update some privacy settings 
themselves, these details will be included in 
the GPA privacy notice. 
 
 

j) There must be means to stop 
the processing of data on 
receipt of a lawful request from 
the data subject 

This is the responsibility of the 
communications department. 
 
Attendance at the GPA is optional 
 

Security 
k) Appropriate training and 
instructions will be put in place 
to enable staff to operate the 
new system / process securely 

Teams meeting guidance and training to be 
created and maintained. 

l) Identify an Information Asset 
Owner 

Director of Communications & Director of 
Resources.  

m) Update the Information 
Asset Register 

TBC 
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n) Access controls must be in 
place for both physical and 
digital records 

IT Help will have access to all areas of 
Teams as the administrators of the O365 
apps.  
  

Conditional Requirements 
o) The data subjects must be 
provided with information on 
where to obtain details of any 
safeguards over data 
transferred to non-GDPR 
compliant countries 

Covered in the Privacy Notice. 

p) Consult the DPO for 
additional requirements to 
ensure the processing is GDPR 
compliant. 

The DPO’s advice shall be sought as part of 
the DPIA process 

q) There must be controls to 
ensure or monitor compliance 
by external organisations. 

N/A 

r) There must be a means to 
extract and transmit the data 
in a structured, commonly used 
and machine-readable format 
on receipt of a lawful request 
from the data subject 

N/A 

s) Any consent must be 
recorded in some manner to 
serve as evidence 

N/A 

t) Update the Privacy Notice A new Privacy Notice will be drafted for 
attendees of the GPA. 

u) Update the Article 30 
Records of Processing Activities 

To be updated by the Information 
Management Service.  

v) There must be appropriate 
contracts in place with data 
processors / sub-contractors 

Contracts are in place with Microsoft for 
Office 365.  

  

https://globalprivacyassembly.org/privacy-notice/
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5. Data protection summary risk assessment 
 
Guidance: Record a summary of identified and assessed risks to data subjects’ 
rights, the actions you have taken (existing) and could take (expected) to 
reduce the risks. Detail any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you below and in Appendix 2. The examples 
are not exhaustive. Equally not all will be relevant to your specific processing 
activities. See Appendix 1 for guidance on assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
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Risk Description Respons
e to Risk Risk Mitigation 

Expected 
Risk Score 

I P Tot
al 

[Guidance: 
Describe the cause 
and likelihood of; 
and the threat to 
the data subjects 
rights, and the 
impact on the data 
subject should the 
risk be realised- 3 
elements] 

[Guidance
: Describe 
risk 
treatment 
(e.g. 
reduce, 
avoid, 
accept or 
transfer)] 
 

[Guidance: Describe existing 
activity and controls to reduce 
risk and any further activity 
or controls to be taken that 
are expected to reduce the 
risk- 2 elements] 

[Guidance: 
I is impact 
score and P 
is 
probability 
score and 
IxP is the 
Total Score. 
Probability 
is the 
likelihood of 
the risk 
being 
realised 
after Risk 
Mitigations 
have been 
achieved.  

MS drop cookies 
without consent 
when users land on 
the Teams page on 
a browser. This 
includes dropping 
tracking, analytics 
and advertising 
cookies. People are 
unable to consent 
to their data being 
used in this way  

Accept Existing: Email Microsoft to 
inform them that their 
platform is not compliant and 
request they look at rectifying 
this.  
 
Expected: Inform users of the 
activity on the site before 
sending them to it so they 
can make an informed (albeit 
not ideal) decision.  

2 5 10 
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An attendee might 
share personal 
data, including SCD 
verbally or via the 
Q&A function 

Reduce  Expected: Producers of live 
events should be briefed 
about what to do in instances 
where PD is shared via Q&As. 
It should be at the producers 
discretion as to whether it is 
shared with the group, unless 
it is SCD in which case it 
should always be deleted.  
 
Instructions should be sent to 
presenters and attendees 
advising them not to share 
PD.  
 
Clear fair processing 
information should be shared 
with all attendees and 
presenters so they aware 
what will happen to any PD 
shared.  

2 2 4 
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Data is stolen or 
mishandled  

Reduce Existing: All data is hosted in 
Azure Secure environment. 
 
Security assessments have 
been completed of the 
platforms. 
 
Access to the information is 
limited. L&D and 
Communications will be the 
only departments in the ICO 
with Streams channels. Only 
certain members of the 
relevant teams in those 
departments will be granted 
access to add, edit or remove 
the meeting and event 
recording.  

IT Help will have access to all 
areas of Stream as the 
owners of the 365 apps.  

Only members of the 
communications department 
have access to the ICO 
corporate Vimeo and YouTube 
channels. A policy is in place 
to update the passwords to 
these platforms quarterly 
and/or when a member of the 
team leaves the ICO.   
 
The data is minimal and not 
sensitive 

2 1 2 

Staff do not follow 
procedures when 
undertaking events 
meaning attendees 
do not have access 
the PN, SCD is 
shared via the Q&A, 
unauthorised 
people access the 
platforms 

Reduce Expected: IT will limit the roll 
out recording functionality, 
live events and Stream to 
preapproved members of 
staff. 
 
Procedures will be drawn up 
about how to conduct 
meetings, events etc. and will 
include instructions to provide 
fair processing information to 
attendees.  

3 2 6 
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An ICO staff 
member asks for 
people to share 
additional personal 
data via a form 
during an event 

Reduce Expected: IT will limit the roll 
out of forms to a small 
number of approved staff.  
 
Procedures will be drawn up 
instructing staff to only use 
forms to collect non-personal 
data. 

2 1 2 

Unauthorised 
people attending 
events and 
meetings 

Reduce Existing mitigation: 
 
When meeting organiser 
creates a Microsoft Live 
Event, they can choose for it 
to be a public event, an 
internal meeting (where only 
ICO colleagues can join), or 
they can limited it further to 
only specified people or 
groups. 
 
When a meeting organiser 
creates a Microsoft Teams 
Meeting they can use the 
Lobby functionality to screen 
people before allowing them 
into the meeting. Attendees 
must sign in to Teams or join 
as a guest allowing the host 
to see who is joining.  

2 1 2 
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6. Expected residual risk and sign off 
 

6.1 High and medium level expected residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
Residual risk is mostly assessed as low but there are two medium risks. We are 
progressing our enquiries with Microsoft regarding the non-essential cookies to 
try and reduce this risk. The remaining medium risk results from staff not 
following procedures. The necessary procedures will be drawn up and 
communicated to relevant staff and should be followed by staff for every 
meeting / live event.  
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects.  
 
Necessity covered at 1.4 & 3.2.  
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 Ensure appropriate measures are used to 

guard against unauthorised people accessing 
meetings For example the lobby feature 
should be used for all meetings.  

Where a closed meeting 
is required, the Lobby 
feature will be used to 
only allow access to 
those who have 
registered.  When only a 
small number of 
attendees are present for 
a meeting it is also 
possible for the 
participants list to be 
viewed.  Appropriate 
measures available for 
guarding against 
unauthorised access will 
be noted in the Policy 
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and Procedures 
documentation. 

2 Consider procuring additional software that 
allows for the editing of videos we intend to 
publish so we can remove unnecessary 
personal data from recordings.  

Communications team 
have editing software 
available if unnecessary 
personal data needs to 
be removed. 

3 Develop the guidance referenced above as 
soon as possible so staff are properly trained 
and are using the additional functionality in a 
way that minimises risk.   

This additional 
functionality will be 
limited to a small 
number of named staff. 
Policy and Procedures 
documentation is in 
progress to assist with 
guidance. 

4 Continue to progress the query with Microsoft 
about the non-essential cookies and update 
this DPIA with the conclusion. 

Issue has been 
submitted to the MS 
privacy portal – ref 
PRV0032076. Microsoft 
deployed a correction on 
May 20, 2020 which has 
resolved issue on App, 
still waiting for resolution 
for desktop. 

5 Recordings should be reviewed before 
publication to check that there is no personal 
data or other content that it would be unfair to 
publish. 

It will be the 
responsibility of the 
Event Producer to review 
any recordings for their 
suitability for publication, 
this will be noted in the 
Policy and Procedures 
documentation 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA forum to consider the privacy and security 
risks involved in the processing, the solutions to be implemented and the 
residual risk. 

 
Considered by Date Project Stage 
DPIA Forum 01/07/2020 Planning 
IAO - Jen Green, 
Director of 
Corporate 
Communications 

15/07/2020  

IAO - Andrew 
Hubert, Director 
of Resources 

10/07/2020  
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7. Integrate the outcomes back into the plan 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes back 
into any project plan and updating any project management paperwork. Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

Policy and 
Procedures to be 
drafted 

24th July 2020 Sue Shepherd  

Continue to 
progress with 
Microsoft the non-
compliance 
cookies issue 

 Ray Wong  

 
Contact point(s) for 
future data protection 
concerns  

Sue Shepherd  

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
0.1 01/07/2020 SS/HS/SJ First Draft 
1.0 10/07/2020 AH Final release 

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 2.0 
Status Final release 
Owner DPSIA Forum  
Release date 17/07/19 
Review date 17/07/20 
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Appendix 1: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: Common risks to data subjects 
 

The following are examples of common risks associated with the processing of 
personal data to assist with your risk assessment. Not all of them will apply to 
your processing and the list is not exhaustive – you should consider any other 
specific risks that may apply in relation to your intended processing.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your DPIA 
screening assessment indicates a high risk to individuals. If you are unsure 
whether you need to complete a DPIA use the DPIA Screening Assessment to 
help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Ways of Working – Microsoft Teams  

Project Manager: Raymond Wong  

Information Asset Owner: Mike Fitzgerald  

Data controller(s) ICO 

Microsoft -  to the extent Microsoft processes personal 
data in connection with its own legitimate business 
operations, as described in the Online Services Terms, 
Microsoft will be an independent controller for such 
processing. 

Data processor(s) Microsoft 

 
 
1.2 Describe your new service or process 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-44
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://go.microsoft.com/fwlink/p/?linkid=2050263
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Microsoft Teams is built on Microsoft 365 groups, Microsoft Graph, and 
has the same enterprise-level security, compliance, and manageability 
as the rest of Microsoft 365 and Office 365. Teams leverages identities 
stored in Azure Active Directory (Azure AD). 
Teams utilizes existing services as part of O365 to offer telephony 
(including video conferencing and meeting services), instant messaging 
and email services with cloud storage facilities.  

Microsoft Teams is central to the logical architecture of productivity 
services in Microsoft 365 - including data governance, security, and 
compliance capabilities. 
The following PDF provides a diagram of the logical architecture of 
productivity services for Microsoft Teams; 
 

msft-m365-teams-lo
gical-architecture.pdf 
 
Microsoft Teams is a central access point where new services or 
features on existing services are introduced. Due to the nature of 
Teams as a software as a service, data access and processes are not 
static and evolve with time.  
 

 
 
Separate DPIA of Team features 
Following documents cover the updated data protection assessment for 
specific features in team meetings/Stream including the changes to privacy 
notice.  

• DPIA Team meetings/Recordings/Stream 
• DPIA Enabling Teams Live Broadcast and Stream 
• DPIA for GPA for teams  
• Guest Access - DPIA screening assessment template 

 

https://edrm/sites/corp/im/DPOdpia/DPIA%20-%20Microsoft%20Teams%20Live%20Events%20and%20Stream/DPIA%20-%20Microsoft%20Teams%20Live%20Events%20and%20Stream%20(clean%20copy).docx?d=wf0fb9cf4b843426d813d79d275aa333d
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-237
https://edrm/sites/corp/pmo/Projects/BDG%200182%20-%20NED%20solution/Guest%20Access%20-%20DPIA%20screening%20assessment%20template.docx?d=w38151e22c828451cb0ac852d49aa7f80
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1.3 Personal data inventory - explain what personal data is involved 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

Usage Data  
Usage data includes information such as 
number of calls made, number of IMs sent or 
received, number of meetings joined, 
frequency of features used, and stability issues. 
• Content: Your meetings and 

conversations chats, voicemail, shared 
files, recordings and transcriptions. 

• Profile Data: Data that is shared 
within your company about you. 
Examples include your E-mail address, 
profile picture, and phone number. 

• Call History: A detailed history of the 
phone calls you make, which allows 
you to go back and review your own 
call records. 

Census Data is acquired solely to provide, 
support, and improve Skype for Business. 
Microsoft Teams, and Skype for Business 
Online. It includes environmental information 
such as device and operating system versions, 
and regional and language settings. It also 

Usage Data  
ICO Staff in relation 
to Chat/Channel 
posts/ meeting in MS 
Team service.  
 
Calling data will be 
collected from 
internal calls to ICO 
staff using teams 
calls. (External calls 
are routed via skype).  
 
 
Census/Error 
Reporting data 
Diagnostic Data is 
collected on managed 
laptop devices. 
Census data may also 
be captured from 
corporate mobile 
devices. 
 
 
 

Microsoft Data is hosted in 
Microsoft’s UK 
and/or EEA data 
centres. 

Usage data is available for the last 
180 days before it is automatically 
removed from the O365 tenant.  
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includes counters for sign-in attempts and 
failures 
Error Reporting Data 
• Call Quality data: Details of 

meetings and call data are available 
to your system administrators. This 
allows your administrators to 
diagnose issues related to poor call 
quality and service usage. 

• Support/Feedback data: Information 
related to troubleshooting tickets or 
feedback submission to Microsoft. 

• Diagnostic and service: data 
Diagnostic data related to service 
usage. This personal data allows 
Microsoft to deliver the service 
(troubleshoot, secure and update the 
product and monitor performance) as 
well as perform some internal 
business operations, such as:  
o Determine revenue 
o Develop metrics 
o Determine service usage 
o Conduct product and capacity 

planning 
Reference link: 

 
 
 
 
 
 
 
 
 
 
 
Support tickets are 
not usually logged by 
ICO staff. This is an 
activity normally 
carried out by ITHelp.  
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https://docs.microsoft.com/en-
us/microsoftteams/data-collection-
practices 
 

 

https://docs.microsoft.com/en-us/microsoftteams/data-collection-practices
https://docs.microsoft.com/en-us/microsoftteams/data-collection-practices
https://docs.microsoft.com/en-us/microsoftteams/data-collection-practices
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a. Identify a lawful basis for your processing 
 
ICO 

The lawful basis for processing under GDPR article 6 is 6(1)(e) – public task.   

Where the processing in Document Storage involves special category data the 
GDPR Article 9 conditions for processing are:  

* Art. 9(2)(b) & the DPA 2018 Schedule 1 condition is 1(a).  

* Art 9(2)(g) & the DPA 2018 Schedule 1 condition for processing is 6(1).  

Our safeguards policy provides further detail about our processing of special 
category and criminal conviction data. Additionally our safeguards policy - 
sensitive processing for law enforcement purposes will apply for the storage of 
any relevant data in Office 365 document storage.  

Microsoft 

To the extent Microsoft processes personal data in connection with its own legitimate 
business operations, as described in the Online Services Terms, Microsoft will be an 
independent controller for such processing, the legal basis of which is legitimate interests. 

"Microsoft's legitimate business operations" consist of the following, each as 
incident to delivery of Microsoft Teams to the customer: 
(1) billing and account management;  
(2) compensation (e.g., calculating employee commissions and partner 
incentives) 
(3) internal reporting and modelling (e.g., forecasting, revenue, capacity 
planning, product strategy) 
(4) combatting fraud, cybercrime, or cyber-attacks that may affect Microsoft or 
Microsoft Products; 
(5) improving the core functionality of accessibility, privacy or energy-
efficiency 
(6) financial reporting and compliance with legal obligations. 

 

 
 
 
 

b. Explain why it is necessary to process this personal data 
 

https://docs.microsoft.com/en-us/microsoftteams/teams-privacy#legal-basis-of-processing
https://go.microsoft.com/fwlink/p/?linkid=2050263
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Microsoft Teams apps, collect data to help Microsoft understand how these 
products are being used and what kinds of errors, such as sign-in errors, have 
occurred. This diagnostic data can be used to troubleshoot and fix problem 
areas. 

For specific teams services refer to links in section 1.2 

 
 

c. Outline your approach to completing this DPIA  
 
In 2018 ICO carried out a PSIA which covered the entire hosted Office 365 
environment and the secure connectivity which links to the ICO’s Core 
network. This was reviewed by Auriga consulting who provided a detailed 
realistic assessment of the privacy and security implications of the 
implementation of Microsoft Office 365 Core Cloud Product.  

Microsoft teams service is part of O365 core product and leverages existing 
services including Exchange online for messaging, SharePoint online for file 
storage and management, Skype online for telephony services, Azure & MS 
Stream services for media and content distribution. 

MS Teams is a Software as a services with features and services being 
released through out its lifecycle. Following a review in September 2020, a 
separate MS Team DPIA was created and uplifted from the Core Cloud services 
DPIA to be a central reference point for individual Teams services. This allowed 
for better management of different privacy and data protection concerns as 
each service used a different set of technologies not included in the original 
Core Cloud DPIA. 

 
 
 
 
 
 

 
2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
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The data in scope of this DPIA could be any documents currently created, 
received and stored within Teams.  

The source of the documents could be any currently valid means of receiving 
or generating a document. For example, office applications (word, PowerPoint, 
OneNote, etc) created by employees.  

Teams data storage will use different cloud services which are part of the 
office 365, these include OneDrive, Teams, SharePoint online, etc.  See data 
flow diagram  

 

Reference  

msft-m365-teams-lo
gical-architecture.pdf  

Reference : https://docs.microsoft.com/en-gb/MicrosoftTeams/sharepoint-
onedrive-interact 

https://docs.microsoft.com/en-gb/MicrosoftTeams/sharepoint-onedrive-interact
https://docs.microsoft.com/en-gb/MicrosoftTeams/sharepoint-onedrive-interact


Version 3.0  Page 10 of 21 
 

 
OneDrive: Retention will be 7 days for Team Chats 

 

No retention policy is applied to OneDrive.  

EDRM will continue to be the central repository for electronic records. Teams is 
not the final storage location, and this is re-enforced through training and 
documented procedures.  

• IM Risk & Recommendations MS Teams.docx 

The transfer and storage of data utilises the same authentication and 
encrypted transfer and storage mechanisms as Office O365. The underlying 

https://edrm/sites/corp/im/PolProc/IM%20Risk%20%26%20Recommendations%20MS%20Teams.docx?d=w3ccf4792fdd741b6b8906a9dd0d89321
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platform connectivity and security is common to all applications and all uses of 
Office 365.  

High level responsibilities over the documents management in teams will fall 
on the team owner/creator. The overall security and retention/disposal policies 
applied to Teams will be managed by the Office 365 administrators.  

At the lower level individual team users would have control over the adding, 
removing, editing and sharing of individual documents within their document 
stores in OneDrive and Teams. (Office 365 administrators will retain tenant 
wide management of external sharing features) 

 
 

3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☒   No ☐   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

 
 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable please provide a link to your completed assessment. 

 
 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

In the context of personal data outlined in section 1.3 Diagnostic data will be 
collected at the time of usage, the data is not modified by any internal process 
and will remain unchanged and be accurate at the time it is collected.  
 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 
N/A 
 

 

 

Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

 
Usage data is automatically deleted after 180 days after usage in O365 tenant.  

 

10. Will you need to update the retention and disposal schedule?  

Yes ☐   No ☒   

Integrity and confidentiality 

11. Where will the personal data be stored? 

Usage data will be automatically collected and stored in the Office 365 tenant 
for the duration.  
 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
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13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☐   No ☒  N/a ☐ 

If applicable please provide a link to any assessment. 

A separate Security opinions report for MS Teams will now be requested 
 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

 
Learning and development will delivery training, information management 
have provided guidance on how to use teams and the importance of moving 
documents to EDRM.  
 
 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

 
 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☐   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☒ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☐   No ☒   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☐   No ☒   

https://edrm/sites/corp/im/Mnt/IMRF/IM%20Roles%20and%20Responsibilities.xlsx?web=1
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20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☐   No ☒   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☐   No ☒  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☐   No ☒  N/a ☐ 

23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   
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4.0 Risk assessment  
 
 

 
 

Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

Personal information is disclosed to 
unauthorized third-party 
organization during diagnostic/fault 
resolution activities. 

Reduce Usage data is only accessible via o365 
administrators, it is not shared with 3rd 
party organisations.  
 
O365 user feature lockbox is active. 
Microsoft support engineers requiring 
access to user data must first submit a 
lockbox data request. This can only be 
approved by O365 administrators.  

2 1 2- Low 

Personal information is disclosed to 
unauthorized third-party Teams 
applications. 

Reduce Teams apps policy restricts access to only 
approved Microsoft applications with 
known functionality.  
 
All new apps in Teams will be first 
assessed before becoming available to 
ICO staff.  

2 1 2- Low 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1.    
2.    
2.     
 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
    
    
    

 
 
 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-46
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
   
 
8.0 Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
V0.1 26.10.2020 R.W First Draft 
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Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
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For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: Common risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  Microsoft Managed Desktop – Get 

Help 
Project Manager: Debra Holt 

 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
The Microsoft Managed Desktop programme where Microsoft takes responsibility 
for the configuration, imaging, application deployment, software updates, 
security and end user support of a device. The service is made up of a 
combination of existing Microsoft services with an additional monitoring, 
management and support wrapper. 
 
The components can be summarised as follows; 

• Microsoft Managed Desktop IT as a Service 
o Microsoft Support (“Get Help”) 
o Microsoft Operations & Monitoring 

• Microsoft 365 E5 
o Office 365 E5 
o Windows 10 Enterprise E5 
o Enterprise Mobility + Security E5 

• A Microsoft Surface Device 
 
DPSIA’s have already been completed for the following areas; 

• Office 366 365 including Enterprise Mobility + Security 
 
Additional DPSIA’s will be completed for; 

• Microsoft Cortana Voice Recognition 
• MMD Threat Protection 
• Windows Hello 

 
Scope of DPSIA 
 

• Microsoft Support Offering (“Get Help”) 
 
Microsoft Support 
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Microsoft Support Services form part of the Microsoft Managed Desktop offering, 
where Microsoft provide end user support services for the Device, Operating 
System and Microsoft Office Applications. 
 
This service is operated by Microsoft Professional Services and currently has 
offices in the United Kingdom, United States and Australia. This allows them to 
provide 24x7 ‘follow the sun’ support. 
 
This service is accessed through the telephone or through the Microsoft ‘Get 
Help’ application which is installed on all Microsoft Managed Desktop Devices and 
works like an instant messaging application.  
 
Access to this service is user initiated and may result in the Microsoft Support 
Professional requesting a remote support session to view a user’s desktop and 
MMD status and assist in the resolution of a fault. Again, the remote support 
session must be initiated and then confirmed by the user and cannot be 
instigated without the user accepting the remote support session.  

 
ICO Process 
 
As part of the deployment of Microsoft Managed Desktop, ICO users are 
instructed to contact the ICO support desk, IT Help as the first point of contact, 
if IT Help cannot resolve the issue, then the IT Help team member will advise 
the ICO user to contact Microsoft via the Get Help application and will shadow 
the call to aid the user.  
A user may however choose to use MS Get help out of ICO IT help support hours 
when IT support shadowing will not be available. 
 
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) Microsoft Professional Services & ICO 
Data processor(s)  
Purpose of processing End User Support 
Categories of data Username 

IP Address 
Device Name 
 
Fault Description 
Support steps 
Get Help call transcripts 
 
During a remote support session, the Microsoft 
Support Professional will have the ability to see a 
duplicate of the ICO user’s screen (or screens) for 
the duration of the session, including any 
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documents or emails that are currently visible to 
the user. However as part of the formal support 
process, the support engineers tell the user to shut 
down any documents or screens that could hold 
sensitive information so this is not expected to be a 
routine or frequent occurrence.  

Categories of subjects ICO Staff, Microsoft support staff, potentially other 
data subjects whose personal data is processed by 
the ICO and visible during screen share.   

Categories of recipients Microsoft acting on behalf of the ICO to support the 
user’s device. 

Overseas transfers Microsoft Professional Services support teams 
located in the USA, UK and Australia. Microsoft has 
a current certification to Privacy Shield.  

 
1.4 Purpose for processing  
 
Guidance: State the legitimate interest being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
 
User and device data is processed in order to provide effective end user support. 
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, public interest, exercise of official authority, or protecting 
the vital interests of a natural person). 
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
Processing of this data is required to allow Microsoft to perform their contractual 
obligations regarding security monitoring and end user support of Microsoft 
Managed Desktop Devices. 
 
The lawful basis for processing is Article 6(1)(e) – public task.   
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
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a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
p) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

 
 
N 

2 Will the processing involve automated decision making 
that will have a legal or similar detrimental effect on 
individuals? For example, decisions that lead to exclusion 
or discrimination. 
 

 
N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

 
N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special 
categories of data (Article 9 refers), personal data relating 
to criminal convictions or offences (Article 10 refers), and 
personal data linked to household and private activities. 
 

 
Y 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

 
N 

6 Does the processing involve matching and combining two 
or more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

 
N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, 
asylum seekers, patients, the elderly). 
 

 
N 

8 Does the processing involve the innovative use or 
application of new technological or organisational 
solutions? For example, “Internet of Things” applications 
can have significant impacts on subjects’ daily lives and 
privacy. 
 

 
N 
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9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where 
a bank screens its customers again credit reference 
database in order to decide whether to offer them a loan. 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
Work has been carried out with Microsoft to understand the quality standards for 
Microsoft Professional Services and the Get Help Application. These are detailed 
in the - Microsoft professional services white paper in Appendix A 
3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
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IP Address, Device Name and User Name are made available to Microsoft when 
the device user is enrolled within the Microsoft Managed Desktop programme.  
 
Support call data is recorded when a user contacts a Microsoft Support 
Professional via the telephone or through the Get Help Application. 
 
A Microsoft Support Professional will be able to see a user’s screen if a remote 
support session is initiated the ICO staff member accepts  and approves  the 
session by clicking ‘allow’. 
 
Username, IP Address and Device name is visible to Microsoft Professional 
Services for either the duration that the employee / device forms part of the ICO 
(plus 90 days) or for the life of the Microsoft Managed Desktop Contract, 
depending on which is shorter. 
 
We have received assurance from Microsoft that no data is stored following a get 
help session. 
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention 

Period  
Necessity 

User name Microsoft 
Professional 
Services 

For the duration 
of the user’s 
employ within the 
ICO plus 90 days. 
 

Required to 
identify a user as 
an ICO employee 
and manage a 
support call. 

IP Address Microsoft 
Professional 
Services 

For the duration 
of the IP lease to 
an ICO Device. 
 

Required to 
identify a device 
within the ICO 
and manage a 
support call. 

Device Name Microsoft 
Professional 
Services 

For the time that 
a device is 
assigned to a user 
and is not rebuilt 
 

Required to 
identify a device 
within the ICO 
and manage a 
support call. 

User Desktop Microsoft 
Professional 
Services 

User desktops (a 
view of the ICO 
user’s screen or 
screens) is visible 
to the Microsoft 
Support 
Professional 
during a remote 
control session.   

Required to 
provide remote 
support to an ICO 
user. 
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to 
date 

Data is updated as part of ICO driven Joiner, 
Mover Leaver processes. For leaver users 
data is synchronised from Active Directory to 
directory to ensure that the data is deleted 
from after 90 days. We can override certain 
accounts with a legal hold by requesting this 
via the Microsoft compliance portal. Legal 
holds will be revoked by us when there is no 
longer a need to retain the data.   

b) There must be means to 
validate the accuracy of any 
personal data collected 

Personal data is driven from ICO Active 
Directory which is kept updated in line with 
ICO JML processes. We upload data to 
Microsoft multiple times per day.  

c) Inaccurate or incomplete 
personal data must be updated 
on receipt of a lawful request 
from the data subject 

This process is handled through the ICO JML 
process & the Active Directory can be 
updated in the event of a lawful request 
being received.  

Retention & Deletion 
d) All data collected will have a 
retention period 

Provided above 

e) Data must be deleted at the 
end of its retention period 

Automatically processed by Microsoft as 
detailed in service contract. Anything 
retained for longer due to a legal hold will be 
deleted by Microsoft upon instruction.  

f) Personal data must be 
erased upon receipt of a lawful 
request from the data subject 

Processed by Microsoft through the 
compliance portal. Microsoft to act on our 
instructions to erase data if a lawful request 
is received by us.  
 
The screen share is not recorded during the 
‘get help’ event. 

Information & Transparency 
g) The data subjects shall be 
provided with: 
● the identity and contact 
details of the data controller; 
● the contact details of the 
Data Protection Officer; 
● the purposes of the 
processing, including the legal 

ICO will issue statement to users about 
Microsoft Managed Desktop service data 
processing as part of the end user training.  
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basis and legitimate interests 
pursued 
● details of the categories of 
personal data collected 
● details of the recipients of 
personal data 

Objection & Restriction 
h) There must be means to 
restrict the processing of data 
on receipt of a lawful request 
from the data subject 

Users have the option of not using the ‘Get 
Help’ application to obtain support and can 
submit a ticket to the ICO / Littlefish 
operating ‘IT Help’ team.  
 
Microsoft will remove stored information from 
the ‘Get Help’ system upon lawful request. 

i) There must be means to 
stop the processing of data on 
receipt of a lawful request 
from the data subject 

Users have the option of not using the ‘Get 
Help’ application to obtain support and can 
submit a ticket to the ICO / Littlefish 
operating ‘IT Help’ team.  
 
Microsoft will remove stored information from 
the ‘Get Help’ system upon lawful request. 

Security 
j) Appropriate training and 
instructions will be put in place 
to enable staff to operate the 
new system / process securely 

Full training is provided on the use of the 
Microsoft Managed Desktop Solution 
 
MMD onboarding sessions instruct users on 
appropriate use. IT help have a process for 
supporting MMD users. MS get help support 
have a process for engaging with a ICO user 
including minimising personal data shared via 
screen share.  

k) Identify an Information 
Asset Owner 

The Information Asset Owner is Mike 
Fitzgerald as Director of Digital, IT & 
Customer Contact. 

l) Update the Information 
Asset Register 

The Information Asset Register will be 
updated to reflect this. 

Conditional Requirements 
m) The data subjects must be 
provided with information on 
where to obtain details of any 
safeguards over data 
transferred to non-GDPR 
compliant countries 

N/A – overseas transfer covered by privacy 
shield framework so a finding of adequacy 
applies. In other countries (Australia) 
Microsoft has contractual clauses to assure 
the privacy of the data. 

n) Consult the DPO for 
additional requirements to 
ensure the processing is GDPR 
compliant. 

Added to project backlog 

o) There must be controls to 
ensure or monitor compliance 
by external organisations. 

This forms part of the signed agreements 
with Microsoft. 



Version 1.0  Page 12 of 19 
 

p) There must be a means to 
extract and transmit the data 
in a structured, commonly 
used and machine-readable 
format on receipt of a lawful 
request from the data subject 

N/A 

q) The consent must be 
recorded in some manner to 
serve as evidence 

N/A 

r) Update the Privacy Notice  
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5. Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Probability Response 
[Guidance: 
Describe risks to 
data subjects] 

[Guidance: 
Describe 
consequences to 
data subjects if 
risk realised] 
 

[Guidance: 
Describe 
likelihood that 
risk will be 
realised] 

[Guidance: 
Describe risk 
treatment (eg 
reduce, avoid, 
accept or 
transfer)] 
 

Risk of Microsoft 
Support 
Professional 
accessing ICO 
information 
inappropriately 

Medium –  
 

Very Low Microsoft vetting 
process provides 
assurances on 
staff. 
 
Residual risk low 
and accepted  
 
 

Risk of Microsoft 
Support 
Professional 
viewing ‘private’ 
information on a 
user’s desktop 
during a remote 
support session. 

Medium Low IT Help advise 
users to close 
‘private’ 
documents when 
initiating a 
remote support 
call.  We have 
received 
assurance from 
Microsoft that 
their support staff 
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will also advise 
users to close 
documents prior 
to engaging in 
screen share 
support. 
 
Microsoft Support 
Professionals are 
covered under our 
Microsoft 
agreement and 
are covered under 
mutual privacy 
agreements.  
 
Residual risk 
medium and 
accepted.  
 
 

Risk of end user 
accessing MS help 
without IT help 
shadowing.  

Medium Low This removes the 
safeguard of our 
IT Help staff 
checking that no 
sensitive data is 
shared via screen 
share however we 
have received 
assurance from 
Microsoft that 
their support staff 
will also advise 
users to close 
documents prior 
to engaging in 
screen share 
support. 
 
Residual risk 
medium and 
accepted.  
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6. Residual risk and sign off 
 

6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
All residual risk is considered to be low and can be accepted.  
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any of the screening questions in Section 2.1 you can leave this section 
blank. 
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the 

DPO here] 
[Record the actions 
taken as a result of the 
recommendation] 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Considered by  Date Project Stage 
DPIA Forum 20/02/2020  
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

    
 

Contact point(s) for 
future data protection 
concerns  

 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
v.0.1 07.02.2020 Neil 

Smithies 
First Draft 

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 1.0 
Status Final release 
Owner DPSIA Committee 
Release date 10/12/18 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix A: Microsoft Professional Services White Paper 
 

Microsoft 
Professional Services        
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to an 
existing) service or process that involves the storage/processing of personal data (whether 
digital or hardcopy). When dealing with an existing process, service or system only the 
change should be impact assessed. 

 
The DPO’s team is available to assist and advise on completing this template.  

  
The template should be submitted to the DPSIA Committee for their recommendations and 
approval.  

 
For assistance or to submit a DPIA for approval email IGhelp@ico.org.uk.  

 

You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 

and the governance required will vary with the risk of the system or process. At 
a minimum: 

 
Projects: you should produce an initial DPIA prior to finalising your 

requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 

the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 

be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 

seeking suppliers and update it whenever there are material changes to the 
planned system or process.  

 

 

  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 

questions in section 2.1 
2. Full DPIA: Complete everything 

but section 6.2 if you meet 2+ 
screening questions in any 

section 
3. Compliance Checklist: 

Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 

the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 

Information Risk 
Officer, Head of Cyber 

Security, DPO 
2. DPSIA Committee: 

including DPO and 
Head of Cyber Security 

3. Representatives of 

DPO and Cyber 
Security, who will also 

send it to the DPSIA 
Committee for their 

information 
Regardless of the option 

chosen, the DPIA should be 
submitted together with 

your SIA. 

mailto:xxxxxx@xxx.xxx.xx
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1. Process/system overview 
 
1.1 Summary  

 
Guidance: For projects please provide the following key details. Non-projects should provide 
a key contact who is responsible for delivering the system or process. 
 
Project ID:  N/A 

Project Title:  Online Payslips 

Project Manager: Margaret Wilson-Savage 

 

1.2 Synopsis 
 

Guidance: Provide a summary of the process or system including any relevant background 

information and the key aims/objectives that the system or process must achieve. There is 

no need for a detailed discussion of data or data flows – these are covered later 

in the assessment. 
 

At present our payroll service provider, Capita provides all employees with a 
paper pay slip giving details of employees pay, tax and NI deductions, pension 

contributions and any other payments or deductions.  The paper payslips are 
posted to the ICO where the HR department distributes to each department. 

 
We would like to move away from paper payslips and provide all employees with 
an online payslip which is accessed by the employee via an online portal. The 

employee would be able to view their payslip and print a copy if required.  
 

The online portal is used by 62% of Capita’s clients which represents approx. 
15,000 employees with online access. 

 
1.3 Definition of processing 

 
Guidance: As a data controller we are required to maintain a “record of 

processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 

 

Data controller(s) ICO 

Data processor(s) Capita 

Purpose of processing Processing payroll and producing pay slips 

Categories of data Contact details, payroll number, department, pay, 
pension, tax, NI, additional payments such as 

overtime and deductions including trade union 
deductions, sick pay. 

Categories of subjects Employees, Non-Executive Directors and Consultants 

Categories of recipients Capita and employees 

Overseas transfers N/A 

 
1.4 Purpose for processing 
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Guidance: State the business need being pursued in the processing, including the purposes, 

aims and the intended benefits for you, data subjects, society or others.  

 

There is a lot of manual handling involved in distributing paper payslips, firstly 
they are posted to the ICO which carries a certain level of risk, then the payslips 

are sorted by the HR team by department. A representative from each 
department collects the payslips and they are then handed out to each 

employee. The manual handling involved is not an efficient use of the HR teams 
time as sorting the payslips into relevant departments is quite labour intensive.  

Also the number of people handling the payslips presents a risk of the payslips 
either being lost or given out incorrectly. 

 
If employees are on leave then they are unable to collect their payslip until they 

return delaying access to their pay information. The benefit of online payslips 
will provide efficiencies for the ICO including eliminating the additional costs of 
providing paper payslips. Employees will be able to access their payslips on pay 

day without any delay or need to be in the office. Online payslips are more 
secure as only the employee will have access to them and their data. 

 
1.5 Lawful basis 

 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 

(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 

task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  

 
If you are processing data concerning racial or ethnic origin, political opinions, 

religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 

sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 

these in GDPR Article 9 and 10. 
 

In respect of processing payroll data in the online portal the GDPR Article 6 basis 
for processing is 6(1)(f) legitimate interests. A legitimate interest’s assessment 

has been completed.  
 
The GDPR Article 9 basis for processing special category data is 9(2)(b). The 

additional processing conditions in the DPA 2018 are at Schedule 1 part 1 
paragraph 1.  

 
Our safeguards policy also provides further information about this processing.  

 
 

1.6 Mandatory requirements 
 

Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 

https://edrm/sites/corp/im/DPOdpia/Legitimate%20Interest%20Assessment%20Template.docx?web=1
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records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 

 
Data Accuracy 

a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 

c) Inaccurate or incomplete personal data must be updated on receipt of a 
lawful request from the data subject 

 
Retention & Deletion 

d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 

f) Personal data must be erased upon receipt of a lawful request from the data 
subject 

 
Information & Transparency 

g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 

(ii) The purposes of the processing, including the legal basis and legitimate 
interests pursued 

(iii) Details of the categories of personal data collected 

(iv) Details of the recipients of personal data 
 

Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 

Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 

l) Update the Information Asset Register 
 

Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 

Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 

Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 

p) There must be a means to extract and transmit the data in a structured, 
commonly used and machine-readable format on receipt of a lawful request 

from the data subject 
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q) The consent must be recorded in some manner to serve as evidence 
 

Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 

 
2. Data protection assessment screening 

 
Guidance: The purpose of the screening questions is to determine if a DPIA is 

required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 

individuals (Article 35 refers).  
 

2.1 Screening questions 
 

ID Criteria Y/N 

1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 

health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making that 
will have a legal or similar detrimental effect on individuals? 

For example, decisions that lead to exclusion or 
discrimination. 

 

N 

3 Will the processing involve the systematic monitoring of 

individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 

 

N 

4 Will the processing involve sensitive personal data or data 

of a highly personal nature? For example, special categories 
of data (Article 9 refers), personal data relating to criminal 

convictions or offences (Article 10 refers), and personal 
data linked to household and private activities. 

 

Y  

5 Does the processing involve large scale processing of data 

at a regional, national or supranational level, and which 
could affect a large number of data subjects? 

 

N 

6 Does the processing involve matching and combining two or 
more datasets that have been collected for different 

purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 

processing? For example, children, employees, and others 
who require special protection (mentally ill persons, asylum 

seekers, patients, the elderly). 
 

Y 
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Note: Consider criterion applicable due to potential power 
imbalance between data subjects (employees) and 

controller as discussed in European guidelines.    

8 Does the processing involve the innovative use or 

application of new technological or organisational solutions? 
For example, “Internet of Things” applications can have 

significant impacts on subjects’ daily lives and privacy. 
 

N 

9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where a 

bank screens its customers again credit reference database 
in order to decide whether to offer them a loan. 

 

N 

 

Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 

 
2.2 DPIA approach and consultation 

 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 

 
Explain what practical steps you will take to ensure that you identify and address 

the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 

be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
As the processing of online payslips will include the processing of sensitive 

personal data, I will be completing all sections of the DPIA. 
 

The ICO entered into a contract with Capita Business Services Ltd on 01 April 
2013 for the provision of its payroll services. The contract is automatically 

extended unless and until terminated by either party giving 6 months’ notice.  
The contract was reviewed by the ICO Commercial Legal department and is 
confirmed to be GDPR compliant. 

I have consulted Steven Rook, ICO Information Security Manager who conducted 
some system testing with Capita in June 2018. Steven had some concerns about 

the security of the system and advised of the improvements that needed to be 
carried out before the project could progress any further. 

 
Capita have implemented the changes advised by Steven and following testing 

of the online payslips further improvements have been made. Capita are also 
introducing multi factor authentication to further enhance the security of the 

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236
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system and they will commission external security testing of the service once the 
changes have been implemented. 

 
Following completion of the DPIA and further testing, Andrew Hubert, Director of 

Resources and Michael Collins, Head of HR, would need to sign off any residual 
risks.  
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3. Data inventory 
 

3.1 Information flows 

 

Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 

• The source of the data (including whether the data subjects are vulnerable, 
the relationship with the data subjects, the manner of collection and the level 

of control the data subjects have over the data once collected) 
• The nature and context of the processing (including whether there are new 

technological developments or any relevant current issues of public concern) 
• The scope of the processing (including the nature and volume of data, 

frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 

channels) 
• Responsibilities for the data (including the information asset owners, how 

responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 

information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 

 
The current process of providing the payroll data to Capita and the subsequent 

production of paper payslips is captured in the flow chart below. 
 

This payroll process is carried out every month and involves the personal and 
pay data of approx. 720 employees. 

 
Each box highlighted indicates where there is a potential risk of losing the 

payslips and a possible data breach due to the manual handling and postage of 
the paper payslips. 
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The next flow chart shows the proposed process for producing online payslips.  
With the reduction of manual handling and postage, the exposure to risk is also 

reduced and would be contained to the security of the online portal accessed by 
employees. 

 

  Payroll data and any changes to 

payroll are captured by the ICO HR 

Team who provide the data to 

Capita via an excel workbook.  The 

password protected workbook is 

emailed to Capita. 

Capita use the data 

provided and input 

the payroll data into 

their IAW system.  

Capita produce 

payroll reports for the 

ICO team to review 

ICO HR Team review the 

pay run data and confirm 

back to Capita authorising 

the pay to be processed. 

Payslips are posted 

from Capita to the ICO 

via recorded mail 

Departments are 

notified that 

payslips are ready 

to be collected 

A representative from 

each department collects 

and signs for the payslips 

and takes to their 

department 

HR Team manually divide 

up the payslips into 

bundles for each 

department.  Payslips for 

staff at regional offices 

are posted to the 

regional office. 

On receipt of the payslips 

package, facilities 

department hand over to 

the HR Team 

Capita run the payroll 

and the data processed 

is used to produce final 

pay reports and paper 

payslips 

 

Payslips are handed to 

individuals in each 

department 

Payslips for employees 

on leave or out of the 

office are held in each 

department 

Payslips for employees on 

long term sick or maternity 

are posted to their home 

address by the HR team, via 

standard Royal Mail post. 
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3.2 Data inventory 

 
Guidance: Identify the personal data to be held, the recipients (those with 

access to the data), the retention period and the necessity of the data collection, 
processing and retention. 

 
Data Type  Recipients  Retention Period  Necessity 

[Description of the 
data held (e.g. dates 
of birth, addresses 
etc.)] 

 
 
 
 
Personal data held 
including name, 
department, payroll 
number, NI Number 
and Tax Code. 
 
Basic pay details and 
any additional 
payments such as 

[Who will have 
access to the data?] 

 

 
 
 
 
 
Capita have access 
to all payroll data 
produced and 
process the online 
payslips. 
 
The ICO HR team 
will have access to 
pay summary details 

[How long will the 
data be held for?] 

 

 
 
 
 
 
Payroll data is held 
electronically by 
Capita in their 
database until the 
employee reaches 
100 years old. This 
retention period is 
due to pension 
information 

[Is the collection, 
processing and 
retention of this data 
necessary for the 
purpose pursued? 
You should always 
aim to minimise your 
data collection.] 
 
The retention 
schedule ensures 
that only payroll data 
is held until the 
employee’s 100 
birthday.  All other 
data is deleted after 
6 years. 

 

 

Payroll data and any changes to 

payroll are captured by the ICO HR 

Team who provide the data to 

Capita via an excel workbook 

Capita use the data 

provided to produce 

payroll reports for the 

ICO team to review 

ICO review the pay run 

data and confirm back to 

Capita authorising the pay 

to be processed 

ICO HR Team advise 

employees that 

payslips are ready to 

view 

Payslips will be 

available to view for 

up to 12 months.  

(tbc)  

If an employee leaves they 

will retain access to the 

portal for 3 months 

allowing them to access 

historical payslips. 

If required, employees 

are able to print a copy 

of their payslip 

 

ICO employees log onto a 

web based self-service 

portal which hosted by 

Capita and gives them 

access to their online 

payslip 

 

Capita run the payroll 

and the data processed 

is used to produce 

payroll reports and 

upload pay information 

onto the self-service 

portal 
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overtime. 
Any deductions 
made such as tax, 
NI, pension 
contributions and 
union subscriptions 
and any attachment 
to earnings. 

 
Details of pay to 
date, employee and 
employer pension 
contributions to date 
and net payment 
made. 

via the payroll 
reports produced by 
Capita. 

 
Employees will have 
access to their 
personal pay slip. 

requirements.  
 
The online portal 
only displays payslip 
data and this will be 
visible to employees 
via the portal for a 
period of 12 months. 
Capita only store 
payslip data for 2 
years but the 
underlying payroll 
data is still retained.  
 
When employees 
leave the ICO the 
system will 
automatically delete 
access to the system 
91 days after the 
employees leave 
date. 
 
If our contract with 
Capita ends Capita 
will retain current and 
historic data for 7 
years from the exit 
point of the 
contractual 
relationship with the 
ICO and we will be 
given our historic 
data as part of the off 
boarding of the 
contract.  
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4. Compliance measures 

 
Guidance: Use this section to record your compliance with the requirements in 

section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 

 

Requirement Implementation Details 

Data Accuracy 

a) Data must be kept up to 

date 

Data is updated each month. 

b) There must be means to 

validate the accuracy of any 
personal data collected 

Payroll checks are carried out by the HR Team 

and verified by the HR Manager. 

c) Inaccurate or incomplete 
personal data must be updated 

on receipt of a lawful request 
from the data subject 

Payslips are viewed by employees and any 
errors corrected in the next pay run.  If 

required the HR team can arrange with Capita 
for payments to be made directly to employees 

who have been under paid outside of the pay 
run. This payment is then captured in the next 

pay run and documented on the next payslip. 
 

If a data subject makes a valid request to 
update their data, a request will be made from 

the ICO HR team to Capita who can action the 
request.  
 

Retention & Deletion 

d) All data collected will have a 

retention period 

Payroll data is held electronically by Capita in 

their database until the employee reaches 100 
years old in line with our retention schedule. 

This retention period is due to pension 
information requirements.  

 
Payslip data is held in the Capita online portal 

and is accessible to the employee for 12 
months. After 12 months the data will be 

automatically purged.  Capita only store payslip 
data for 2 years but the underlying payroll data 

is still retained.  Employees will be able to 
request copies of payslips for up to two years. 

If payslips are required beyond two years then 
they could be generated from data held in the 

retained payroll data.  
 
Capita will retain current and historic data for 7 

years from the exit point of the contractual 
relationship with the ICO, subject to 

compliance with minimal legal requirements for 
data retention. 
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e) Data must be deleted at the 

end of its retention period 

All data is stored in a single database at Capita. 

The payslip portal allows the accessing of data 

directly from the database. Capita delete data 

from the data base at the end of its retention 

period. 

Following the 7 year data retention period, all 

data will be destroyed.  Data includes paper 

records and information/records on computer 

systems. 

f) Personal data must be 
erased upon receipt of a lawful 

request from the data subject 

Payslips and any other published documents 

(P60) can be deleted on an individual basis 

either by the employee or on request. There is 

also the function to delete bulk data on 

request. If errors are found, payslips with 

errors will be erased and a new payslip issued. 

Information & Transparency 

g) The data subjects shall be 

provided with: 
● the identity and contact 

details of the data controller; 
● the contact details of the 

Data Protection Officer; 
● the purposes of the 

processing, including the legal 
basis and legitimate interests 

pursued 
● details of the categories of 

personal data collected 
● details of the recipients of 

personal data 

Provided via the employee privacy notice 

Objection & Restriction 

h) There must be means to 
restrict the processing of data 
on receipt of a lawful request 

from the data subject 

If the data subject makes a request to restrict 
the processing of their data, a request will be 
made from the ICO HR team to Capita who will 

action the request. All data and access to the 
online portal can be restricted. 

i) There must be means to stop 
the processing of data on 

receipt of a lawful request from 
the data subject 

Processing of payroll data is stopped at the end 
of employment. Payslips will continue to be 

accessible for 3 months after leave date. Data 
subjects can request processing of payroll data 

to be stopped by contacting the ICO HR team 
who will advise Capita to stop all processing of 

data for that data subject.  Access to the online 
portal can also be removed. 

Security 



 

Version 1.1  Page 14 of 23 
 

 

j) Appropriate training and 
instructions will be put in place 

to enable staff to operate the 
new system / process securely 

Data encryption and password security is to be 
assessed by the ICO Information Security 

Manager. Full training will be given to staff 
once the portal is launched. 

k) Identify an Information 
Asset Owner 

Michael Collins 
 

l) Update the Information 
Asset Register 

To be updated on implementation.  

Conditional Requirements 

m) The data subjects must be 

provided with information on 
where to obtain details of any 

safeguards over data 
transferred to non-GDPR 

compliant countries 

All data is processed in the UK.  The payroll 

team are based in Carlisle and the primary data 
centre is in Kent.  The backup datacentre is 

based in Farnborough. 

n) Consult the DPO for 

additional requirements to 
ensure the processing is GDPR 

compliant. 

DPO team consulted.  

o) There must be controls to 
ensure or monitor compliance 

by external organisations. 

Payroll reports are checked every month by a 
HR Manager who monitors accuracy and 

compliance. 

p) There must be a means to 

extract and transmit the data 
in a structured, commonly 

used and machine-readable 
format on receipt of a lawful 

request from the data subject 

Payslips can be extracted in a readable and 

printable format. 

q) The consent must be 

recorded in some manner to 
serve as evidence 

N/A – mandatory electronic payslips unless a 

reasonable adjustment for individual staff 
member.  

r) Update the Privacy Notice Employee privacy notice will be updated as 
required at implementation. 
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5. Data protection risk assessment 

 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could take to 
reduce the risks and any future steps that will be necessary (eg the production of new 
guidance or security testing for new systems). Some example risk sources have been listed 
to aid you. This list is not comprehensive and will not necessarily apply to your system or 
process. See Appendix for guidance on assessing impact and probability. 

 
Risks should be considered from the data subject’s perspective not the ICO’s (eg a 
reputational risk to the ICO should not be recorded here). Some example threats to consider 
include: 

• Discrimination 

• Identity theft and fraud 

• Financial loss 

• Damage to data subjects’ reputation 

• Loss of confidentiality of professional secrets 

• Unauthorised reversal of pseudonymisation 

• Social or economic disadvantage 

• Deprivation of legal rights or freedoms 

• Data subjects losing control over their data 

• Loss of privacy or intrusion into private life 

• Prevention from accessing services 

 
Risk Details Impact Probability Response 

[Guidance: Describe 
risks to data 
subjects] 

[Guidance: Describe 
consequences to 
data subjects if risk 
realised] 

 

[Guidance: Describe 
likelihood that risk 
will be realised] 

[Guidance: Describe 
risk treatment (eg 
reduce, avoid, accept 
or transfer)] 

 
Unauthorised access 
to data compromises 
confidentiality of 
employee data and 
exposes employees 
to increased risk of 
identity theft and 
fraud. 

 

 
 

 
 

High (4) 

 
 

Low (2) 

 

 

We shall implement 
appropriate 
authentication 
mechanisms in line 
with NCSC 
recommended best 
practice, and ensure 
service is subject to 
security testing prior 
to deployment.  

 
Response will modify 
probability of threat 
being realised to very 
low. Residual risk is 
low and accepted.  

 
 

Employees unable to 
access data due to 
technical issue 
affecting the online 
portal 

Medium (3) - 
employees 
prevented from 
viewing pay data and 
will be unable to 

Low (2) – Capita 

system is reputable, 

widely used and 

subject to regular 

Capita have a lot of 
resilience and 
redundancy built into 
the server 
infrastructure and 
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check for errors. 
Employees unable to 
take timely steps to 
have data corrected 
and this may have a 
financial impact on 
the employee and 
lead to stress etc. 

system maintenance 

and security testing.  

should be able to 
recover any data in a 
matter of hours.  If 
the web server is 
down, employees 
send a request for 
pay details via the 
HR Team who will be 
able to access pay 
documents which 
can be securely sent 
to employees. 
 
Response modifies 
probability 
assessment to very 
low. Residual risk is 
low and accepted.  

Inaccurate data 
provided to Capita / 
errors not identified 
in manual checks  

Medium (3) – 
employees receive 
incorrect pay and 
experience financial 
difficulty and stress 
etc. 
 

Medium (3) – 

opportunities for 

human error during 

the data compilation 

and checking 

processes. 

Employees should 
contact the HR Team 
who will escalate to 
Capita. Errors will be 
corrected the same 
day and any 
published pay slips 
will be corrected or 
reissued. Any 
financial errors will 
be corrected by 
arranging additional 
BACS payments to 
ensure employees 
do not suffer any 
financial loss or 
stress. Any over 
payments will be 
recovered in line with 
an agreed repayment 
plan. 
 
To mitigate the risk 
of inaccurate data 
being provided to 
Capita there are a 
number of checking 
procedures within the 
payroll process.  
Initial data is inputted 
by either a HR Co-
ordinator or a HR 
Adviser, who has 
been specifically 
trained in processing 
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payroll data. This is 
then checked by a 
HR Manager before 
it is sent to Capita for 
processing. Capita 
process the payroll 
data and a report is 
produced for the HR 
Manager. This report 
is reviewed and 
checked before 
authorising Capita to 
process the payroll. 
 
Response modifies 
probability 
assessment to low. 
Residual risk is low 
and accepted.  

Excessive data is 
processed by us / 
processor 

Low (2) – minor 
inconvenience only -
no significant impact 
on employees. 

Low (2) – only data 

strictly necessary for 

payroll is processed 

and provided to data 

processor.   

Data to be collected 
for the processing of 
payroll has been 
agreed in the 
contract between 
Capita and the ICO 
to ensure that only 
relevant data is 
collected. Any 
changes to the data 
collected is recorded 
and an agreement 
signed by both 
parties. 
 
Response modifies 
probability 
assessment to very 
low. Residual risk is 
low and accepted. 
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6. Residual risk and sign off 

 
6.1 Residual risk 

 
Guidance: Record details of the remaining risk. It is never possible to remove all risk so this 
section should not be omitted or blank. If the residual risk remains high (e.g. red on the traffic 
light scoring in the Appendix) then you will need to consult the ICO by following the process 
used by external organisations. 

 
Successful implementation of recommended risk treatments will in most cases result in a low 
residual risk that can be accepted.  
 
The risk of inaccurate data being provided remains at medium however training and 
checking procedures will help manage risk.  
 

6.2 Necessity and proportionality 

 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the collection, 

processing and retention of this data here, weighing the impact on data subjects 

rights and freedoms against the benefits of the processing activity. You should 
also consider whether there are other reasonable ways to achieve the same 

result with less impact on data subjects. If you have not answered “Yes” to any 
of the screening questions in Section 2.1 you can leave this section blank. 

 
A legitimate interest assessment has been completed to assess necessity and 
proportionality of switching to online payslips and utilising the Capita portal.  

 
6.3 DPO recommendations 

 
Guidance: Record any recommendations from the DPO or their delegates and responses 
here. This serves as useful tool when reconsidering a rejected DPIA or in recording the 
justification if the organisation rejects the DPO’s advice. 

 
No Recommendation Project Team Response 

1 [Record any changes recommended by the DPO here] [Record the actions taken as 
a result of the 
recommendation] 

1 Security requirements and testing detailed in section 7 
to be completed prior to implementation.   

 

 
6.4 Sign Off 

 
Guidance: Send this to the DPSIA Committee to approve the privacy and security risks 
involved in the project, the solutions to be implemented and the residual risk. 

 
Approved by Role Date Project Stage 

Louise Byers DPO 11/10/2019  

David Wells Head of Cyber 
Security 

11/10/2019  
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Version 1.1  Page 20 of 23 
 

 

7. Integrate the outcomes back into the plan 

 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 

project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for completion  Responsibility for 

Action  
Completed Date 

Liaise with provider 
to ensure password 
policy and Multi-
Factor Authentication 
enabled to safeguard 
accounts from 
password 
guessing/spray 
attacks and social 
engineering. 

 

TBC Project Manager  

Liaise with provider 
to ensure product is 
subject to security 
testing, and any 
corrective actions 
implemented, prior to 
deployment, to 
safeguard service 
against exploitation 
of any common 
vulnerabilities or 
misconfiguration. 

 

TBC Project Manager  

Update Information 
Asset register 

Implementation Project Manager  

 
Contact point(s) for future 
data protection concerns  

DPO 

 
8. Change history 
 

Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 

 

Version Date  Author Change description 

0.1 15/04/2019 Margaret 
Wilson-

Savage 

First draft 

0.2 29/04/2019 Steven 

Johnston 

Information Management initial review  

0.3 15/05/2019 Margaret 

Wilson 

Revised draft 
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Savage 

1.0 11/10/2019 Margaret 

Wilson 
Savage 

Final release 

 
9. Template Document control 

 
Title Data Protection Impact Assessment Template  
Version 1.1 
Status Final release 
Owner DPSIA Committee 
Release date 02/04/19 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 

 
Impact 

Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 

distress that can be expected to occur. 
 

Impact Scoring criteria 

Very low (1) No discernible impact on individuals. 

 

Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  

 

Medium (3) Individuals may encounter significant inconveniences, which 

they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 

understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 

they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 

financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  

 

Very high (5) Individuals which may encounter significant, or even 

irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 

ailments, death, etc.).  
 

 
Probability 

Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 

and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 

vulnerability?). 
 

Probability Scoring criteria 

Very low (1) 0-5% - extremely unlikely or improbable 
For example, the risk has not occurred before or is not 

expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  

 

Medium (3) 21-50% - fairly likely to occur 

For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 

 

Very high (5) 81-100% - almost certainly will occur 

For example, the risk is expected to occur once a week. 
 

 
Risk level 

Risk level is a function of impact and probability, and is represented by a RAG 
rating.  

 
Probability 

 
Impact 

Very low  

(1) 

Low  

(2) 

 

Medium  

(3) 

 

High  

(4) 

 

Very high  

(5) 

Very high  

(5) 

 

Amber  

(5) 

Amber  

(10) 

Red  

(15) 

Red  

(20) 

Red 

(25) 

High  

(4) 

 

Green  

(4) 

Amber  

(8) 

 

Amber  

(12) 

 

Red  

(16) 

 

Red  

(20) 

Medium  

(3) 

 

Green  

(3) 

Amber  

(6) 

 

Amber  

(9) 

 

Amber  

(12) 

 

Red  

(15) 

Low  

(2) 

 

Green  

(2) 

Green  

(4) 

 

Amber  

(6) 

 

Amber  

(8) 

 

Amber  

(10) 

Very low  

(1) 

 

Green  

(1) 

Green  

(2) 

Green  

(3) 

Green  

(4) 

Amber  

(5) 

 
Risk acceptance criteria 

These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 

risk because of legal and regulatory requirements. 
 

Risk level Acceptance criteria 

Low (Green) Within this range risks can be routinely accepted.  

 

Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Data Protection Impact 
Assessment – Microsoft AI 
Builder 
 

 

 

 

 

 

 

Document Name Data Protection Impact Assessment – 
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Direct Debits mandates 
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Version Number 1.0 

Release Date 12/01/2021 

Approver (if applicable)  

Review Date  

Distribution (internal or 
external) 

Internal 
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your DPIA 
screening assessment indicates a high risk to individuals. If you are unsure 
whether you need to complete a DPIA use the DPIA Screening Assessment to 
help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Microsoft AI builder for processing paper direct 

debit mandates  
Project Manager: Sue Shepherd  

Information Asset Owner: Mike Fitzgerald  

Data controller(s) ICO 

Data processor(s) Microsoft, BACS  

 
 
1.2 Describe your new service or process 
 
This is a new process for AI assisted processing of direct debit paper 
mandates.  

Traditionally direct debit paper mandates have been sent out to customers for 
the payment of their data protection fees.  These paper mandates have been 
completed by the customer and posted or emailed into the office, then 
manually keyed in by staff. 

We are moving to an online approach for digital direct debit sign-up but will 
still be offering this paper method, plus due to the pandemic we have a 
backlog of mandates waiting to be processed. 

 

  

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-44
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
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Microsoft AI builder and Flow have been designed to automate time consuming 
manual processes and this is an ideal small project to transition to this new 
technology. 

We will be implementing Microsoft’s AI builder to scan and read the data and 
Microsoft’s Flow module to push this data into a csv file which can then be 
processed into ICE registration.  

During AI scanning a confidence level will be applied based on rules such as 6 
numeric characters for sort code.  Any documents not obtaining the required 
confidence level will have a manual intervention or import rules applied, which 
will mean that if a field doesn’t meet the confidence level, we will revert to 
another field which is text rather than handwritten – such as DD mandate date 
to scanned date.  

The scanned data will be collated into a csv file which will be scheduled to run 
once a day, with a maximum number processed of 500 DD’s in a file. The file 
is then passed into our ICO estate for processing into the ICE registration 
system.  
 
This will be our first use of Microsoft’s AI builder and the processing method 
will be subject to an internal security opinion report (SOR) review.  The data 
transfer method will be using our Data Gateway, the same process that is used 
for passing csv file of our digital direct debits data collected via our website. 
The AI builder will be trained using 300 paper direct debit mandates. 
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1.3 Personal data inventory - explain what personal data is involved 
 

Categories of data Data subjects 
 

Recipients  Overseas transfers Retention period  

The data pulled from the DD mandate 
form is limited to –  
 
Account name  
Bank account number 
Bank sort code 
Registration reference (pre-populated on 
mandate form)  
DD date signed  
Scanned date (added by restore 
scanning service)  

Data Protection fee 
payers who wish to 
pay the annual 
registration fee by 
completing a paper 
direct debit mandate. 
 

ICO, Registration 
and collection of DP 
fees 
 
BACS for 
processing 
payments 
 
Microsoft, when 
investigation and 
support is required 
for issues 

Data can be hosted 
in Microsoft’s UK 
and/or EEA data 
centres. 
 
We have chosen to 
set our data flow to 
use UK region, so 
data stays within UK 
and within our 365 
tenancy 

Scanned copy of paper 
mandate retained for six 
years, as a requirement for 
financial data, stored within 
our corporate store. 

Scanned mandates would be 
stored in EDRM and deleted 
in line with our EDRM 
retention processes – this 
will be Finance site and 
Finance will have 
responsibility for deletion.  
 

Mailbox retention will be in 
line with ICO schedule – 
automated deletion after 12 
months.  
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a. Identify a lawful basis for your processing 
 
The lawful basis for processing is Article 6(1)(e) - Public Task.  

 
 
 

b. Explain why it is necessary to process this personal data 
 
A DP fee payer may choose to set up a Direct Debit mandate by completing a 
paper form with their bank details and posting or emailing this to the ICO. 

Our current process, during the pandemic, is for Restore to scan any postal 
mandates into an ICO mailbox.  Staff would then open the emails, both those 
from Restore and those received direct from customers and key in the 
information from the mandate into our ICE registration system. 

We are proposing to use Microsoft’s AI builder to scan the direct debit 
mandates and Microsoft’s Flow module to push this data into a csv file which 
can then be processed into ICE registration.  This will provide a more efficient, 
accurate and faster method to process the backlog and ensure we stay on top 
of these paper mandates. It will also free up staff in the DP Fees department. 

To do this we have identified the minimum amount of personal data required 
as explained in section 1.3.  

 

 

  
 

 
c. Outline your approach to completing this DPIA  
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DPIA questionnaire and screening assessment have been completed, which 
indicated a full DPIA assessment, due to this being the first use of Microsoft AI 
builder 

We have been following advice from our third party supplier Kainos in 
conjunction with Microsoft’s best practise for the PowerApps environment, 
including data loss protection policies, creating a default policy for all 
environments.  Access to the PowerApps environment will be limited to 
specified admin accounts. 

SOR is in progress with cyber security team. 

We will not be consulting with data subjects as the categories of data are 
already processed by the ICO and we are only utilising the AI software as an 
OCR reader. The processing will not include any automated decision making 
that will have a legal or similar detrimental effect on individuals. 

 

 
 
 

2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
 
 

Paper direct debit mandates coming through the Royal Mail postal system are 
currently being collected and scanned by Restore and emailed to the ICO, they 
are then manually entered into the ICE registration system. 

The proposed processing solution for increasing efficiency, avoiding data 
backlogs and improving data entry uses Microsoft’s AI builder to scan the 
direct debit mandate data from the emails and push this data into to a csv file 
for processing into our ICE system.  

The full process flow will be: 
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1. Post scanned by Restore into Docuware digital mail room 
2. Received into ICO mailbox ‘Postaldirectdebits@ico.org.uk’ 
3. Microsoft AI Builder will be used to scan and extract the ICO registration 

number, bank account name, sort code, account number and date 
signed from the direct debit mandate form.  Microsoft Flow will take this 
extracted data and format it into a csv file 

4. As emails are processed by AI Builder they will be moved from the inbox 
into a processed folder in ICO mailbox ‘Postaldirectdebits@ico.org.uk’.  
At a later date copies of mandate will be stored in our corporate data 
store in a Sharepoint Finance folder.  

5. csv file transferred via Data Gateway to CRM server nightly 
6. csv processed into ICE registration 

 

Below is the data flow for step3 using the Microsoft AI builder. 
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PostalDirectDebits Mailbox

Power Automate flow will 
run on a schedule to 

retrieve unread emails in 
Inbox 

Process each email attachment through Form 
Recognizer AI model

AccountNumber and SortCode are 8 
and 6 numerical digits?

Create “Success” CSV with 
outputs from AI model

Store csv on file system using 
data gateway 

Move email to Processed 
folder in PostalDirectDebits 

mailbox

Yes

Create “Error” CSV with 
outputs from AI model

Store csv on file system using 
data gateway

Move email to Processed 
folder in PostalDirectDebits 

mailbox

No

All Power Automate functionality 
will run as a new unique account 
following the principle of least 

permission

Save Attachment to 
SharePoint – to be confirmed

Save Attachment to 
SharePoint – to be confirmed

 

 

Our Microsoft AI builder model will be trained using the first 300 paper direct 
debit mandates processed from customers.  The model will be taught, using 
point and click functionality, to look for and identify the ICO registration 
number, bank account name, sort code, account number and date signed from 
the direct debit mandate form.  Having identified the fields it will then use text 
recognition(OCR) to extract the data, Microsoft’s Flow will then take this data 
and push it into a formatted csv file.   

The direct debit mandates used during the AI Builder training cycle will be 
stored in Microsoft’s common data store in the UK and will be deleted once the 
training cycle has been completed.  This process will happen once on the first 
300 paper mandates, after that the training model will be turned off and the 
AI builder will not be continually learning. 

As part of the training cycle a confidence level will be applied to scanned data.  
any documents not obtaining the required confidence level will be processed 
manually. 

 
 

3.0  Key principles and requirements 

Purpose & Transparency 
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1.  Will you need to update our privacy notices?  

Yes ☐   No ☒   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

 

 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable please provide a link to your completed assessment. 

 

 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

During AI scanning a confidence level will be applied based on rules such as 6 
numeric characters for sort code.  Any mandates not obtaining the required 
confidence level will not be automatically processed, but will be recorded in a 
‘Failed’ file and will be manually processed. 

Registration number will be validated against ICE registration system. 

During the BACS processing validation checks are performed, known as ‘Mod 
check’, any account sort code/ account number discrepancies are highlighted 
in an error file. 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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There are existing processes in place for customers to amend and update their 
direct debit mandate details and processes within Finance to handle incorrect 
and invalid paper DD mandates. 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 

N/A 

 

 

 

Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

Scanned copy of paper mandate retained for six years, as a requirement for 
financial data, stored within our corporate store. 

Scanned mandates would be stored in EDRM and deleted in line with our EDRM 
retention processes – this will be Finance site and Finance will have 
responsibility for deletion.  
 

Mailbox retention will be in line with ICO schedule – automated deletion after 
12 months.  

csv file for transfer/import will be kept for 14 days on CRM server, automated 
deletion process.  

  

 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☒   No ☐   

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
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Integrity and confidentiality 

11. Where will the personal data be stored? 

ICO systems: 

1. Docuware digital mail room 
2. ICO mailbox ‘Postaldirectdebits@ico.org.uk’ 
3. Microsoft Common Data Store held in the UK region 
4. Csv file transferred via Data Gateway to CRM server 
5. csv processed into ICE registration system 
6. at a later date the mandates will be transferred from the mailbox 

into a Sharepoint Finance folder 

 csv file for transfer/import  to CRM (ICE) will be held for 14 days 

 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to any assessment. 

A separate Security Opinion Report (SOR) for Microsoft AI Builder is being 
prepared 

 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

Update to Business processes for DP fees, to include new process and 
processing of those ‘failed’ from the mailbox that need manual intervention. 

Service Definition Document (SDD) being prepared for ITHelp for the file 
transfer process via Data Gateway to CRM server. 
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Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Director of Digital, IT and Customer Services 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☒   No ☐   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   

https://edrm/sites/corp/im/Mnt/IMRF/IM%20Roles%20and%20Responsibilities.xlsx?web=1
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4.0 Risk assessment  
 
 

 
 

Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

A valid bank sort code and account 
number is entered that does not 
belong to the DP Fee payer. 

Example: the digit 7 is mistaken for 
digit 1 in the account number.  

Reduced During AI scanning a confidence level will 
be applied, 300 DD mandates will be used 
to train the AI builder  
 
Mod Check in the BACS processing will 
eliminate any invalid sort code and bank 
account number combinations.  

2 1 2- Low 

Access to ICO mailbox where paper 
direct debit mandates are stored 

Reduced Only certain groups of ICO colleagues will 
have access to the mailbox 

1 1 1 – very low 

Data being transferred outside UK Avoid Microsoft AI builder project, during 
implementation set Region = UK so all 
data held is placed in  UK Common Data 
Store in our Microsoft O365 tenancy 

1 1 1 – very low 

Access controls and restrictions to 
the data held in the Microsoft 
Common Data Store 

Reduced During Microsoft AI builder 
implementation, system administrator  
and admin roles will be assigned 

2 1 2 - Low 

Not conforming to best practice in 
AI processing 

Reduced Liaised with our Technology and 
Innovation team and reviewed Guidance 
on AI and data protection | ICO 

1 1 1 - very low 

Data loss during the processing Reduced Regular checks on numbers received from 
Restore and number processed 

2 1 2 - Low 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/guidance-on-artificial-intelligence-and-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/guidance-on-artificial-intelligence-and-data-protection/
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 

 

1. Clarify wording regarding overseas 
transfers in section 1.3 

12/01/2021 - 
planning 

Accept – 1.3 amended.  

2. Amend recipients in section 1.3 to 
clarify Microsoft only when support 
required.   

12/01/2021 - 
planning 

Accept – 1.3 amended.  

3.  Include further detail about the 
process of training the AI module in 
section 2.1.   

12/01/2021 - 
planning 

Accept – 2.1 amended.  

4.  Reference existing processes for 
customers to amend / update DD 
mandate.   

12/01/2021 - 
planning 

Accept – addition made to response to section 3.0 Q6.  

5.  Specify if deletion of csv file after 14 
days is manual or automated process.  

12/01/2021 - 
planning 

Accept – addition made to response to section 3.0 Q9. 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-46
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6. Update retention schedule for new 
information asset – digital scans of 
DD mandates. 

12/01/2021 - 
planning 

Accept – schedule to be updated.  

7. Add additional risks to section 4.0 

• Not following AI best practice 
• Data leakage during processing 

operation 

12/01/2021 - 
planning 

Accept –  addition made to 4.0.   

 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
Update Retention 
Schedule 

ASAP IM Service  
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 

The residual risk is low as a result of the minimal data being collected and the 
mitigation controls put in place. 
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7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
Mike Fitzgerald, Director of 
Digital, IT and Business 
Services 

13/1/21 IAO Sign Off 

 
8.0 Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 

V0.1 7/12/2020 Sue 
Shepherd 

First Draft 

V0.2 6/1/2021 Sue 
Shepherd 

Updated for consideration by DPIA 
forum  

V0.3 12/2/2021 Steven 
Johnston 

Section 5.0 DPIA forum 
recommendations.  

V1.0 12/2/2021 Sue 
Shepherd 

Updated following recommendations 
from DPIA forum 

 
 
 
 
Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
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Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  Amber  Amber  Red  Red  Red 
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(5) 
 

(5) (10) (15) (20) (25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
 

 
 
 
Appendix 2: Common risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  

 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
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• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 

 
 
 
 
 

 
 
9.0 Template Document control 
 
Title Data Protection Impact Assessment Template  

Version 3.0 

Status Final release 

Owner DPSIA Forum  

Release date XX/06/20 

Review date XX/06/21 
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Data Protection Impact Assessment (DPIA) 
template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the processing of personal data 
(whether digital or hardcopy). When dealing with an existing process, service or 
system only the change should be impact assessed. 
 
You should start to complete the assessment at the very start of your work and 
plan to revisit it throughout the lifecycle. Please note that the outcome of the 
assessment could affect the viability of what you are planning to do. In extreme 
cases, you will not be able to continue with your plans without changing them, 
or at all. 
 
The DPO’s team is available to assist and advise on completing this template. If 
required this template should be submitted to the DPSIA forum for their 
consideration and recommendations. For assistance or to submit a DPIA for 
consideration email IGhelp@ico.org.uk.  
 

 
  Determining what to complete: 
 
You should complete all aspects of 
sections 1 and 2 of this form.  
 
If you answer no to all screening 
questions in section 2 a full DPIA isn’t 
required and there is no need to 
complete the additional sections of this 
assessment (see Approval). 
 
If you answer yes to any of the 
screening questions in section 2 you 
must complete a full DPIA. You should 
complete all sections of this form 
except for 6.3 and 6.4 (see Approval). 

Approval:  
 
If a full DPIA isn’t required 
inform your IAO and retain a 
copy of the form within your 
department.  
 
If a full DPIA is required the 
completed form must be 
submitted to the DPSIA 
Forum for their consideration 
and recommendations.  
 
Once complete you should 
send this to 
IGhelp@ico.org.uk.  

mailto:xxxxxx@xxx.xxx.xx
mailto:xxxxxx@xxx.xxx.xx
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  Publication of the fee payers register 

of controllers  
Project Manager: N/A  

 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
The Data Protection (Charges and Information) Regulations 2018 (DPCIR) 
require data controllers to pay a data protection fee to the ICO unless they are 
exempt. As part of processing these payments we collect information, including 
personal data, from controllers. Previously, under the Data Protection Act 1998 
(DPA 1998), we were required by law to publish some of this information in the 
form of a register of fee payers. Under the DPCIR 2018 there is no longer an 
express legal requirement to continue to publish this register.  
 
Under the Freedom of Information Act, we are required to proactively publish 
datasets that we hold in a re-usable format, and generally make our datasets 
available in response to FOI requests.  
 
The register was previously available as a download from the ICO website, but 
the functionality had to be disabled due to changes to the underlying database in 
May 2018. 
 
This DPIA is being completed to assess the data protection implications of 
continuing to publish the personal data of fee payers as a register of controllers 
and reinstating the ability for customers to download that dataset from our 
website.   
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation.   
 
Data controller(s) ICO 
Data processor(s) N/A 
Joint data controllers N/A 
Purpose of processing See section 1.4 
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Categories of data The data published on the register is: 
 

• The name and address of the controller 
• The data protection registration number 
• The level of fee the controller has paid  
• The date that the controller first paid the fee 

and the due date for renewal 
• Any other trading names the controller has 

(optional). 
• Contact details for the data protection officer 

if they have one 
• The name of the data protection officer 

(optional). 
 
The same data would be made available as a 
downloadable dataset from our website. 

Categories of subjects Controllers that have paid the DP fee, DPOs 
Categories of recipients Published on ICO website 
Overseas transfers Transfer outside the EEA via the website 

Potential for transfer outside the EEA by those re-
using the data from the website, and the download, 
under the terms of the Open Government Licence.  

 
1.4 Purpose for processing 
 
Guidance: State the context and business need being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
Personal data is processed for the purpose of collecting the data protection fee 
from controllers as required by the DPCIR. Whilst there is no longer a legal 
requirement to publish a register of fee payers we believe it is necessary for our 
public task to continue to do so.  
 
Accountability of controllers is a key tenet of data protection legislation, with 
higher expectations now being placed on controllers to be transparent about the 
personal data that they process. The published register can be used to 
demonstrate which controllers have paid the data protection fee and complied 
with this legal requirement.   
 
Equally, with contact details for controllers placed into the public domain it can 
also help ensure that controllers are accountable to those individuals’ whose 
data they process. A publicly available contact point for a controller can help 
ensure controllers are contactable and can facilitate the exercise of the individual 
rights provided to data subjects in data protection legislation.  
 
Article 57 of the GDPR lists the tasks required of the commissioner as the 
supervisory authority in the UK. Article 57(b) requires the Commissioner to 
promote public awareness and understanding of the risks, rules, safeguards and 
rights in relation to processing. We consider publication of the register to be 
integral to us fulfilling this task. Providing the register as a dataset is in line with 
open data good practice.  
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1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 
task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
 
The lawful basis we rely on to process the personal data published on the 
register is article 6(1)(e) of the GDPR. This allows us to process personal data 
when this is necessary to perform our public tasks as a regulator. No special 
category or criminal conviction data is published.  
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period unless required by the 

National Archives for permanent preservation 
f) Data kept beyond the retention period will be pseudonymised  
g) Personal data must be erased upon receipt of a lawful request from the data 

subject 
 
Information & Transparency 
h) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 

https://edrm/sites/corp/im/Templates/Legitimate%20Interest%20Assessment%20Template.docx?web=1
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Objection & Restriction 
i) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
j) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
k) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
l) Identify an Information Asset Owner 
m) Update the Information Asset Register 
n) Access controls must be in place for both physical and digital records 
 
Is the data being transferred outside the UK and EEA? If so: 
o) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

p) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
q) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
r) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

s) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
t) Update the Privacy Notice 
u) Update the records of processing activities 
v) There must be appropriate contracts in place with data processors / sub-

contractors 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making 
that will have a legal or similar detrimental effect on 
individuals? For example, decisions that lead to exclusion 
or discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special 
categories of data (Article 9 refers), personal data relating 
to criminal convictions or offences (Article 10 refers), and 
personal data linked to household and private activities. 
 

N 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

Y 

6 Does the processing involve matching and combining two 
or more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, 
asylum seekers, patients, the elderly). 
 

N 

8 Does the processing involve the innovative use or 
application of new technological or organisational 
solutions? For example, “Internet of Things” applications 
can have significant impacts on subjects’ daily lives and 
privacy. 
 

N 
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9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where 
a bank screens its customers again credit reference 
database in order to decide whether to offer them a loan. 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions a full DPIA is not required but you 
must still keep a record of this document as evidence that you have considered 
the data processing operation against the screening questions. You can save this 
locally in your department and it does not need to be submitted for 
consideration by the DPSIA forum. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
A full DPIA will be completed and we will consult with colleagues in the DP fees 
team, DPO team and Cyber Security. We will not be consulting with data 
subjects as the publication of the register of controllers was a legal requirement 
under the DPA 1998 and has been common practice for over 20 years and 
previous consultations revealed that the public and other data controllers found 
it valuable. Fair processing information is provided at the time of paying the fee 
as will be our policy on publication of the register when finalised. Publication is 
expected by the data subjects involved. Additionally the personal data published 
on the register is minimal and limited to the name and contact details of the 
controller. The contact address can be an email or a PO BOX, thus providing 
more privacy friendly options especially for sole traders.  
 
3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The specific purpose of your processing 
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• The source of the data (including whether the data subjects are vulnerable, 
the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing)The storage and transfer of the data (including details of 
hardware, software, networks, key people and details of any paper records or 
transmission channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
Personal data is provided to us by controllers during the fee payment process. 
This is either via the electronic form accessible from our website, in an email, 
postal letter or during a telephone call. A privacy notice and also going forward, 
a policy regarding the publication of the register is made available to the 
applicants.   
 
The register contains around 700K entries (March 2020). Data is held on our ICE 
registration system, a subset of that information is uploaded to and searchable 
from the ICO website. A daily extraction of data from ICE registration is used to 
keep the Register on the website up to date. This includes the creation of a daily 
file from the updated database that is made available to download. There is a 
daily opportunity for us to amend the register.  
 
Not all published register entries contain personal data but some will. The most 
common instances being sole trader controllers who register in their own name 
or controllers that have appointed a data protection officer (DPO). In such 
scenario’s the controller or DPO will be a data subject whose personal data is 
being published by us. 
 
The information that we publish on the register is: 
 

• The name and address of the controller - for registered companies the 
address should be that of its registered office. For any other person 
carrying on a business this should be that person’s principal place of 
business in the UK. This might be the controller’s residential address, a PO 
Box or an email address. 

• The data protection registration number 
• The level of fee the controller has paid  
• The date that the controller first paid the fee and the due date for renewal 
• Any other trading names the controller has (optional) 
• Contact details for the data protection officer if they have one 
• The name of the data protection officer (optional) 

The download will contain the same information listed above. 
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Our lawful basis for publishing the personal data on the register is GDPR Article 
6(1)(e) and individuals have the right to object to this processing. As per GDPR 
Article 21, an individual must give specific reasons, based upon their particular 
situation, why they are objecting to this processing. Any requests are considered 
by our Information Access team on an individual basis in line with established 
request handling procedures.  
 
We provide clear information throughout the fee payment process to controllers 
to inform them what personal data we intend to publish. This includes a method 
by which a controller can inform us of any concerns about their data being 
published. We will give consideration to objections to publishing a home address 
or a personal email address.  
 
We will consider if: 
 

• The address is a home address and there is a safety concern to the 
individual or others or security concern to the premises 

• The address is a home address and the nature of the business dictates 
that it should not be publicly available 

• The publishing of the email address may result in unwarranted substantial 
damage or distress to the individual or others 

This not an exhaustive list and we will consider requests to withhold name and 
contact details on case by case basis. 

If we decide to withhold a home address and/or a personal email address, we 
will ask the individual to provide a PO Box or a generic email address to be 
published on the register. Failure to provide an alternative address may result in 
referral to our regulatory supervision service to ensure that data subjects are 
provided with appropriate information on how to enforce their rights. 

All changes made to the data published on the public register would be 
automatically reflected in the dataset available for download. 

 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention 

Period  
Necessity 

 
The name and 
address of the 
controller 
 
The data 

 
Published on ICO 
website to world 
at large.  

 
The data on the 
public register 
and available for 
download only 
contains details of 

 
The published 
data is the 
minimum 
necessary to 
satisfy the public 
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protection 
registration 
number 
 
The level of fee 
the controller has 
paid  
 
The date that the 
controller first 
paid the fee and 
the due date for 
renewal 

Any other trading 
names the 
controller has 
(optional) 
 
The name of the 
data protection 
officer I applicable 
(optional) 
 
Contact details for 
the data 
protection officer  
 

active (not 
lapsed) 
registrations.   
 
Daily updates are 
made to the 
register and 
downloadable 
dataset with new 
data controllers 
being added and 
any entries where 
payment has 
lapsed being 
removed.     
 
We retain data in 
relation to any 
lapsed fee 
payments for two 
years but this is 
not published. 

interest in the 
data controllers 
registered with 
the ICO, increase 
the accountability 
of data controllers 
to data subjects 
and support the 
ICO in fulfilling its 
GDPR Article 57 
tasks as the UK’s 
supervisory 
authority.   

 
The ICO website is currently captured by the TNA web crawl for archiving 
purposes but it is not possible to search the fee payer register via the TNA 
website. If and when a downloadable version of the register becomes available 
on the ICO website, this DPIA will have to be revised to consider the implications 
of a downloadable version of the register potentially being available beyond a 12 
month period. Current understanding is that the TNA web crawl similarly 
wouldn’t capture any downloadable version of the register however confirmation 
will be needed. In the event that it did, we have already confirmed with the TNA 
that it has a procedure to consider supressing personal data from public view 
upon request.   
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.5. Fill in the details of how the requirements have been met or list the 
requirement as N/A. The requirement source is a reference to GDPR unless 
otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to 
date 

The obligation to inform us of any changes to 
the register entry rests with the controller 
but we will action changes as soon as 
possible. Annual reminders are sent to 
controllers regarding fee payments providing 
an opportunity for the data we hold to be 
reviewed and updated accordingly. We 
provide a helpline with contact information 
on our website for data controllers to contact 
us with any updates to the information we 
hold.    

b) There must be means to 
validate the accuracy of any 
personal data collected 

Data is provided directly by the controller at 
the point of their first fee payment. To 
preserve the accuracy of the data provided 
we give each controller a unique security 
number and check contact information 
against our records to verify identity before 
making any changes the register. 
Confirmations are issued to the contact at 
the data controller when any amendments or 
renewals are carried out, we advise them to 
check the information we hold and let us 
know if the information is incorrect. 
 

c) Inaccurate or incomplete 
personal data must be updated 
on receipt of a lawful request 
from the data subject 

Updates can typically be made on a normal 
course of business basis after the identity of 
the controller has been verified. These will 
be reflected in the next daily update of the 
register. The online register reflects the 
information at the end of the business day as 
held in the ICO registration system. Any 
third party who has recorded results from a 
register search or downloaded a copy should 
satisfy themselves of the currency of the 
information by re-searching or downloading 
the most recent copy. It will not be possible 
for us to communicate any rectification or 
amendment to them as we will not know 
who they are.   

Retention & Deletion 
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d) All data collected will have a 
retention period 

The data on the public register and available 
for download only contains details of active 
(not lapsed) registrations.   
 
Daily updates are made to the register and 
downloadable dataset with new data 
controllers being added and any entries 
where payment has lapsed being removed.     
 
We retain data in relation to lapsed 
payments for two years but this is not 
published. When we update the dataset each 
day we delete the previous days dataset.  

e) Data must be deleted at the 
end of its retention period 
unless required by the National 
Archives for permanent 
preservation 

The master data for the public register is 
stored in ICE and an automated deletion 
schedule is set for 2 years from the date of 
the last activity on the payment record. Data 
published on the website is updated daily.  
 
When we update the dataset each day we 
delete the previous days dataset. 

f) Data kept beyond the 
retention period will be 
pseudonymised 

No data is kept by the ICO beyond the 
retention period.  

g) Personal data must be 
erased upon receipt of a lawful 
request from the data subject 

Requests will be handled by our Information 
Access team in line with our established 
request handling procedures. Data can be 
removed from the published register by any 
member of the DP fees team if a lawful 
request is received. Those requests will 
automatically update the downloadable 
dataset at the time of the next daily update. 

Information & Transparency 
h) The data subjects shall be 
provided with: 
● the identity and contact 
details of the data controller; 
● the contact details of the 
Data Protection Officer; 
● the purposes of the 
processing, including the legal 
basis and legitimate interests 
pursued 
● details of the categories of 
personal data collected 
● details of the recipients of 
personal data 

Information provided in our privacy notice. 
PN is also provided at the time of filling the 
form online. A link to the policy will be added 
to the relevant website page when finalised. 

Objection & Restriction 
i) There must be means to 
restrict the processing of data 

Requests will be handled by our Information 
Access team in line with our established 
request handling procedures. Data can be 
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on receipt of a lawful request 
from the data subject 

removed from the published register by any 
member of the DP fees team if we need to 
restrict processing whilst a decision is being 
made regarding continued publication. 

j) There must be means to stop 
the processing of data on 
receipt of a lawful request from 
the data subject 

Requests will be handled by our Information 
Access team in line with our established 
request handling procedures. Data can be 
removed from the published register if 
required by any member of the DP fees 
team.  

Security 
k) Appropriate training and 
instructions will be put in place 
to enable staff to operate the 
new system / process securely 

All DP fees staff receive training on updating 
the register correctly. For the majority of 
entries the fees register data is uploaded 
automatically and reflects the data provided 
by the fee payer at the time of completing 
their online application. Data is only 
manually entered where a service user 
requires support with their application, 
where a technical issue occurs or we are 
notified of a change. For changes, DP fees 
staff will request a security number for 
identity verification before making 
amendments over the phone. Where no 
security number is provided changes are not 
made without written correspondence from 
the controller. When required, attempts are 
also made to contact the named contact if 
the change request originates from a 
different individual working for the controller.   

l) Identify an Information Asset 
Owner 

Director of Digital, IT and Customer Services 

m) Update the Information 
Asset Register 

Not required – registration ICE is already 
included. 

n) Access controls must be in 
place for both physical and 
digital records 

Access to amend the published register is 
restricted to authorised staff in DP fees 
teams. Access permissions are controlled in 
ICE with fee team users being granted read 
and amend access.   

Conditional Requirements 
o) The data subjects must be 
provided with information on 
where to obtain details of any 
safeguards over data 
transferred to non-GDPR 
compliant countries 

The publication on our website will be a 
restricted transfer. The derogation at Article 
49(d) is relied on as the transfer is necessary 
for important reasons of public interest. 

p) Consult the DPO for 
additional requirements to 
ensure the processing is GDPR 
compliant. 

The DPO’s team has been consulted as part 
the completion of this DPIA. 
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q) There must be controls to 
ensure or monitor compliance 
by external organisations. 

N/A 

r) There must be a means to 
extract and transmit the data 
in a structured, commonly used 
and machine-readable format 
on receipt of a lawful request 
from the data subject 

Available from the ICO website.  

s) The consent must be 
recorded in some manner to 
serve as evidence 

N/A – no processing based on consent. 

t) Update the Privacy Notice Publication of personal data on the register 
of fee payers is already detailed in our PN. 
The PN needs to be updated to include 
reference to the downloadable version.  

u) Update the records of 
processing activities 

Not required 

 
5. Data protection summary risk assessment 
 
Guidance: Record a summary of identified and assessed risks to data subjects’ 
rights, the actions you have taken (existing) and could take (expected) to 
reduce the risks and any future steps that will be necessary (eg the production 
of new guidance or security testing for new systems). Some example risk 
sources have been listed to aid you below and in Appendix 2. The examples are 
not exhaustive. Equally not all will be relevant to your specific processing 
activities. See Appendix 1 for guidance on assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 

https://ico.org.uk/global/privacy-notice/pay-a-data-protection-fee/
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Risk Description Respons
e to Risk Risk Mitigation 

Expected Risk 
Score 
I P Total 

[Guidance: Describe 
the cause and 
likelihood of; and the 
threat to the data 
subjects rights, and 
the impact on the 
data subject should 
the risk be realised- 3 
elements] 

[Guidance: 
Describe 
risk 
treatment 
(e.g. 
reduce, 
avoid, 
accept or 
transfer)] 
 

[Guidance: Describe existing 
activity and controls to reduce 
risk and any further activity or 
controls to be taken that are 
expected to reduce the risk- 2 
elements] 

[Guidance: I is impact 
score and P is 
probability score and 
IxP is the Total Score. 
Probability is the 
likelihood of the risk 
being realised after 
Risk Mitigations have 
been achieved.  

Change requests 
are not actioned by 
us and inaccurate 
data remains on the 
register.  

Accept Existing Mitigation: We carry 
out daily updates to the 
published register to keep this 
as up to date as possible. We 
have multiple contact 
channels for data controllers 
to contact us to update their 
register entry. Where 
controllers call us by phone 
we action change requests 
immediately. We aim to 
action written requests asap.  
 
Expected Mitigation:  
None. 

1 1 1 
 

Expected risk 
is low. 

Publishing the data 
on the public 
register available 
on the website 
allows it to be used 
by a third party in a 
way that has a 
detrimental effect 
on the data subject. 

Accept Existing Mitigation:  
 
The categories of data are 
those that are typically 
publicly available from other 
sources. The personal data 
that is published is limited to 
what is strictly necessary to 
achieve our purpose. 
 
 
Expected Mitigation: 
None 

2 1 2 
 

Expected risk 
is low.  
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Publication of data 
on our website 
results in the data 
being transferred 
overseas to a 
jurisdiction that 
does not 
adequately protect 
data subject rights. 

Accept Existing Mitigation: 
 
The categories of data are 
those that are typically 
publicly available from other 
sources. The personal data 
that is published is limited to 
what is strictly necessary to 
achieve our purpose. i.e. a 
name and a contact address.  
 
Expected Mitigation:  
None 

2 1 2  
 

Expected risk 
is low.  



Version 2.0  Page 17 of 29 
 

Publishing address 
details presents a 
security risk for 
data subjects 
impacting on their 
personal safety.  

Reduce Existing Mitigation: 
 
We provide clear information 
to controllers throughout the 
fee payment process 
informing them what personal 
data we will publish on the 
register. This is included in 
our privacy notice and 
alongside the online fee 
payment form. 
  
We also provide an instruction 
to controllers on the fee 
payment section of our 
website that asks them to 
provide a suitable alternative 
correspondence address, PO 
box or an email address for 
publication if they don’t want 
us to publish a domestic 
address.    
 
Controllers can inform us of 
any concerns they have about 
their address details being 
published and we will give 
consideration to their 
concerns as explained above 
at section 3.1 of this 
document. Where a controller 
informs us of concerns 
regarding the publication of 
their address we will accept a 
suitable alternative 
correspondence address, PO 
box or an email address for 
publication.  
 
In the event that a controller 
provides us with a sensitive 
address in error, fails to 
inform us about safety 
concerns when registering or 
their circumstances change, 
our fees teams can remove 
their current address from the 
register immediately once we 
are made aware. We can also 
remove the current 
downloadable version of the 
register from the website.  

3 2 6 
 

Expected risk 
is medium.  
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However whilst we have the 
above mitigations in place we 
cannot completely eliminate 
the described risk.  
 
There is a process in place to 
ensure that concerns are 
picked up and action taken by 
a trained team as soon as 
possible. A residual risk will 
however remain due to the 
availability of the published 
register and the downloaded 
version prior to action being 
taken. The clear advice prior 
to filling the form should help 
in reducing the probability of 
the risk occurring.   
 
Expected Mitigation:  
 
A policy will be published 
alongside the PN to explain 
the action we take should we 
be alerted to a safety or 
security concern. 
 
Links to the copyright and 
OGL will be made more 
prominent on relevant 
sections of our website to 
encourage third parties to 
access the most recent 
versions of the register.  
 

Unauthorised 
updates are 
submitted to the 
ICO leading to the 
publication of 
inaccurate 
information about 
data subjects 

Accept Existing Mitigation: 
 
Changes are only carried out 
after appropriate security 
checks. This includes 
matching a unique security 
number to the individual. 
Staff training is also provided 
to ensure they follow the 
procedure   
 

2 2 Expected 
risk is low 
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Published data that 
has become out of 
date is held and re-
used by third 
parties  

Accept Existing Mitigations: 
 
Our copyright notice 
(appendix 1) encourages 
those who re-use our 
information to ensure they 
obtain the latest versions, 
available from our website. 
 
The DPA / GDPR requires 
those who process personal 
data to keep it accurate and 
up to date. The ICO updates 
the register and downloadable 
version daily. 
 
The TNA site currently does 
not have a search function.  
 
Expected mitigation: 
 
We will review the DPIA and 
the procedure to make sure 
that PD is suppressed from 
the TNA site 

2 3 6 
 

Expected risk 
is medium 
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Making the register 
available as a 
dataset results in 
data being used for 
new purposes by 
third parties.   

Accept Existing Mitigation: 
 
Our copyright notice 
encourages those who re-use 
our information to ensure 
they obtain the latest 
versions, available from our 
website. 
 
Re-use of the dataset is 
permitted only under the 
terms of the open 
government licence 3.0 which 
does not permit free use of 
personal data.  
 
Third parties downloading the 
register will likely be 
controllers and GDPR / DPA 
will apply to their processing.  
 
Expected Mitigation: 
 
We will deal with any 
complaints and follow up with 
third parties if we are made 
aware of re-use outside of the 
permissions granted by the 
open government licence 3.0.  

2 3 6 
 

Expected risk 
is medium.  

Making the register 
available as a 
dataset results in 
data matching by 
third parties.  

Accept Existing Mitigation: 
 
Re-use of the dataset is 
permitted only under the 
terms of the open 
government licence 3.0 which 
does not permit free use of 
personal data.  
 
Third parties downloading the 
register will likely be 
controllers and GDPR / DPA 
will apply to their processing.  
 
Expected Mitigation: 
 
We will deal with any 
complaints and follow up with 
third parties if we are made 
aware of re-use outside of the 
permissions granted by the 
open government licence 3.0. 

2 3 6 
 

Expected risk 
is medium 

http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
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Personal data is 
published in error 
because a controller 
mistakenly enters 
this into the wrong 
section of the 
online form.  

Reduce Current Mitigation: 
 
The online form and privacy 
notice clearly explain what 
information will be published. 
The form is written in clear 
language and prompts are 
provided to the user about 
what information they should 
enter in each section. This 
includes ‘Speech bubbles’ that 
provide further guidance on 
the information to provide.  
 
The form contains a final 
summary page that prompts 
the controller to review the 
information they have entered 
in each section and check it’s 
accuracy. A summary of their 
register entry is also sent to 
the controller after they 
complete the payment 
process; providing a further 
opportunity to check details 
and contact us if they have 
made a mistake.  
 
Expected Mitigation: 
 
We will look at whether we 
can include further 
information in the ‘speech 
bubbles’ to further inform the 
controller that the information 
they enter will be published.   

3 2 6 
 

Expected risk 
is medium 

 
 
 
6. Expected residual risk and sign off 

 
6.1 High and medium level expected residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
The risk associated with this processing is assessed as being either low or 
medium and can be accepted.  
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6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any of the screening questions in Section 2.1 you can leave this section 
blank. 
 
The published data is the minimum necessary to satisfy the public interest in the 
data controllers registered with the ICO, increase the accountability of data 
controllers to data subjects and support the ICO in fulfilling its GDRR Article 57 
tasks as the UK’s supervisory authority.   
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 No recommendations - 20/02/2020 N/A 
2 Update the ICO privacy notice to include 

reference to the downloadable register 
Accepted – to be 
completed by Steven 
Johnston, Information 
Management 

3 Publish a suitable statement on the website in 
addition to the standard ICO copyright notice. 
We recommend the statement clearly explains 
that the register is updated daily and that third 
parties should always access the latest 
version. Additionally the statement could also 
make clear to third parties that they will likely 
become controllers for the personal data in the 
register once accessed and they should 
consider their GDPR / DPA obligations.  

Accepted – to be 
actioned by Greer 
Schick, Digital Architect 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA forum to consider the privacy and security 
risks involved in the processing, the solutions to be implemented and the 
residual risk. 

 
Considered by Date Project Stage 
DPIA Forum 20/02/2020 N/A 
DPIA Forum 30/03/2020 N/A 
Mike Fitzgerald 01/04/2020 Go-live 
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

As above Asap GS / SJ 01/04/2020 
 

Contact point(s) for 
future data protection 
concerns  

Information Management Service 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
0.1 12/08/2019 Steven 

Johnston 
First draft 

0.2 28/11/2019 Steven 
Johnston 

Content updated following internal 
consultation 

1.0 20/02/2020 Steven 
Johnston 

Minor updates following DPSIA 
Forum. Final release.  

1.1 10/03/2020 Steven 
Johnston / 

Greer 
Schick 

Update to consider a downloadable 
version of the register.  

1.2 30/03/2020 DPIA forum Minor amendments and additional 
recommendations. 

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 2.0 
Status Final release 
Owner DPSIA Forum  
Release date 17/07/19 
Review date 17/07/20 
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Appendix 1 – copyright notice 
 

 

All text content on this website is available under the Open Government 
Licence (OGL) v3.0, except where otherwise stated. 

If you re-use text content under the OGL, you must include the following 
attribution: Information Commissioner’s Office, [name and date of 
publication], licensed under the Open Government Licence. 

If you would like to re-use the ICO’s materials but the proposed re-use would 
contravene any of the conditions of the OGL, you should contact the ICO 
communications department (see below). 

Please bear in mind that materials downloaded from the ICO website are up 
to date versions but items you have obtained from the ICO in the past, or 
from elsewhere, may not be. The ICO updates its guidance and other 
materials from time to time. We recommend that you use the latest versions 
by referring to the ICO website. 

The ICO’s intellectual property rights, including copyright in its materials, are 
unaffected by the ICO’s voluntary application of the OGL. These rights still 
belong to the ICO.   

Images 

Images are not available for re-use under the OGL because in most cases 
copyright is held by a third party. The ICO does not grant anyone any rights 
to reuse images. 

Contacting the ICO communications department 

Contact Tim Bowden in the ICO communications department to ask 
permission and what, if any, additional conditions may apply. Your 
application should be in writing, specifying the name and address of the 
applicant, identifying the information source you want to re-use and the 
purpose for re-use. 

For information about what we do with personal data see our privacy notice. 

Use of logos 

The use of any of the Information Commissioner's logos on any document or 
in association with any information signifies that the document or information 
has been prepared or approved by the Information Commissioner. The logos 

http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
mailto:xxx.xxxxxx@xxx.xxx.xx
https://ico.org.uk/global/privacy-notice/
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are used only on materials generated by the Commissioner's office or where 
the Commissioner's office has worked in association with an organisation 
preparing advice on data protection or freedom of information. 

Use of any of the Commissioner's logos without the Commissioner's consent 
infringes the copyright held in respect of the logos. No permission will be 
granted for the use of the logos nor will reproduction of the logos in any form 
be allowed unless the Commissioner determines that: 

• the material on which the logos is to be used and 

• the use of the logos on such material have been expressly approved by her 
office. 
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Appendix 2: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 
 

Medium  
(3) 
 

High  
(4) 
 

Very high  
(5) 

Very high  
(5) 
 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 
 

Green  
(4) 

Amber  
(8) 
 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 
 

Green  
(3) 

Amber  
(6) 
 

Amber  
(9) 
 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 
 

Green  
(2) 

Green  
(4) 
 

Amber  
(6) 
 

Amber  
(8) 
 

Amber  
(10) 

Very low  
(1) 
 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: Common risks to data subjects 
 

The following are examples of common risks associated with the processing of 
personal data to assist with your risk assessment. Not all of them will apply to 
your processing and the list is not exhaustive – you should consider any other 
specific risks that may apply in relation to your intended processing.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / parental 

authority 
• Consent of data subject not freely given (for example employer / employee 

processing) 
• The data subjects is particularly vulnerable (elderly or disabled) or is there a potential 

imbalance of power between the individual and the data controller 
(employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old list) 
• Risk to accuracy of data due to matching / combining data from different sources  
• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your DPIA 
screening assessment indicates a high risk to individuals. If you are unsure 
whether you need to complete a DPIA use the DPIA Screening Assessment to 
help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Enabling Teams for Criminal Interviews 

Project Manager: Mike Shaw 

Information Asset Owner: Stephen Eckersley 

Data controller(s) ICO 

Data processor(s) Microsoft 

 
 
1.2 Describe your new service or process 
 
 
The Criminal Investigation Team are responsible for the investigation and 
progression of alleged criminal offences under the DPA 2018 and the FOIA 
2000. Offences range in nature and include s170 DPA, the unlawful obtaining 
of personal data, and s77 FOIA, the concealing or destroying of information to 
prevent its disclosure.  
 
Key responsibilities of the Criminal Team include:  
• conducting enquiries to establish the facts of an alleged criminal offence;  
• gathering evidence and producing exhibits;  
• taking witness and victim statements;  
• conducting suspect and witness interviews;    
• producing prosecution case files for review by ICO Legal.  
 
An interview with a suspect may be required in order to progress criminal 
cases to a conclusion. Unless the invitation to interview is declined by a 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-44
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1630508113-114
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suspect, the account they provide may identify additional lines of enquiry, or 
assist the ICO legal team in reaching a decision on a case whether to 
prosecute or not.  
 
During the current Covid-19 pandemic it is not possible to hold face to face 
criminal interviews with suspects. It is not clear how long these restrictions will 
last and this is having a detrimental impact on the ability to progress 
investigations to a conclusion.  
 
There is minimal impact on the suspect/interviewee through the use of Teams 
for the following reasons: 

• The PD and SCD is processed in accordance with the ICO Privacy Notice 
and policy document ‘Our processing of special categories of personal 
data and criminal offence data. 

• Interviews with suspects are in accordance with Code C of the Police 
and Criminal Evidence Act (PACE 1984). 

• The ability to conduct criminal interviews through the use of Teams will 
expedite investigations and be compliant with the Criminal Procedures 
and Investigations Act (CPIA 1996), thus reducing the potential for 
suspects to suffer from undue stress/anxiety due to prolonged 
investigations. 

• Suspects would be invited for interview irrespective as to whether that 
is via a face to face interview or through the use of Teams. 

• The suspect can decline to be interviewed. 
 
Offences contrary to s77 FOIA have a six month time limit on summonses 
being issued, therefore there is the potential to lose cases and consequently 
the support and confidence of the public if we are unable to meet our statutory 
obligations. The use of Teams in this way also provides long-term flexibility to 
the ICO in progressing suspect interviews.  
 
Meeting the six month time limit for issuing summonses in s77 FOIA cases is 
already challenging, as time has usually passed before the matter is referred 
to the criminal team. Failure to conduct an interview with a suspect will 
deprive them of an opportunity to provide an account of their actions, and 
prevent them from presenting any potential defences. It will deprive the 
investigator of the opportunity to challenge or test accounts, and will present 
an incomplete case for the ICO legal team to consider. We will be unable to 
fulfil our statutory responsibilities as a regulator, leading to a reduction in 
prosecutions and loss of confidence in the service we provide.  
 
This presents a lost opportunity and the potential for reputational damage if 
the ICO is unable to investigate complaints thoroughly. The use of Teams to 
conduct interviews will ensure that investigators can progress their 
investigations expeditiously and in accordance with the Criminal Procedures 
and Investigations Act (CPIA 1996). 
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1.3 Personal data inventory - explain what personal data is involved 

Categories of data  Data subjects 
 

Recipients  Overseas transfers Retention period  

Name Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
Witnesses – member of 
public 
Expert witnesses – 
member of public 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Date of Birth Suspect – member of 
public 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Contact Details Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 
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IP Address Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
 

ICO 
Microsoft 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Cookies Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
 

Microsoft Not Known Not Known 

Race (Image) Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Ethnic Origin (Image) Suspect – member of 
public 
Legal Representative – 
member of public 
ICO Investigators 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Political Opinions (Possible) Suspect – member of 
public 
Witnesses – member of 
public 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 
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Religious Beliefs (Possible) Suspect – member of 
public 
Witnesses – member of 
public 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Trade Union Membership 
(Possible) 

Suspect – member of 
public 
Witnesses – member of 
public 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Health Data (Possible) Suspect – member of 
public 
Witnesses – member of 
public 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 

Criminal Convictions (Possible) Suspect – member of 
public 
 

Suspect  
Legal 
Representative 
ICO Investigators 
ICO Legal Team 
Barristers 
Court 

Not Applicable Six Years, duration of 
sentence unless suitable for 
National Archives 



 

Version 1.0  Page 7 of 26 
 

 
 
1.4 Identify a lawful basis for your processing 
 
 
Article 6(1)(c) – Legal obligation 
Article 6(1)(e) – Public task 
 
The Information Commissioner is named as a competent authority for the 
purpose of Part 3 of the DPA 2018 which applies to the processing of personal 
data by such authorities for law enforcement purposes. 
 
s.31 DPA 2018 – Prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties 
 

 
 
 
1.5 Explain why it is necessary to process this personal data 
 
 
The Police and Criminal Evidence Act 1984 (PACE) is primarily concerned with 
the powers and duties of the police, the rights of suspects and the 
admissibility of evidence. There are several Codes of Practice including Code C 
– Requirements for the detention, treatment and questioning of suspects not 
related to terrorism in police custody, and Code E – Revised code of practice 
on audio recording interviews with suspects. Section 67(9) of PACE places a 
duty on persons other than police officers “who are charged with the duty of 
investigating offences or charging offenders” to have regard to any provisions 
of the Codes of Practice. 
 
There is no express legal requirement that a person suspected of having 
committed an offence must be interviewed under caution before any decision 
as to whether to prosecute is taken. However, investigators do have a duty to 
allow a suspect the opportunity to answer the allegations against them and 
give their own account before a decision on prosecution is made. An interview 
under caution may provide: 
 

• Important evidence against the suspect, which the investigator would 
otherwise be unable to obtain; 

• Important information revealing further lines of enquiry; 
• Relevant information to be considered in the prosecution decision 

 
Criminal interviews form part of the investigative process. Section 22 of the 
Criminal Procedure and Investigations Act 2003 (CPIA) defines an investigation 
as an investigation conducted by police officers with a view to it being 
ascertained: 
 

• Whether a person should be charged with an offence, or 
• Whether a person charged with an offence is guilty of it. 
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ICO investigators conduct investigations in accordance with all current 
legislation including the CPIA.  
 
The CPIA codes of practice state “in conducting an investigation the 
investigator should pursue all reasonable lines of inquiry, whether these point 
towards or away from the suspect. What is reasonable in each case will 
depend on the particular circumstances”. Interviews with suspects form part of 
that process and all investigators are required to undertake good quality and 
timely investigations. 

 
 

1.6 Outline your approach to completing this DPIA  
 
 
Consultation has taken place with: 
 
Regulatory Legal 
Information Management 
Business Development 
Digital and IT Services 
Business Architect 
Information Security 
 
Each suspect in a criminal investigation will be offered the opportunity to 
subject to a criminal interview via Teams. They may decline to do so, and any 
queries they may have can be addressed with them at that time. If they have 
concerns regarding the process then they would be offered the opportunity to 
be interviewed in a conventional setting when Covid-19 restrictions are lifted 
or Op Volta grants approval for a conventional interview to take place.  
 
Whilst any refusal to be interviewed via Teams would delay the progression of 
the case, this would be the suspect’s decision and would assist the ICO in 
defending abuse of process arguments at a later stage. 
 
There is a restricted, dedicated site on EDRM for the storage of the recordings. 
Extensive testing has taken place to identify any issues/mitigate risk.  
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2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
 
 
Access to Microsoft Teams ‘meeting’ recording has been provided to all 
members of the Criminal Team. Controlled tests have taken place to ensure 
the viability of the process.  
 
The tests have been successful in a variety of circumstances, using 
combinations of investigators in different locations. The tests have represented 
one on one interviews, interviews where a suspect is represented by a legal 
advisor, and where there are two investigators conducting the interview. The 
interviews are recorded onto the lead investigators OneDrive, from where they 
have been successfully uploaded into the dedicated SharePoint folder. The 
recordings in the SharePoint folder have been viewed for accuracy. 
 
Following consultation with the ICO Business Architect the recordings are 
saved directly to OneDrive. The lead investigator will be responsible for 
uploading into EDRM and deleting the OneDrive copy after verifying the 
complete video has been uploaded without corruption. 
 
Where a copy of the interview is requested, these will either be compressed 
and emailed or provided on an encrypted and password protected disc or pen 
drive. Where interviews are downloaded onto a disc or pen drive, a master, 
working and additional (spare) copy will be created. The additional copy will be 
supplied to the legal adviser or suspect when requested. Pen drives and discs 
created as a result of this process will be recorded as exhibits as per the 
current policy, and retained securely in the exhibit store in accordance with 
current practice, procedure and legislation. The passing of discs or pen drives 
will be in accordance with current ICO security protocols. 
 
The following is an extract from the guidance document: 
 
Teams video conferencing instructions 

 
1. All investigators have access to Microsoft Teams on their MMD. The use 

of Teams to conduct criminal interviews will not preclude the suspect 
from having a legal representative present, nor if appropriate a 
translator. However, attendees for the interview should be kept to a 
minimum and the interviewee should be made aware of who is 
permitted to be present during the interview. If there is any deviation 
from the agreed attendance, this should be addressed at that time, and 
if the issue cannot be resolved the interview should be terminated, and 
if possible rescheduled. 
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2. The success of this approach is dependent on not only the technology 
available to the interviewer, but also that available to the interviewee. 
Whilst most people have access to a smart mobile phone, laptop or 
desktop computer, that will not be the case for all. The lack of access to 
a suitable device for the interviewee will not be considered a refusal to 
attend the interview. If that situation arises further consideration will be 
given, and if necessary the views of the Legal Team and/or Operation 
Volta will be sought.  
 

3. Please note, this guidance only applies to the use of Microsoft Teams 
and not other similar software that may be available. The use of 
Microsoft Teams has been addressed in a DPIA, an SIA and has been 
subject to consultation and testing within the ICO.  
 

4. You will arrange the interview by setting up a meeting using your 
calendar within Teams, adding the interviewees/attendees email 
address to the ‘attendees’ field. This will ensure that they receive an 
invite that includes a link to the Teams meeting.  
 

5. Provide adequate notice of the interview using a formal invitation to 
interview. This should be also used as an opportunity to explain how the 
recording of the interview will work. You will also need to provide details 
of, or a link to the ICO privacy policy. 
 

6. When creating the invitation to interview please ensure that you use the 
Virtual Lobby facility in Microsoft Teams. This will ensure you can start 
recording the meeting before allowing the external attendees entry to 
the meeting. Details of how to set up the virtual lobby can be found 
through this link: 
 

20200505 
Instructions for Setup           

7. Instructions on how to record in Microsoft Teams can be found in the 
following link: 
 
https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-
34dfbe7f-b07d-4a27-b4c6-
de62f1348c24#:~:text=Record%20a%20meeting%20or%20call.%201
%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20..
.%20 
 

8. The person receiving the invitation will then have to click on the link 
embedded in the email to join the meeting. They will have two options, 
downloading a windows app or by joining through a webpage. In neither 
case is there any requirement for the attendee to already have Teams 
installed. 
 

https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-34dfbe7f-b07d-4a27-b4c6-de62f1348c24#:%7E:text=Record%20a%20meeting%20or%20call.%201%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20...%20
https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-34dfbe7f-b07d-4a27-b4c6-de62f1348c24#:%7E:text=Record%20a%20meeting%20or%20call.%201%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20...%20
https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-34dfbe7f-b07d-4a27-b4c6-de62f1348c24#:%7E:text=Record%20a%20meeting%20or%20call.%201%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20...%20
https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-34dfbe7f-b07d-4a27-b4c6-de62f1348c24#:%7E:text=Record%20a%20meeting%20or%20call.%201%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20...%20
https://support.microsoft.com/en-us/office/record-a-meeting-in-teams-34dfbe7f-b07d-4a27-b4c6-de62f1348c24#:%7E:text=Record%20a%20meeting%20or%20call.%201%20Start%20or,shows%20up%20in%20the%20meeting%20chat%20...%20
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• Video rather than audio-only should take place. This not only allows 
you to see facial expressions and body language of the interviewee 
but will prevent any issue of identification should that arise at a later 
stage. Interviewees may be asked to provide proof of identity by 
showing a drivers licence, passport or similar documents at the 
commencement of the interview. 

 
• Ask the individual being interviewed to call from a private and quiet 

room free of distractions, and request that mobile phones are turned 
off. You should advise them that they can blur the background if 
they do not want their wider environment captured during the 
interview. 

 
• If the interviewee wishes to be accompanied, then they will need 

prior permission from you. Please note that this only extends to 
persons normally permitted to participate in the interview such as 
legal advisers, translators and appropriate adults. 

 
• Professional appearance: make sure you are appropriately dressed in 

accordance with current ICO policy, with a neutral background and 
an environment free of distractions. 

 
• Whilst there is limited access to the ICO offices, all interviews will be 

conducted within the office environment. 
 
• It is also important that there is a socially distanced second 

interviewer present as per current practice and procedure. 
 
• Should there be a loss of connection, wait to see if the connection is 

re-established, keep recording and if the connection is re-established 
explain what has occurred and continue with the interview. Should 
the connection be lost, retain the recording along with all other 
recordings of interviews with that suspect. 

 
• Be mindful of the health and well-being, both for yourself and the 

person being interviewed. Investigations are normally very stressful 
for all involved. Be flexible re scheduling and make sure sufficient 
breaks are taken.  

 
• Should the interviewee request a short break during the interview 

including the opportunity to take legal advice, they should be 
permitted to do so. It may be necessary for the interviewee to 
disconnect from the call if they are to take legal advice, however the 
recording should continue until they re-join the meeting and the 
interview can recommence.  

 
• Interviews should generally be no longer than 45 minutes, if there is 

a requirement for a further interview allow time for a comfort 
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break/for the interviewee to take legal advice. A time should be 
agreed to recommence the interview and on doing so normal 
procedures should be followed, confirming that a break has been 
taken and that there were no discussions about the case between 
the interviewer and the interviewee during that time.  

 
Engage & Explain  

 
• Explain that the interviewee should be alone (unless permission has 

been granted for a third party to be present). It will be difficult to 
ensure nobody else is present but what needs to be prevented is any 
coaching of the witness by a third party.  

 
• Minimise risk of covert recordings unless agreed. Ask the person to 

confirm that they are not using recording devices.  
 
• Ask the person to speak clearly and not to rely on body language i.e. 

nods of head etc. 
 

Account 
 
• Before the actual interview starts inform the interviewee that the 

interview is being recorded. Prior notification of this should be given 
in the invite letter/covering email. Microsoft Teams also informs all 
participants that the meeting is being recorded. 

 
• If they object to the recording at the start or during the interview, 

clarify the reasons why and try to use your powers of persuasion to 
convince the person that it necessary to avoid face to face contact. If 
they continue to object, then the recording must cease and the 
interview concluded. 

 
• There is no time limit on Microsoft Teams re length of interviews, 

however we should aim to keep each session no longer than 45 
minutes to prevent issues with file size and storage in SharePoint.  

 
• Screen share: You can use this to show the interviewee (and other 

attendees) any documents that you are referring to. To do this: Click 
on the box (with the arrow pointing upwards) located on the same 
bar where the mute / unmute button is. You should then be able to 
pull up any documents saved.  

Saving Recorded Interviews 
 

9. The recording will be downloaded to the lead investigators OneDrive (It 
is not uploaded into Stream). The file format will be mp4 and can 
uploaded onto EDRM. External attendees will not be able to view the 
recording. 
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10.The video is only available to download for the person who originated 
the recording. The video is downloaded to your OneDrive which again is 
not shared externally before being uploaded to EDRM which is only 
accessible to ICO staff.  
 

11.It is the responsibility of the lead investigator to ensure that the 
recording is stored on EDRM in the CRiT SharePoint site at the earliest 
opportunity. The OneDrive copy must be deleted after the lead 
investigator has verified that the complete video has been uploaded 
without corruption. (The entire video should be watched from EDRM to 
ensure no corruption has taken place and before deleting the OneDrive 
copy). 
 

12.The upload of a 45 minute recording to EDRM will take approximately 
fifteen minutes. You will be able to undertake other work on your MMD 
whilst this is taking place. 
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3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☐   No ☒   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

Criminal interviews are covered in the privacy notice. The suspect and if 
applicable their legal advisor will be advised by the lead investigator of the 
requirement to use Teams. The process is detailed in Section 2.1 of the DPIA 
 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

1. Yes ☒   No ☐  N/a ☐ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable please provide a link to your completed assessment. 

N/A 
 

  

Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

This is a live recording that is not subject to any digital interference. The 
suspect and if applicable their legal advisor are entitled to a copy of the 
recording, and the recording may later be used in Court proceedings. 
 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

Not applicable with regards to the suspect.  

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

As per current ICO policy. 
 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☐   No ☒   

Integrity and confidentiality 

11. Where will the personal data be stored? 

ICO systems: 
EDRM 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to any assessment. 

The assessment is being completed separately. 
 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

Criminal Team staff are already familiar with the use of Crimson and EDRM. A 
guide has been prepared as outlined in part at s2.1. A full copy will be supplied 

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf
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with the DPIA. A number of the Criminal Team staff have been involved in the 
testing of the system and all staff will be briefed prior to using Teams for the 
first time for criminal interviews. 
 
 
 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Stephen Eckersley 
 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☐   No ☒   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☐   No ☐  N/a ☒ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☐   No ☒   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☐   No ☒   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☐   No ☒  N/a ☒ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

https://edrm/sites/corp/im/Mnt/IMRF/IM%20Roles%20and%20Responsibilities.xlsx?web=1
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23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☐   No ☒   
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

Example: 
 
Access controls are not 
implemented correctly and personal 
data is accessible to an 
unauthorised third party.  

Reduce Existing mitigation: We have checked that 
the system we intend to procure allows us 
to set access permissions for different 
users.  
 
Expected mitigation: We will appoint and 
train a system administrator who will be 
responsible for implementing access 
controls and monitoring access. The 
system administrator will also audit the 
system periodically to review access 
permissions.   

3 2 6 - medium 

Access to recording facilities on 
Teams 

Accept Access is restricted to staff from the 
Criminal Team 

1 1 1 

MS drop cookies without consent 
when users land on the Teams page 
on a browser. This includes 
dropping tracking, analytics and 
advertising cookies. People are 
unable to consent to their data 
being used in this way 

Accept Existing: Email Microsoft to inform them 
that their platform is not compliant and 
request they look at rectifying this.  
 
Expected: Inform users of the activity on 
the site before sending them to it so they 
can make an informed (albeit not ideal) 
decision. 

2 5 10 

An attendee might share personal 
data, including SCD 

Accept The attendees will have agreed to the 
interview in the expectation that they will 
be sharing personal data and SCD. 
 

1 5 5 
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Clear fair processing information should 
be shared with all attendees so they 
aware what will happen to any PD shared. 

Staff do not follow procedures when 
undertaking interviews 

Reduce Expected: IT will limit the recording 
functionality to members of the criminal 
team. 
 
Procedures have been drawn up on how to 
conduct interviews using Teams and will 
include instructions to provide fair 
processing information to attendees. 
 
The completed interview will be subject to 
management review. 
 

2 2 4 

Unauthorised people attending 
interviews 

Reduce Whilst there is limited access to the ICO 
offices, all interviews will be conducted 
within office environment. 

When meeting organiser creates a 
Microsoft Live Event, they can choose to 
limit it to only specified people or groups. 
Only the suspect and where appropriate 
the legal advisor. 
 
After invite for a team meeting has been 
sent to specific individual(s), CRIT team 
meeting organiser will perform a manual 
check that attendee is the correct person 
and no others are on call. If anyone else 
attempts to join meeting, CRIT meeting 
organiser will be notified. Attendees will 
be advised to join via web browser or 

1 1 1 
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4.0 Risk assessment  
 
 
 
 

teams application and not join 
anomalously via Dial in feature which can 
be revoked. 

The interviewer can request to see photo 
identification before proceedings with the 
interview. 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 
 

1.    
2.    
2.     
 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
    
    
    

 
 
 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-46
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
Stephen Eckersley 12 November 2020  
 
8.0 Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
V0.1   First Draft 

 
 
 



 

Version 1.0  Page 23 of 26 
 

 
Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
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For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and 
immediate action is required to reduce, avoid or transfer 
the risk.  
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Appendix 2: example risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  
 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the processing of personal data 
(whether digital or hardcopy). When dealing with an existing process, service or 
system only the change should be impact assessed. 
 
You should start to complete the assessment at the very start of your work and 
plan to revisit it throughout the lifecycle. Please note that the outcome of the 
assessment could affect the viability of what you are planning to do. In extreme 
cases, you will not be able to continue with your plans without changing them, 
or at all. 
 
The Information Management and Compliance team is available to assist and 
advise on completing this template. If required this template should be 
submitted to the DPSIA forum for their consideration and recommendations. For 
assistance or to submit a DPIA for consideration email 
informationmanagement@ico.org.uk.  
 

 
  Determining what to complete: 
 
You should complete all aspects of 
sections 1 and 2 of this form to 
determine if a DPIA is required.  
 
If you answer no to all screening 
questions in section 2 a full DPIA isn’t 
required and there is no need to 
complete the additional sections of this 
assessment (see Approval). 
 
If you answer yes to any of the 
screening questions in section 2 you 
must complete a full DPIA. You should 
complete all sections of this form 
except for 6.3 and 6.4 (see Approval). 

Approval:  
 
If a full DPIA isn’t required. Inform 
your IAO and retain a copy of the 
partially completed form (sections 1 
and 2) within your department.  
 
If a full DPIA is required, the 
completed form must be submitted 
to the DPSIA Forum for their 
consideration and recommendations.  
 
Once complete you should send this 
to 
informationmanagement@ico.org.uk  

mailto:xxxxxx@xxx.xxx.xx
mailto:xxxxxx@xxx.xxx.xx
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A  
Project Title:  ATS – Video Interviews 
Project Manager: Margaret Wilson Savage / Maddie 

Akers 
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
We currently use a cloud based Applicant Tracking System (ATS) provided by 
Vacancy Filler to manage our recruitment process. The ATS provides the option 
for us to assess applicants via video interviews and we would like to utilise this 
function. Applicants can record a video response to our interview questions 
which can then be reviewed by the recruiting manager at a later date. The 
solution is not used to conduct live interviews. This approach would replace the 
need for us to conduct a face to face interview with the applicant during an 
assessment centre and will allow us greater flexibility in our recruitment process. 
 
A PSIA was previously completed for the Vacancy Filler ATS system in 2016. This 
DPIA is intended to focus solely on the new processing involved with utilising the 
video interview function rather than the ATS system itself.  
 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation.   
 
Data controller(s) ICO  
Data processor(s) Vacancy Filler 
Joint data controllers N/A 
Purpose of processing Staff recruitment 
Categories of data Video and audio recordings 
Categories of subjects ICO job applicants 
Categories of recipients ICO HR staff, recruiting managers and Vacancy Filler 

staff 
Overseas transfers N/A – no personal data transferred outside of EEA 
 
1.4 Purpose for processing 
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Guidance: State the context and business need being pursued in the processing, 
including the purposes, aims and the intended benefits for you, data subjects, 
society or others.  
 
The processing is required to provide greater flexibility in our recruitment 
processes. It is anticipated that we can improve efficiency at our assessment 
centres by reducing the need to conduct face to face interviews with applicants. 
This will allow us more time to complete other activities when applicants attend 
the assessment centre as well as allowing us to increase applicant capacity at 
these events. Video interviews will also provide applicants with additional 
flexibility during our recruitment and selection process, as they will be able to 
record their responses to our interview questions at a time that is convenient for 
them.  
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 
task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing –see GDPR Article 9 and 
10. 
 
The lawful basis we rely on for processing the applicant video and audio 
recordings is article 6(1)(f) – legitimate interest. A legitimate interest 
assessment has been completed. 
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period unless required by the 

National Archives for permanent preservation 
f) Data kept beyond the retention period will be pseudonymised  

https://edrm/sites/corp/im/Templates/Legitimate%20Interest%20Assessment%20Template.docx?web=1
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-162
https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-162
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g) Personal data must be erased upon receipt of a lawful request from the data 
subject 

 
Information & Transparency 
h) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
i) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
j) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
k) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
l) Identify an Information Asset Owner 
m) Update the Information Asset Register 
n) Access controls must be in place for both physical and digital records 
 
Is the data being transferred outside the UK and EEA? If so: 
o) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

p) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
q) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
r) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

s) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
t) Update the Privacy Notice 
u) Update the records of processing activities 
v) There must be appropriate contracts in place with data processors / sub-

contractors 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

Y 

2 Will the processing involve automated decision making that 
will have a legal or similar detrimental effect on individuals? 
For example, decisions that lead to exclusion or 
discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special categories 
of data (Article 9 refers), personal data relating to criminal 
convictions or offences (Article 10 refers), and personal 
data linked to household and private activities. 
 

N 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 
Note: Application process is open to world at large so 
potential for a wide range of data subjects however given 
typical applicant levels as a proportion of the relevant 
population are small we don’t consider this trigger to be 
met.  
 

N 

6 Does the processing involve matching and combining two or 
more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, asylum 
seekers, patients, the elderly). 
 

Y 
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8 Does the processing involve the innovative use or 
application of new technological or organisational solutions? 
For example, “Internet of Things” applications can have 
significant impacts on subjects’ daily lives and privacy. 
 

N 

9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where a 
bank screens its customers again credit reference database 
in order to decide whether to offer them a loan. 

 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions a full DPIA is not required but you 
must still keep a record of this document as evidence that you have considered 
the data processing operation against the screening questions. You can save this 
locally in your department and it does not need to be submitted for 
consideration by the DPSIA forum. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• Consider whether consultation with processors or sub-processors is needed. 
• How you will carry out the consultation. You should link this to the relevant 

stages of your project management process or delivery plan. 
 
A full DPIA will be completed and we have consulted with Vacancy Filler to 
gather the relevant information to allow us to complete this DPIA. Consultation 
will take place internally with the DPO’s team and Cyber Security. Consultation 
with data subjects is not possible as we will not know who the data subjects are 
until they apply for a vacancy at the ICO.  
 
3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• What personal data is collected 
• The specific purpose of your processing 
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• The source of the data (including whether the data subjects are vulnerable, 
the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

 
You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
 
Data flows copied from 2016 Vacancy Filler ATS PSIA: 
 

 
 
Update for the purpose of this DPIA: 
 

Hiring Manager 
completes requisition 
for vacancy & sends to 
HR for approval

Vacancy advertised on 
website and job boards. 
Agencies advised and 
given access

Candidate clicks apply 
for position and is 
taken to ATS in Cloud. 
Option given to 
register for an 
account/job alerts

Application made by 
either uploading CV, 
complete application 
form or upload from 
social media

ATS asks qualifying 
questions/criteria. 
System identifies 
candidates pass/fail 
from killer questions

Email sent to 
candidate to 
acknowledge 
application

Hiring managers accesses 
anonymised applications 
for their vacancy and 
scores the application for 
shortlisting

Unsuccessful 
candidates notified 
by email

Successful candidates 
notified by email with 
option to select interview 
slot

Personal data, 
education, 
qualifications, 
employment history, 
referees, equal ops 
(voluntary) collected

Applicant data 
stored against 
vacancy in ATS & 
top scoring 
candidates 
identified

Competency scores 
and notes recorded 
on candidate file in 
ATS by each hiring 
manager

Shortlisted 
candidates may be 
asked to complete 
online test and 
score is recorded

Email confirmation 
of interview sent 
followed by 
possible SMS

Interview takes 
place and paper 
notes are taken

Unsuccessful 
candidates 
notified by email 
with option to 
move to our talent 
pool for 6 months

Successful 
candidates 
receive phone 
call followed by 
provisional offer 
sent by email

Pre-employment checks 
started, requesting 
references, Occupational 
Health Q’aire. 
Engagement options such 
as welcome video, 
company policies sent.

Successful 
candidates 
information 
uploaded into 
our CIPHR 
system

All candidate personal 
data is removed after 6 
months and applicant 
stats kept for reporting 
purposes
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The personal data involved is the audio and visual recordings submitted by 
applicants. Applicant responses are limited to 5 minutes per video recording. We 
shortlist approximately 700 applicants per annum for vacancies however it is not 
anticipated that video recording will be used in all recruitment campaigns. We 
estimate that the number of data subjects involved per annum will be 70.  
 
Shortlisted candidates are emailed a web link that launches in their internet 
browser. Candidates record their responses to the interview questions using the 
camera and microphone on their electronic device and submit these recordings 
to us. Recordings are accessible to HR staff and recruiting managers via our ATS 
portal.  
 
Candidates using mobile devices have the option of downloading the ‘Video 
Interview by Vacancy Filler’ application to complete the video interview. 
Candidates are emailed a link in the same way that triggers the app on their 
device and starts the interview. Video recordings are cached but not stored in 
the app.  
 
Recordings are retained for 6 months from the date the candidate commences 
their application by clicking apply now on the careers page of the website. 
Automated deletion is in place on the ATS system to delete the videos at the end 
of the retention period.  
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
Data Type  Recipients  Retention Period  Necessity 
Video and Audio 
recordings of 
applicants 

ICO HR staff, 
recruiting 
managers, 
Vacancy Filler staff 

6 Months from 
when candidate 
commences their 
application by 
clicking ‘apply 
now’ on the 
careers page.  

Utilising video 
recording is 
necessary for us 
to achieve our aim 
of increasing the 
flexibility in our 
recruitment 
process and 
increasing 
candidate capacity 
at our assessment 
centres.  
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4. Compliance measures 
 
Guidance: Use this section to record your compliance with the requirements in 
section 1.6. Fill in the details of how the requirements have been met. The 
requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date Videos recordings will be up to date 

when submitted by the applicant and 
should not require any update.  

b) There must be means to validate the 
accuracy of any personal data collected 

Video recordings will be accurate 
when submitted by the data subject.  

c) Inaccurate or incomplete personal 
data must be updated on receipt of a 
lawful request from the data subject 

A ticket can be raised with VF to 
delete the inaccurate video and the 
applicant can then submit a new 
recording.   

Retention & Deletion 
d) All data collected will have a retention 
period 

6 Months from when candidate 
commences their application by 
clicking ‘apply now’ on the careers 
page of the website.  

e) Data must be deleted at the end of its 
retention period unless required by the 
National Archives for permanent 
preservation 

Data is not of a type requiring 
permanent preservation by TNA and 
will be automatically deleted from the 
ATS at the end of the retention period 

f) Data kept beyond the retention period 
will be pseudonymised 

N/A – video recordings will not be 
retained beyond the retention period.  

g) Personal data must be erased upon 
receipt of a lawful request from the data 
subject 

A ticket can be raised with VF to 
delete if a request is received.  
 

Information & Transparency 
h) The data subjects shall be provided 
with: 
● the identity and contact details of the 
data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and legitimate 
interests pursued 
● details of the categories of personal 
data collected 
● details of the recipients of personal 
data 

The privacy notice will be updated to 
reflect this processing before we start 
using the ATS for interviews.  

Objection & Restriction 
i) There must be means to restrict the 
processing of data on receipt of a lawful 
request from the data subject 

Access controls can be utilised in the 
ATS to restrict processing if 
necessary.  

j) There must be means to stop the 
processing of data on receipt of a lawful 

A ticket can be raised with VF to 
delete the data.  
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request from the data subject 
Security 

k) Appropriate training and instructions 
will be put in place to enable staff to 
operate the new system / process 
securely 

HR staff and recruiting managers 
have received training on how to use 
the ATS system. 

l) Identify an Information Asset Owner Director of Resources 
m) Update the Information Asset 
Register 

N/A 

n) Access controls must be in place for 
both physical and digital records 

The ATS system has access controls 
in place. (see section 3 above for 
further detail).  
 
 

Conditional Requirements 
o) The data subjects must be provided 
with information on where to obtain 
details of any safeguards over data 
transferred to non-GDPR compliant 
countries 

N/A – no personal data transferred 
outside of EEA 
 

p) Consult the DPO for additional 
requirements to ensure the processing is 
GDPR compliant. 

The DPO will be consulted as part of 
the completion of this DPIA.  

q) There must be controls to ensure or 
monitor compliance by external 
organisations. 

A service contract is in place with 
Vacancy Filler as our data processor. 

r) There must be a means to extract and 
transmit the data in a structured, 
commonly used and machine-readable 
format on receipt of a lawful request 
from the data subject 

We would need to raise a ticket with 
vacancy filler who can extract and 
provide us a copy of the recording.  

s) Any consent must be recorded in 
some manner to serve as evidence 

N/A 

t) Update the Privacy Notice See h) 
u) Update the Article 30 Records of 
Processing Activities 

Updated by Information Management 
and Compliance Team.  

v) There must be appropriate contracts 
in place with data processors / sub-
contractors 

A service contract is in place with 
Vacancy Filler. 
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5. Data protection summary risk assessment 
 
Guidance: Record a summary of identified and assessed risks to data subjects’ 
rights, the actions you have taken (existing) and could take (expected) to 
reduce the risks. Detail any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you below and in Appendix 2. The examples 
are not exhaustive. Equally not all will be relevant to your specific processing 
activities. See Appendix 1 for guidance on assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 

Risk Description Response 
to Risk Risk Mitigation 

Expected 
Risk Score 
I P Total 

[Guidance: Describe 
the cause and 
likelihood of; and the 
threat to the data 
subjects rights, and 
the impact on the data 
subject should the risk 
be realised- 3 
elements] 

[Guidance: 
Describe 
risk 
treatment 
(e.g. 
reduce, 
avoid, 
accept or 
transfer)] 
 

[Guidance: Describe existing 
activity and controls to reduce 
risk and any further activity or 
controls to be taken that are 
expected to reduce the risk- 2 
elements] 

[Guidance: I 
is impact 
score and P is 
probability 
score and IxP 
is the Total 
Score. 
Probability is 
the likelihood 
of the risk 
being realised 
after Risk 
Mitigations 
have been 
achieved.  
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Videos are retained 
for longer than is 
necessary in breach 
of the storage 
limitation principle. 

Accept Existing mitigation: 
 
Automated deletion is set in 
the ATS and videos will be 
deleted after 6 months.  
 
Assurance received that 
recordings cannot be extracted 
from ATS by ICO staff. Any 
extraction of recordings will 
only be for the purpose of 
handling a rights request from 
a data subject and will require 
a specific support request to 
be made to Vacancy Filler. This 
significantly reduces the 
likelihood of videos being held 
outside of the ATS.   
 
 
Expected mitigation: 
 
None 
  

2 1 2 

Unauthorised access 
to personal data or 
data leakage due to 
inherent 
vulnerabilities in 
mobile device 
application. 

Accept Existing mitigation: 
 
Communications are encrypted 
over HTTP / TLS. More detail 
about ATS security 
specifications in 2016 PSIA.  
 
Assurance from Cyber Security 
team that app only available 
from trusted sources that vet 
apps for malicious code. There 
is evidence of regular bug fixes 
/ update releases and we have 
verified permissions are not 
excessive.   
 
Expected mitigation: 
 
None 

3 1 3 
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Personal data is 
used for new 
purposes that are 
not within the 
expectations of the 
data subject 

Accept Existing mitigation: 
 
The videos are held in the ATS 
system and are used solely for 
the purpose they were 
collected. They can not be 
easily extracted to be used for 
wider purposes.  
 
Expected mitigation: 
 
We will outline clearly our 
purpose for processing in the 
privacy notice so we are 
accountable. Both us and the 
data subjects will be clear 
about the purpose for 
processing.  

2 1 2 
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6. Expected residual risk and sign off 
 

6.1 High and medium level expected residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
Expected residual risk is low. The DPIA will be referred to the IAO for sign off 
and acceptance of the risks.  
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects.  
 
See legitimate interest assessment.  
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 Clarify whether we are using software for live 

interviews, or simply for recording answers to 
questions. 
 

Accept – section 1.2 
updated.  

2 Clarify whether the job offer will be based on 
the video and written submissions alone. 
 

Reject - We can’t confirm 
this as different roles will 
have different 
assessment elements as 
part of the recruitment 
process.  

3 Mention that DPIA will need to be updated if 
used for live interviews. Need to clarify whether 
these are recorded, and whether subject can 
request a copy. 
 

The ATS is not used for 
live interviews.   

4 Add risk of data being used for other purposes, 
such as if disputes arise and the recording 
needs to be consulted. 
 

Accept – additional risk 
added 

5 Add risk of software app. Accept – update made to 
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risk assessment.  

6. Combine current risks into one general risk of 
unauthorised access (access by hackers, access 
in transit and access by ICO staff when not 
authorised). 
 

Accept – update made to 
risk assessment. 

7. Clarify that it is the IAO who accepts the risk in 
section 6.1 

Accept – 6.1 updated. 

8 Clarify whether a candidate can download a 
version and save it. 
 

Accept – the candidate 
cannot download a copy 
of their video from the 
Vacancy Filler App but 
they can request a copy 
from us. We would raise 
a ticket with Vacancy 
Filler who will provide a 
copy of the recording 
which can be shared with 
the applicant.    

9 Clarify if we accept submission from social 
media accounts. 
 

Accept – there is no 
submission from social 
media accounts. Videos 
are submitted by 
candidates as explained 
in section 3.1.  

10 Clarify whether this will be an addition to the 
existing contract or a new contract. 
 

Accept – There is no 
need for a new contract 
or a variation to the 
existing contract. We 
already use the ATS 
system and the video 
interview functionality 
already exists, we’ve just 
not used it to date. 

11 Mention that supplier assessment has been 
carried out. 
 

Accept – we are already 
using the ATS system 
and a PSIA was 
previously completed for 
the Vacancy Filler ATS 
system in 2016 as 
confirmed in section 1.2.  

 
 
 
 
 
 
6.4 Sign Off 
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Guidance: Send this to the DPSIA forum to consider the privacy and security 
risks involved in the processing, the solutions to be implemented and the 
residual risk. 

 
Considered by Date 
DPIA Forum 1/7/2020 
IAO - Andrew 
Hubert, Director of 
Resources 

 

 
 
7. Integrate the outcomes back into the plan 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes back 
into any project plan and updating any project management paperwork. Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

Update privacy 
notice before we 
start using video 
interviews in the 
ATS. 

   

 
Contact point(s) for 
future data protection 
concerns  

Margaret Wilson Savage / Maddie Akers 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
v0.1  Margaret 

Wilson 
Savage / 
Maddie 
Akers / 
Steven 
Johnston 

First draft 

v1.0 22/06/2020 Margaret 
Wilson 
Savage / 
Maddie 
Akers / 
Steven 
Johnston 

First release 
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9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 2.0 
Status Final release 
Owner DPSIA Forum  
Release date 17/07/19 
Review date 17/07/20 
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Appendix 1: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Appendix 2: Common risks to data subjects 
 

The following are examples of common risks associated with the processing of 
personal data to assist with your risk assessment. Not all of them will apply to 
your processing and the list is not exhaustive – you should consider any other 
specific risks that may apply in relation to your intended processing.  
 
 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 

• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
For assistance or to submit a DPIA for approval email IGhelp@ico.org.uk.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 

mailto:xxxxxx@xxx.xxx.xx
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:  N/A 
Project Title:  Microsoft Cortana Voice Recognition. 
Project Manager: Neil Smithies / Deborah Holt 
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
The Microsoft Managed Desktop programme is currently an invite only 
programme where Microsoft takes responsibility for the configuration, imaging, 
application deployment, software updates, security and end user support of a 
device. The service is made up of a combination of existing Microsoft services 
with an additional monitoring, management and support wrapper. 
 
The components can be summarised as follows; 

• Microsoft 365 E5 
o Office 365 E5 
o Windows 10 Enterprise E5 
o Enterprise Mobility + Security E5 

• Microsoft Managed Desktop IT as a Service 
o Microsoft Support (“Get Help”) 
o Microsoft Operations & Monitoring 

• A Microsoft Surface Device 
 
DPSIA’s have already been completed for the following areas; 

• Office 365 including Enterprise Mobility + Security 
• Microsoft Get Help 24x7 Support (“Get Help”) 
• Microsoft Windows Diagnostics and Telemetry (Advanced Threat 

Protection) 
• Windows Hello Biometric Framework 

 
Scope of this DPSIA 

• Microsoft Cortana Voice Recognition 
 
Microsoft provides both a device-based speech recognition feature and a cloud-
based (online) speech recognition service. 

Turning on the Online speech recognition setting lets you use Microsoft cloud-
based speech recognition in Cortana, dictation in Windows from the software 
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keyboard, supported Microsoft Store apps, and over time, in other parts of 
Windows. 

When you use the Microsoft cloud-based speech recognition service, Microsoft 
collects and uses your voice recordings to create a text transcription of the 
spoken words in the voice data. The voice data is used in the aggregate to help 
improve Microsoft’s ability to correctly recognize all users’ speech, so the data 
Microsoft collects from these online services helps to improve them. 

You can use device-based speech recognition without sending your voice data to 
Microsoft. However, the Microsoft cloud-based speech recognition service 
provides more accurate recognition than the device-based speech recognition. 
When the Online speech recognition setting is turned off, speech services that 
don’t rely on the cloud and only use device-based recognition—like the Narrator 
app or the Windows Speech Recognition app—will still work, and Microsoft won’t 
collect any voice data. 

If you’ve given permission in Cortana, we also collect additional information, like 
your name and nickname, your recent calendar events and the names of the 
people in your appointments, information about your contacts including names 
and nicknames, names of your favourite places, apps you use and information 
about your music preferences. This additional data enables us to better 
recognise people, events, places and music when you dictate commands, 
messages or documents. 

Online speech recognition is a accessibility feature that allows users to speak to 
their computer and their speech be represented on screen. This allows speech to 
text, real time subtitling and real time language translation. 

Online speech recognition is turned off by default on an MMD device, however 
there are not restrictions in place to prevent a user from opting in to this 
service. At the time of writing, there are no standard management policies 
available to disable this service completely. 

 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) ICO & Microsoft  
Data processor(s) Microsoft 
Purpose of processing Voice control and dictation 
Categories of data Speech 
Categories of subjects ICO Staff, ICO staff contacts and event organisers, 

invitees. Subjects of ICO communications depending 
on what is actually dictated 

Categories of recipients Microsoft Speech Recognition Servers and 
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occasionally staff 
Overseas transfers Microsoft staff and speech reconigtion servers are 

located globally. 
 
1.4 Purpose for processing 
 
 
Guidance: State the business need being pursued in the processing, including 
the purposes, aims and the intended benefits for you, data subjects, society or 
others.  
 
This data is processed if an ICO user wishes to dicate directly to their Windows 
10 device, this may be an accessibility requirement, reducing the need for 
keyboard input or may be a requirement for real time subtliting or translation of 
streaming video content (such as a staff presentation or briefing) 
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 
task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
 
The lawful basis for processing is Article 6(1)(f) – legitimate interests. For the 
processing of any special categories of personal data the the lawful basis is 
Article 9(2) XXXX 
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 

https://edrm/sites/corp/im/Templates/Legitimate%20Interest%20Assessment%20Template.docx?web=1
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f) Personal data must be erased upon receipt of a lawful request from the data 
subject 

 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
p) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making that 
will have a legal or similar detrimental effect on individuals? 
For example, decisions that lead to exclusion or 
discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special categories 
of data (Article 9 refers), personal data relating to criminal 
convictions or offences (Article 10 refers), and personal 
data linked to household and private activities. 
 

Y 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

N 

6 Does the processing involve matching and combining two or 
more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, asylum 
seekers, patients, the elderly). 
 

N 

8 Does the processing involve the innovative use or 
application of new technological or organisational solutions? 
For example, “Internet of Things” applications can have 
significant impacts on subjects’ daily lives and privacy. 
 

N 

9 Does the processing prevent individuals from exercising a N 
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rights or using a service or contract? For example, where a 
bank screens its customers again credit reference database 
in order to decide whether to offer them a loan. 
 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
Microsoft documentation and privacy policy reviewed, alternate software 
offerings and costs identified. 
 
Review of administrative controls for Speech Recognition in MMD and Intune 
Portals completed – currently immature. Enhancement request to allow 
centralised management of Speech Recongition controls in progress with 
Microsoft. 
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3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 

• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 

 
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
 

User enables 'Online 
Speech Recognition' in 
Settings -> Privacy -> 

Speech 
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microphone icon on 
virtual keyboard
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Data Type  Recipients  Retention Period  Necessity 
Speech data (audio 
recordings) when 
user opts into to 
Online speech 
recognition.  

Microsoft speech 
recognition servers. 
 

Aggregated, 
anonymised voice 
data is stored 
indefinitely unless a 
user opts to delete 
records via the 
Microsoft Privacy 
Portal. 

This is used when a 
user opts into online 
speech recognition 
in order to improve 
the efficiency of the 
speech recognition. 

Calendar and 
contact information 

Microsoft speech 
recognition servers. 
 

Aggregated, 
anonymised voice 
data is stored 
indefinitely unless a 
user opts to delete 
records via the 
Microsoft Privacy 
Portal. 

This is used when a 
user opts into online 
speech recognition 
in order to improve 
the efficiency of the 
speech recognition. 

Personal data / 
special category 
data recorded when 
dictated 

Microsoft speech 
recognition servers. 
 

Aggregated, 
anonymised voice 
data is stored 
indefinitely unless a 
user opts to delete 
records via the 
Microsoft Privacy 
Portal. 

This is used when a 
user opts into online 
speech recognition 
in order to improve 
the efficiency of the 
speech recognition. 
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4. Compliance measures 
 
Use this section to record your compliance with the requirements in section 1.5. 
Fill in the details of how the requirements have been met or list the requirement 
as N/A. The requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date n/a 
b) There must be means to validate the 
accuracy of any personal data collected 

n/a – personal data is not collected as part 
of this process 
 
Personal calendar appointments may be 
converted to speech by this service. This 
data is a literal speech conversion of the 
data that the user has entered into their 
calender. 

c) Inaccurate or incomplete personal data 
must be updated on receipt of a lawful 
request from the data subject 

n/a 

Retention & Deletion 
d) All data collected will have a retention 
period 

 

e) Data must be deleted at the end of its 
retention period 

 

f) Personal data must be erased upon 
receipt of a lawful request from the data 
subject 

Data can be deleted by a user through the 
Microsoft Privacy Portal. 

Information & Transparency 
g) The data subjects shall be provided 
with: 
● the identity and contact details of the 
data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and legitimate 
interests pursued 
● details of the categories of personal 
data collected 
● details of the recipients of personal data 

Information is provided to users during the 
device onboarding process 

Objection & Restriction 
h) There must be means to restrict the 
processing of data on receipt of a lawful 
request from the data subject 

User must ‘activate’ speech recognition and 
opt in to online speech recognition. 

i) There must be means to stop the 
processing of data on receipt of a lawful 
request from the data subject 

User must ‘activate’ speech recognition and 
opt in to online speech recognition, this can 
be turned off at any time. 

Security 
j) Appropriate training and instructions 
will be put in place to enable staff to 
operate the new system / process 
securely 

User guidance to be issued on the privacy 
implications of this service, once a 
determination has been made over it’s 
appropriateness for the ICO. 

k) Identify an Information Asset Owner IAO is Michael Fitzgerald.  
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l) Update the Information Asset Register  
Conditional Requirements 

m) The data subjects must be provided 
with information on where to obtain 
details of any safeguards over data 
transferred to non-GDPR compliant 
countries 

Data is covered by Privacy Shield. 

n) Consult the DPO for additional 
requirements to ensure the processing is 
GDPR compliant. 

 

o) There must be controls to ensure or 
monitor compliance by external 
organisations. 

 

p) There must be a means to extract and 
transmit the data in a structured, 
commonly used and machine-readable 
format on receipt of a lawful request from 
the data subject 

Data can be accessed, downloaded or 
deleted via the Microsoft Privacy Portal. 

q) The consent must be recorded in some 
manner to serve as evidence 

 

r) Update the Privacy Notice  
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5. Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Probability Response 
[Guidance: 
Describe risks to 
data subjects] 

[Guidance: 
Describe 
consequences to 
data subjects if 
risk realised] 
 

[Guidance: 
Describe likelihood 
that risk will be 
realised] 

[Guidance: 
Describe risk 
treatment (eg 
reduce, avoid, 
accept or 
transfer)] 
 

Processing – A user 
opts into online 
speech recognition 
and dictates 
confidential 
information, which 
cannot be processed 
by the server and is 
consequently heard 
by a Microsoft 
employee. 

Microsoft 
employee 
becomes aware of 
potentially 
confidential 
information. 

Medium Accept - Issue 
guidance that 
‘online speech 
recognition’ is not 
suitable for 
confidential 
material. 
 
Microsoft 
employees bound 
by non-disclosure 
agreements so 
unlikely that they 
will act on the 
information that 
they receive. 

Illegitimate Access 
to Data – A user 
opts into online 
speech recognition 

Potentially 
confidential 
information is 
overheard by 

Low – Microsoft 
have access 
controls in place 
to prevent this 

Accept - Issue 
guidance that 
‘online speech 
recognition’ is not 
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and a rogue 
Microsoft employee 
accesses stored 
voice recordings. 

Microsoft 
employee 

from happening. 
 
Microsoft 
Employees are 
only given 10 
seconds of audio 
to analyse, audio 
is analysed in a 
secure Microsoft 
facility and 
association 
between audio file 
and a specific user 
is obfuscated. 

suitable for 
confidential 
material. 
 
Microsoft 
employees bound 
by non-disclosure 
agreements so 
unlikely that they 
will act on the 
information that 
they receive. 
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6. Residual risk and sign off 
 

6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any of the screening questions in Section 2.1 you can leave this section 
blank. 
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
recommendation] 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Approved by Role Date Project Stage 
 DPO   
 Head of Cyber 

Security 
  

 [Add others as 
necessary] 
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

    
 

Contact point(s) for 
future data protection 
concerns  

 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
    
 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 1.1 
Status Final release 
Owner DPSIA Committee 
Release date 02/04/19 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Guidance for completing this template 
 
Complete this Data Protection Impact Assessment (DPIA) template if your DPIA 
screening assessment indicates a high risk to individuals. If you are unsure 
whether you need to complete a DPIA use the DPIA Screening Assessment to 
help you decide.   
 
Aim to complete your DPIA as early as possible as the outcome of the 
assessment could affect the viability of your plans. In extreme cases, you will 
not be able to continue with your plans without changing them, or at all.  
 
Guidance notes are included within the template to help you with its completion- 
just hover your mouse over any blue text for further information.  
  
The Information Management Service is also available for further advice and 
support. Please keep in mind our service standards if you require advice.  

 
1. Process/system overview  
 
1.1 Ownership 
 
Project Title:  Webform Address Update and Security Number 

Reminder Automation 
Project Manager: Sue Shepherd  

Information Asset Owner: Mike Fitzgerald  

Data controller(s) ICO 

Data processor(s) ICO  

 
 
1.2 Describe your new service or process 
 
This is the automation of an existing process. Currently, if a Data 
Controller (DC) wants to update their contact information on the Fee 
Payer Register they are encouraged to email the ICO with all the 
relevant information which is then manually updated on ICE 360 by 
Business Services. A DC can also request the updates via telephone. 

In order to request updates the DC should provide a Security Number to 
authenticate that they have the authority to update their details. If the 
Security Number is not available, the ICO can perform an investigation 
to determine whether the request has come from an authorised source 

The updated process will enable data controllers to request an update to 
their information on the Fee Payers Register through a webform on 
www.ICO.org.uk. DCs will be able to input their details in to a form, 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-44
mailto:xxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xx
http://www.ico.org.uk/
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these will then be recorded on a CSV file which will be fed in to a 
Robotic Process Automation to update the Fee Payers Register on ICE 
(currently planned to be in real time).  

In order to authenticate that the requestor is authorised to make the 
change they are required to provide their security number. It is 
understood that in most cases DCs may not know their security number 
and so functionality is being built in to the webform which will enable 
DCs to request it. The webform will trigger the sending of the security 
number to the DC’s registered contact via email, using Robotic Process 
Automation. 

Where any issues have been identified with the information on the form 
an exception queue is being planned which will be worked manually. 
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1.3 Personal data inventory - explain what personal data is involved 
 

Categories of data Data subjects 
 

Recipients  Overseas transfers Retention period  

In order to identify the correct record the 
inputter will be required to confirm their 
Registration Number and Security 
Number. 
 
The person filling in the form will have 
options on the what information they are 
updating on their record the information 
they can update is: 
 
• Organisation Address 
• Main contact details – (name, job 

title, address, email and phone 
number) 

• DPO details (see above) 
• Trading names 
• Payment Tier  
 
The automatic updating of ICE360 will be 
limited to first three records above. The 
other two will be manually processed. 

Businesses already on 
the Data Protection 
Fee Payers Register. 
This register includes 
any organisation 
which has to pay the 
data protection fee. 
 
Organisations could 
include, but not 
limited to: 
• Large organisations 
• SME’s 
• Sole Traders 
• Trade people 
 

 Data can be hosted 
in Microsoft’s UK 
and/or EEA data 
centres. 
 
We have chosen to 
set our data flow to 
use UK region, so 
data stays within UK 
and within our 365 
tenancy 

Data updated on ICE 360 will 
fall in to the ICE360 
retention rules. 
 
Data held in transactional 
files such as Json and Azure 
queues will only be held for 
the period required for 
processing. 
 
Azure Blob storage has an 
default retention period of 7 
days (this can be changed if 
we wish to hold for a 
different storage period) 
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a. Identify a lawful basis for your processing 
 
The lawful basis for processing is Article 6(1)(e) - Public Task.  

. 

 
 
 

b. Explain why it is necessary to process this personal data 
 
The ICO provides a service for the UK Public. There is a necessity for the ICO 
to keep an up to date record of Fee Payers in order for that service to be 
provided. The ability for organisations to update their details is already 
available however this is done manually. The proposed process is automating 
that updating process. 

The ICO has a responsibility to provide these services and ensure efficiencies 
in our processes keep costs as low as possible. 

The ICO estimates that around 400 emails a day are received which request 
an update to their details. By automating this process the ICO will eliminate 
the time spent on this process, lower costs and ensure that our records are up 
to date.  

In order for organisations to update their contact details they will be required 
to provide their ‘Security Number’. This is to protect the fee payers from an 
unauthorised update and provide a layer of protection to the process. It is 
understood that some data controllers may not know their Security Number 
and so to enable this process to be feasible organisations will be able to 
request their Security Number automatically. 

 
 

c. Outline your approach to completing this DPIA  
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DPIA screening assessment has been completed, which indicated a full DPIA 
assessment, due to the type of data which is being processed. 

This is not the first time we have used Robotic Process Automation using 
Microsoft’s Power Automate. This was also used this to implement the 
Paperless Direct Debit process. While building the Paperless Direct Debit 
process, best practice was developed (including data loss protection policies) 
which will be applied where appropriate.  

We have been also following the advice of our third party supplier, Kainos. 
Kainos have reviewed our current process and created an automated process 
which will follow the same steps, using a ‘robot’. 

Access to any automation programs will be limited to those that require it. 

SOR is in progress with cyber security team. 

We will not be consulting with data subjects as the categories of data are 
already processed by the ICO and will not include any automated decision 
making. 

This process will only update existing records and where this is not possible 
pass the information to Business Services for manual processing. 

 

 
 
 

2.0 Data flows 
 
2.1 Provide a systematic description of your processing, from the point that the 
data is first collected through to its destruction.  
 
If your plans involve the use of new technology you should explain how this 
technology works and outline any ‘privacy friendly’ features that are available.  
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Fee payers are currently able to update their contact details by emailing the 
ICO and these emails are used to manually update ICE (CRM).  

The proposed processing solution for increasing efficiency, avoiding data 
backlogs and improving data entry using Microsoft’s Power Automate to 
automate the updating of contact details on ICE. 

In order for organisations to update their contact details they will be required 
to provide their ‘Security Number’. This is to protect the fee payers from an 
unauthorised update and provide a layer of protection to the process. It is 
understood that some data controllers may not know their Security Number 
and so to enable this process to be feasible organisations will be able to 
request their Security Number automatically. 

Security Number Request Process 

1. Customer will request a security number via a webform on ICO.org.uk 
(customer will input Business Registration Number in to webform) 

2. A JSON message containing the registration number is added to the 
Azure Queue. Power Automate will run on a regular basis and pick this 
up. 

3. Using a virtual machine (Power Automate Desktop), ICE is launched and 
the organisation is located in ICE. 

4. The Security Number is identified and emailed to the key contact for the 
organisation in ICE 
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Updating contact details 
1. Customer will use a Webform to log their change request. 
2. The Webform will create a CSV file with the information. The CSV will be  

created overnight using a logicApp. 
3. The CSV file will drop in to Azure Blob for cloud storage. 
4. Power Automate Cloud Flow will get the CSV by Azure Blob. This step 

will also decide which change the organisation is requesting and so which 
data will be updated. Initial security checks carried out. 

5. Using a virtual machine (Power Automate Desktop), ICE is launched and 
the organisation is located in ICE. 

6. The virtual machine will read data from the CSV, validate the data, 
complete business logic steps and push details into ICE360. 
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7. Any runs where the ‘robot’ cannot make the change e.g. incorrect 
authentication information, multiple organisations, etc., these will be 
thrown out as exceptions and passed to Business Services to investigate 
and action. Cloud Flow will share the exceptions via an Excel report. 

The process has been designed so that the ‘robot’ will follow the same 
procedure as a human doing the same thing. The process was mapped by 
using subject matter experts from the department that currently complete the 
process. The subject matter experts are also included in the demonstrations 
and testers have been brought in to ensure that the ‘robot’ works as it should. 
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For both processes data remains inside our O365 environment while 
processing takes place.   

The robotics job has been designed to pick up from where it left off, so should 
any failure be encountered, the robot can recovery from where it was and 
continue processing. 

 

 
 

3.0  Key principles and requirements 

Purpose & Transparency 

1.  Will you need to update our privacy notices?  

Yes ☐   No ☒   

2.  If you are not updating our privacy notices how do you intend to 
communicate information about your processing to the data subjects? 

This is not new processing. The privacy notice already covers the Fee Payers 
register 

 

 

3. If consent is your lawful basis for processing personal data are you 
maintaining appropriate records of the data subjects consent? 

Yes ☐   No ☐  N/a ☒ 

4. If legitimate interests is your lawful basis for processing have you completed 
a legitimate interest assessment? 

Yes ☐   No ☐  N/a ☒ 

If applicable please provide a link to your completed assessment. 

 

 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-1633715165-106
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Accuracy 

5. Are you satisfied the personal data you are processing is accurate? 

Yes ☒   No ☐ 

6. How will you ensure the personal data remains accurate for the duration of 
your processing? 

By requesting a registration number and security number from the 
organisation we can be assured an authorised person / data subject is 
updating the records. 

 

7. If the personal data isn’t being obtained directly from the data subject what 
steps will you take to verify accuracy?  

 

N/A 

 

 

 

Minimisation, Retention & Deletion 

8. Have you done everything you can to minimise the personal data you are 
processing? 

Yes ☒   No ☐   

9. How will you ensure the personal data are deleted at the end of the retention 
period?  

 Data held in transactional files such as Json and Azure Queue will be deleted 
as it is processed and moves through the system. 

Azure Blob storage has a default retention period of 7 days. 

Reporting will consist of manual  processing reports (trading names and tier 
changes) and exceptions (robot could not process), these will be held until 
processing has been completed.  Error logs may also be produced from power 
automate but will limit any personal/sensitive data in these reports. 

csv file for transfer/import will be kept for 14 days  



Version 1.0  Page 12 of 23 
 

 

 

 

10. Will you need to update the retention and disposal schedule?  

Yes ☒   No ☐   

Integrity and confidentiality 

11. Where will the personal data be stored? 

ICO systems: 

1. CSV held in queues to be processed (in ICO digital services  
subscription in Azure, Microsoft common data store held in UK 
region) 

2. Power Automate within our tenant 
3. csv processed into ICE registration system 
4. Exception reports (Excel spreadsheets) 
5. Manual processing reports (Excel spreadsheets) 
6. Error logs, personal data will be kept to a minimum 

 

12. Are there appropriate access controls to keep the personal data secure? 

Yes ☒   No ☐   

13. Have you contacted the cyber security team for a security assessment of 
your plans? 

Yes ☒   No ☐  N/a ☐ 

If applicable please provide a link to any assessment. 

A separate Security Opinion Report (SOR) is being prepared 

 

 

14. Please explain the policies, training or other instructions you intend to put in 
place to enable staff to operate the new system or process securely. 

Update to Business processes for DP fees, to include processes for working 
through the exceptions report and statistic reporting. 

https://ico.org.uk/media/about-the-ico/policies-and-procedures/2259025/retention-and-disposal-schedule-for-website.pdf


Version 1.0  Page 13 of 23 
 

Service Definition Document (SDD) being prepared for ITHelp to provide 1st  
line support, including what to expect in error reports, such as services not 
running, connections to servers not made. 2nd  and 3rd line support will be 
provided by Kainos. 

 

Accountability 

15. Who will be the Information Asset Owner for this personal data? 

Director of Digital, IT and Business Services 

 

16. Will you need to update our Article 30 record of processing activities? 

Yes ☐   No ☒   

17. If you are using a data processor have you agreed, or will you be agreeing, a 
written contract with them? 

Yes ☒   No ☐  N/a ☐ 

Individual Rights 

18. Is there a means of providing the data subjects with access to the personal 
data being processed? 

Yes ☒   No ☐   

19. Can inaccurate or incomplete personal data be updated on receipt of a 
request from a data subject? 

Yes ☒   No ☐   

20. Can we restrict our processing of the personal data on receipt of a request 
from a data subject? 

Yes ☒   No ☐   

21. Can we stop our processing of the personal data on receipt of a request from 
a data subject? 

Yes ☒   No ☐  N/a ☐ 

22. Can we extract and transmit the personal data in a structured, commonly 
used and machine readable format if requested by the data subject? 

Yes ☒   No ☐  N/a ☐ 

https://edrm/sites/corp/im/Mnt/IMRF/Information%20Risk%20Management%20Network.xlsx?web=1
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23. Can we erase the personal data on receipt of a request from the data 
subject? 

Yes ☒   No ☐   
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Risk Description Response to Risk Risk Mitigation 
Expected Risk Score 

I P Total 
See Appendix 1 – Risk 
Assessment Criteria 

A mis keyed registration number 
could attempt to update the wrong 
organisation. 

Avoid In order to make the changes the 
organisation will need to provide a 
security number and registration number. 
It is unlikely that they will make an error 
that will cause both to match. 

2 1 2- Low 

Attempts to get security number by 
unauthorised person. 

Reduce Security numbers will only be sent to the 
key contact for that organisation. 

1 1 1 – very low 

Security number accidentally being 
requested for the wrong 
organisation. 

Avoid Security numbers will only be sent to the 
key contact for that organisation. If 
someone accidentally requests the 
security number for another organisation, 
they will not receive it. 

2 1 1 – very low 

Risk of code being embedded in the 
webform 

Reduced Regexes will be used on the webform to 
validate inputs. Kainos to build in upfront 
validation to ensure that no code is being 
brought in with the form and will include 
an allowed list for character fields. 

2 1 2 - Low 

Cases do not meet the 
requirements to update the records 
automatically 

Reduced An exceptions process has been developed 
which will pass any exceptions to the 
Business Services team to process 
manually. 

1 1 1 - very low 
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4.0 Risk assessment  
 
 
 
 

Updates to ICE could change the 
process for the ‘robot’ to follow 

Reduced Any changes to ICE must follow normal 
change processes and impact to 
automation considered. 
This would also trigger exceptions which 
means that the data would not be lost. 

1 1 1 – Very low 

Personal data (i.e. contact details 
for a business which is also a home 
address) is shared with the public 
on the Fee Payers register which 
should have remained private. 

Reduce The webform provides a tick box for the 
publishing of data processors details on 
the public register, personal details will 
only be published if they have explicitly 
ticked the box for details to be published 

2 1 2 - Low 

System issues causing inability to 
update records. This could lead to 
having records which are not up to 
date  

Reduce If the process is unable to complete due 
to system issues a ‘Technical’ exception 
will be created and IT will be notified 

1 2 2 - Low 

Overseas transfer of personal data Avoid Data can be hosted in Microsoft’s UK 
and/or EEA data centres. 
 
We have chosen to set our data flow to 
use UK region, so data stays within UK 
and within our 365 tenancy 

1 1 1- Low 

Register is updated with inaccurate 
information 

Reduce Access to update the information via the 
webform is restricted to those who have 
the correct security number for the 
organisation.  Updates to the database are 
written at end of session, as an example 
all lines of address are written to database 
at end of session, so no risk to updating 
only part of address.  

2 1 2 - Low 
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5.0 Consult the DPO  
 
Guidance: Submit your DPIA for consideration by the DPIA Forum. The process to follow is here.   
Any recommendations from the DPOs team will be documented below and your DPIA will be returned to you. You should 
then record your response to each recommendation.  
 
 Recommendation Date and project 

stage 
Project Team Response 

 

1. Include some content to confirm 
backup / recovery processes  

20/01/2021 Accept – section 2 updated 

2. Add risk regarding overseas transfer 
of data 

20/01/2021 Accept – update to 4.0 

3.  Add risk of the register being updated 
with inaccurate information 

20/01/2021 Accept – added to section 4.0 

 
 
 
 
6.0 Integrate the outcomes back into your plans 
 
Guidance: Identify who is responsible for integrating the DPIA outcomes. The outcomes include any expected mitigation you 
need to take as identified in your risk assessment and any further actions resulting from the DPOs recommendations.  

 
Action Date for completion  Responsibility for Action  Completed Date 
    
    

 
 

https://edrm/sites/corp/im/_layouts/15/DocIdRedir.aspx?ID=CORP-746515631-46
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7.0  Expected residual risk and sign off 
 
Guidance: Summarise the expected residual risk below. This is any remaining 
risk after you implement all of your mitigation measures and complete all 
actions.   
 
It is never possible to remove all risk so this section shouldn’t be omitted or 
blank. If the expected residual risk remains high (e.g. red on the traffic light 
scoring in the Appendix) then you will need to consult the ICO as the regulator 
by following the process used by external organisations. 
 
 

The residual risk is low as a result of only allowing authorised access to the 
webform changes if a security number is entered and this is matched with the 
registration before any change is processed in ICE. 

Only the required data for the change is being collected and all changes have 
confirmation email sent to organisation after they have been processed. 
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7.1 IAO sign off 
 

 
IAO (name and role) Date Project Stage 
Mike Fitzgerald, Director of 
Digital, IT and Business 
Services 

06/05/2021 Planning 

 
8.0 Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
 
Version Date  Author Change description 

V0.1 16/04/2021 Sue 
Shepherd & 
David 
McKeever 

First Draft 

V0.2 21/04/2021 Steven 
Johnston 

Completed section 5.0 – DPIA Forum 
recommendations. Added overseas 
transfer to risk assessment.  
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V0.3 5/5/2021 Sue 
Shepherd 

Updated following recommendations 
from DPIA forum 

V1.0 6/05/2021 Mike 
Fitzgerald 

IAO sign off, first release.  

 
 
 
Appendix 1: Risk Assessment Criteria 
 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, 
which they will overcome despite a few difficulties (extra 
costs, denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, 
which they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of 
employment, subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
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Very low (1) 0-5% - extremely unlikely or improbable 
For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
 

High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
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High (Red) Within this range risks shall not be accepted and 

immediate action is required to reduce, avoid or transfer 
the risk.  
 

 
 
 
Appendix 2: Common risks to data subjects 
 

Guidance: The following are examples of common risks associated with the 
processing of personal data to assist with your risk assessment. Not all of 
them will apply to your processing and the list is not exhaustive – you should 
consider specific risks that are relevant to your plans.  

 

 

• Data is processed for unspecified / unlawful purposes/ not within 
expectations of data subjects 

• Excessive data is processed 
• Data is not kept up to date 
• Data is kept for longer than is necessary by us 
• Data is kept for longer than is necessary by data processor 
• Data processed in contravention of data subject rights 
• Data subjects unable to exercise their rights 
• Data stolen or modified in transit  
• Data stolen or modified at rest in our premises 
• Data stolen or modified at rest in data processor premises 
• Data transferred overseas to a jurisdiction that does not adequately 

protect data subject rights 
• Re-identification of pseudonymised data by data processor or third party 
• Unauthorised destruction or loss of data 
• Data processor network / system / online portal not secure 
• Data processor fails to process data in accordance with our instructions 
• Personal data of children processed without appropriate safeguards / 

parental authority 
• Consent of data subject not freely given (for example employer / 

employee processing) 
• The data subject is particularly vulnerable (elderly or disabled) or is there 

a potential imbalance of power between the individual and the data 
controller (employee/employer) 

• Source of data poses risks re accuracy (obtained from a unverified or old 
list) 
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• Risk to accuracy of data due to matching / combining data from different 
sources  

• Use of new technology, e.g. fingerprinting, face recognition  
• Monitoring or recording individuals 
• Using profiling according to characteristics or behavior  
• Non-compliance with DP principles 

 
 
 
 
 

 
 
9.0 Template Document control 
 
Title Data Protection Impact Assessment Template  

Version 3.0 

Status Final release 

Owner DPSIA Forum  

Release date XX/06/20 

Review date XX/06/21 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions. 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 
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1. Process / System Overview 
 
1.1 Summary  
 
Provide a summary of the project including any relevant background information 
and the key aims/objectives that the project must achieve. 
 
Project ID:  BDG0129 
Project Title:  Website migration to Azure public 

cloud 
Project Manager: Greer Schick 
Purpose and Aims: To migrate our website and digital 

services to the ICO’s Azure 
environment. Aims: 
• Common platform – makes our 

digital services more easily 
transferrable, and more supplier 
agnostic 

• Significant reduction in hosting 
costs – incl only pay for what we 
use 

• Highly scalable 
• Security benefits of Azure, e.g. 

monitoring, security hardening 
• Easier to support – incl that it 

makes technologies consistent with 
those in wider use at the ICO and 
beyond 

 
1.2 Synopsis of the Project 
 
Provide a summary of the process or system including any relevant background 
information and the key aims/objectives that the system or process must 
achieve. There is no need for a detailed discussion of data or data flows – these 
are covered later in the assessment. 
 
The project will move the ICO website from its current home on Eduserv’s 
hosted environment to a subscription within the ICO’s use of Microsoft Azure. 
 
1.3 Legitimate Interest 
 
State the legitimate interest being pursued in the processing, including the 
purposes, aims and the intended benefits for you, data subjects, society or 
others.  
 
1.4 Lawful Basis 
 
State the basis on which the processing is lawful under GDPR Article 6 (consent, 
performance of contractual obligations to a data subject, compliance with legal 
obligations, public interest, exercise of official authority, or protecting the vital 
interests of a natural person). 
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If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
1.5 Mandatory Requirements 
 
Add the following requirements to your project backlog unless they do not apply 
(e.g. data need not be kept up to date in a system for storing old records). 
 
Section 4 can be used to check that these have been completed, particularly if 
delivery is not being managed as a project. 
 
Data Accuracy 

a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data 

collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 

d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 
f) Personal data must be erased upon receipt of a lawful request from the 

data subject 
 
Information & Transparency 

g) The data subjects shall be provided with: 
o the identity and contact details of the data controller; 
o the contact details of the Data Protection Officer; 
o the purposes of the processing, including the legal basis and 

legitimate interests pursued 
o details of the categories of personal data collected 
o details of the recipients of personal data 

 
Objection & Restriction 

h) There must be means to restrict the processing of data on receipt of a 
lawful request from the data subject 

i) There must be means to stop the processing of data on receipt of a lawful 
request from the data subject 

 
Security 

j) Appropriate training and instructions will be put in place to enable staff to 
operate the new system / process securely 

k) Identify an Information Asset Owner 
l) Update the Information Asset Register 

 
 
Is the data being transferred outside the UK and EEA? If so: 
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m) The data subjects must be provided with information on where to obtain 
details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is 
GDPR compliant. 

 
Is the data being transferred to or through another organisation? If so: 

o) There must be controls to ensure or monitor compliance by external 
organisations. 

 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 

p) There must be a means to extract and transmit the data in a structured, 
commonly used and machine-readable format on receipt of a lawful 
request from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 

r) Update the Privacy Notice 
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2. Data Protection Assessment Screening 
 
The purpose of the initial assessment is to determine the risk profile and 
whether further assessment is required to identify, assess and manage risks.  
 

2.1. GDPR Required Screening Questions 
 
ID Screening question  Yes/No  
1.  Does the system/process use systematic and extensive 

profiling or automated decision-making to make 
significant decisions about people? No 

Comments:  
2.  Does the system/process involve large scale processing of 

data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union 
membership, genetic data, biometric data, data 
concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions 
or offences? 

No 

Comments:  
3.  Will you be systematically monitoring a publicly accessible 

place on a large scale? No Comments: 
 

4.  Will you be implementing novel technologies or new 
applications of existing technologies? No Comments: 
 

5.  Will the system / process help to make decisions about 
access to services, opportunities or benefits using 
automated decision-making, profiling or special category 
data (see list in question 2)? No 

Comments: 
 

6.  Will you be profiling using personal data on a large scale, 
taking into account the number of individuals involved, 
the volume and range of personal data, the duration of 
the processing and the geographical area covered? No 

Comments: 
 

7.  Will you be processing biometric or genetic data? 
No Comments: 

 
8.  Will you be matching or combining data from sources 

collected for other purposes or by other data controllers? No Comments: 
 

9.  Will the system / process include ‘invisible processing’ of 
personal data (processing without providing a privacy 
notice to the individual)? No 

Comments: 
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10.  Will you be processing personal data in a way which 

involves tracking individuals’ location or behaviour? No Comments: 
 

11.  Will you be processing children’s personal data for 
profiling, automated decision-making or marketing 
purposes or to offer them a service directly? No 
Comments: 
 

12.  Will the system / process involve personal data which 
could result in a risk of physical harm in the event of a 
security breach? 

Yes Comments: 
The project will not change the profile of data collected by 
the website.  
However, the website does potentially collect this 
information. 

 
If you answer “Yes” to one or more of the screening questions in section 2.1 
then complete the full assessment. 
 

2.2. GDPR Advised Screening Questions 
 
ID Screening question  Yes/No  
13.  Will the system/process include the profiling or scoring of 

individuals? No Comments: 
 

14.  Will the system/process result in you making automated 
decisions or taking automated action against individuals 
in ways which could have a legal or similarly significant 
impact on them? No 

Comments: 
 

15.  Will the system/process involve the systematic 
monitoring of individuals or publicly accessible areas? No Comments: 
 

16.  Does the system/process involve data concerning racial 
or ethnic origin, political opinions, religious or 
philosophical beliefs, trade union membership, genetic 
data, biometric data, data concerning health, data 
concerning a person's sex life or sexual orientation, data 
relating to criminal convictions / offences or other 
sensitive or highly personal data? Yes 

Comments: 
The project will not change the profile of data collected by 
the website.  
However, the website does potentially collect this 
information. 
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17.  Will you be processing personal data on a large scale, 
taking into account the number of individuals involved, 
the volume and range of personal data, the duration of 
the processing and the geographical area covered? No 

Comments: 
 

18.  Will you be processing information about children or other 
vulnerable individuals or individuals over whom you hold 
a position of power (e.g. employees)?  

Yes Comments: 
The project will not change the profile of data collected by 
the website. However, the website does potentially collect 
this information. 

19.  Will you be implementing technological or organisational 
solutions which are new to the organisation? Updated or 
alternative versions of technologies currently in use are 
not to be considered new unless they include changes 
with considerable privacy implications (e.g. adding cloud 
storage to a previously local application). 

Yes 

Comments: 
Microsoft cloud services have already been approved for 
use for email (O365) by the ICO. 

20.  Will the system/process result in individuals being denied 
access to a service or contract or prevent them from 
exercising their rights? No 
Comments: 
 

 
If you answer yes to any of the questions in Section 2.2 then you may wish to 
consider completing the full DPIA. As a general guideline, you should complete 
the full assessment if you answer “Yes” to two or more questions, then you 
should complete the full assessment. 
 
Otherwise, you may wish to complete Sections 2, 4 & 6.3 onwards and either 
select other sections on a risk basis or partially complete some sections by 
focusing only on the risk factors identified in Section 2.2. 
 

2.3. Screening Questions based on Risk Appetite 
 
ID Screening question  Yes/No  
21.  Are you using existing information about individuals for a 

purpose it is not currently used for and would not have 
been reasonably expected when the information was 
provided?  
 

No 

Comments: 
 

22.  Will you disclose to external organisations information 
about individuals which is currently held internally or 
result in a material increase in the people with access 
internally? 

No 
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Comments: 
 

23.  Will the system/process require you to contact individuals 
in ways which they may find intrusive? No Comments: 
 

 
If you answer “Yes” to one or more of the screening questions in Section 2.3 
then complete Section 2.4, Section 4 and Section 6.3 onwards. You may choose 
to complete other sections where the risk requires it. 
 
If you have not answered “Yes” to any of the screening questions in any section 
then there is no need to complete the remainder of the DPIA, but you must 
ensure that you add the mandatory requirements to your project backlog / 
requirements and consult representatives of the DPO throughout the delivery of 
the system / process. You should still complete a Security Impact Assessment. 
 

2.4. DPIA Approach and Consultation 
 
Record which parts of the DPIA you will be completing and your rationale 
(especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 

• Who should be consulted, internally and externally? This must include the 
DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it 
would be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the 
relevant stages of your project management process or delivery plan. 

 
Consulted with Records and Information Management, and IT Assurance.   
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3. Data Inventory 
 

3.1. Information Flows 
 
Provide a systematic description of the processing, including: 

• Whether data collected is personal data 
• The source of the data (including whether the data subjects are 

vulnerable, the relationship with the data subjects, the manner of 
collection and the level of control the data subjects have over the data 
once collected) 

• The nature and context of the processing (including whether there are 
new technological developments or any relevant current issues of public 
concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the 
extent of the processing) 

• The storage and transfer of the data (including details of hardware, 
software, networks, key people and details of any paper records or 
transmission channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 

See Section 1.2 – Information flows of Website Migration to Azure Security 
Impact Assessment for an overview of the information flows that relate to the 
ICO website. 
 
Additional notes on information flows: 
Day-to-day publishing to the website 
Information is published to fulfil the ICO’s public task. It consists mainly of 
guidance, for members of the public and organisations, about the rights and 
responsibilities under information rights legislation. It is unlikely to contain 
personal data, apart from the names of ICO staff who may be named within that 
information. It is classified as UK OFFICIAL data. 
 
Automated publishing to the website – public register of data controllers 
Information is published to fulfil the ICO’s public task. This data is a register of 
organisations that have paid a fee to the ICO. See the PSIA – ICE Registrations 
GDPR for further detail on the information flows for the public register of data 
controllers. 
 
Form data received from the website via IPSwitch 
Information is collected to fulfil the ICO’s public task – namely collecting 
information about concerns to inform intelligence and enforcement activities. 
See PECR concerns privacy impact assessment for further detail on the 

https://edrm/sites/corp/pmo/Projects/Website%20migration%20to%20public%20cloud/SIA%20Website%20migration%20to%20Azure%20-%20v0.2.docx
https://edrm/sites/corp/pmo/Projects/Website%20migration%20to%20public%20cloud/SIA%20Website%20migration%20to%20Azure%20-%20v0.2.docx
https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
http://v-whncwweb02/Meridio/browse/downloadContent.aspx?documentId=767716&sendAsRef=1
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information flows for data collected from web forms and sent via IPSwitch. Data 
is classified as UK OFFICIAL. It is likely to contain personal data.  
 
Form data received from the website via TLS encrypted email 
As above, information is collected to fulfil the ICO’s public task – namely 
collecting information about concerns to inform intelligence and enforcement 
activities. See DPIA PSIA for further details on the information flows for data 
collected from web forms and sent via TLS encrypted email. This transmission 
option could be chosen by project managers when the data received from web 
forms is not required to go into CRM; it could be intended to go elsewhere in the 
ICO’s core environment – into EDRM, for example. Data is classified as UK 
OFFICIAL. It is likely to contain personal data. 
 

3.2. Data Inventory 
 
Identify the personal data to be held, the recipients (those with access to the 
data), the retention period and the necessity of the data collection, processing 
and retention. 
 
Data Type  Recipients  Retention 

Period  
Necessity 

[Description of 
the data held 
(e.g. dates of 
birth, 
addresses 
etc.)] 

[Who will 
have access to 
the data?] 
 

[How long will 
the data be 
held for?] 
 

[Is the collection, 
processing and 
retention of this 
data necessary 
for the purpose 
pursued? You 
should always 
aim to minimise 
your data 
collection.] 

 
The data collected by the website typically contains personal data. It is 
processed by ICO staff for the purpose of ICO staff carrying out the ICO’s public 
task. Further information in respect of each of the information flows can be 
found in the following PSIA’s: 

• PSIA – ICE Registrations GDPR  
• PECR concerns privacy impact assessment  
• DPIA PSIA 

 
  

https://edrm/sites/reg/DPIA/_layouts/15/DocIdRedir.aspx?ID=REGUL-1684875026-30
https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
http://v-whncwweb02/Meridio/browse/downloadContent.aspx?documentId=767716&sendAsRef=1
https://edrm/sites/reg/DPIA/_layouts/15/DocIdRedir.aspx?ID=REGUL-1684875026-30
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4. Compliance Measures 
 
Use this section to record your compliance with the requirements in section 1.5. 
Fill in the details of how the requirements have been met or list the requirement 
as N/A. The requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation 

Details 
Data Accuracy 

a) Data must be kept up to date  
b) There must be means to validate the accuracy of any 
personal data collected 

 

c) Inaccurate or incomplete personal data must be 
updated on receipt of a lawful request from the data 
subject 

 

Retention & Deletion 
d) All data collected will have a retention period  
e) Data must be deleted at the end of its retention period  
f) Personal data must be erased upon receipt of a lawful 
request from the data subject 

 

Information & Transparency 
g) The data subjects shall be provided with: 
● the identity and contact details of the data controller; 
● the contact details of the Data Protection Officer; 
● the purposes of the processing, including the legal basis 
and legitimate interests pursued 
● details of the categories of personal data collected 
● details of the recipients of personal data 

 

Objection & Restriction 
h) There must be means to restrict the processing of data 
on receipt of a lawful request from the data subject 

 

i) There must be means to stop the processing of data on 
receipt of a lawful request from the data subject 

 

Security 
j) Appropriate training and instructions will be put in place 
to enable staff to operate the new system / process 
securely 

 

k) Identify an Information Asset Owner  
l) Update the Information Asset Register  

Conditional Requirements 
m) The data subjects must be provided with information 
on where to obtain details of any safeguards over data 
transferred to non-GDPR compliant countries 

 

n) Consult the DPO for additional requirements to ensure 
the processing is GDPR compliant. 

 

o) There must be controls to ensure or monitor compliance 
by external organisations. 

 

p) There must be a means to extract and transmit the  
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data in a structured, commonly used and machine-
readable format on receipt of a lawful request from the 
data subject 
q) The consent must be recorded in some manner to serve 
as evidence 

 

r) Update the Privacy Notice  
 
The above information in respect of each of the information flows can be found 
in the following PSIA’s: 

• PSIA – ICE Registrations GDPR  
• PECR concerns privacy impact assessment  
• DPIA PSIA 

 
 
 
 
  

https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
http://v-whncwweb02/Meridio/browse/downloadContent.aspx?documentId=767716&sendAsRef=1
https://edrm/sites/reg/DPIA/_layouts/15/DocIdRedir.aspx?ID=REGUL-1684875026-30
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5. Data Protection Risk Assessment 
 
Identify and assess the risks to subjects’ rights, the actions you could take to 
reduce the risks and any future steps that will be necessary (e.g. the production 
of new guidance or security testing for new systems). Some example risk 
sources have been listed to aid you. This list is not comprehensive and will not 
necessarily apply to your system or process. 
See Appendix for guidance on quantifying impact and likelihood. 
 
Risks should be considered from the data subject’s perspective not the ICO’s, 
i.e. a reputational risk to the ICO should not be recorded here. Some example 
threats to consider include: 
 

• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 

 
Risk Source Risk Details Impact Likelihood Response 
Manner of 
Collection 

[Record details 
of the relevant 
risks here 
including their 
source and 
nature. 
Remember to 
consider all 
rights of and 
potential 
detriment to 
data subjects, 
including 
privacy, 
reputation, 
access to 
services, 
financial, 
social/economic 
disadvantage 
etc.] 

[How 
significant 
would the 
impact be if 
the risk 
occurred? 
This is a 
measure of 
inherent risk 
without 
controls.] 
 

[How likely is 
it that this 
risk would 
occur? This is 
a measure of 
inherent risk 
without 
controls.] 

[Is the risk to 
be controlled, 
accepted or 
avoided (e.g. 
by not 
collecting 
certain data)? 
How will this 
be achieved? 
It may be 
useful to refer 
to the 
Security 
Impact 
Assessment in 
completing 
this section] 
 

Processing     
Data Accuracy 
& Sufficiency 

    

Illegitimate     
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Access 
Unwanted 
Modification 

    

Destruction or 
Loss of Data 

    

 
The above information in respect of each of the information flows can be found 
in the following PSIA’s: 

• PSIA – ICE Registrations GDPR  
• PECR concerns privacy impact assessment  
• DPIA PSIA 

 
  

https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
http://v-whncwweb02/Meridio/browse/downloadContent.aspx?documentId=767716&sendAsRef=1
https://edrm/sites/reg/DPIA/_layouts/15/DocIdRedir.aspx?ID=REGUL-1684875026-30
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6. Residual Risk and Sign Off 
 
6.1. Residual Risk 

 
Record details of the remaining risk. It is never possible to remove all risk so this 
section should not be omitted or blank. 
 
If the residual risk remains high (e.g. red on the traffic light scoring in the 
Appendix) then you will need to consult the ICO by following the process used by 
external organisations. 
 
Any residual risks relating to the storage of personal data are covered in the 
corresponding Website Migration to Azure Security Impact Assessment for this 
project. 
Any residual risks not relating to the change in storage location can be found in 
the following PSIA’s: 

• PSIA – ICE Registrations GDPR  
• PECR concerns privacy impact assessment  
• DPIA PSIA 

 
6.2. Necessity and Proportionality 

 
If you answered “Yes” to two of the legally required screening questions in 
Section 2.1 (not 2.2) you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. 
If you have not answered “Yes” to two questions in Section 2.1, leave this 
section blank. 
 

6.3. DPO Recommendations 
 
Record any recommendations from the DPO or their delegates and responses 
here. This serves as useful tool when reconsidering a rejected DPIA or in 
recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
recommendation] 

 
6.4. Sign Off 

 
Send this to the DPSIA Committee to approve the privacy and security risks 
involved in the project, the solutions to be implemented and the residual risk. 

 
Approved by Role Date Project Stage 
Louise Byers DPO 16 July 2018 Mid build 
David Wells  Group Manager Cyber security 16 July 2018 Mid build 

https://edrm/sites/corp/pmo/Projects/Website%20migration%20to%20public%20cloud/SIA%20Website%20migration%20to%20Azure%20-%20v0.2.docx
https://edrm/sites/corp/pmo/_layouts/15/DocIdRedir.aspx?ID=CORP-697381336-4226
http://v-whncwweb02/Meridio/browse/downloadContent.aspx?documentId=767716&sendAsRef=1
https://edrm/sites/reg/DPIA/_layouts/15/DocIdRedir.aspx?ID=REGUL-1684875026-30
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7. Integrate the outcomes back into the project plan 
 
Who is responsible for integrating the DPIA outcomes back into the project plan 
and updating any project management paperwork? Who is responsible for 
implementing the solutions that have been approved? Who is the contact for any 
privacy and security concerns which may arise in the future? 

 
Action to be taken  Date for completion  Responsibility for Action  
   

 
Contact point(s) for 
future data protection 
concerns  

 

 
8. Change history 
 
To be completed by the person responsible for delivering the system, service or 
process (in a project this will be the project manager). 
 
Version Date  Author Change description 
0.1 30/04/18 Greer 

Schick 
Document creation 

0.2 14/05/18 Greer 
Schick 

Revisions following meeting with 
Records and Information Management, 
and IT Assurance (Information Security 
Manager): Update to screening 
questions to include that personal data 
is processed by the website; 
corresponding completion of other 
sections to refer to previously 
completed PSIAs that cover the 
information flows to/from the website 

0.3 10/7/18 David Wells  Incorporate latest changes from the 
DPIA template – no substantive change 
to the details. 

1.0 16 July 
2018 

David Wells Move to v1.0 after approval by DPSIA 
forum 

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 0.3.1 
Status Draft 
Owner DPSIA Committee 
Approved by DPO and Head of Cyber Security to be used to pilot 

DPIAs 
Release date 02/07/18 
Review date 31/12/18 
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Appendix – Risk Assessment Guidelines 
 

Risk Probability setting 

Probability Criteria 
 

Very low (1) 0-5% - extremely unlikely or virtually impossible 
 

Low (2) 6-20% - low but not impossible 
 

Medium (3) 21-50% - fairly likely to occur 
 

High (4) 51-80% - more likely to occur than not 
 

Very high (5) 81-100% - almost certainly will occur 
 

 
Risk Impact setting 

Impact  Criteria 
 

Very low 
(1) 

Likely to have minor impact on a small minority of data 
subjects. 
 

Low (2) Likely to have minor impact on a significant number of data 
subjects. 
 

Medium (3) Likely to have significant impact on a small minority of data 
subjects. 
 

High (4) Likely to have significant impact on a significant number of 
data subjects or a major impact to a small minority of data 
subjects. 
 

Very high 
(5) 

Likely to have major impact to a significant number of data 
subjects. 
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Traffic light scoring 

Probability 

Very 
Low 

(1) 

Low 

(2) 

Medium 

(3) 

High 

(4) 

Very 
High 

(5) 

  

 

 

 

 

 

Impact 

Amber 

(5) 

Amber 

(10) 

Red 

(15) 

Red 

(20) 

Red 

(25) 

Very 
High 

(5) 

Green 

(4) 

Amber 

(8) 

Amber 

(12) 

Red 

(16) 

Red 

(20) 

High 

(4) 

Green 

(3) 

Amber 

(6) 

Amber 

(9) 

Amber 

(12) 

Red 

(15) 

Medium 

(3) 

Green 

(2) 

Green 

(4) 

Amber 

(6) 

Amber 

(8) 

Amber 

(10) 

Low 

(2) 

Green 

(1) 

Green 

(2) 

Green 

(3) 

Green 

(4) 

Amber 

(5) 

Very 
Low 

(1) 
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Data Protection Impact Assessment (DPIA) template 
 
You should complete this template where there is a new (or significant change to 
an existing) service or process that involves the storage/processing of personal 
data (whether digital or hardcopy). When dealing with an existing process, 
service or system only the change should be impact assessed. 
 
The DPO’s team is available to assist and advise on completing this template.  
  
The template should be submitted to the DPSIA Committee for their 
recommendations and approval.  
 
For assistance or to submit a DPIA for approval email IGhelp@ico.org.uk.  
 
You should start to complete the template as soon as you decide to 
implement a new system or process. How frequently the DPIA is reviewed 
and the governance required will vary with the risk of the system or process. At 
a minimum: 
 
Projects: you should produce an initial DPIA prior to finalising your 
requirements, complete it before finalising your design and review & update the 
DPIA at least once more prior to go-live. In an Agile project, you should update 
the DPIA at the start and end of each Epic, or where there is a significant change 
to the data being processed or the technology or platform. Each update should 
be submitted to the DPSIA Committee. 
 
Non-projects: you should complete the DPIA prior to designing the service or 
seeking suppliers and update it whenever there are material changes to the 
planned system or process.  
 

 
  Screening: Determine what to 
complete: 

1. GDPR DPIA: Complete all 
sections if you meet 2+ 
questions in section 2.1 

2. Full DPIA: Complete everything 
but section 6.2 if you meet 2+ 
screening questions in any 
section 

3. Compliance Checklist: 
Complete sections 1, 2 and 4, 
plus signoff, if you don’t meet 
the screening questions 

Approval: Consult the DPO’s 
team and select an option for 
the approvers based on your 
risk: 

1. DPSIA Committee: 
including Senior 
Information Risk 
Officer, Head of Cyber 
Security, DPO 

2. DPSIA Committee: 
including DPO and 
Head of Cyber Security 

3. Representatives of 
DPO and Cyber 
Security, who will also 
send it to the DPSIA 
Committee for their 
information 

Regardless of the option 
chosen, the DPIA should be 
submitted together with 
your SIA. 

mailto:xxxxxx@xxx.xxx.xx
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1. Process/system overview 
 
1.1 Summary  
 
Guidance: For projects please provide the following key details. Non-projects 
should provide a key contact who is responsible for delivering the system or 
process. 
 
Project ID:   
Project Title:  Windows Hello 
Project Manager: Deborah Holt 
 
1.2 Synopsis 

 
Guidance: Provide a summary of the process or system including any relevant 
background information and the key aims/objectives that the system or process 
must achieve. There is no need for a detailed discussion of data or data flows – 
these are covered later in the assessment. 
 
The Microsoft Managed Desktop programme is currently an invite only 
programme where Microsoft takes responsibility for the configuration, imaging, 
application deployment, software updates, security and end user support of a 
device. The service is made up of a combination of existing Microsoft services 
with an additional monitoring, management and support wrapper. 
 
The components can be summarised as follows; 

• Microsoft 365 E5 
o Office 365 E5 
o Windows 10 Enterprise E5 
o Enterprise Mobility + Security E5 

• Microsoft Managed Desktop IT as a Service 
o Microsoft Support (“Get Help”) 
o Microsoft Operations & Monitoring 

• A Microsoft Surface Device 
 
DPSIA’s have already been completed for the following areas; 

• Office 365 including Enterprise Mobility + Security 
• Microsoft Get Help 24x7 Support (“Get Help”) 
• Microsoft Windows Diagnostics and Telemetry (Advanced Threat 

Protection) 
 
Additional DPSIA’s will be completed for; 
 

• Microsoft Cortana Voice Recognition 
• Get Help 
• MMD threat protection 

 
Scope of this DPIA 
 

• Windows Hello Biometric Framework 
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Windows Hello is the Microsoft Window’s biometric login framework, its purpose 
is to provide a replacement for password based login, using your face (or on 
some devices, fingerprint), authentication certificates and certificates stored on 
the Microsoft Surface device to log you into your device, software and network 
resources. 

Windows Hello is a faster way of logging into your device and reduces the risk 
associated with compromised passwords. 

When you first register with Windows Hello on your new Surface device, the 
webcam array uses your facial geometry to create a data representation of your 
face, this isn’t a photograph but an encrypted graph based on the distances and 
depths of your facial features. This encrypted graph is stored on your device 
only. 

When you log into your device, your facial geometry is used to unlock a user 
authentication certificate stored in the device’s TPM chip (a secure enclave on 
your device’s motherboard), which is used to unlock your device and 
authenticate you to your resources. 

The data representation of your face is encrypted and stored on your Surface 
device only, it is not sent to Microsoft or stored anywhere else, it cannot be 
exported from the device and is used only for the purposes of user 
authentication by the Windows Hello framework. Applications may talk to the 
Windows Hello framework to verify your identity but the framework will only 
respond with pass or fail for the authentication attempt. 

Users have the option of falling back to PIN based authentication if they do not 
wish to enrol in the biometric framework, the encrypted PIN is stored on the 
device and is subject to same complexity requirements as the ICO’s user login 
password. 

 
1.3 Definition of processing 
 
Guidance: As a data controller we are required to maintain a “record of 
processing activities” for which we are responsible (Article 30 refers). The 
following table is designed to help us define the planned processing operation. 
 
Data controller(s) ICO  
Data processor(s) Microsoft 
Purpose of processing Biometric User Authentication 
Categories of data Biometric graph of facial features, user telephone 

number.  
Categories of subjects ICO Staff 
Categories of recipients Microsoft – only the telephone number for the 

purpose of multi factor identification. 
Overseas transfers To Microsoft in the USA. Microsoft have a current 

Privacy Shield certification.   
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1.4 Purpose for processing 
 
 
Guidance: State the business need being pursued in the processing, including 
the purposes, aims and the intended benefits for you, data subjects, society or 
others.  
 
Windows Hello Biometrics are used to improve the security posture of the ICO by 
reducing the need for passwords which are often regarded as a weak point in 
user authentication. 
 
The user is briefed on Windows Hello as part of on-boarding process. If a user 
does not wish to enrol in the biometric elements of Windows Hello, then they are 
free to use PIN authentication only.  
 
 
1.5 Lawful basis 
 
Guidance: State the basis on which the processing is lawful under GDPR Article 6 
(consent, performance of contractual obligations to a data subject, compliance 
with legal obligations, protecting the vital interests of a natural person, public 
task or legitimate interests). If you are processing based on legitimate interests 
you must also complete a legitimate interests assessment.  
 
If you are processing data concerning racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, data concerning health, data concerning a person's sex life or 
sexual orientation or data relating to criminal convictions or offences, you will 
also need to state a further basis for that processing – you can find a list of 
these in GDPR Article 9 and 10. 
 
The lawful basis for processing is Article 6(1)(a) – consent. The basis for 
processing special category data is Article 9(2)(a) – explicit consent.  
 
1.6 Mandatory requirements 
 
Guidance: Add the following requirements to your project backlog unless they do 
not apply (e.g. data need not be kept up to date in a system for storing old 
records). Section 4 can be used to check that these have been completed, 
particularly if delivery is not being managed as a project. 
 
Data Accuracy 
a) Data must be kept up to date 
b) There must be means to validate the accuracy of any personal data collected 
c) Inaccurate or incomplete personal data must be updated on receipt of a 

lawful request from the data subject 
 
Retention & Deletion 
d) All data collected will have a retention period 
e) Data must be deleted at the end of its retention period 

https://edrm/sites/corp/im/Templates/Legitimate%20Interest%20Assessment%20Template.docx?web=1
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f) Personal data must be erased upon receipt of a lawful request from the data 
subject 

 
Information & Transparency 
g) The data subjects shall be provided with: 
(i) The identity and contact details of the data controller; 
(ii) The purposes of the processing, including the legal basis and legitimate 

interests pursued 
(iii) Details of the categories of personal data collected 
(iv) Details of the recipients of personal data 
 
Objection & Restriction 
h) There must be means to restrict the processing of data on receipt of a lawful 

request from the data subject 
i) There must be means to stop the processing of data on receipt of a lawful 

request from the data subject 
 
Security 
j) Appropriate training and instructions will be put in place to enable staff to 

operate the new system / process securely 
k) Identify an Information Asset Owner 
l) Update the Information Asset Register 
 
Is the data being transferred outside the UK and EEA? If so: 
m) The data subjects must be provided with information on where to obtain 

details of any safeguards over data transferred to non-GDPR compliant 
countries 

n) Consult the DPO for additional requirements to ensure the processing is GDPR 
compliant. 

 
Is the data being transferred to or through another organisation? If so: 
o) There must be controls to ensure or monitor compliance by external 

organisations. 
 
Is consent or pursuit of a contract the lawful basis for an automated processing 
operation? If so: 
p) There must be a means to extract and transmit the data in a structured, 

commonly used and machine-readable format on receipt of a lawful request 
from the data subject 

q) The consent must be recorded in some manner to serve as evidence 
 
Does our Privacy Notice need to be updated? If so: 
r) Update the Privacy Notice 
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2. Data protection assessment screening 
 
Guidance: The purpose of the screening questions is to determine if a DPIA is 
required. As a data controller we are required to perform DPIAs where the 
processing is likely to result in a high risk to the rights and freedoms of 
individuals (Article 35 refers).  
 
2.1 Screening questions 
 

ID Criteria Y/N 
1 Will the processing involve evaluation or scoring, including 

profiling or predicting, especially in relation to an 
individual’s performance at work, economic situation, 
health, personal preferences or interests, reliability or 
behaviour, location or movements? 
 

N 

2 Will the processing involve automated decision making that 
will have a legal or similar detrimental effect on individuals? 
For example, decisions that lead to exclusion or 
discrimination. 
 

N 

3 Will the processing involve the systematic monitoring of 
individuals in a publicly accessible area? For example, 
surveillance cameras in a shopping centre or train station. 
 

N 

4 Will the processing involve sensitive personal data or data 
of a highly personal nature? For example, special categories 
of data (Article 9 refers), personal data relating to criminal 
convictions or offences (Article 10 refers), and personal 
data linked to household and private activities. 
 

Y 

5 Does the processing involve large scale processing of data 
at a regional, national or supranational level, and which 
could affect a large number of data subjects? 
 

N 

6 Does the processing involve matching and combining two or 
more datasets that have been collected for different 
purposes and/or by different data controllers? 
 

N 

7 Does the processing concern vulnerable individuals who 
may be unable to easily give consent or object to the 
processing? For example, children, employees, and others 
who require special protection (mentally ill persons, asylum 
seekers, patients, the elderly). 
 

N 

8 Does the processing involve the innovative use or 
application of new technological or organisational solutions? 
For example, “Internet of Things” applications can have 
significant impacts on subjects’ daily lives and privacy. 
 
Note: Screening question not considered to be met. Whilst 

N 
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facial geometry login for electronic devices is new to the 
ICO this is not a recent or new technological development in 
the world at large.   
 

9 Does the processing prevent individuals from exercising a 
rights or using a service or contract? For example, where a 
bank screens its customers again credit reference database 
in order to decide whether to offer them a loan. 
 

N 

 
Guidance: If you answer “Yes” to one or more questions you should complete a 
DPIA. If you answer “No” to all questions please proceed to section 6. 
 
2.2 DPIA approach and consultation 
 
Guidance: Record which parts of the DPIA you will be completing and your 
rationale (especially if your choices differ from the guidance above). 
 
Explain what practical steps you will take to ensure that you identify and address 
the data protection risks. Include details of: 
• Who should be consulted, internally and externally? This must include the 

DPO’s team and Cyber Security. You should also consult data subjects or 
their representatives unless this is not possible or appropriate – e.g. it would 
be disproportionate, impractical, undermine security or compromise 
commercial confidentiality. 

• If data subjects (or their representatives) will not be consulted you must 
document the reasons for this. 

• How you will carry out the consultation. You should link this to the relevant 
stages of your project management process or delivery plan. 

 
Consultation will take place with the DPO Team / Cyber Security as part of 
completing this DPIA. There has been some consultation with end users during 
the proof of concept stage to understand their general views about use of this 
technology at the ICO. End users are given an explanation and a choice during 
the MMD onboarding as to whether they wish to consent. Use of biometric user 
authentication is entirely optional.  
 
3. Data inventory 
 
3.1 Information flows 
 
Guidance: Provide a systematic description of the processing, including: 
• Whether data collected is personal data 
• The source of the data (including whether the data subjects are vulnerable, 

the relationship with the data subjects, the manner of collection and the level 
of control the data subjects have over the data once collected) 

• The nature and context of the processing (including whether there are new 
technological developments or any relevant current issues of public concern) 

• The scope of the processing (including the nature and volume of data, 
frequency and duration of processing, sensitivity of the data and the extent 
of the processing) 
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• The storage and transfer of the data (including details of hardware, software, 
networks, key people and details of any paper records or transmission 
channels) 

• Responsibilities for the data (including the information asset owners, how 
responsibilities for information change through the data flow and the 
boundaries of responsibilities in any handover) 

You may find it useful to refer to a flow diagram or other way of explaining 
information flows. You should also say how many individuals are likely to be 
affected by the processing of personal data. 
 
The graph of facial features and the users telephone number are collected 
directly from the data subject as part of the MMD onboarding process, after the 
project team have explained the functionality to the user and obtained their 
explicit consent.  
 
End users are asked:  
 
Based on the information above: 

 
I agree to the use of Windows Hello on the understanding that the 

image created is only held on the device provided to me and is not stored 
elsewhere and also that it is not used for any other purpose other than for 
accessing my device. 

 
I do not wish to use Windows Hello at this time 

 

Name: 

 
Signed ………………………………………………………………….. 

 

Date …………………………… 

 
 
The biometric graph is encypted using strong cryptography and stored on the 
device only, this graph is only accessible through the Windows Hello framework 
which will return ‘pass’ or ‘fail’ for the authentication attempt. The biometric data 
is not accessible outside of this framework, it cannot be exported, uploaded or 
transferred. 
 
User Biometric Graph can be updated by a user as required, after failed 
biometric login attempts, user is prompted to update biometric graph to improve 
accuracy. 
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The users telephone number is obtained and is provided to Microsoft for the sole 
purposes of user verification as part of multi-factor authentication (an enhanced 
security feature used as part of the PIN reset process).  
 
 
3.2 Data inventory 
 
Guidance: Identify the personal data to be held, the recipients (those with 
access to the data), the retention period and the necessity of the data collection, 
processing and retention. 
 
 
Data Type  Recipients  Retention Period  Necessity 
Encrypted graph of 
facial geometry  

None – stored on 
device only 

The facial geometry 
graph is updated 
when manually 
triggered by a user 
(“Improve Windows 
Hello Recognition”). 
Otherwise the facial 
geometry graph 
remains encrypted 
on the device until 
the user profile is 
removed or the 
device reaches the 
end of its usable 
life. Data can be 
wiped from the 
device by a factory 
reset by ICO IT staff  

This is required for 
the Windows Hello 
Biometric 
framework to 
support facial login 
to Microsoft Surface 
Devices. 

Telephone number  Microsoft Held by Microsoft for 
the period the user 
requires access to 
the device. The  
user device data is 
deleted 90 days 
after ICO leaver 
process concluded. 
We can add legal 
holds and request 
Microsoft retain user 
data for longer 
periods if required.  

Necessary for 
security of the 
device and the multi 
factor identification.  
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4. Compliance measures 
 
Use this section to record your compliance with the requirements in section 1.5. 
Fill in the details of how the requirements have been met or list the requirement 
as N/A. The requirement source is a reference to GDPR unless otherwise stated. 
 
Requirement Implementation Details 

Data Accuracy 
a) Data must be kept up to date User can update information if significant 

change to facial geometry occurs. The user is 
prompted to update this in the event that sign 
in fails to improve accuracy of logins.  
 
User can update multi factor authentication from 
Microsoft security portal in Office 365.  

b) There must be means to validate 
the accuracy of any personal data 
collected 

Success or failure of the login process will 
validate the collection of the data and the user 
can update when necessary as detailed above. 

c) Inaccurate or incomplete personal 
data must be updated on receipt of a 
lawful request from the data subject 

User can update the information as required. 

Retention & Deletion 
d) All data collected will have a 
retention period 

Data is retained for the duration of the devices 
assignment to a user or until the device reaches 
the end of it’s usable life ICO IT will carry out 
reset of device before any assignment to a new 
user or at end of life.  

e) Data must be deleted at the end of 
its retention period 

Data is stored on the device and is destroyed 
when the device is reset or the user profile is 
removed. 

f) Personal data must be erased upon 
receipt of a lawful request from the 
data subject 

User can be unenrolled from Windows Hello 
Facial Recognition but will require a device 
rebuild. 

Information & Transparency 
g) The data subjects shall be provided 
with: 
● the identity and contact details of 
the data controller; 
● the contact details of the Data 
Protection Officer; 
● the purposes of the processing, 
including the legal basis and 
legitimate interests pursued 
● details of the categories of personal 
data collected 
● details of the recipients of personal 
data 

Information is provided to users during the 
device onboarding process and consent to the 
processing of biometric data is obtained from 
the user.  

Objection & Restriction 
h) There must be means to restrict 
the processing of data on receipt of a 
lawful request from the data subject 

User can opt out of Windows Hello facial 
recognition process 

i) There must be means to stop the 
processing of data on receipt of a 
lawful request from the data subject 

User can opt out of Windows Hello facial 
recognition process 

Security 
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j) Appropriate training and 
instructions will be put in place to 
enable staff to operate the new 
system / process securely 

Information is provided to users during the 
device onboarding process, ICO staff are 
available during on-boarding to support the 
process. Microsoft Windows has detailed 
instructions to support the user during the 
process. 

k) Identify an Information Asset 
Owner 

Director of Digital, IT and Customer Services.  

l) Update the Information Asset 
Register 

Updated by Information Management and 
Compliance.  

Conditional Requirements 
m) The data subjects must be 
provided with information on where to 
obtain details of any safeguards over 
data transferred to non-GDPR 
compliant countries 

Data is not transferred, it does not leave the 
user’s device. 

n) Consult the DPO for additional 
requirements to ensure the 
processing is GDPR compliant. 

DPO consulted as part of DPIA process.  

o) There must be controls to ensure 
or monitor compliance by external 
organisations. 

N/A 

p) There must be a means to extract 
and transmit the data in a structured, 
commonly used and machine-
readable format on receipt of a lawful 
request from the data subject 

N/A. 

q) The consent must be recorded in 
some manner to serve as evidence 

Users sign consent declaration during the MMD 
onboarding process. Consent records are 
retained by the project team.  

r) Update the Privacy Notice Staff privacy notice to be updated to include 
information about MMD devices.  
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5. Data protection risk assessment 
 
Guidance: Identify and assess the risks to subjects’ rights, the actions you could 
take to reduce the risks and any future steps that will be necessary (eg the 
production of new guidance or security testing for new systems). Some example 
risk sources have been listed to aid you. This list is not comprehensive and will 
not necessarily apply to your system or process. See Appendix for guidance on 
assessing impact and probability. 
 
Risks should be considered from the data subject’s perspective not the ICO’s (eg 
a reputational risk to the ICO should not be recorded here). Some example 
threats to consider include: 
• Discrimination 
• Identity theft and fraud 
• Financial loss 
• Damage to data subjects’ reputation 
• Loss of confidentiality of professional secrets 
• Unauthorised reversal of pseudonymisation 
• Social or economic disadvantage 
• Deprivation of legal rights or freedoms 
• Data subjects losing control over their data 
• Loss of privacy or intrusion into private life 
• Prevention from accessing services 
 
Risk Details Impact Probability Response 
[Guidance: 
Describe risks to 
data subjects] 

[Guidance: 
Describe 
consequences to 
data subjects if 
risk realised] 
 

[Guidance: 
Describe likelihood 
that risk will be 
realised] 

[Guidance: 
Describe risk 
treatment (eg 
reduce, avoid, 
accept or 
transfer)] 
 

Device allows 
access to 
unauthorised third 
party due to false 
positive 

High – user device 
and documents 
are accessed  

Very low – Less 
than 0.001% 
chance of 
occurrence. 

Risk level Low and 
is accepted.  

Device may not 
process biometric 
details correctly and 
blocks access to 
the authorised 
user.  

Low - User will be 
denied access to 
the device and will 
be prompted for a 
PIN in the first 
instance or an 
automated phone 
call to a number 
set at enrolment if  
a user cannot 
remember their 
PIN 

Low – processing 
of facial biometric 
data is affected by 
lighting conditions 
and presence of 
glasses etc 
however in the 
event of failed 
login user has 
alternative means 
of access via pin 

Risk level Low and 
is accepted.  

Data Accuracy & 
Sufficiency 

Low - User can 
update biometric 

Low – User can 
improve data 

Risk level Low and 
is accepted.  
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data at any time 
and is prompted 
to do so in the 
event of a login 
failure. 

accuracy at any 
time 

Illegitimate Access 
to Data –  
A rogue 
application or 
actor may be able 
to access and 
decrypt the 
biometric data 
stored on the 
device. This could 
potentially result 
in a recreation of 
a users face. 

   Very Low – MMD 
security layer 
prevents non-ICO 
approved 
applications from 
being installed on 
the device and 
identifies ‘unusual’ 
user behaviour.  
 
There are no 
known methods of 
achieving this 
outcome. 
 
There are no 
known methods of 
reversing the 
encryption without 
key. 

 

Unauthorised / 
Incorrect 
Modification –  
A rogue 
application or 
actor may be able 
to access, decrypt 
and modify the 
biometric data 
stored on the 
device. 

High – user device 
and documents 
are accessed  

Very Low – MMD 
security layer 
prevents non-ICO 
approved 
applications from 
being installed on 
the device and 
identifies ‘unusual’ 
user behaviour.  
 
There are no 
known methods of 
achieving this 
outcome. 
 
There are no 
known methods of 
reversing the 
encryption without 
key. 

 Risk level Low 
and is accepted. 

Destruction or Loss 
of Data - 
 
The biometric data 
stored on the 
device may be lost 
or destroyed. 

Low – User will be 
denied access to 
the device and will 
be prompted for a 
PIN in the first 
instance or an 
automated phone 

Low – In the event 
of device loss, 
data is 
inaccessible due to 
encryption. ICO 
policies are to 
initiate a remote 

Risk level Low and 
is accepted.  
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call to a number 
set at enrolment if  
a user cannot 
remember their 
PIN 

wipe on lost 
devices which 
would reset the 
device to factory 
fresh status. 
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6. Residual risk and sign off 
 

6.1 Residual risk 
 
Guidance: Record details of the remaining risk. It is never possible to remove all 
risk so this section should not be omitted or blank. If the residual risk remains 
high (e.g. red on the traffic light scoring in the Appendix) then you will need to 
consult the ICO by following the process used by external organisations. 
 
6.2 Necessity and proportionality 
 
Guidance: If you answered “Yes” to one or more of the screening questions in 
Section 2.1 you should discuss the necessity and proportionality of the 
collection, processing and retention of this data here, weighing the impact on 
data subjects rights and freedoms against the benefits of the processing activity. 
You should also consider whether there are other reasonable ways to achieve 
the same result with less impact on data subjects. If you have not answered 
“Yes” to any of the screening questions in Section 2.1 you can leave this section 
blank. 
 
6.3 DPO recommendations 
 
Guidance: Record any recommendations from the DPO or their delegates and 
responses here. This serves as useful tool when reconsidering a rejected DPIA or 
in recording the justification if the organisation rejects the DPO’s advice. 
 
No Recommendation Project Team 

Response 
1 [Record any changes recommended by the DPO 

here] 
[Record the actions taken 
as a result of the 
recommendation] 

 
6.4 Sign Off 
 
Guidance: Send this to the DPSIA Committee to approve the privacy and 
security risks involved in the project, the solutions to be implemented and the 
residual risk. 

 
Considered by  Date Project Stage 
DPIA Forum 20/02/2020  
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7. Integrate the outcomes back into the plan 
 
Guidance: Who is responsible for integrating the DPIA outcomes back into any 
project plan and updating any project management paperwork? Who is 
responsible for implementing the solutions that have been approved? Who is the 
contact for any data protection concerns which may arise in the future? 

 
Action to be taken  Date for 

completion  
Responsibility for 
Action  

Completed Date 

    
 

Contact point(s) for 
future data protection 
concerns  

 

 
8. Change history 
 
Guidance: To be completed by the person responsible for delivering the system, 
service or process (in a project this will be the project manager). 
 
Version Date  Author Change description 
v.0.1 07/02/2020 Neil 

Smithies 
First Draft 

 
9. Template Document control 
 
Title Data Protection Impact Assessment Template  
Version 1.1 
Status Final release 
Owner DPSIA Committee 
Release date 02/04/19 
Review date 10/12/20 
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Appendix: Risk Assessment Criteria 
The following criteria are aligned with our corporate risk assessment criteria. 
 
Impact 
Impact is the consequence of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the financial harm or emotional 
distress that can be expected to occur. 
 
Impact Scoring criteria 
Very low (1) No discernible impact on individuals. 

 
Low (2) Individuals may encounter a few minor inconveniences, 

which they will overcome without any problem (time spent 
re-entering information, annoyances, irritations, etc).  
 

Medium (3) Individuals may encounter significant inconveniences, which 
they will overcome despite a few difficulties (extra costs, 
denial of access to business services, fear, lack of 
understanding, stress, minor physical ailments, etc) 
 

High (4) Individuals may encounter significant consequences, which 
they should be able to overcome albeit with serious 
difficulties (misappropriation of funds, blacklisting by 
financial institutions, property damage, loss of employment, 
subpoena, worsening of health, etc).  
 

Very high (5) Individuals which may encounter significant, or even 
irreversible consequences, which they may not overcome 
(inability to work, long-term psychological or physical 
ailments, death, etc.).  
 

 
Probability 
Probability is the likelihood of a risk to the rights and freedoms of individuals 
being realised. Factors to consider include the expected frequency of occurrence, 
and the motivation and capability of threat sources (eg does the threat require 
insider knowledge and/or significant technical resources to exploit any 
vulnerability?). 
 
Probability Scoring criteria 
Very low (1) 0-5% - extremely unlikely or improbable 

For example, the risk has not occurred before or is not 
expected to occur within the next three years. 
 

Low (2) 6-20% - low but not improbable 
For example, the risk is expected to occur once a year.  
 

Medium (3) 21-50% - fairly likely to occur 
For example, the risk is expected to occur several times a 
year. 
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High (4) 51-80% - more likely to occur than not 
For example, the risk is expected to occur once a month. 
 

Very high (5) 81-100% - almost certainly will occur 
For example, the risk is expected to occur once a week. 
 

 
Risk level 
Risk level is a function of impact and probability, and is represented by a RAG 
rating.  
 

Probability 
 
Impact 

Very low  
(1) 

Low  
(2) 

 

Medium  
(3) 

 

High  
(4) 

 

Very high  
(5) 

Very high  
(5) 

 

Amber  
(5) 

Amber  
(10) 

Red  
(15) 

Red  
(20) 

Red 
(25) 

High  
(4) 

 

Green  
(4) 

Amber  
(8) 

 

Amber  
(12) 

 

Red  
(16) 

 

Red  
(20) 

Medium  
(3) 

 

Green  
(3) 

Amber  
(6) 

 

Amber  
(9) 

 

Amber  
(12) 

 

Red  
(15) 

Low  
(2) 

 

Green  
(2) 

Green  
(4) 

 

Amber  
(6) 

 

Amber  
(8) 

 

Amber  
(10) 

Very low  
(1) 

 

Green  
(1) 

Green  
(2) 

Green  
(3) 

Green  
(4) 

Amber  
(5) 

 
Risk acceptance criteria 
These criteria are guidelines only, and any risk treatment decisions should be 
made on a case-by-case basis. For example, it may be prudent to reduce a low 
risk because of legal and regulatory requirements. 
 
Risk level Acceptance criteria 
Low (Green) Within this range risks can be routinely accepted.  

 
Medium (Amber) Within this range risks can occasionally be accepted but 

shall be kept under regular review. 
 

High (Red) Within this range risks shall not be accepted and immediate 
action is required to reduce, avoid or transfer the risk.  
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Appendix A – Windows Hello information & agreement provided to end users 
 

 

As part of your new device roll-out we are offering you the option to use 
Windows Hello facial recognition authentication as a quick, modern and 
more secure way to access your device. For this reason it is the ICO’s 
preferred authentication method.  

However, the use of Hello is not required for your device to work, you will 
have the option to log in using two factor authentication such as PIN and 
password. This will not restrict functionality, but will require you to log in 
to your applications each time. 

We understand that you may have some questions about the use of 
biometric data, so the following information is intended to explain what 
happens when you use Windows Hello, and enable you to make an 
informed decision about whether you want to activate this.  

In order to ensure we are GDPR compliant we will ask you to indicate 
your decision below, and this information will be retained to record your 
consent.  

Should you change your mind you may remove this functionality yourself 
in a few simple steps, and can retract your consent at any time by 
emailing ithelp@ico.org.uk  

Windows Hello, Biometrics and Privacy. 

Windows Hello is the Microsoft Window’s biometric login framework, its 
purpose is to provide a replacement for password based login, using your 
face, authentication certificates and your new device to log you into your 
device, software and network resources. 

Windows Hello is a faster way of logging into your device and reduces the 
risk associated with compromised passwords. 

‘Maintaining and increasing our 
technical understanding of the 
environment we regulate goes hand in 
hand with our own use of technology in 
our services and working practices as 
we continue to invest in technology and 
skills the public would expect of a 
modern regulator.’ 

mailto:xxxxxx@xxx.xxx.xx
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When you first register with Windows Hello on your new Surface device, 
the webcam array uses your facial geometry to create a data 
representation of your face, this isn’t a photograph but an encrypted 
graph based on the distances and depths of your facial features. This 
encrypted graph is stored on your device only. 

When you log into your device, your facial geometry is used to unlock a 
user authentication certificate stored in the device’s TPM chip (a secure 
enclave on your device’s motherboard), which is used to unlock your 
device and authenticate you to your resources. 

The data representation of your face is encrypted and stored on your 
Surface device only, it is not sent to Microsoft or stored anywhere else, it 
cannot be exported from the device and is used only for the purposes of 
user authentication by the Windows Hello framework. Applications may 
talk to the Windows Hello framework to verify your identity but the 
framework will only respond with pass or fail for the authentication 
attempt. 

For more info, please refer to the following resources on the Microsoft 
site: 

https://support.microsoft.com/en-gb/help/4468253/windows-hello-and-
privacy-microsoft-privacy 

https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview 

https://docs.microsoft.com/en-gb/windows-hardware/design/device-
experiences/windows-hello-face-authentication 

 
Based on the information above: 

 
I agree to the use of Windows Hello on the understanding that the 

image created is only held on the device provided to me and is not stored 
elsewhere and also that it is not used for any other purpose other than for 
accessing my device. 

 
I do not wish to use Windows Hello at this time 

Name: 

Signed ………………………………………………………………….. 

 

Date …………………………… 

https://support.microsoft.com/en-gb/help/4468253/windows-hello-and-privacy-microsoft-privacy
https://support.microsoft.com/en-gb/help/4468253/windows-hello-and-privacy-microsoft-privacy
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview
https://docs.microsoft.com/en-gb/windows-hardware/design/device-experiences/windows-hello-face-authentication
https://docs.microsoft.com/en-gb/windows-hardware/design/device-experiences/windows-hello-face-authentication
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