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required by my organisation to ensure that all risks are mitigated in accordance with the
recommendations, summarised in Appendix 4.
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1

Executive summary

This Privacy Impact Assessment (PIA) assesses the risk to the privacy of the people whose Personal
Confidential Data (PCD) will be processed through the Bolton Care Record (BCR). Potential risks
considered include the use of software systems that will deliver the BCR and the organisational
controls and processes that will ensure the BCR is operated lawfully.
The areas of operation that need to be considered are:
1. operation of the BCR Information Governance Group, within the BCR Programme
Governance Framework, to enable them to control the purpose and manner of processing
across Partner Organisations
2. communication with the wider population covered by the shared record to address both the
legislated duties under the Data Protection Act, the common law duty of confidence, the
NHS Constitution commitments, and professional body guidance on informed implied
consent
3. support to frontline staff who will need to be trained and supported to respond to patient
enquiries and implement management systems for recording and respecting patient choice
in sharing (or not).
Some of these risk mitigations have been embodied in the sharing agreement and contract (please
refer to the BCR Information Sharing Agreement for further detail).
This PIA is owned, as is the agreement/contract, by the BCR Programme Board and is overseen by
the BCR Information Governance Group of Partner Organisations that are Data Controllers incommon for the data processed through the Bolton Care Record Information Sharing Agreement.
The governance framework for the BCR Programme is described in Appendix 1 – BCR Governance
Framework
The BCR is designed to support improved care delivery by providing multi-disciplinary care teams
with a more complete view of the health and care history and current regime of a patient across
multiple providers that support that person. BCR enables health and social care professionals to
better collaborate, coordinate and safely transfer care where Partner Providers are engaged with
people in common by facilitating the viewing of relevant information held by each. The point of care
may include both immediate needs for past and current treatment information, i.e. in Accident and
Emergency, or supporting collaboration for people with longer-term and more complex needs. This
initiative is supported by Bolton Locality Plan and multi-professional guidance from the General
Medical Council.1
The software that facilitates the BCR gathers service user information from different Partner
Organisation systems into a central repository, where it is linked and held unseen until accessed by
appropriately authorised system users. The partners to the BCR remain legally accountable (data
controllers) for the information at all times and the arrangements are formalised through a legally
binding contract, as is required by the Data Protection Act 1998.

This PIA is reviewed and updated as the project progresses (see Appendix 2 – Version History and
Table of Amendments) to reflect understanding at different points in the design, development,
deployment and assessment stages. The recommendations made in this PIA are for the BCR
Information Governance Group to agree upon, if consensus cannot be reached, then this will be
1

http://www.gmc-uk.org/guidance/ethical_guidance/21187.asp
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referred, with Chairs recommendation, to the BCR Programme Board for consideration. The PIA will
be referred back to the BCR Information Governance Group and once agreed, be circulated to
Partner Organisations. Any risks identified should be considered and responses determined by the
BCR Information Governance Group and actions arising for Partners Organisations implemented,
where necessary, by their respective management and governance regimes.
Appendix 4 – Summary of Recommendations and Actions Recorded brings together the
recommendations and provides an opportunity to record the BCR Information Governance Group’s
agreed responses. In addition, it is recommended that changes approved through the BCR
Information Governance Group are appended to the PIA, with their reasoning, for reference and
incorporation in future iterations.
This document should be read in conjunction with the referenced materials, guidance, codes of
practice and management contracts cited.
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2

Introduction

A PIA is a risk assessment and set of recommendations for the adoption of risk mitigating controls.
PIAs are typically amended during the course of a project and, as such, should be considered a
‘living’ document that serves as a reminder of what has been considered and agreed, a reference
point for review and a resource for future developments.
The PIA helps to develop and communicate a common understanding of risk decisions and issues
that have been addressed in the project with the objective of ensuring that appropriate measures
are taken to safeguard personal and sensitive data. In this case, particularly any sensitive information
about patients.
This PIA has been commissioned to record the actions taken to ensure that Personal Confidential
Data (PCD) will be appropriately accessed and processed, and to assist partner organisations to
manage the implementation of the BCR locally. It provides recommendations which each Partner
Organisation should follow in order to make sure it handles PCD appropriately, and that legal duties,
such as the fair processing of data, are satisfied.
The PIA risk assesses and records the common understanding of the lawfulness and risk to the
privacy of people whose Personal Confidential Data (PCD)2 is shared between Partner Organisations
listed in the Bolton Locality Information Sharing Protocol and Bolton Care Record Information
Sharing Agreement.
PIA also allows Partner Organisations to demonstrate due diligence in ensuring risks to personal
information are presented to appropriate internal governance bodies, and that they have been
reviewed, accepted, will be monitored to ensure proposed risk mitigations are implemented and any
residual risks managed. The ICO have been clear that they are less likely to take action, should an
information loss or breach occur, if a PIA has been completed, even if the risk that gave rise to that
loss was not identified.
The Information Commissioner’s Office (ICO) publishes the Privacy Impact Assessment Code of
Practice3 which defines PIAs as:
… a tool which can help organisations identify the most effective way to comply with
their data protection obligations and meet individuals’ expectations of privacy. An
effective PIA will allow organisations to identify and fix problems at an early stage,
reducing the associated costs and damage to reputation that might otherwise occur.
In this PIA we have reviewed the requirements of the Data Protection Act 1998 (DPA)4 and, based on
the ICO Code of Practice, have made recommendations against areas of risk.

2

PCD is defined by the Information Governance Review (Caldicott 2) to encompass all states of personal data
in health and social care:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGover
nance_accv2.pdf
3
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
4
www.legislation.gov.uk/ukpga/1998/29/contents
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3

Audience

Senior Management of Partner Organisations who are accountable for information risk, and
specifically each Partner Organisation’s Senior Information Risk Owner (SIRO), Information Asset
Owners and Caldicott Guardian (CG), or equivalents. These may be the members of the BCR
Information Governance Group, who if different, are also an audience for the PIA.
This adheres to one of the recommendations in the Caldicott 3 report (National Data Guardian for
Health and Care, Review of Data Security, Consent and Opt-outs) (2016)5, which states that:
The leadership of every organisation should demonstrate clear ownership and responsibility for data
security, just as it does for clinical and financial management and accountability.
Recommendation 1: Communication of information risks to Partner Organisations for local
assessment of management controls
a. Identified risks should be assessed by each Partner for inclusion in their information risk register
(IGT 301, 307 and 323 or equivalent) and internally reported and managed for the life of the
system.
b. The BCR Information Governance Group should consider the risks identified, approve the
mitigating controls and determine whether the residual risk level is acceptable (additionally IGT
101 and 201 or equivalent). Where the remaining risk is unacceptable, the BCR Information
Governance Group should agree what further risk-mitigating controls are required and
implement a mechanism to ensure these are put in place6

5

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/535024/data-securityreview.PDF
6
https://digital.nhs.uk/information-governance
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4

System overview

The software that provides the operational platform for BCR is the Graphnet CareCentric7
interoperability system. The BCR system assists frontline care providers in making better informed
care decisions about the appropriate care of a person by providing a view, often viewable from
within their original (native) system, of information about the person they are caring for, derived
from the systems of any partner organisation who has also cared for that person. BCR users
continue to record their diagnosis, decisions and activity in their native system.
The CareCentric system takes data from partner systems in almost any format and frequency, links
the data. When a demographic record is received from one of the partner systems a check is done to
see whether that patient already exists in within the CareCentric system. A check is made is on NHS
Number, DOB and Surname and if all three criteria match then the records will be linked. If a patient
record does not meet matching criteria it will remain unlinked as a standalone record.
Selecting a linked patient will display data from all linked records back to users, subject to access
controls that ensure only appropriate data is displayed (Role-Based Access Controls – RBAC) and that
this is only to users who are caring for the person whose record is being viewed (Legitimate
Relationship control – LR).
Patients may also have a Shared Care Plan in place where information may be entered directly into
the CareCentric system by staff from multiple Partner Organisations. This Shared Care Plan will be
held as part of the BCR.
The BCR system records everything a user has viewed in an audit trail. The audit trail can be viewed
by system users. If there is an issue, the audit trail can be viewed to establish what a user could see
when viewing a record. Users with appropriate RBAC controls can also view and report on who has
looked at a person’s record, and what records have been viewed. This can be provided to the person
on request.
These controls support compliance with commitments made to NHS patients in the NHS
Constitution8 and Department of Health information strategy9 as well as obligations in law.
More detailed controls in the CareCentric system are explained in the appropriate sections below.

7

www.graphnethealth.com/
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/the-nhs-constitution-forengland
9
www.gov.uk/government/uploads/system/uploads/attachment_data/file/213689/dh_134205.pdf
8
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5

Data Controller/Data Processor

The Data Protection Act 1998 (DPA) basic interpretative provisions10 define the Data Controller as
the body that, singularly, jointly or in-common:
‘… determines the purposes for which and the manner in which any personal data
are, or are to be, processed’11
In the BCR, each Partner Organisation is a Data Controller in-common with the other Partners for the
combined information. Control of determination of purpose and manner is retained by the Partner
Organisation Data Controllers through the contract and binding governance arrangement to which
they are signatory, in which they are equal parties, and which is overseen by the BCR Information
Governance Group, of which they are all members or are represented.
As Data Controllers in-common, each partner organisation processes data from a common pool, but
determines how this is used in their own organisation, within the contractual terms, but otherwise
without control of another body.
The same basic interpretative provisions of DPA define a Data Processor as:
‘…any person (other than an employee of the data controller) who processes the data on
behalf of the data controller’
The BCR data and software are hosted by the BCR Host / Data Processor as identified in the BCR
Information Sharing Agreement.
The DPA imposes duties on Data Controllers when contracting the services of a Data Processor
(schedule 1, part II):
11 Where processing of personal data is carried out by a data processor on behalf of a data
controller, the data controller must in order to comply with the seventh principle—
(a) choose a data processor providing sufficient guarantees in respect of the technical and
organisational security measures governing the processing to be carried out, and
(b) (b) take reasonable steps to ensure compliance with those measures.
12 Where processing of personal data is carried out by a data processor on behalf of a data
controller, the data controller is not to be regarded as complying with the seventh principle
unless—
(a) the processing is carried out under a contract—
(i)
which is made or evidenced in writing, and
(ii)
under which the data processor is to act only on instructions from the data
controller, and
(b) the contract requires the data processor to comply with obligations equivalent to those
imposed on a data controller by the seventh principle.
It is from these duties that the terms of the agreement/contract are drawn.

10
11

www.legislation.gov.uk/ukpga/1998/29/section/1
Data Protection Act 1998 (1)1: www.legislation.gov.uk/ukpga/1998/29/section/1
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6

Data Flows

The ICO PIA Code of Practice recommends that data flows are mapped and assessed as part of the
PIA process – these are broadly the processing that is applied to the data for which there must be a
lawful basis. This is also the first Caldicott Principle. The contract limits the data flows that the Host /
Data Processor may allow in and out of the system and the purposes for which the Host / Data
Processor and in-common Data Controller parties are allowed contractually (and legally) to access
and process this data. The following flows of PCD have been allowed in contract and are considered
for the purposes of the PIA:
Flows of Personal Confidential Data:
1. From Partner Organisations as defined in Appendix 4 of the BCR ISA into the BCR system
2. At rest in the Host / Data Processor datacentre where the BCR system is hosted
3. For each view of PCD through the BCR system by the Data Controllers in-common
4. For the purpose of de-identification by the Host / Data Processor as instructed by the BCR
Information Governance Group.
Flows of de-identified data:
1. When data is ‘de-identified’ so that a person can no longer be identified without unexpected
effort, the data is no longer personal data. This data is used by care organisations and care
commissioners to monitor, assess and report on local services. People should still be told their
information is being used in this way.
Recommendation 2: Control of de-identified data
There should be a separate contractual commitment obtained from any party receiving de-identified
data not to attempt to re-identify by any means, including linkage to other data sets

Recommendation 3: Development of Shared Care Plans
It should be recognised that to support integrated health and social care, planned uses of the BCR
system will involve development of coordinated care plans to which multiple providers contribute.
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7

Data Protection Principles

A PIA considers:
1. Extent to which the privacy of a data subject is affected by the new proposed use of their
data, e.g. a loss of privacy due to changes in the manner and purpose of processing
2. Risk of causing substantial damage or substantial distress to the data subject through the
new proposed use of their data
3. The risk of a loss of control of the data
4. The risk of inappropriate data access maliciously or unintentionally
5. The risk of data corruption
6. The risk of non-compliance with the Act, including reputational and financial consequences.
For reference, the eight principles of DPA are:
1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed
unless—
a. at least one of the conditions in Schedule 2 is met, and
b. in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also
met
2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall
not be further processed in any manner incompatible with that purpose or those purposes
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed
4. Personal data shall be accurate and, where necessary, kept up to date
5. Personal data processed for any purpose or purposes shall not be kept for longer than is
necessary for that purpose or those purposes
6. Personal data shall be processed in accordance with the rights of data subjects under this Act
7. Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage
to, personal data
8. Personal data shall not be transferred to a country or territory outside the European
Economic Area unless that country or territory ensures an adequate level of protection for
the rights and freedoms of data subjects in relation to the processing of personal data.
The PIA now applies the six risks suggested by the ICO guidance to each of the Data Protection
principles in the context of the BCR.

7.1

Principle 1

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed
unless—
a. at least one of the conditions in Schedule 2 is met, and
b. in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met
How the BCR complies with this principle:
Fairness
It has been established by case precedent that ‘fairness’ in the first data principle encompasses the
common law duty of confidence. In order for the data processing to be fair, the proposed use must
be expected by the data subject. To achieve this, the use(s) must have been effectively
communicated – for which there is no test of reasonableness as to how much effort must be made in
this communication – although it is generally accepted that the more unexpected and sensitive the
data, the more effort must be made in ensuring data subjects are aware. This declaration of
PIA Report - Bolton Care Record V1.0_20170628
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proposed use and supporting information is known as a Fair Processing or Privacy Notice (the ICO’s
preferred option12), but this is only one method and all available channels of communication should
be considered.
Each Data Controller has an individual duty to communicate their Privacy Notice and this is
particularly true for the original collector of the data, this usually done through posters, leaflets and
webpages with increasing amounts of supporting information. However, these address largely
expected purposes by patients of the NHS, and the BCR may not be expected by some service users.
In undertaking this PIA, each Bolton Partner Organisation will need to conduct a review on their
existing Privacy Notices. The fact of the communication will provide a basis for implying that the
patients/service users of those organisations have an opportunity to review this information, will do
so, and the continued use of services, without dissent, will imply that they are happy for their
information to be used in this way.
Recommendation 4: Review of the basis for implying consent to share
Review of patient communication materials should be undertaken to establish whether there is a
basis for implying that service users understand the purposes for which their data will be processed.
Both the British Medical Association (BMA)13 and General Medical Council14 support the view that
data should be shared between clinicians of patients in common. The GMC goes further, stating in
their Good Medical Practice Code15:
44. You must contribute to the safe transfer of patients between healthcare
providers and between health and social care providers. This means you must.
a. share all relevant information with colleagues involved in your patients’ care
within and outside the team, including when you hand over care as you go off
duty, when you delegate care or refer patients to other health or social care.
This aspect has been reinforced following the publication of the second Caldicott Review,
which introduced the seventh Caldicott Principle:
7. The duty to share information can be as important as the duty to protect
patient confidentiality.
Health and social care professionals should have the confidence to share
information in the best interests of their patients within the framework set out by
these principles. They should be supported by the policies of their employers,
regulators and professional bodies.
This duty has been further underlined by new legislation, Health and Social Care (Safety
and Quality) Act 201516, which creates a legal duty to share equal to the Caldicott Principle,
i.e., subject to compliance with DPA.
The BMA Confidentiality Toolkit Card 2 further clarifies the connection between fairness,
consent and communication:
12

ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist
_guides/PRIVACY_NOTICES_COP_FINAL.ashx
13
bma.org.uk/-/media/files/pdfs/practical%20advice%20at%20work/ethics/confidentialitytoolkit_card2.pdf
14
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp
15
http://www.gmc-uk.org/guidance/good_medical_practice/continuity_care.asp
16
http://www.legislation.gov.uk/ukpga/2015/28/contents
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Health professionals bear responsibility for the disclosures they make, so when
consent is taken to be implied, they must be able to demonstrate that the
assumption of consent was made in good faith and based on good information.
If not, it is no consent at all and some other justification will be needed for its
disclosure.
The BCR Partner Organisations have agreed to work collaboratively to produce, adopt and
communicate proposed data processing purposes for inclusion in their respective Privacy Notices
(see BCR Privacy Notice) and other materials (see Appendix 3 – Reference documents). The use of
consistent messaging when multiple agencies are collaborating to share data, particularly sensitive
data, is considered best practice (see ICO Data Sharing Code of Practice p1917). Patient materials will
be created for all organisations to use to support common messaging from all partner organisations.
These explain the purpose for the system, what information will be shared, and how people can opt
out of sharing their information is they so wish (see later notes on consent and dissent, below).
Recommendation 5: Communication
1. Ensure that the materials and communication channels are able to reach the local population to
support implied consent
2. Ensure the CCG will lead on commissioning an Equality Analysis to ensure that materials and
communications channels are able to reach local ‘hard to reach’ groups and people whose first
language is not English, to validate implied consent. Partner Organisations will ensure they review
the appropriateness for their own organisations.

Lawfulness
For each purpose the data is processed, there must be a basis in law. The Data Protection Act 1998
has been extended by case law to include the Human Rights Act 1998 article 8 (right to privacy) and
the Common Law Duty of Confidentiality (CLDC). It is necessary to satisfy the CLDC as well as the
DPA. CLDC applies to the expected use of information given in confidence. It is generally accepted
that, if the processing is fair, and the Data Controller can respond to requests to cease processing, if
required, under DPA s.10, then processing is lawful under both DPA and CLDC.
Fairness and lawfulness should not be confused with consent, which may be a condition for
processing in schedule 2 or 3 as required by the first principle.
Schedule 2
DPA Schedule 2 provides multiple bases for the lawful processing of personal information about
service users by health and social care providers, bearing in mind that sensitive characteristics of the
data processed come under Schedule 3. These include:
 The data subject has given his consent to the processing (note: not explicit consent, which is
a condition of Schedule 3)
 The processing is necessary for the purposes of legitimate interests pursued by the Data
Controller or by the third party or parties to whom the data are disclosed, except where the
processing is unwarranted in any particular case by reason of prejudice to the rights and
freedoms or legitimate interests of the data subject
 In the vital interest of the person, i.e. if they are in immediate danger and lack capacity to
give valid consent.
17

ico.org.uk/for_organisations/guidance_index/~/media/documents/library/Data_Protection/Detailed_specialist
_guides/data_sharing_code_of_practice.ashx
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The BMA state:
In the absence of evidence to the contrary, patients are normally considered to have
given implied consent for the use of their information by health professionals for the
purpose of the care they receive. Information sharing in this context is acceptable to
the extent that health professionals share what is necessary and relevant for patient
care on a ‘need to know’ basis. (BMA, Card 2)18
This is accepted as providing a basis satisfying Schedule 2 in the context of the BCR and the
communications that will be used by BCR Partner Organisations.
Schedule 3
DPA Schedule 3 also provides multiple bases for sharing. Of these, three are key:
 1. The data subject has given his explicit consent to the processing of the personal data
 3. The processing is necessary—
o in order to protect the vital interests of the data subject or another person, in a case
where—
 consent cannot be given by or on behalf of the data subject, or
 the data controller cannot reasonably be expected to obtain the consent of
the data subject
 8. The processing is necessary for medical purposes and is undertaken by—
 a health professional, or
 a person who in the circumstances owes a duty of confidentiality which is
equivalent to that which would arise if that person were a health
professional.
o In this paragraph “medical purposes” includes the purposes of preventative
medicine, medical diagnosis, medical research, the provision of care and treatment
and the management of healthcare services.
For all flows of PCD, BCR is relying on having a medical purposes (often referred to as ‘direct care’) to
satisfy the Schedule 3 condition in the first data protection principle and provide a lawful basis for
processing. This purpose is supported by the guidance from the BMA and GMC quoted above and
these have been clarified by the introduction of a seventh Caldicott principle following the
Government’s acceptance of the recommendations in the Information Governance Review 2013
(Caldicott 2)19: This is not independent of the other conditions, especially the communications
necessary to satisfy the CLDC, fairness and the Human Rights Act.
The BCR exceeds the minimum standards of law by also requiring explicit consent to view before
shared information is accessed (see Figure 1 Consent process flow) where the patient has capacity. If
the patient lacks capacity and this has been determined by a clinician in accordance with the
requirements of the Mental Capacity Act 2005, the system allows the clinician to access the shared
record, but also sends an alert to ensure all such accesses are reviewed for appropriateness.
Further, people who are engaged with multiple care providers, when consulted, have expressed the
view that they do not wish to go through the consenting process at every access where they are
present. They have the option to set a longer period of consent in the system. This may be reset if
18

https://www.bma.org.uk//media/files/pdfs/practical%20advice%20at%20work/ethics/confidentialitytoolkit_card2.pdf?la=en
19
www.gov.uk/government/uploads/system/uploads/attachment_data/file/251750/9731-2901141-TSOCaldicott-Government_Response_ACCESSIBLE.PDF
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there are changes to the use of the data agreed by the BCR Information Governance Group, for
example a new organisation joins, or if the BCR Information Governance Group sets a time limit, i.e.
requiring re-consenting annually.

Figure 1 Consent process flow

To obtain consent when the patient is present and has capacity, professionals accessing the shared
record must read the following statement and be assured that they understand and accept that their
information is being accessed. This is recorded by that professional in the system:
If you give consent, you are allowing all relevant health and social care
professionals within Bolton who treat you to access your shared record when
needed to support the delivery of your personal care. This could include hospital,
GP, mental health, community and social care teams involved in your care. If you
wish to opt out you can contact your GP to remove the consent at any time.
Note, as stated in section 4 System overview, the system forces explicit consent to view in the
operation of the system:
 BCR will, where possible, be launched from within the clinical system or social care system of
the participating organisation, enforcing the requirement for a legitimate relationship to
exist between the patient and the professional prior to reviewing the record.
 Patient consent to view is always discussed at first view of the data, and the patient is given
the option to consent or dissent.
As the system use matures, it is likely that further use cases will submitted to the BCR Professional
Reference Group where they will review requests for new or changes for access arrangements, i.e.
when patients are referred by one clinician to another for treatment, which would be approved by
the patient in advance, rather than spending time summarising the record, the receiving clinician
PIA Report - Bolton Care Record V1.0_20170628
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may access the BCR. The BCR Information Governance Group will be asked to review the
recommendation made by the BCR Programme Board and make a decision in terms of its
compliance. Accessing the BCR should support existing clinicians working processes.
Dissent
Where a person chooses to opt out of the shared care record they should inform their GP, their GP
information will not be loaded into the data store and any linked records from other BCR Partner
Organisations will also not be viewable. This arrangement works in GP-centric pathways, but for the
Bolton providers that have cross-border caseloads this means they are unable to benefit from the
system.
It should be noted that most health and social care provider software systems, other than GP
systems, do not have the functionality and/or internal coding to easily record consent or dissent to
share within the electronic system. This does not mean that they do not have to respect dissent to
share from patients as they have a legal duty under the Data Protection Act, a further legal duty
under the NHS Act 2009 arising from the NHS Constitutional right, and a contractual duty for
satisfying the common law, NHS Constitution, NHS Care Record Guarantee, recommendations of the
Caldicott Report and Government Response to Caldicott arising from the NHS Standard
Commissioning Contract 15/16 General Conditions (which have a legal basis in the NHS Act 2006).
The requirement to have internal systems to respect consent are also imposed in the
agreement/contract.
As part of this PIA the 10 Consent / Opt Out Recommendations in the Caldicott 3 report (National
Data Guardian for Health and Care, Review of Data Security, Consent and Opts-Outs) have been
reviewed.
Recommendation 6: Patient Objection Management Systems
All BCR Partner Organisations should confirm they have internal systems and have trained their staff
to respond to questions from patients arising from the public communications before data is shared
(IGT 201, 202, 203 or equivalent).
It is normal to allow a period of time between the communications being made available and the
first data extraction so that patients have an opportunity to raise objections.
Where a patient contacts their GP, the GPs can code this into the GP system record using the
appropriate Read codes (see READ Codes to be used to record dissent)
 Providers can use local codes to identify patients that have dissented and exclude these from
upload manually or automatically, depending on the upload technology accessing their
system data.
Where a service user dissents after their data has been uploaded, their data will be held securely in
the data centre but not viewable by users of the system.
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Recommendation 7: Amend/Post Fair Processing Notice (Customer/Data Controller only)
Each BCR Partner Organisation should review the documents in Appendix 3 and add the necessary
extra paragraphs into their Fair Processing Notices in addition to the wider communication campaign
for BCR.
Each BCR Partner Organisation must implement a programme to ensure the patient leaflets are
made available, and the BCR is appropriately described on their website and in other areas such as
posters in waiting rooms etc. This should be in line with the BCR and their own communications plan
(IGT 203 or equivalent)

7.2

Principle 2

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not
be further processed in any manner incompatible with that purpose or those purposes
How the BCR complies with this principle
The purposes for processing must include those that are registered with the ICO in each partner’s
registration and reflect what the service user has been told in the Privacy Notice.
This principle will be satisfied in several areas of the approach to the BCR:




Patients will be informed by BCR public communications campaign
The Host / Data Processor will be restricted in contract to only process specified information
on behalf of all the Data Controllers
All organisations will be properly registered, and will keep that registration up to date, with
the Information Commissioner’s Office (ICO) to include providing health and social care
services to patients and service users.

Recommendation 8: BCR Partner Organisations review their ICO registration and include any new
purposes
The ICO website provides guidance and this should be reviewed at annual renewal. Patient
communications are addressed in recommendations

7.3

Principle 3

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or
purposes for which they are processed
How the BCR complies with this principle
The issues related to this requirement are discussed extensively under the first data protection
principle. Broadly, the amount of a record processed varies at different stages and is limited to the
minimum and what is justifiable for the purpose at that stage. Processing in this context includes
virtually everything that happens to the PCD, including backing up and archiving, for example.
Each data protection principle is dependent on and inseparable from the others. In the context of
the third principle, it is also necessary to consider the seventh, which requires the Data Controllers
pay due regard to the available technology20.
20

http://www.legislation.gov.uk/ukpga/1998/29/schedule/1/paragraph/9 (changes may be applied after Feb
2017 to check currently no changes announced)
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In the first data flow, data is automatically extracted, linked and held unseen in the data repository.
The automated processing does not allow users to make decisions about the person (a condition in
DPA) and the Act considers this type of processing as a low risk to privacy.
For the second data flow, as well as the LR and RBAC controls explained above, as the data is viewed
to support clinical decision-making, it must have explicit consent, and therefore has a lawful basis.
Recommendation 9: Clinicians should review the content of proposed system extract and data
flows and determine that this is necessary for the purpose
Data sets and their display must be to suit the appropriate care purpose

7.4

Principle 4

4. Personal data shall be accurate and, where necessary, kept up to date
How the BCR complies with this principle
Data in BCR will be as accurate as the data in the source systems.
Recommendation 10: Data Quality procedures
The BCR Programme Board should ensure that processes are in place to manage reported
discrepancies in the data, or design processes for adoption by all BCR Partners to address data
quality issues. These are inevitable and could be a clinical risk if the differences are not understood.
Any such discrepancies will be reviewed by the BCR Profession Reference Group.
Whatever strategy is adopted, it must consider training for staff in how to respond to seeing
discrepancies in the record.

7.5

Principle 5

5. Personal data processed for any purpose or purposes shall not be kept for longer than is
necessary for that purpose or those purposes
How the BCR complies with this principle
Each organisation will have its own retention schedules for electronic data it keeps about individuals,
normally in accordance with Appendix 3 of the Records Management Code of Practice for Health and
Social Care 2016.21 For the purposes of the BCR, each daily extract updates the data already held
within the BCR, overwriting data that has changed. An audit trail of access is maintained but
previous extracts are not retained.
The Records Management Code of Practice for Health and Social Care 2016 has issued the following
guidance:
Where the electronic system has the capacity to destroy records in line with the retention schedule,
and where a metadata stub can remain demonstrating that a record has been destroyed, then the
Code should be followed in the same way for electronic records as for paper records with a log being
kept of the records destroyed.

21

https://digital.nhs.uk/codes-of-practice-handling-information
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If the system does not have this capacity, then once the records have reached the end of their
retention periods they should be inaccessible to users of the system and upon decommissioning, the
system (along with audit trails) should be retained for the retention period of the last entry related to
the schedule.

Recommendation 11: Keep the Records Management Code of Practice for Health and Social Care
2016 under review
Statistical data (de-identified and therefore not subject to the DPA) may be kept for longer periods
but is not relevant to this process as it cannot identify an individual. The retention of these should be
described in the third party contract described above.
Recommendation 12: Extract retention schedules
Where data extracts from systems for initial upload or incremental updates are through a manual
process, i.e. the source system does not have an adaptor that can automate updates, this data
should be retained for no longer than the time required to verify the system upload has been
validated. The Host / Data Processor should table a retention process for approval by the BCR
Information Governance Group.

7.6

Principle 6

6. Personal data shall be processed in accordance with the rights of data subjects under this Act
This principle embeds the right of data subjects to be informed about the fact of processing and their
right of access to see a copy of what information is held about them, and to have it changed if it is
incorrect (see also Principles 3 and 4).
These rights have been expanded in NHS policy and the NHS Constitution to give patients the right to
have details of who has had access to their records.
How the BCR complies with this principle
Each Data Controller will handle requests for copies of information held on an individual basis, and
will not use the BCR system to support Subject Access Requests, but should refer patients to the
respective Data Controllers. This is because a contributing organisation may know of a constraint on
releasing certain information that may cause damage or distress to the person, such as mental
health data.
The Data Protection (Subject Access Modification)(Health) Order 200022 provides that information
need not be disclosed if it would be likely to cause serious harm to the physical or mental health of
the Data Subject or any other person and describes the mechanisms for ensuring that decisions as to
whether to disclose or withhold information are taken by the appropriate health or social care
professional who made the entry.
The NHS Constitution requires that dissent to share is respected and therefore the extract process
will ignore patients with a specific system code for example ‘READ code’ in their record (see
comments above).

22

http://www.legislation.gov.uk/uksi/2000/413/article/6/made
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Appendix 3 – Reference documents includes information about the codes to be used by GPs in this
event and this will then trigger denied access to any information from any sources within BCR. Other
organisation types will have local system-specific processes to respect dissent to share.
Recommendation 13: Rights of the Data Subject
All organisations should review their procedures and ensure that all staff are aware that the patient
should be directed to the organisation that made the original entry in the BCR. Similarly, that the
total BCR should not be printed or copied to the patient at the current time. This may change as use
matures and access to personal records becomes commonplace.
The central system administrator, where required, will be able to provide an audit trail of the user
who accessed the record, and provide this to the patient.
Processes should also be in place at each organisation to ensure dissent to share is respected and the
appropriate READ code applied (GPs) and other mechanisms established by the BCR Partner
Organisations as described above.

7.7

Principle 7

7. Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage to,
personal data
Requirements for securing personal and sensitive data are enshrined in the seventh principle of the
DPA, and reinforced through the requirements of the Health and Social Care Information Centre
Information Governance Toolkit and NHS policy. Serious breaches of DPA can result in a fine of up to
£500,000. Since getting the power to fine, many of the fines imposed by the ICO have been as a
result of a contract breach although it is rarely this alone that gives rise to a fine. More frequently
the original cause of the breach instigates the fine and the failure to properly contract escalates the
value.
Schedule 1 Part 2, Paragraph 9 of the Act describes the expected conditions under which data are to
be protected and describes the process organisations must take in order to secure it 23. Essentially,
the data must be protected in association with the risk to harm or distress causes by its loss or
destruction:
Having regard to the state of technological development and the cost of
implementing any measures, the measures must ensure a level of security
appropriate to—
(a) the harm that might result from such unauthorised or unlawful processing or
accidental loss, destruction or damage as are mentioned in the seventh principle,
and
(b) the nature of the data to be protected.
The data in BCR is sensitive data and must have commensurate security measures.
How the BCR complies with this principle
Data extracted from each Data Controller is encrypted to the latest standard (currently AES256) in
transit.

23

http://www.legislation.gov.uk/ukpga/1998/29/schedule/1
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Viewing of the BCR is via a system interface. All users are given access to the system by a central
system administrator, however each individual organisation will nominate a local coordinator who
will link in the central system administrator informing them of new users and users who no longer
require access.
Through embedded access via native systems, users can only see a list of patients with whom they
have a legitimate relationship, and this is controlled by embedded access.
Access to data is via encrypted links, i.e. Secure Socket Layers.
The contract imposes security standards on the Host /Data Processor as is required by the DPA,
Schedule 1, Part 2, 12(b) (see below).
Recommendation 14: User profiles
All organisations should review their procedures and should identify a local coordinator who will be
responsible for nominating staff that require user profiles. They will inform the central system
administrator. Coordinators will need to ensure they receive appropriate training. Similarly, should
users need to be removed from the system access as they no longer have legitimate access, the local
coordinator will inform the central system administrator.
Recommendation 15: Penetration testing
The system should be independently tested to the CESG standard after every major system change
and at least every two years (this is a contract requirement). The host organisation and software
supplier are required to provide assurance that the necessary penetration testing has been
undertaken and any issues identified are acted upon.
Imposition of the seventh principle in contract
A Data Processor has no statutory duties under the Act and is only bound by contract.
A Data Processor is:24
… any person (other than an employee of the data controller) who processes the data on
behalf of the data controller.
Under DPA, a Data Controller that engages a Data Processor must:
 Have a contract evidenced in writing
 Ensure that the contract requires that the Data Processor acts only under instruction from
the Data Controller
 Ensure that the contract requires that a level of security is provided by the Data Processor
that is equivalent to that imposed by DPA principle 7 on the Data Controller.
Additionally, the Data Controller must:
 Ensure that the Data Processor provides sufficient technical and organisational guarantees in
respect of the security of the information
 takes reasonable measures to ensure compliance with the measures imposed in the
contract.
How the BCR complies with this requirement

24

http://www.legislation.gov.uk/ukpga/1998/29/section/1
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The Agreement/Contract has been created to support the lawful processing of PCD and signed by
each partner (Data Controller) using the system before access is granted. This includes terms that
satisfy the Data Controller’s duties in respect of the DPA requirements.
The contract is commensurate with the recommendations made in the Information Governance
Review (Appendix 6)25 which provides a checklist for contracting with Data Processors. A summary
of the key areas are:
 Definition of the Data Controller and Processor
 Limiting the Data Processor to only act on the instructions of the Data Controller
 Definition of the data which are to be processed, and restrictions on the use of that data
without further instruction from the Data Controller
 Restrictions on the territorial limits of the data at rest
 Definitions of the expected security arrangements for the data
 Definitions of the expected security accreditations to be held and maintained by the Data
Processor
 Reporting and management of serious incidents and reporting
 Requirement to be subject to audit and to share that audit data with the Data Controller.
Access control
In order to maintain security of individuals’ data, it is also essential, in order to comply with the DPA,
for access control to be established to ensure only the right people have access to the data.
Access control in the system is managed in the following ways to ensure individuals’ data is
protected:
 The individual organisation will decide which members of staff require access, ensuring that
access is granted to those who have a legitimate relationship with the individual;
 A coordinator will be allocated at each individual organisation and will link in with a central
system administrator;
 Access can be audited to provide a detailed report on who has accessed a record, fulfilling
the NHS Constitution promise that individuals can be provided with information as to who
might have accessed their information.
Principle 7 is further strengthened by three of the recommendations from the Caldicott 3 report in
relation to Data Security:
 Trusts and CCGs should use an appropriate tool to identify vulnerabilities such as dormant
accounts, default passwords and multiple logins from the same account. These tools could
also be also used by the IT companies that provide IT systems to GPs and social care
providers.


All health and social care organisations should provide evidence that they are taking action
to improve cyber security, for example through the ‘Cyber Essentials’ scheme. The ‘Cyber
Essentials’ scheme should be tested in a wider number of GP practices, Trusts and social care
settings.



Arrangements for internal data security audit and external validation should be reviewed and
strengthened to a level similar to those assuring financial integrity and accountability.

25

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGov
ernance_accv2.pdf
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7.8

Principle 8

8. Personal data shall not be transferred to a country or territory outside the European Economic
Area unless that country or territory ensures an adequate level of protection for the rights and
freedoms of data subjects in relation to the processing of personal data
Principle 8 requires that certain conditions must be met if the data are to be processed outside the
European Economic Area (EEA). These extend to contracts and the monitoring of the activities of
suppliers (in many ways similar to Principle 7).
How the BCR complies with this principle
A review of data flows and data at rest has taken place and it has been determined that data will not
be held or processed outside the UK or EEA.

8

Conclusion

This PIA has followed the ICO PIA Code of Practice to ensure that the risks to data that are processed
properly assessed and risk mitigating controls implemented and documented.
This PIA will be reviewed and approved by the BCR Information Governance Group and disseminated
to each Partner Organisation.
The actions / responses by Partner Organisations to the recommendations within this PIA will be
monitored as a standing agenda item by the BCR IG Group.
Each BCR Partner Organisation should keep a record of this document, and any future iterations, and
have them approved by the relevant committee, group or individual prior to taking part in the BCR.
All recommendations made should be considered, implemented, and recorded as complete by the
individual organisations Information Governance Group or equivalent and signed off by the Caldicott
Guardian / IG Lead, who should have reviewed the approach to the use of the system to ensure
patient rights are protected.
BCR Partner Organisations should have regard particularly to the Fair Processing or Privacy Notices
and publish updates to their own as necessary, including ensuring the information is accessible to
the whole population, in addition to the wider BCR communications campaign.
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9

Appendix 1 – BCR Governance Framework
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10 Appendix 2 – Version History and Table of Amendments
Version History
Version

Date issued

Updated by

Reason

0.1

9th February 2017

Stephen Cashman / Camilla Bhondoo

First Draft

0.2

23rd February 2017

Stephen Cashman / Camilla Bhondoo

Second Draft

0.3

28th February 2017

Grace Birch / Stephen Cashman /
Camilla Bhondoo

Third Draft

0.4

29 March 2017

th

Stephen Cashman / Camilla Bhondoo

Fourth Draft (following BCR IG
Group Review)

1.0

28 June 2017

th

Stephen Cashman / Camilla Bhondoo

APPROVED
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11 Appendix 3 – Reference documents
11.1 Data to be processed
The following is a summarised list of information contained in the flows, taken from the detailed
dataset in the system. Note that contractually between each Data Controller and the Data
Processor, this will be bound in contract as the only data which are to be processed.

AWAITING FURTHER GUIDANCE

11.2 Information for General Practice staff
A guidance pack that practices can use to inform their staff as to the rights of patients in this BCR,
and their right to opt out of sharing their data if they wish

AWAITING FURTHER GUIDANCE

11.3 BCR Privacy Notice
Recommended text for all organisations

11.4 BCR patient information leaflet recommended text
Recommended text for patient information leaflet to be made readily available to patients at all
organisations taking part in the BCR

BCR Draft Patient
Leaflet

11.5 READ Codes to be used to record dissent
The following READ Codes should be used to ensure individuals’ wishes not share their data is
recorded and the system no longer uploads their data:

AWAITING FURTHER GUIDANCE
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12 Appendix 4 – Summary of Recommendations and Actions Recorded
Title

Recommendation

1:
Communication
of information
risks to BCR
Partner
Organisations
for local
assessment of
management
controls

a. Identified risks should be assessed by
each BCR Partner for inclusion in their
information risk register (IGT 301, 307
and 323 or equivalent) and internally
reported and managed for the life of the
system.
b. The BCR Information Governance Group
should consider the risks identified,
approve the mitigating controls and
determine whether the residual risk
level is acceptable (additionally IGT 101
and 201 or equivalent). Where the
remaining risk is unacceptable, the BCR
Information Governance Group should
agree what further risk-mitigating
controls are required and implement a
mechanism to ensure these are put in
place
There should be a separate contractual
commitment obtained from any party
receiving de-identified data not to attempt
to re-identify by any means, including
linkage to other data sets.

2: Control of deidentified data
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BCR Governance Group / Partner
Organisation Response

Timescales

Each BCR Partner Org to add own Each BCR Partner Org to add own
risks and mitigations:
timeframe
to
meet
the
recommendations

No action required at time of
signature
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Title

Recommendation

BCR Governance Group / Partner
Organisation Response

3: Development
of Shared Care
Plans

It should be recognised that to support No action required at time of
integrated health and social care, future uses signature
of the BCR system will involve development
of coordinated care plans to which multiple
providers contribute.

4: Review of the
basis for
implying
consent to
share
5:
Communication

Review of patient communication materials
should be undertaken to establish whether
there is a basis for implying that service
users understand this to be a purpose for
which their data would be processed.
1. Ensure that the materials and
communication channels are able to reach
the entire population to support implied
consent
2. Ensure the CCG will lead on
commissioning an Equality and Diversity
assessment to ensure that materials and
communications channels reach hard to
reach groups and people whose first
language is not English to validate implied
consent. Partner Organisations will ensure
they review the appropriateness for their
own organisations.
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This review should be carried out
on a regular basis

A Communications Plan has been
developed.
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Timescales

Title

Recommendation

BCR Governance Group / Partner
Organisation Response

6: Patient
Objection
Management
Systems

All BCR Partner Organisations should confirm BCR training includes how to deal
they have internal systems and have trained with questions. Q&A materials exist
their staff to respond to questions from to support this.
patients
arising
from
the
public
communications before data is shared (IGT
201, 202, 203 or equivalent).

7: Amend/Post
Fair Processing
Notice
(Customer/Data
Controller only)

Each BCR Partner Organisation should
review the documents in Appendix 3 and
add the necessary extra paragraphs into
their Fair Processing Notices in addition to
the wider communication campaign for BCR.
Each BCR Partner Organisation must
implement a programme to ensure the
patient leaflets are made available, and the
BCR is appropriately described on their
website and in other areas such as posters in
waiting rooms etc. This should be in line
with the BCR and their own communications
plan (IGT 203 or equivalent).
The ICO website provides guidance and this
should be reviewed at annual renewal.
Patient communications are addressed in
recommendations

8: BCR Partner
Organisations
review their ICO
registration and
include any new
purposes
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Action required by every BCR
Partner Organisation

Action required by every BCR
Partner Organisation
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Timescales

Title

Recommendation

9: Clinicians
should review
the content of
proposed
system extract
and data flows
and determine
that this is
necessary for
the purpose
10: Data Quality
procedures

Data sets and their display must be to suit
the appropriate care purpose.
The BCR Professional Reference Group will
be responsible for Clinical Governance in
relation to the BCR including review and
monitoring of existing and proposed
additional datasets.

11: Records
Management
Code of Practice
for Health and
Social Care 2016

BCR Governance Group / Partner
Organisation Response
Action required by every BCR
Partner Organisation for the
datasets that they contribute to the
BCR

The BCR Programme Board will establish a The BCR Programme Board has
group to either coordinate BCR Partner asked that a group be established
Organisation reporting of discrepancies in to undertake this action
the data, or design processes for adoption
by all BCR Partners to address data quality
issues. These are inevitable and could be a
clinical risk if the differences are not
understood
Whatever strategy is adopted, it must
consider training for staff in how to respond
to seeing discrepancies in the record.
Keep the Records Management Code of Action required by every BCR
Practice for Health and Social Care 2016 Partner Organisation to ensure the
under review
data they share adheres to this
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Timescales

Title
12: Extract
retention
schedules

Recommendation
Where data extracts from systems for initial
upload or incremental updates are through a
manual process, i.e. the source system does
not have an adaptor that can automate
updates, this data should be retained for no
longer than the time required to verify the
system upload has been validated. The BCR
Host / Data Processor should table a process
for approval by the BCR Information
Governance Group.
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BCR Governance Group / Partner
Organisation Response
All data feeds are automated.
All BCR Partner organisations must
ensure that uploads are deleted
once successfully completed.
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Timescales

Title
13: Rights of the
Data Subject

Recommendation

BCR Governance Group / Partner
Organisation Response

All organisations should review their This will be included within staff
procedures and ensure that all staff are training.
aware that the patient should be directed to
the organisation that made the original entry
in the BCR. Similarly, that the total BCR
should not be printed or copied to the
patient at the current time. This may change
as use matures and access to personal
records becomes commonplace.
The system has full auditability.
The central system administrator, where
required, will be able to provide an audit
trail of the user who accessed the record,
and provide this to the patient.
Every BCR Partner Organisation
should review their processes for
Processes should also be in place at each recording patient’s wishes for their
organisation to ensure dissent to share is data not to be shared and ensure
respected and the appropriate Read code that this is feed through to the BCR
applied (GPs) and local BCR Partner or the patient’s data is not
Organisations as described above.
submitted.
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Timescales

BCR Governance Group / Partner
Organisation Response

Title

Recommendation

14: User Profiles

All organisations should review their
procedures and should identify a local
coordinator who will be responsible for
nominating staff that require user profiles.
They will inform the central system
administrator. Coordinators will need to
ensure they receive appropriate training.
Similarly, should users need to be removed
from the system access as they no longer
have legitimate access, the local coordinator
will inform the central system administrator.

15: Penetration
testing

The system should be independently tested Penetration Testing to be arranged
to the CESG standard after every major as appropriate
system change and at least every two years
(this is a contract requirement).
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This is included within the System
Administrator training.
Each BCR Partner organisation
should review its procedures for
adding/removing
users
and
nominate a local coordinator
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Timescales

