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DWP Central Freedom of Information Team

Annex A 

 

e-mail: freedom-of-information-re

 

xxxxx@xxx.xxx.xxx.xx

 

Our Ref: VTR/1911

 
 

DATE 17 June 2014

Annex A 

 
Mark Scott 
E-mail:  xxxxxxxxxxxxxxxxxxxxxxx@xxxxxxxxxxxxxx.xxx  
 
 
 
 
Dear Sir, 
 
Thank you for your Freedom of Information request made on 28 May 2014, in which you said:  
 

“I note from http://en.wikipedia.org/wiki/List_of_assigned_/8_IPv4_address_blocks that the DWP is the 
registered custodian of the 51.0.0.0 /8 IP network which has 16.7 million public routable IP addresses. 
 
Please can you provide answers to the following questions: 
 
1.  Is this IP address allocation shared with other departments of the UK government? 
 
2.  Please can you provide a subnetting plan of how this block is utilised? 
 
3.  Please provide details of DHCP servers running in this IP address range and the lease details 
including lease timings. 
 
4.  What percentage of hosts using a 51 /8 address have a requirement for a public IP address?  Can this 
requirement be fulfilled using Port Address Translation / Network Address Translation and a perimeter 
firewall / router? 
 
5. Are there plans to migrate the networks to an RFC 1918 IP range and to relinquish control of some or 
all public IP addresses”? 

 
 
Our Reply 
 
 
Q1.  Is this IP address allocation shared with other departments of the UK government? 
 
A1.  The Department for Work and Pensions (DWP) does share the address space with 
the Public Services Network (PSN). The PSN is building an Internet for government, and 
the DWP address space is a key building block for the delivery of this. 
 
Q2.  Please can you provide a subnetting plan of how this block is utilised? 
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details including lease timings. 
 
A2 & A3: 
 
In response to your second and third questions, I can confirm that the Department does 
hold details of the arrangements for allocating IP addresses, and details of the servers 
which run the IP address ranges, but is withholding all of this information under one or 
more of the exemptions contained in the Freedom of Information Act. 
 
Information that you have requested is exempt under section 31(1)(a) of the Freedom of 
Information Act.  This exemption protects information if its disclosure under this Act 
would, or would be likely to, prejudice the prevention or detection of crime.  By virtue of 
section 17(4) we are not obliged to give any explanation of why this exemption applies 
because to do so would involve the disclosure of information which would itself be 
exempt.  Section 31 is a qualified exemption and we have considered whether the 
balance of the public interest favours disclosing or withholding this information.  There 
is a general public interest in openness.  We also recognise that there is a public 
interest in understanding the infrastructures that departments use to operate 
Government-managed systems.  
 
These public interests have to be weighed against a stronger public interest in the 
effectiveness of law enforcement.  The Department takes the view that disclosure of this 
information would prejudice the effectiveness of the enforcement of the law.  It would 
not be in the interest of the UK’s national security for us to provide information about 
the detailed design of the Department’s IT systems which are critical to the running of 
the benefits systems on which millions of people depend, as this could potentially 
undermine the in-built security defences, policies and protocols, etc. Confirming details 
of the infrastructure could also assist someone in determining the effectiveness of the 
UK in designing security controls. Taking into account all the circumstances of this 
case, we have concluded that the balance of the public interest favours withholding this 
information. 
 
 
Q4.  What percentage of hosts using a 51 /8 address have a requirement for a public IP 
address?  Can this requirement be fulfilled using Port Address Translation / Network Address 
Translation and a perimeter firewall / router? 
 
A4. None of the address space is currently advertised on the public Internet. The 
address space is used to provide unique identification of networked assets within a 
shared UK government environment.  
 
Q5.  Are there plans to migrate the networks to an RFC 1918 IP range and to relinquish control 
of some or all public IP addresses? 
 
A5. The Department has no plans to move to an RFC 1918 IP range, though the potential 
benefit of releasing part of the address range is explored from time to time. Any 
decision to release any part of the address range would balance the costs of moving the 
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derived from selling the released address space. 

If you have any queries about this letter please contact us quoting the reference number 
above.   

Yours sincerely,  
  
 
 
DWP Central FoI Team 
 
------------------------------------------------------------------------------------------------------ 

 

 

Your right to complain under the Freedom of Information Act 

 

If you are not happy with this response you may request an internal review by e-mailing xxxxxxxxxxxxxxxxxxxxxxxxxxxxxx@xxx.xxx.xxx.xx or by 

writing to DWP, Central FoI Team, Caxton House, Tothill Street, SW1H 9NA. Any review request should be submitted within two months of the 

date of this letter.  

 

If you are not content with the outcome of the internal review you may apply directly to the Information Commissioner’s Office for a decision. 

Generally the Commissioner cannot make a decision unless you have exhausted our own complaints procedure. The Information 

Commissioner can be contacted at: The Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow Cheshire SK9 5AF 

www.ico.gov.uk 
 




    

  

  
