Restricted

Regulation of Investigatory Powers Act (RIPA) 2000 – Covert Surveillance and Covert Human Intelligence Sources

Introduction

	1. 
	This section provides comprehensive guidance on the Regulation of Investigatory Powers Act (RIPA) 2000 and the Home Office Statutory Code Of Practice (COP) covering covert (directed) surveillance. It is Department for Work and Pensions (DWP) policy that all covert surveillance where it is undertaken for the purposes of a specific investigation or a specific operation and is likely to result in the obtaining of private information about a person must be authorised in accordance with RIPA 2000. There is no requirement for an authorisation in accordance with RIPA 2000 where the surveillance undertaken will not obtain private information about a person. Under RIPA DWP cannot authorise intrusive surveillance (For information and definition of intrusive surveillance, see the section ‘Intrusive surveillance’ in this section).
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	2. 
	Covert surveillance against DWP employees can only be carried out by Fraud Investigation Service (FIS) as part of an investigation into benefit-related fraud. Any suggestion that a DWP employee is involved in other types of fraud, or wrongdoing and where a social security benefit is not involved must be referred to Risk Assurance Division. Applications for directed surveillance are made and authorised by nominated officers in Risk Assurance Division (RAD).
	

	3. 
	Where the proposed surveillance is overt, for example, use of CCTV, further details can be found in ‘Closed Circuit TV (CCTV}’ in this section, and it is considered that no private information will be obtained, a RIPA authorisation is not required.
	

	4. 
	The Surveillance COP provides several reasons why surveillance can be legitimately used. However, for benefit fraud investigations the only relevant justification for the use of surveillance is for “the prevention or detection of crime”. For the purposes of paragraph 4.9 of the Surveillance COP, this means the investigation of benefit fraud offences.
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	Note: Local Authorities (LAs) in Scotland have to abide by the Regulation of Investigatory Powers (Scotland) Act (RIP(S)A) 2000. RIP(S)A has its own Surveillance Code of Practice.
	

	5. 
	Surveillance should not be undertaken unless it is necessary and proportionate to the alleged offence and has been properly authorised. This means that all other avenues of obtaining the information must be considered first.
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	6. 
	Paragraph 1.3 of the Surveillance COP states that general observation does not usually require authorisation under RIPA. It is important to understand that “general observation” in this context is not systematic surveillance as described in this manual.
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	7. 
	Observation of a location for the purposes of conducting a pre-surveillance check or on an employer’s premises to ascertain numbers of employees to inform how best to conduct a fraud drive using s109B or109C powers, do not require RIPA authorisation.
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Definitions

Public places

	8. 
	Includes places and premises to which the public have access or may have access, subject to conditions, and where a reasonable person would have no general expectation of privacy or would expect privacy to be significantly reduced.
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	9. 
	It is not possible to give an exhaustive definition of public places. As defined, the term would apply to:

· shopping centres 

· football grounds 

· public houses 

· post offices 

· shops 

· cafes 

· takeaways and similar venues

· highways

· parks

· railway/bus stations.
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	10. 
	It extends conditionally to private land, which is capable of being overseen or where the general public may overhear conversations. For example, the gardens and driveways of houses, which are open to view from the highway. For the purposes of the Surveillance COP the oversight of such open private space, which does not involve trespass is surveillance conducted in a public place.
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	11. 
	A public place can include areas of private premises that are, for a period of time, open to the public, whether by free admission or by payment.
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Private premises

	12. 
	These are premises where the owner/occupier's permission is required to conduct surveillance from (internally or externally). These include:

· dwellings

· hotel bedrooms

· office/business premises or

· parking areas specific to a public house/shop/business - usually identified by “Patrons only” signs, where it is planned to use it as a static observation point.
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Surveillance

	13. 
	Section 48(2) of RIPA subject to subsection (3) sets out the following interpretation of “surveillance”:

a) monitoring, observing or listening to persons, their movements, their conversations or their other activities or communications;

b) recording anything monitored, observed or listened to in the course of surveillance; and

c) surveillance by or with the assistance of a surveillance device.

See the Surveillance section of this manual.
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	Subsection (3) states:

‘References in this Part to surveillance do not include references to:

a).any conduct of a covert human intelligence source for obtaining or recording (whether or not using a surveillance device) any information which is disclosed in the presence of the source;

b).the use of a covert human intelligence source for obtaining or recording information; or

c).any such entry on or interference with property or with wireless telegraphy as would be unlawful unless authorised under –

i).Section 5 of the Intelligence Services Act 1994 (warrants for the intelligence services); or

ii).Part III of the Police Act 1997 (powers of the police and of customs officers).’

For LAs in Scotland the equivalent part of RIP(S)A 2000 is Section 31(2).
	


Directed surveillance

	14. 
	Directed surveillance is defined in paragraph 1.9 of the Surveillance COP with reference to section 26(2) of RIPA as covert, but not intrusive, and undertaken:

· for the purpose of a specific investigation or specific operation

· in such a manner as is likely to result in the obtaining of private information about a person (whether or not one specifically identified for the purpose of the investigation or operation and

· otherwise than by an immediate response to events or circumstances the nature of which is such that it would not be reasonably practicable for an authorisation under Part II of the 2000 Act to be sought for the carrying out of surveillance.
	`

	15. 
	In England & Wales - DWP and LAs are authorised to perform directed surveillance lawfully under section 27 of RIPA; which states that surveillance will be lawful if:

· an authorisation is given which complies with RIPA

· the surveillance was undertaken in accordance with the authorisation.

In Scotland DWP investigators are covered by the same legislation as England and Wales, however, LA investigators are authorised under Section 8 of RIP(S)A 2000.
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	16. 
	RIPA recommends that all directed surveillance is authorised. In DWP, this is mandatory.
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	17. 
	Drive-bys are used prior to obtaining a directed surveillance authorisation and are not classed as directed surveillance. Drive-bys should be kept to a minimum and will normally be to identify a vehicle(s). They do not require authorisation under RIPA. If they form part of a systematic approach they will require RIPA authorisation. Sightings of vehicles obtained during drive-bys can be used to count towards the sighting requirements for a Driver Vehicle Licensing Agency (DVLA) check to be undertaken or for the identification of an employer in the case of commercial vehicles. See the Evidence Gathering section of this manual. The FI should record in their notebook and on the fraud file the date and time of the drive-by and details of any vehicles sighted.
	

	18. 
	LAs should consider it to be good practice to adhere to this recommendation to minimise the risk of criticism by the Chief Surveillance Commissioner.
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	19. 
	For DWP purposes the use of directed surveillance is: 

· for the prevention or detection of benefit crime on specific investigations/operations and

· likely to result in obtaining private information about a person (whether or not one is specifically identified for the purposes of the investigation or operation).

It must be properly planned and authorised in all cases under the normal written or urgent procedures.
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	20. 
	DWP and LAs (within the meaning of Section 1 of the Local Government Act 1999) are some of the relevant public authorities listed in Part I of Schedule 1 of RIPA (in Scotland LA’s (constituted under section 2 of the Local Government etc. (Scotland) Act 1994) are listed under Section 8 of RIP(S)A 2000), with the power to grant authorisations for the carrying out of directed surveillance.
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Joint investigations with the Local Authority

	21. 
	In England and Wales where DWP and Local Authority investigators are carrying out a joint operation involving surveillance only one authorisation by the lead organisation is required under RIPA.
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	22. 
	In Scotland surveillance carried out by DWP will be authorised under RIPA. Surveillance carried out by Local Authorities will be authorised under RIP(S)A. separate authorisations under RIPA and RIP(S)A will not be required from DWP and the Local Authority respectively when joint operations take place. The lead authority will authorise the surveillance activities using the legislation relevant to that authority.
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Intrusive surveillance

	23. 
	DWP/LAs Authorising Officers cannot authorise intrusive surveillance under RIPA 2000/RIP(S)A 2000.
	[image: image21.png]




	24. 
	Intrusive surveillance is covert surveillance that is:

· carried out in relation to anything taking place on any residential premises or in any private vehicle and

· involves the presence of an individual:
· on the premises or 

· in the vehicle or 

· is carried out by means of a surveillance device.

The “individual” refers to the investigator or Covert Human Intelligence Sources (CHIS).
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Unforeseen circumstances

	25. 
	Directed surveillance does not include covert surveillance carried out by way of an immediate response to events or circumstances which, by their very nature, could not have been foreseen.
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	26. 
	If an investigator suspects that they have witnessed an offence the details should be recorded as soon as possible and reported as a referral in the normal way. If the investigator wishes to conduct immediate observations, urgent oral authorisation must be sought. Further information can be found under the heading Urgent authorisations within this section.
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Necessity and proportionality 

	27. 
	“Obtaining an authorisation under RIPA 2000/RIP(S)A 2000 will only ensure that there is a justifiable interference with an individual's rights under Article 8 of the European Convention on Human Rights if it is necessary and proportionate for these activities to take place.” (Paragraph 2.4 Surveillance COP refers).
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	28. 
	In order to demonstrate necessity there must be an identifiable offence to prevent or detect before an authorisation can be granted. It is important that the offence under investigation is clearly described.
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	29. 
	If the activities are necessary, the Authorising Officer must believe that the activities are proportionate to what is sought to be achieved by carrying them out. This involves balancing the intrusiveness of the activity on the target(s) against the need for the activity in operational terms.
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	30. 
	The activity will not be proportionate if it is excessive in the circumstances of the case or if the information which is sought could reasonably be obtained by other less intrusive means. All such activity should be carefully managed to meet the objective in question and must not be arbitrary or unfair. It is important that RIPA applications deal with proportionality by showing that the methods to be employed are proportionate to the expected result rather than describing the surveillance operation.
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	31. 
	In order to demonstrate that the activities to be authorised are proportionate the application must:

· balance the size and scope of the operation against the gravity and extent of the perceived offence
· show that the activity is an appropriate use of the legislation and the only reasonable way, having considered all others, of obtaining the necessary result 
· evidence what other methods had been considered and why they were not implemented 
· explain how and why the methods to be adopted will cause the least possible intrusion on the target and others. 
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	32. 
	In granting the authorisation the Authorising Officer must be satisfied that:

· the use of surveillance is necessary for the purpose of preventing or detecting crime

· the activity to be carried out is not excessive

· the information to be obtained cannot reasonably be obtained by other means.
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	33. 
	Surveillance can only be authorised for the statutory period of three months. In granting the authorisation the authorising officer should not apply restrictions on timing and length of each individual period of surveillance as a means of addressing proportionality. If there are concerns relating to frequency or duration of surveillance they should be addressed by including regular reviews within the authorisation procedure.
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Collateral intrusion

	34. 
	This means surveillance, which indirectly intrudes on the privacy of individuals who are not the direct subject(s) of surveillance, for example, where you observe one or more innocent bystanders, including children of the individuals subject to surveillance. The potential risk of intrusion into the privacy of persons other than the specified subject of surveillance must be considered.
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	35. 
	Measures should be taken, wherever practicable, to avoid or minimise unnecessary intrusion into the lives of those not directly connected with the investigation or operation. A RIP1 must include an assessment of the risk of any collateral intrusion and why it is unavoidable. The Authorising Officer must take this into account, when considering the proportionality of the surveillance.
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	36. 
	Authorising Officers need to take into account, where known, particular sensitivities in the local community where the surveillance is taking place or similar activities being undertaken by other law enforcement agencies that could impact on the deployment of surveillance.
	[image: image34.png]





Confidential information

	37. 
	Confidential information consists of matters subject to legal privilege, confidential personal information or confidential journalistic information. In cases where through the use of surveillance it is likely that confidential information will be acquired, the use of surveillance is subject to a higher level of authorisation.
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	38. 
	Annex A to The Surveillance COP sets the required level of authorisation for:

· LAs as The Head of Paid Services(E&W)/ Chief Executive (Scotland) or (in their absence) a Chief Officer and 

· DWP as the Chief Executive.
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	39. 
	“Matters subject to legal privilege” are described in section 98 of the Police Act 1997 (England and Wales). In Scotland, the relevant description is contained in section 33 of the Criminal Law (Consolidation) (Scotland) Act 1995. For Northern Ireland, Article 12 of the Police and Criminal Evidence (Northern Ireland) Order 1989 contains the relevant description.
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	40. 
	In England and Wales Legal privilege includes both oral and written communications between a professional legal adviser and their client or any person representing a client, when the purpose of the communication is to provide legal advice where legal proceedings may occur. Communications and items held with the intention of furthering a criminal purpose are not matters subject to legal privilege.
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	41. 
	In Scotland, legal privilege includes both oral and written communication between a professional legal adviser and their client. It also includes communication by a person (whether or not with a professional legal adviser) that is done in contemplation of legal proceedings. In both cases the communication must be of a kind that would be exempt from disclosure in court proceedings.
	

	42. 
	Legally privileged communications will lose their protection if there is evidence, for example, that the professional adviser is intending to hold or use them for a criminal purpose. Privilege is not lost if a professional legal adviser is properly advising a person who is suspected of having committed a criminal offence. The concept of legal privilege shall apply to the provision of professional legal advice by any agency or organisation.
	[image: image39.png]




	43. 
	“Confidential personal information” is information held in confidence concerning an individual (whether living or dead) who can be identified from it, and relating:

· to their physical or mental health or

· to spiritual counselling or other assistance given or to be given, and

· to information which a person has acquired or created in the course of any trade, business, profession or other occupation, or for the purposes of any paid or unpaid office.
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	44. 
	Confidential personal information might, for example, include consultations between a health professional or a professional counsellor and a patient or client, or information from a patient's medical records.
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	45. 
	It includes both oral and written information and also communications as a result of which personal information is acquired or created. Information is held in confidence if:

· it is held subject to an express or implied undertaking to hold it in confidence or

· it is subject to a restriction on disclosure or an obligation of secrecy contained in existing or future legislation.
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	46. 
	“Confidential journalistic Information” includes information acquired or created for the purposes of journalism and held subject to an undertaking to hold it in confidence.
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	47. 
	In cases where the likely consequence of the surveillance would be for any person to acquire “confidential information”, the surveillance will only be authorised in connection with serious crime. This is unlikely to apply in the majority of FIS and LA cases. However, it remains a possibility and appropriate authorisation must be obtained.
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	48. 
	If an investigation/operation might lead to the acquisition of confidential information contact FIS Strategy and Planning Team for details of the required authorisation.
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Authorising Officer

	49. 
	In DWP, only an officer of the appropriate grade (not lower than SEO), who has received the relevant learning (Professionalism In Security (PINS) 23), has the authority to authorise directed surveillance.
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	50. 
	In LAs, RIPA Statutory Instrument Order 2003 (No.3171) sets the prescription of officers, rank and positions as Assistant Chief Officer, Assistant Head of Service, Service Manager or equivalent. (For Scottish LAs, it is RIP(S)A SSI 2000 (No.343) and “Assistant Head of Service; Investigation Manager”). They should also have completed PINS 23 or its equivalent.
	[image: image47.png]



[image: image48.png]




	51. 
	It is not within the spirit of the Act to allow a lower graded officer to be temporarily promoted for the specific purpose of authorisation, although provision should be made within procedures for authorisations to be covered in case of absences and leave of the Unit Fraud Investigator (UFI) including temporary promotion where appropriate.
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	52. 
	Every authorisation should show the rank of the person giving it. Designated Deputies must identify themselves as such and say why they are giving the authorisation.
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Liability

	53. 
	The Human Rights Act protects an individual’s rights to privacy. If there has been an intrusion into an individual’s privacy investigators will need to demonstrate that it was necessary for the prevention and detection of crime. The demonstration of conformance with the Surveillance COP and a thorough risk assessment leading to the surveillance should demonstrate that the use of surveillance was reasonable and had not been sought or authorised irregularly. DWP and LAs are vicariously liable if there has been a breach of the guidelines, for example, the authority is responsible for the acts of its employees and to compensate individuals if it is found at fault and the aggrieved person takes civil action.
	[image: image51.png]



[image: image52.png]




	54. 
	It is the responsibility of the Authorising Officers to demonstrate, via records, that authorisation, granted under RIPA 2000/RIP(S)A 2000, was given individual consideration, and the action authorised was necessary & proportionate, including reviews and renewals.
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	55. 
	Failure to obtain proper authorisation for surveillance could result in the following:

· any member of the public taking civil action against the DWP/LA (The individual working for the DWP/LA would not be personally liable)

· the surveillance evidence may not be used to prove the case and the case might not be accepted for prosecution

· if the lack of authorisation did not become apparent until the case was in court, the case could be dismissed, the Department/LA criticised and embarrassed and the officer admonished by the Judge, Magistrate or Sheriff

· criticism from the Surveillance commissioner and even removal from the list of public authorities allowed to undertake directed surveillance

· the individual could be the subject of disciplinary or inefficiency action or be required to undertake remedial learning, dependant on the circumstances of the case

· the officer might have to attend an Investigatory Powers Tribunal in accordance with Section 65 of RIPA to justify their actions.
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Pre-surveillance checks

	56. 
	Pre-surveillance checks must be conducted in all cases before requesting authorisation for surveillance.
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	57. 
	The purpose of pre-surveillance checks is to establish that surveillance is relevant to the investigation, that the information cannot be obtained by other less intrusive means and to ensure that any proposed surveillance activity is properly planned. It is acceptable for lone officers to carry out pre-surveillance activities.
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	58. 
	A pre-surveillance check must involve:

· conducting background checks from other sources such as benefit computer systems

· visiting a location to identify if it is suitable for surveillance for risk assessment purposes . A written Health and Safety risk assessment must be completed using the Risk Assessment Pro-forma (Appendix 5). More than one pre-surveillance visit may be undertaken but must be necessary to reinforce the risk assessment. If so, full details as to why more than one visit was considered necessary must be noted in an e-mail to the TFI and agreement obtained. If the decision of the TFI is for another pre-surveillance check, save the e-mail with the decision of the TFI as a word document. Attach the saved word document as an attachment in the description box as per the pre-surveillance guidance 
· If surveillance is planned at different times of the day at a particular location the risk assessment should cover all the proposed times

· If more than one location is involved, a visit can be made to each location.

It may also involve Other Government Departments (OGDs) where there is a legal gateway for exchange of information or where a Memorandum of Understanding (MOU) exists.
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	59. 
	These actions do not require an authorisation under RIPA 2000/RIP(S)A 2000.
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	60. 
	The visit will involve a survey of the area to assess collateral intrusion, operational/personal risks and any particular sensitivity in the local community where surveillance will take place. Details of the visit must be recorded in the official notebook. 
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	61. 
	The recording of vehicle registration numbers for DVLA checks, at the time of the pre-surveillance check visit, is permitted - provided it can be shown that there are grounds to believe that there was a possible connection to the investigation. For example, a vehicle parked outside the relevant location or on the driveway. Details must be recorded in the investigators official notebook.
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	62. 
	If an officer needs to identify an individual before commencing surveillance, this can be covered by a pre-surveillance check. This must not involve calling the individual to the office for the express purpose of identifying them.
	[image: image62.png]



[image: image63.png]




	
	For example, an investigator intends to identify an individual when they next attend the Jobcentre or LA before commencing surveillance. This is not classed as surveillance. However, if you intend to perform observations as soon as the individual leaves the premises, prior authorisation must have been obtained.
	

	63. 
	Within five working days of the pre-surveillance check the investigator must complete the RIP1 application form and forward the form to their TFI. Once the RIP1 is agreed it should be forwarded to the Authorising Officer promptly. This will ensure that the information on the application form reflects the most up to date position. Any delays and their subsequent impact on surveillance location suitability, along with any collateral intrusion risks must be considered and explained.
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Authorisation for directed surveillance 

	64. 
	Directed surveillance will form the bulk of DWP and LA surveillance and authorisation is required (see Chapter 4 of the Surveillance COP). Before authorisation for surveillance is sought, other less intrusive means of obtaining the necessary information must be considered. For example, benefit computer systems, information available from OGDs subject to exchange of information restrictions or use of Social Security Fraud Act (SSFA) 2001 powers, if considered the most effective and least intrusive.
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	65. 
	For LAs in Scotland the equivalent part of RIP(S)A 2000 Surveillance COP is Chapter 5.
	

	66. 
	An authorisation is required before directed surveillance activity can be carried out and ensures that the safeguards required are considered. Properly authorised surveillance is defensible in law. The Authorising Officer normally gives authorisations in writing.
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Subjects of surveillance

	67. 
	Depending on the type of investigation, authorisations may be requested for one or more subjects of surveillance. The authorisation covers the subject(s) identified on the application form whether by name or, if the name is not known, the exact or approximate number of subjects or unidentified associates involved.
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	68. 
	In cases where the subject's identity is not known, include any available additional information about the subject(s) to help the Authorising Officer decide if surveillance is appropriate, for example, any available descriptions of subject(s) to distinguish between subject 1 and subject 2.
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	69. 
	If additional subjects within the operation/investigation are subsequently identified, further authorisation to conduct surveillance to cover the new subject(s) will be required. New individuals must not be added to the original authorisation retrospectively.
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	70. 
	The additional subjects will not have been subject to formal authorisation by the Authorising Officer. Form RIP4 will be used to cover the new subjects. Further information can be found under the heading 'Action on receipt of the review activity - RIP4’ within this section.
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	71. 
	Observations can be conducted on people who are not in receipt of benefit, such as the partner in a Living Together/Civil Partnership (LT/CP) allegation or query, providing that the relevance of such action to the investigation can be demonstrated in the application for surveillance. In LT/CP cases, the subjects of the surveillance application are likely to be the benefit customer and the suspected partner.
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Number of investigators

	72. 
	One authorisation will cover the maximum number of officers to be deployed at any one time as recorded in section 3 of the RIP1. The number of officers must be proportionate to the offence being investigated or to achieve the outcome of the surveillance. It should be noted that the example given below is not necessarily indicative or prescriptive of the number of officers to be deployed. In similar circumstances, it may be proportionate to deploy more officers. Each case must be considered on its individual merits. It is acceptable in England and Wales for lone officers to carry out surveillance activities but they must not communicate whilst they are undertaking mobile surveillance due to the risks of Health and Safety. See the Health and Safety section of this manual.
	[image: image73.png]




	
	For example, a team of six investigators may be required to conduct surveillance on a collusive employer with two officers deployed at any one time.
	

	73. 
	In Scotland any evidence obtained must be corroborated therefore surveillance should be carried out by a minimum of two officers.
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	74. 
	If the number of officers to be deployed at any one time exceeds the maximum on the original authorisation, including observers or trainees, the change must be reported to the Authorising Officer on form RIP4.
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	75. 
	If the investigator who commenced the investigation is no longer involved for any reason, the other investigators working on that case would not require further authorisation. Neither would a replacement investigator require further authorisation where only one investigator was considered necessary for the investigation. Further information can be found under the heading 'Summary’ within this section.
	[image: image76.png]





Use of Radio Equipment

	76. 
	The procedures detailed in the Surveillance section of the manual should be followed if it is intended to loan radio equipment to a partner organisation during the course of joint working.
	[image: image77.png]




	77. 
	Details of any radio equipment to be used should be recorded in section 3 of the RIP1. If the surveillance includes officers from another authority such as a LA and radio equipment is to be loaned to them details should be included in section 3. Before requesting authority to loan equipment to a partner organization, the FI must ensure a Personnel Baseline Security Check or equivalent has been completed for the recipient. In order to assure that the check has been completed the Personnel Baseline Security Check certificate should be completed by the partner organisation and attached to the RIP1.  For more information, see Appendix 3 in the COP for Radio Terminals using The Airwave Interface Service 
	

	78. 
	Authority to loan equipment to a partner organisation will be provided in writing by the TFI in section 12 of the RIP1. 
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	79. 
	The recipient of the equipment should be briefed on the COP and informed of the requirement to comply with its provisions including use of correct communication protocols prior to the equipment being issued.
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Purchasing Items
	80. 
	Purchasing items is classed as covert surveillance even though the investigator comes face to face with the subject. This is because the act of purchasing an item is carried out in a manner calculated to ensure that the person subject to surveillance is unaware that it is or may be taking place. Where the object of purchasing an item is to simply obtain evidence of employment no authorisation is required. This is because the purchasing takes place in a public place and no private information is obtained, and there is no intention to ask further questions to elicit further information which may be regarded as private. However if it is intended to purchase items on a number of different occasions the activity may be Directed Surveillance and authorisation would be required. See examples below. 
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	81. 
	Any conversation with the suspect must be restricted to normal general conversation a customer would have with a vendor. The purpose of the purchase is to confirm that the suspect is indeed selling either items or a service. It is not to try and obtain information about any other clients from the vendor or any other private information. This would have to be obtained by other means or by questioning at any interview that is being considered with the suspect.
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Authorisation not required

	82. 
	A suspect allegedly works as a shop assistant. Activity should be restricted to purchasing an item and then to leave the premises.


Authorisation required
	83. 
	Where a suspect works in a bar and a drink is purchased the likelihood is that surveillance will take place while the drink is consumed. The purchasing activity in this instance will form part of directed surveillance and should therefore be included as an authorised activity. 


Closed Circuit TV (CCTV)

	84. 
	During the course of an investigation the investigator may consider making use of available CCTV cameras such as those located in towns and cities. As CCTV is sited in public places it is overt and as no private information will be obtained it is Jobcentre Plus policy that there is no requirement to obtain written authorisation where historical data is requested from the operators of the system. Where however the intention is to task the authority operating the CCTV to follow the movements of a suspect an authorisation will be required. In any circumstances where the authority operating the CCTV requires a written authorisation the FI should comply.
	[image: image82.png]





Automatic Number Plate Recognition (ANPR) Equipment
	85. 
	During the course of an investigation the investigator may consider making use of historical information obtained from ANPR equipment. As this is obtaining information from public places, no private information will be obtained and it is Jobcentre Plus policy that there is no requirement therefore to obtain written authorisation. However, where the intention is to task the authority operating the ANPR to follow the movements of a suspect an authorisation will be required. Also where the authority operating the ANPR equipment requires a written authorisation the FI should comply. 
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Obtaining written authorisation - RIP1 Application Form 

	86. 
	Before Directed surveillance can be carried out, the investigator in charge must:

· complete an application for authorisation to use surveillance on form RIP1 and record the request on FRAIMS [See FRAIMS guidance – Recording a RIP1 application]
· assign the TFI (in DWP HEO or above) to the case on FRAIMS and pass the completed RIP1 to examine and make a recommendation of the application [See FRAIMS guidance - Surveillance – RIP1 - Approver's (TFI) actions]
· Assign the Authorising Officer to the case and forward the RIP1 for a decision
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	87. 
	The application must be sent electronically. This can be by e-mail or by creating shared document folders that can be accessed by the TFI and Authorising Officer.

If sent by e-mail – form RIP1 must be electronically completed by the investigator and examined by the countersigning officer, their internal e-mail address should be used instead of signatures. The form must then be forwarded by e-mail to the authorising officer for consideration.
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top
Authorisation/refusal of surveillance

	88. 
	The Authorising Officer must consider whether the information provided on the RIP1 application form is sufficient to meet the criteria for approval and record their comments in section 13 and 14 of the RIP1 form.
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	89. 
	It is important that the Authorising Officer specifies the activity being authorised, but this can only be relative to the information recorded in section 3 of the RIP1. The authorisation cannot exceed the level of activity requested in section 3 although the activity can be restricted if the authorising officer does not consider any particular aspect of the request to be proportionate or necessary. Restrictions should not include the time each period of surveillance lasts.
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	For example, in section 3 of the RIP1, the investigator records that they intend to conduct static observations at the subject's home address in the morning and the evening with the use of a DVD recorder in relation to a Living Together allegation or query.

In section 13 of the RIP1, the Authorising Officer specifies that they will authorise static surveillance, at which location, and whether or not a video can be used, but should not place restrictions on the individual periods of surveillance, by stating that they should last for a specific period of time.
	

	
	For example, In section 3 of the RIP1, the investigator records that they intend to conduct static surveillance at the subject's home address at specified times in the morning in relation to a “working and signing” allegation. Mobile surveillance is also necessary to the investigation but has not been recorded by the investigator.

The Authorising Officer decides that mobile surveillance is also required for the particular case but cannot specifically authorise it, as the investigator has not applied for this on the application. The Authorising Officer may contact the investigator by telephone or in person and discuss the need for mobile surveillance. If the investigator agrees there is a need the Authorising Officer can authorise mobile surveillance by including details of the conversation with the investigator. (Alternatively the Authorising Officer can return the RIP1, via the TFI having only authorised that requested at section 3, or for the additional activity to be included, or refuse the application).
	

	90. 
	The Authorising Officer then completes sections 13 and 14 of the RIP1 form to authorise or refuse surveillance. In order to protect the application from unnecessary disclosure the authorising officer should state in their authorisation the name(s) of the subjects where known, locations, equipment and any other parameters set. When the form has been completed electronically, the authorising officer should enter their internal e-mail address instead of their signature.
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	91. 
	Authorising Officers should not be responsible for authorising investigations or operations in which they are directly involved, although it is recognised that this may sometimes be unavoidable, especially in the case of small organisations, for example, where the Authorising Officer is performing checks on their investigators or where it is necessary to act urgently. Where an Authorising Officer authorises an investigation or operation in which they are also involved this must be noted on the RIP1 at section 13. If the authorising officer becomes involved after the operation commences a review form RIP4 must be completed and the details of their involvement noted.  Details of their involvement and why they are involved in the investigation must be included for the attention of a Commissioner or Inspector during their next inspection. This is in accordance with paragraph 4.14 of the RIPA COP.
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	92. 
	The Authorising Officer's decision on the application for surveillance must be made within five working days (from the receipt of the application) and then returned to the investigator promptly. Where a decision cannot be made within five days the details as to why there is a delay must be documented in section 14 of the RIP1. Details of the Authorising Manager’s decision to authorise the application must also be completed in the cases. 
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	93. 
	Where the Authorising Officer requires further information/clarification relating to the application the final decision must be made within ten working days (from the date the Authorising Officer first received the RIP1), to ensure that there is no undue delay in dealing with the investigation. When the Authorising Officer returns the RIP1 for more information.
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Time limit on written authorisation

	94. 
	A written authorisation is valid for three months from the time it is signed and must be reviewed regularly. Further information can be found under the heading ‘Reviews’ within this section.
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Notifying the applicant of the authorisation

	95. 
	Once the Authorising Officer has agreed that surveillance is appropriate they must complete the RIP1 as an activity. The RIP1 will then be locked down and can not be amended. All other electronic copies, for example, e-mail versions should be deleted. The originating case owner must also be advised that the RIP1 has been authorised.
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	96. 
	On receiving authorisation the investigator must commence surveillance within ten working days of the authorisation being given. In exceptional circumstances, where surveillance cannot commence within this timescale, the reasons must be documented by the TFI on FRAIMS in the more information screen of the resolution field to demonstrate there has not been an unreasonable delay and that surveillance is still necessary.
	


Notifying the applicant of the refusal

	97. 
	If the Authorising Officer decides that surveillance cannot be authorised, they will record the reason(s) for their decision in sections 13 and 14 of form RIP1. A continuation sheet can be used if there is insufficient space when completing this section clerically. The continuation sheet must be cross-referenced with the “Unique reference number” in case the sheet and the RIP1 become separated.
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	98. 
	The Authorising Officer will delete the authorisation declaration in section 13 of form RIP1 and complete the rest of the section. Further information can be found under the heading ‘Retention and Destruction of RIP Forms’ within this section.
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	99. 
	The Authorising Officer will assign the originating case owner to the case with the decision to reject the application.
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Keeping records
	100. 
	In England and Wales, the Criminal Procedure and Investigations Act (CPIA) 1996 requires investigators and Authorising Officers to keep full and accurate records of investigations. In Scotland although CPIA does not apply, full and accurate records must also be kept in Scottish investigations. Electronic Records of authorisations must be held by each Authorising Officer and regularly updated whenever an authorisation is granted, refused, reviewed, renewed or cancelled.
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	101. 
	Paragraph 2.14 of the Surveillance COP, reinforced by the Office of Surveillance Commissioners puts a requirement on public authorities to hold a centrally retrievable record of all authorisations.  For LAs, it is recommended as good practice that Control Matrices are collated centrally within the organisation and held by the RIPA Co-ordinator. The central record should be highlighted when the Authorising Officer is directly involved, in the surveillance operation.
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	102. 
	Paragraph 2.14 of the Surveillance COP also requires that a unique reference number for each investigation and operation is created. The definition of a unique reference number has been clarified by the OSC as being one that can identify individual authorisations of directed surveillance. To accommodate this requirement it is necessary to add an extra marking to the end of the operation reference number to denote which surveillance authorisation the application is for.
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	103. 
	The equivalent of Surveillance COP paragraph 2.14 for LAs in Scotland, is RIP(S)A 2000 Surveillance COP paragraph 3.14.
	

	
	For example:
F 01015/03/A (RIP) in the first column of the Authorisation Control matrix would be the first application for surveillance on that particular case. If it is decided that another application needs to be made this would be shown as F01015/03/B (RIP). Further applications would be shown as C,D,E etc.

This would only apply to a completely separate application not on an application that has been returned by the Authorising officer because more information is required.
	

	104. 
	For DWP a report will be extracted that will show the status of surveillance activity. For LAs, it is also recommended that the Authorisation Control Matrix is set up as a spreadsheet to enable Authorising Officers to provide monthly updates of surveillance activity to the central point within the Region/LA RIPA Co-ordinator. This ensures that a central database is maintained.
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Retention and destruction of RIP forms

	105. 
	Forms authorised electronically must be retained securely on the computer system and only accessed by the specific Authorising Officer or an office covering the job in their absence.
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	106. 
	Electronic documents must be held for a period of three years from the date recorded in section 4 of the RIP3 cancellation form. Applications that are refused must also be retained for three years from the date recorded in section 16 of the RIP1. This is in accordance with paragraph 2.15 of the Surveillance COP. If the case also results in a prosecution, be aware of the requirements of the Criminal Proceedings and Investigation Act. For LAs in Scotland the equivalent part of RIP(S)A 2000 Surveillance COP is paragraph 3.14.
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	107. 
	In DWP authorisations of applications RIP1, renewals RIP2, cancellations RIP3, and, reviews RIP4, must be retained on the FRAIMS. In LAs it is recommended that current authorisations are held alphabetically and cancelled authorisations must be held in chronological order based on the destruction date.
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Reviews

Authorising Officer’s action

	108. 
	Regular reviews of authorisations must be conducted to assess the need for surveillance to continue. The Authorising Officer is responsible for the determination of the frequency of the reviews.
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	109. 
	The review must take place at intervals not longer than one month, but depending on the circumstances of the case, the review can be conducted more frequently. This must be considered where:

· the surveillance is likely to obtain the necessary information in a short period of time and must be cancelled as soon as possible, in order to avoid breaching proportionality

· there is a change of circumstances involving the case under investigation.
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Automatically set reviews
	110. 
	When the surveillance application is authorised, FRAIMS sets review dates at 4, 8 and 13 week intervals from the date of the authorisation. On the maturity of the review, and where the application has not already been cancelled, an activity is automatically sent to the case owner. This activity will display in the case owner’s ‘My Activities’ screen. 
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Identifying the surveillance review activity

	111. 
	When the review is displayed as an activity assigned to the case owner, the new activity will be displayed in the ‘My Activities’ screen. To assist in the identification of the surveillance activities received, refer to the table in the computer system.
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Action on receipt of the review activity – RIP4

	112. 
	On receipt of this activity, the surveillance status must be reviewed. The investigator must complete and send a RIP4 to the TFI. If it is considered that no further surveillance is required a RIP2 should be completed.
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	113. 
	A review form RIP4 is completed for each case selected, Where a review of the surveillance authorisation is required, the actions to record the review application must be recorded. RIP forms must be completed and e-mailed to TFIs and Authorising Officers.
	[image: image109.png]




	114. 
	Surveillance can continue pending the review process taking place.
	


Summary
	115. 
	The review process will provide a summary of the progress made towards the original objectives. Therefore, the TFI and the investigator will need to discuss:

· whether surveillance is to continue

· surveillance work undertaken so far

· what has been achieved

· reason(s) for failure to obtain results (if applicable)

· an update of operational objectives and plan of action
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Transferring cases to Customer Compliance

	116. 
	If surveillance is not to continue and other investigation methods are unlikely to result in the case continuing to a sanction consider transferring the case to Customer Compliance. See the Evidence File Quality section of this manual for more information on transferring cases to Customer Compliance. 
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Change of circumstances

	117. 
	When a change of circumstances occurs, the investigator must:
· complete form RIP4 within three working days of the change occurring/notified to the investigator. The details of the change of circumstances and the impact on the surveillance being performed must be shown in sections 3 – 6

· pass the completed form to the TFI. 
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TFI action

	118. 
	After examining the RIP4 form and considering the details of the review, the TFI must consider whether the application has been completed correctly and appropriately and record this by updating the activity received and by recording their decision.
	

	119. 
	Details of the TFI’s decision to recommend the review application must also be completed. The TFI ensures that the Authorising Officer is assigned to the case.
	

	120. 
	If the TFI rejects the application for review of surveillance or returns it for more information the ‘Cases – Case Surveillance’ view must also be updated. The investigator must then consider further action.
	


Authorising Officers action

	121. 
	After examining the RIP4 form and considering the application, the Authorising Officer must consider whether to authorise or reject the review application and record this by updating the activity received and by recording the decision in the ‘Cases – Case Surveillance’ view. Authorising the review enables the surveillance to continue, rejecting the review means that the surveillance must stop. The decision is forwarded to the Primary case owner and the RIP4 is attached as a word document.
	


Authorising the review

	122. 
	Details of the Authorising Officers decision to authorise the review application must also be completed.
	


Rejecting the review

	123. 
	When the Authorising Manager rejects the review application or returns it for more information, the ‘Cases – Case Surveillance’ view must also be updated.
	

	124. 
	The Authorising Officer may wish to contact the fraud team to obtain the date of the last surveillance and verbally confirm that surveillance authorisation is no longer appropriate.
	

	125. 
	On receipt of a rejected review the investigator must immediately stop any surveillance activity and complete a RIP3 cancelling the surveillance application. 
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Weekly review by the Authorising Officer

	126. 
	The Authorising Officer monitors surveillance requests on a weekly basis, to check whether the surveillance has exceeded their four, eight or thirteen week review dates.
	

	127. 
	The Authorising Manager initiates a query to find the activities that relate to the authorisation of the surveillance requests. This query is initiated in the ‘My Activities’ view using the ‘Authorisation Date’ field. Before running the query, the Authorisation Manager must calculate the appropriate date. This is always the authorisation date plus four, eight or thirteen weeks. If the review has taken place, within the correct timescales, there is no further action to take.
	

	128. 
	It is not necessary for the same Authorising Officer to review the case as the person who authorised it if, for example, the original Authorising Officer is not at work and the nominated officer has access to the Authorising Officers activities. Where, however, the Authorising Officer is on leave the review date should be adjusted accordingly rather than have someone else undertake the review.
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Review not taken place – Authorising Manager action

	129. 
	If the review has not taken place, the Authorising Manager must notify the Case Worker by creating an activity.
	


Out of cycle review

	130. 
	Where an Authorising Manager has decided that a review is required outside the standard four, eight or thirteen week review periods, and has set a ‘Due Date’, an activity will display in the Authorising Manager’s ‘My Activities’, when the due date is reached.
	

	131. 
	On receipt of the activity the Authorising Manager notifies the case worker of the review, by creating a new activity. This is carried out in the same way as detailed within the Review not taken place – Authorising Manager action paragraph of this section. If the Authorising Manager decides to cancel the surveillance, they must complete a RIP3 and create an activity to notify the case worker that the surveillance must be cancelled.
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	132. 
	If immediate surveillance is required urgent authorisation must be sought. Details of the urgent oral request must be recorded in the investigators official notebook and a RIP4 competed within 72 hours of the oral authorisation being given. See Urgent authorisations within this section.
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	133. 
	The Authorising Officer will consider if surveillance is still proportionate and necessary in light of the change(s). If the Authorising Officer decides surveillance is no longer appropriate they will complete a RIP3 form and send a copy urgently to the TFI. The copy must be place on the file. The original RIP3 form will be held by the Authorising Officer. Further information can be found under the Retention and destruction of RIP forms within this section.
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	134. 
	The Authorising Officer may wish to amend the review date following the out of cycle review. However, remember that the review can not be longer than one month from the date of the previous review.
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Unknown subjects

	135. 
	There will be occasions when all the subjects involved in the potential fraud and who require observations are not known. To ensure observations can continue both on those subjects who are known to be involved in the fraud and any of their associates who were not known, details of the fact that the subject of the observations has known associates who may also be involved in the potential fraud should be noted in section 4 of the RIP1.
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	136. 
	Once a known associate is observed details of their name and, if name not known, a description of the associate should be recorded on a RIP4 and sent to the Authorising Officer within five working days.
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Renewal applications

	137. 
	A renewal application must be made and authorised before the earlier authorisation expires. A request for a renewal authorisation of surveillance can be made no earlier than ten working days before the expiry of the RIP1 authorisation or previous renewal authorisation. Where a request for renewal is made before the existing authorisation expires the renewal becomes effective on the expiry date.
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	138. 
	On receipt of this activity, the surveillance status must be renewed on RIP2 completed by the investigator and sent to the TFI. If it is considered that surveillance is no longer required a RIP3 should be completed.
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	139. 
	A renewal application is not appropriate if the earlier authorisation has already expired. In these circumstances, form RIP1 must be completed. The expired authorisation must be formally cancelled by completing form RIP 3.
	

	140. 
	A renewal authorisation of surveillance will last for three months and must be reviewed at least monthly (see ‘Reviews’ within this section). Where renewal is required the actions to renew the application must be recorded. RIP forms must be completed and e-mailed to TFIs and Authorising Officers.
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Thirteen week review

	141. 
	The authority to conduct surveillance expires thirteen weeks after the approval date. On this date, an activity is automatically created for the case owner.  On receipt of this activity, complete a RIP1 and/or RIP3. 
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	142. 
	A RIP1 form and/or RIP3 form is completed for each case selected where surveillance is required. 

Also see Summary and Transferring cases to Customer Compliance within this section.
	


Renewal Action TFI
	143. 
	If a renewal of authorisation is required, the applicant must:

· complete the renewal form, RIP2
· pass the completed RIP2 form to the TFI for checking and countersigning, and

· forward form RIP2 to the Authorising Officer for consideration.
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	144. 
	After examining the RIP2 form and considering the details of the renewal, the TFI must consider whether the application has been completed correctly and appropriately and record this by updating the activity received and recording their decision in the Cases – Case Surveillance view.
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	145. 
	Details of the TFIs decision to recommend the renewal application must also be completed in the ‘Cases – Case Surveillance’ view. The TFI ensures that the Authorising Officer is assigned to the case.
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	146. 
	If the TFI rejects the application for renewal of surveillance or returns it for more information, the ‘Cases – Case Surveillance’ view must also be updated. This investigator must then consider further action.
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Authorising Officers action

	147. 
	After examining the RIP2 form and considering the application, the Authorising Officer must consider whether to authorise or reject the renewal application and record this by updating the activity received and by recording the decision in the ‘Cases – Case Surveillance’ view. Authorising the renewal enables the surveillance to continue, rejecting the renewal means that the surveillance must stop. The decision is forwarded to the primary case owner and the RIP2 is attached as a word document.
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Authorising the renewal

	148. 
	Details of the Authorising Officers decision to authorise the renewal application must also be completed.
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	149. 
	The Authorising Officers will consider the information on the RIP2 (and file if requested) and record their comments in section 8. The Authorising Officer then completes section 9 of the form to authorise or refuse authorisation.
	

	150. 
	If a renewal of surveillance is authorised in section 9 the Authorising Officer retains electronically the original RIP2 form. See Retention and destruction of RIP form. See Retention and destruction of RIP forms within this section.
	


Rejecting the renewal

	151. 
	When the Authorising Manager rejects the renewal application or returns it for more information, the ‘Cases – Case Surveillance’ view must also be updated.
	

	152. I
	If the Authorising Officer decides that renewal of surveillance can not be authorised, they will record the reason(s) for their decision in the ‘Authorising Officer’s Comments’ section on the RIP2. The Authorising Officer will delete the authorisation declaration on the form and complete the rest of the section.
	

	153. 
	The Authorising Officer may wish to contact the fraud team to obtain the date of the last surveillance and verbally confirm that surveillance authorisation is no longer appropriate.
	

	154. 
	On receipt of a rejected renewal the investigator must immediately stop any surveillance activity and complete a RIP3 cancelling the surveillance application.
	

	155. 
	In the majority of cases, the Authorising Officer who authorised the original application for surveillance will also renew it. However, where the original Authorising Officer is no longer available, this duty will fall on the person who has taken over the role of the Authorising Officer.
	


Urgent authorisations

Urgent oral authorisations

	156. 
	Authorisation for surveillance must be given in writing. In urgent cases, oral authorisation may be given but only by an Authorising Officer. If immediate surveillance is required urgent authorisation must be sought. Details of the urgent oral request must be recorded in the official notebook and a RIP1 completed within 72 hours of the oral authorisation being given. 
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	157. 
	When using the urgency provisions, the applicant must make contemporaneous notes and it is advisable that the Authorising Officer also makes them. When the RIP1 is completed care should be taken to copy the contemporaneous notes precisely and not to refer to decisions in the past tense. 
	

	158. 
	Oral authorisation can be used when an immediate response to an event is required. For example, for events that are not likely to occur again during the course of the investigation and there is insufficient time to obtain written authorisation. An oral authorisation is not a replacement for properly planning and obtaining written authorisation to conduct surveillance.
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	159. 
	A case is to be regarded as urgent if the time taken to request a written authorisation would, in the opinion of the investigator, be likely to jeopardise the investigation or operation for which oral authorisation is being sought.
	[image: image133.png]




	
	Example of when to apply for urgent oral authorisation
	

	
	Investigator conducting surveillance for a planned investigation/ operation in a post office. Post office employee shows the investigator a cheque presented for encashment, which appears to be counterfeit but is not part of the planned investigation/operation. The person presenting the cheque is not known.
	

	
	The investigator needs to decide whether to continue with the planned investigation/operation or postpone it and immediately investigate the possible cheque offence because of the circumstances that have occurred. If the decision is taken to investigate the cheque offence by using surveillance urgent oral authorisation must be sought and agreed. The investigator can then follow the person to a location and identify them to enable a planned investigation to be conducted.
	

	
	Example of when application for urgent oral authorisation is inappropriate
	

	
	An investigator is conducting surveillance for a planned investigation/operation in the high street. The investigator recognises a person who is not part of the planned investigation/operation and who they believe is still receiving benefits, dressed in work clothes driving a vehicle bearing an employer's logo. The investigator notes the vehicle registration number and the name of the employer
	

	
	The circumstances in this example do not warrant an immediate response by means of an urgent oral authorisation as the information can be substantiated independently, and properly planned. The investigator needs to complete a PPQ 
	

	160. 
	If the usual Authorising Officer is not available, another Authorising Officer within the LA/Region must be contacted.
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	161. 
	In DWP, if no other Authorising Officer is available, the next step is to contact the Area Fraud Investigator (AFI) (Grade 7) and seek their agreement for urgent oral authorisation. FIS (O) is deemed as a Region for the purposes of this paragraph.
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	162. 
	For LAs the designation of a RIPA Co-ordinator & Authorising Officers must be adequately recorded and set out who has authorising responsibilities and the level of authorisation they may give. If no Authorising Officer is available, Statutory Instrument 2003 No. 3171(in Scotland, RIP(S)A SSI 2000 No. 343) states that all officers of a more senior grade, rank or position within that authority are also prescribed. These officers should be contacted and their agreement for urgent oral authorisation sought.
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Time limit on urgent oral authorisation

	163. 
	Oral authorisation will last a maximum of 72 hours from the time it was given by the Authorising Officer. The investigator must note details of the oral authorisation in their official notebook including the name of the Authorising Officer, date and time.
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	164. 
	In DWP, the Authorising Officer must also make a note of the authorisation in their official notebook. In LAs this would be good practice. The Authorising Officer must ensure that form RIP1 is received from the investigator and authorised to cover the urgent surveillance.
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	165. 
	Within the 72-hour period, the investigator must:

· complete form RIP1 sections 1 to 11

· include details in section 7 of why case is so urgent that an oral rather than written authorisation is required

· pass the completed form to the TFI for checking and countersigning

· forward form RIP1 (and file if requested) to the Authorising Officer who originally approved the urgent request. 
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	166. 
	If surveillance authorisation is required beyond the 72-hour limit, the applicant must detail the reasons for continuing surveillance in section 3 of form RIP1. The usual Authorising Officer will authorise the urgent oral application by completing section 13 of form RIP1 stating that the authorisation is for a maximum of 72 hours. The Authorising Officer must also complete section 17 with the reasons why the case was so urgent that an oral rather than written authorisation was required.
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	167. 
	If surveillance activity is required beyond the 72 hours a formal renewal application on RIP2 will be required.
	

	168. 
	If surveillance is not required beyond the 72 hours limit, the applicant must complete form RIP3 up to and including section 2 to accompany form RIP1.
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Cancellation of surveillance

	169. 
	The Authorising Officer must ensure that every authorisation for surveillance is cancelled before the end of the period of authorisation. Authorisations must not be left to expire. Form RIP3 is used to cancel the authorisation for surveillance:

· when the Authorising Officer is satisfied that surveillance no longer meets the criteria for authorisation or

· as soon as surveillance is no longer required by the applicant.
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	170. 
	If the Authorising Officer initiates the cancellation of surveillance they will:

· contact the fraud team to obtain the date of the last observation and verbally confirm that surveillance authorisation is no longer appropriate

· complete form RIP3 and send a copy immediately to the TFI 
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	171. 
	The Authorising Officer retains the original RIP3 electronically.
	

	172. 
	If the applicant no longer needs to continue with surveillance because the objective of surveillance has been achieved, or following initial observations it is established that further surveillance will not achieve the objective, they will:

· complete form RIP3 up to and including section 2. It is important to state in section 2 the dates and time when surveillance took place together with a summary of the outcome

· pass form RIP3 electronically to the TFI to countersign

· the TFI forwards the partially completed RIP3 form by e-mail to the Authorising Officer to formally authorise the cancellation for the directed surveillance

· continue with the next appropriate course of action relevant to the investigation. 
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	173. 
	After examining the RIP3, details of the surveillance activity and considering the application, the Authorising Officer must consider whether to authorise or reject the application to cancel the authorisation and record this by updating the activity received and by recording the decision in the ‘Cases – Case Surveillance’ view. When the Authorising Officer has considered the RIP3 application the activity received must be updated.
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Directed surveillance from or within private premises

	174. 
	The procedures outlined under the heading ‘Authorisation for Directed Surveillance’ within this section, also apply to making applications for surveillance from within private premises.
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	175. 
	The use of private premises to conduct directed surveillance activity can only take place with the consent of the owner and/or occupier and must not involve trespass on or interference with property. See ‘Private Premises’ within this section.
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	176. 
	It will usually be from inside private premises but could also apply to parking an observation vehicle on private premises.
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	Example

A person is suspected to be working in a café. At the pre-surveillance check visit, the investigator identifies the public house car park opposite the café as the most suitable for parking an observation vehicle. The car park is for “Patrons use only”. In these circumstances, the car park is classed as private premises and consent of the owner must be obtained.
	

	177. 
	Before authorisation for such surveillance is sought, other means of obtaining the necessary information must be considered.
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	178. 
	It is essential that the investigator involved in the investigation visits the premises prior to applying for surveillance authorisation, not only to obtain consent to use the premises but also to explain the possible consequences of disclosure of the location of static surveillance.
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	179. 
	The investigator must be satisfied that the owner and/or occupier understand the use that will be made of the premises and make it clear that there is no compulsion to make the premises available. The Investigator must also explain that the premises, owner and/or occupier might be identified in subsequent court proceedings. Details of this discussion must be recorded in the investigators official notebook and marked sensitive. (In England and Wales - Section 6 of the CPIA COP refers).
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Surveillance from private premises – Disclosure to the Court of the location used

England and Wales

	180. 
	The general rule of law is that investigators should not be required to disclose the location of their observation point, except to prevent a miscarriage of justice or to establish the innocence of the accused.
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	181. 
	In the judgement Regina v Johnson, the Court of Appeal provided criteria which must be adopted if premises used for observation purposes are not to be disclosed in open court.
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	182. 
	The judgement requires that the Authorising Officer responsible for the relevant RIP1 form must be able to testify that immediately prior to trial:

· they visited the premises used for the surveillance

· they obtained and recorded the views of the owner and/or occupier in respect of the use made of the premises and the possible consequences of disclosure which could lead to identification of the premises and occupiers.
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	183. 
	Such views must be recorded in the investigators official notebook and the record must be marked sensitive. It is not appropriate for a statement to be taken as this may have to be revealed to the defence and the objective is not to disclose the identity of the private premises.
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	184. 
	This information is necessary to allow the prosecution to make a detailed and evidence-based argument requesting that identification of premises is not disclosed.
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	185. 
	The ultimate decision on whether to disclose the location of the premises is for the trial judge. They will direct disclosure if it is considered that the interest of justice for the accused outweighs the public interest in preserving confidentiality.
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Scotland

	186. 
	In Scotland the question of disclosure is one for the Procurator Fiscal. (RIP(S)A Surveillance COP paragraph 1.6 refers).
	


Private premises – Authorisation for surveillance

	187. 
	Where a request for surveillance is made the Investigator must show in section 3 of the RIP1 application form that they intend using private premises for surveillance and have obtained the consent of the owner/occupier.
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	188. 
	Where a request for surveillance is made, the Authorising Officer must confirm that the applicant has previously visited the owner and/or occupier and the outcome of the visit is recorded in the investigators official notebook.
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	189. 
	The Authorising Officer must be satisfied that surveillance from private premises is necessary and proportionate and that the necessary risk assessment, including collateral intrusion, has been properly considered. See ‘Collateral Intrusion’ within this section.
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Surveillance into private premises – From a public place

	190. 
	Surveillance can be performed into private premises that are being used for work activities such as a building site or a garage providing that surveillance can be performed from a point at which the public has access. Surveillance must not involve trespass or interference with property.
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	191. 
	If surveillance has to be performed from private premises either into private premises adjacent to the target site or from within the private premises themselves then permission must be sought from the owners of the premises. See ‘Directed surveillance from or within private premises’ within this section.
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	192. 
	Surveillance cannot be performed directly into a private dwelling such as looking through an open, un-obscured window to observe the suspect’s activities. This would be considered to be intrusive surveillance. General observations of the private dwelling can be performed to observe people entering or leaving the property.
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Private premises – Compliance employer cases

	193. 
	Surveillance is unnecessary if an employer is considered reliable, as the investigator would normally approach the employer for wage details and hours of employment for the individual concerned. However, if the employer is not reliable, for example, non-compliant, and a visit is unlikely to produce quality evidence, the alternative may be to conduct surveillance.
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	194. 
	The legal view is that an employer's premises, which are visible from a public highway (for example, an open garage) will probably fall into the definition of Directed Surveillance. To this extent, consent from the employer is not required but surveillance must not involve trespass or interference with the property.
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	195. 
	The application for surveillance must record if the employer is suspected of being collusive and what evidence this is based on. It must also confirm that the premises are visible from a public place and detail the location from which observations will be made.
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Surveillance activity – Evidence used in prosecutions

Admissible evidence 

England and Wales

	196. 
	Material obtained through covert surveillance may be used in evidence in criminal proceedings. Properly authorised surveillance should ensure that the observational evidence that has been obtained will be admissible in criminal proceedings.
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	197. 
	The evidence/information obtained as a result of surveillance is also subject to the ordinary rules for retention and disclosure of material under the Criminal Procedure and Investigations Act 1996 (not applicable in Scotland).
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Scotland

	198. 
	In Scotland the question of disclosure is one for the Procurator Fiscal. (RIP(S)A Surveillance COP paragraph 1.6 refers).
	


Disclosure

	199. 
	If any RIP Forms or any information surrounding surveillance contain material, which could potentially undermine a prosecution or assist the defence, the TFI in charge of observations should alert the prosecutor of this when the file is initially submitted for prosecution.
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	200. 
	This enables the prosecutor to make their prosecution decision on all the facts.
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	201. 
	In all proceedings cases the duty of disclosure under Criminal Proceedings and Investigation Act arises. For further information see the ‘Court Hearing’ and CPIA Disclosure sections of this manual.
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	202. 
	RIP forms should usually be listed on the non-sensitive disclosure schedule
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	203. 
	If the RIP form(s) contain sensitive information they should be listed on the sensitive disclosure schedule. For further information see the ‘Court Hearing’ and CPIA Disclosure sections of this manual.
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	204. 
	The Disclosure Officer must asterisk any RIP forms containing material which undermines the prosecution’s case on whichever schedule the forms appear and provide a copy of the undermining material.
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	205. 
	The item must be separately listed on the disclosure certificate and a copy sent to the relevant Prosecuting Authority/Prosecutions Division.
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	206. 
	The relevant Prosecuting Authority/Prosecutions Division will then decide whether the form should be disclosed to the Defence.
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	207. 
	If the RIP form(s) contain sensitive information and the material undermines the prosecution’s cases/assists the defence, the relevant Prosecuting Authority/Prosecutions Division will have to decide whether to apply to the Judge to determine disclosure or whether to withdraw the case. For further information see the ‘Court Hearing’ and CPIA Disclosure sections of this manual.
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	208. 
	As the RIP forms may be disclosed to the defence it is important to only include information that is absolutely relevant to the authorisation request in the application. Unless it is essential to do so do not include details of the source of the allegation or query in the application.
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	209. 
	If the original RIP forms are required for Court purposes, these must be provided to the relevant Prosecuting Authority/Prosecutions Division and a copy retained. The Authorising Officer must annotate, initial and date the top of the copy RIP forms to show that the originals have been sent to the relevant Prosecuting Authority/Prosecutions Division. Following the Court case, the Authorising Officer must ensure that all original forms are returned at which time the copies should be destroyed via confidential waste.
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Assurance

Office of Surveillance Commissioners (OSC)

	210. 
	Inspections of the surveillance activities of fraud teams are performed by the Inspectors of the OSC.
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	211. 
	The purpose of an inspection is to confirm that counter fraud activity undertaken by investigators complies with and is within the spirit of current Human Rights and RIPA/RIP(S)A legislation.
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	212. 
	The Inspectors within the OSC may visit and conduct interviews/discussions with Authorising Officers and investigators. They will check surveillance records and analyse policies and training.
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	213. 
	The OSC will report their findings direct to the Chief Surveillance Commissioner, LA Chief Executive, and DWP Head of Fraud Investigation Service.
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	214. 
	If the OSC find failings that are not addressed then ultimately the Chief Surveillance Commissioner might report the public authority to the Prime Minister or First Minister for Scotland with a recommendation to withdraw the authority to carry out surveillance.
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	215. 
	OSC Procedures and Guidance issued by the Chief Surveillance Commissioner explains the role of OSC and how Commissioners carry out their statutory functions.
	


Closer working - Surveillance activity

DWP and LA

	216. 
	In England and Wales, an Authorising Officer can grant a directed surveillance authorisation to cover both DWP and LA investigators involved in a joint investigation as both authorities are covered under Section 30 of RIPA 2000.
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	217. 
	The nominated lead investigator will complete the application, including the names, where known, and organisation of all investigators likely to be involved in the surveillance. The Authorising Officer from the lead organisation must make the decision and retain records as described in previous paragraphs.
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	218. 
	To ensure that the Authorising Officer is aware of the full facts of the case, the applicant must record the following information in section 3 of form RIP1:

· that the request for surveillance is part of a joint investigation

· include how many of the officers to be deployed at any one time are investigators from the LA or DWP and

· where known, name the investigators involved.
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	219. 
	Where joint surveillance is authorised by one organisation, that is the lead organisation it is good practice for the investigation officer/manager of the other organisation to advise their Authorising Officer of the surveillance activity. This advice is given so that each Authorising Officer is aware of all surveillance activity being undertaken by their own investigators, regardless of which organisation authorised the activity.
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	220. 
	Exceptionally, one organisation may provide all of the investigators likely to be involved in the joint investigation’s surveillance activity. Where this occurs the application for and the authorisation of surveillance will be made by the organisation that provides all of the investigators.
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	221. 
	In Scotland, the Scottish LAs are not included in Section 30 of RIPA 2000 but are included under Section 8 of RIP(S)A 2000. However, in joint working cases between DWP and LA in Scotland where officers from both the DWP and LA are planning to perform surveillance together as a team, separate authorisations will not be needed. Whichever party takes the lead will authorise the surveillance activity using RIPA or RIP(S)A as appropriate covering the terms of which both parties will operate. 
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DWP and Other Government Departments

	222. 
	Investigators participate in cross government working initiatives with staff from the Her Majesty’s Revenue & Customs (HMRC) working in co-located teams known as a Hidden Economy Team (HET)/Labour Provider Teams (LPT).
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	223. 
	Investigators undertaking surveillance activity as part of a HET/LPT investigation do not need to be authorised by their own organisation’s Authorising Officer. HMRC Authorising Officers can only authorise applications from their own officers, but they can allow other bodies’ officers to conduct surveillance under that authorisation.
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	224. 
	The investigator will complete form RIP1, which must be countersigned by the HET/LPT manager and passed to their own organisation’s Authorising Officer for consideration.
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	225. 
	The HET/LPT manager will, in effect, take over the role of the TFI for the purposes of the surveillance instructions. This involves countersigning RIP applications, reviews and changes of circumstances and cancellations.
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	226. 
	In situations where there is no DWP benefit, including those administered by LAs Housing Benefit/Council Tax Benefit (HB/CTB), in payment, DWP/LA Authorising Officers cannot authorise any of their officers to perform surveillance.
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Requests for RIP authorisations from the Appeal Tribunal

	227. 
	If the customer raises concerns about the conduct of officers in obtaining surveillance evidence during the appeal tribunal hearing, the Appeal Tribunal may request a copy of the application and authorisation for the surveillance (RIP1).  For more details on the actions to be taken when a request is received form the DM, see Decision Makers Role section in the FPI.
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Complaints

	228. 2
	RIPA/RIP(S)A 2000 establishes an independent Tribunal. This Tribunal will be made up of senior members of the judiciary and the legal profession and is independent of the Government. The Tribunal has full powers to investigate and decide any case within its jurisdiction.
	[image: image199.png]




	229. 2
	The Tribunal can consider complaints about any conduct, which a person believes to have been carried out in relation to them by certain Public Authorities such as DWP or LAs in the circumstances set out below:

· the interception of communications by post or telecommunications

· surveillance which has resulted, or is likely to result, in private information being obtained

· covert human intelligence which has been or is being used in relation to a person, for example, the use of a personal relationship for the purpose of getting information without that person knowing about it

· any entry or interference with property or interference with wireless telegraphy.
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	230. 
	Persons wishing to make a complaint in the above circumstances can obtain details of the complaints procedure together with the relevant complaint form from the following address:

Investigatory Powers Tribunal

PO Box 33220

London

SW1H 9ZQ

Tel: 020 7273 4514
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Covert Human Intelligence Sources (CHIS)

	231. 
	The use of Covert Human Intelligence Sources (CHIS) is subject to statutory control under Section 29 of RIPA 2000/Section 7 RIP(S)A 2000. The Home Office has also produced a Code of Practice, which applies to every authorisation of the use or conduct by public authorities of covert human intelligence sources.
	[image: image202.png]




	232. 
	The intention of the Act is to regularise how intelligence sources that are defined as CHIS are handled and controlled.
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Definition

	233. 
	Section 26 (8) of RIPA 2000 defines a CHIS as “a person who establishes or maintains a personal or other relationship with another person for the covert purposes of facilitating anything that:

· covertly uses such a relationship to obtain information or to provide access to any information to another person or

· covertly discloses information obtained by the use of such a relationship or as a consequence of the existence of such a relationship”.

For LAs in Scotland the equivalent part of RIP(S)A 2000 is Section 1(7).
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	234. 
	The provisions of RIPA are not intended to apply in circumstances where members of the public volunteer information to the police or other authorities, as part of their normal civic duties, or to contact numbers set up to receive information (such as the National Benefit Fraud Hotline (NBFH)). Members of the public acting in this way would not be regarded as a CHIS.
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	235. 
	In practical terms this means that a member of the public that informs the Department of details of an alleged fraud are not a CHIS. If the allegation is made by telephone then the telephone operative can ask for clarification of detail provided that might include asking for a registration number of a vehicle as part of clarifying identity.
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	236. 
	If the allegation is received in writing and the person making the allegation provides contact details the Department may wish to contact the person to clarify any information they have provided.
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DWP policy on use of CHIS

	237. 
	Section 29 of RIPA provides the statutory control that allows those authorities included in Schedule 1 of RIPA to grant authorisations for the conduct or the use of a CHIS. The DWP is a public authority under Part 1 of Schedule 1 of RIPA. As with the completion of applications for surveillance, there is a requirement to be able to defend the use of CHIS’s against Article 8 of the European Convention on Human Rights the right to respect for private and family life.

For LAs in Scotland the equivalent parts of RIP(S)A 2000 are Section 7 and Section 8(3).
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	238. 
	Applications for use of a CHIS cannot be taken forward without the specific and personal approval of the Head of Fraud Investigation Service. Any request must be made in writing and forwarded via line management up to the grade 7 for DWP and the Authorising Officer for the LAs prior submission to the Head of Fraud Investigation Service.
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	239. 
	An application for authorisation for the use or conduct of a CHIS should record on the standard Home Office CHIS forms:

· details of the purpose for which the CHIS will be tasked or deployed, for example, In relation to an organised serious crime

· the grounds on which authorisation is sought, for example, for the detection of crime

· where a specific investigation or operation is involved, details of that investigation or operation

· details of what the CHIS will be tasked to do

· details of any confidential material that might be obtained as a consequence of the authorisation

· any risk assessment made in relation to the source

· the circumstances in which tasks were given to the source

· the value of the source to the investigating authority

· any risks of collateral intrusion. This should include the risk of intrusion into the privacy of persons other than those who are directly the subjects of the operation or investigation.
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	240. 
	The minute must be completed electronically and saved as an activity. 
	

	241. 
	It is current DWP policy that CHIS’s are not handled or controlled by the DWP but by the police. This is because it is the responsibility of the public authority deploying the CHIS for their security and welfare. The police must take into account the safety and welfare of that CHIS when carrying out actions in relation to an authorisation or tasking and to the foreseeable consequences to others of that tasking.
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	242. 
	Police handlers and controllers are responsible for registering and obtaining information from a CHIS. Where appropriate, liaison should be agreed with the police to obtain relevant information for the purposes of investigating an offence for which the DWP has responsibility. The fraud investigator must not directly liaise with the CHIS without the police being present.
	[image: image212.png]





Central record of all authorisations for CHIS

	243. 
	A centrally retrievable record of all requests should be held by each public authority and be regularly updated whenever an authorisation is granted, renewed or cancelled. The record should be made available to the relevant Commissioner or an Inspector from the Office of Surveillance Commissioners, upon request.
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	244. 
	Details of the request must be maintained on a control matrix and the original request held in a secure drawer. The records should be retained for a period of at least three years from the ending of the authorisation.
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	245. 
	Section 29(5) of the 2000 Act provides that an authorising officer must not grant an authorisation for the use or conduct of a source unless they believe that there are arrangements in place for ensuring that there is, at all times, a person with the responsibility for maintaining a record of the use made of the source. For the DWP this person will be the Police.

For LAs in Scotland the equivalent part of RIP(S)A 2000 is Section 7(6).
	[image: image215.png]




	246. 
	The records kept by public authorities should be maintained in such a way as to preserve the confidentiality of the source.
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Retention and destruction of the product obtained from a CHIS

	247. 
	Where the product obtained from a source could be relevant to pending or future criminal or civil proceedings, it should be retained in accordance with established disclosure requirements for a suitable further period, commensurate to any subsequent review.
	[image: image217.png]





Payment

	248. 
	Any consideration of payment will be at the discretion of the Head of Fraud Investigation Service.
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