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 1 July 2020 
 
Freedom of Information Request: Roehampton University and Student social 
media monitoring 
 
Dear Ms Perrson 
 
With reference to your request made under the Freedom of Information Act 2000, 
dated 2 June 2020 I can confirm the University holds some, but not all, the 
information requested.  

 Your request was, in general terms, for the following information, which is set out in 
full detail below: Monitoring of students’ social media accounts 

Your request and our response: 
 
 
Please provide the following information under the FOI Act 2000, regards processing 
of students' social media accounts, whether routinely or based on an individual need 
case -- for example but not exclusively, Facebook, Twitter, Instagram, YouTube, 
TikTok, WhatsApp, Tumblr, Pinterest, Flickr and Medium--  by or  on behalf of the 
University in a formal, systemic or other recognised process for investigations 
including for University PR or management of reputational risk purposes. (This 
excludes for example, one Academic looking at one student's posts for personal 
reasons.)  Relevant time period: since January 2016. 
 
1. Provide a copy of your University policy for your administrators or equivalent, on 
the monitoring or use of social media in investigations, for the purposes of the 
Prevent programme, including for reputational management. (please confirm if you 
do not have one, and which  do apply) 
 
The University does not have such a policy. Social media posts may form 
evidence as part of a student disciplinary, fitness to practice or fitness to 
study investigation, or may prompt the University to notify its local prevent 
contact. The relevant policies and procedures are available here. 
 
2. Does your University either conduct overt (ie students are informed) and/or covert 
(students are not explicitly informed at the time of the surveillance) social media 
intelligence gathering? 
 
The University does not conduct social media intelligence gathering as such. 
However, we will investigate complaints about student conduct on social 
media under the policies referred to under 1). Such complaints may arise from 

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.roehampton.ac.uk%2Fcorporate-information%2Fpolicies%2F&data=02%7C01%7CFOI%40roehampton.ac.uk%7C2c598c7e44d94482e6bf08d80bd32a2b%7C5fe650635c3747fbb4cce42659e607ed%7C0%7C0%7C637272348862926961&sdata=U74r22jXvwRJuupTUnY82EF270rYCdaPd09anMud7YU%3D&reserved=0
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other students, members of the public, or staff using social media as part of 
their day-to-day activities. Where use of social media is the subject of an 
investigation, the student will be informed accordingly. 
 
a. If yes (2), please specify whether this includes profiling individuals, conducting 
investigations, monitoring individuals, monitoring groups, monitoring locations, 
gathering intelligence, for recruitment purposes, or purposes of reputational risk, or 
state what it is if other. 
We not have anything to add in response to this question beyond the response 
to 2). 
 
b. If your University does conduct social media intelligence/monitoring, please 
specify which social media may be in scope. 
The response to 2) is not limited to any particular social media or online 
platform. 
 
c. Does your University conduct social media monitoring exclusively for the purposes 
of the Prevent programme? 
No, see response to 2). 
 
d. If yes, to c. if the University has conducted covert social media monitoring, for the 
purposes of the Prevent programme, please confirm the number of any warrants 
obtained in the last two years for this purpose, or police or Home Office requests to 
do so, if any or none. 
Not applicable 
 
3. If you conduct social media intelligence relating to social media platforms, please 
provide a copy of: 
 
a. Relevant [sections of the] privacy policy; 
b. the data protection impact assessment; 
c. privacy impact assessment; 
d. equality and human rights impact assessment 
e. training materials for those conducting social media surveillance 
 
Please state if you do not have any of the above. 
 
We do not conduct social media intelligence gathering as such. The policies 
referred to in response to 1) are available here. The University’s student 
contract is available here, its Data Protection Policy here and its Student 
Privacy Notice here. We do not have any further documents to provide. 
 
4. Please confirm whether or not your University uses software and/or hardware to 
conduct social network / social media monitoring and/or in relation to sentiment 
analysis on social media. 
 
In respect of University PR or management of reputational risk purposes (as 
per the request heading), no specific software or hardware is used to monitor 
social media or do sentiment analysis. 
 

https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.roehampton.ac.uk%2Fcorporate-information%2Fpolicies%2F&data=02%7C01%7CFOI%40roehampton.ac.uk%7C2c598c7e44d94482e6bf08d80bd32a2b%7C5fe650635c3747fbb4cce42659e607ed%7C0%7C0%7C637272348862926961&sdata=U74r22jXvwRJuupTUnY82EF270rYCdaPd09anMud7YU%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.roehampton.ac.uk%2Fcorporate-information%2Fpolicies%2F&data=02%7C01%7CFOI%40roehampton.ac.uk%7C2c598c7e44d94482e6bf08d80bd32a2b%7C5fe650635c3747fbb4cce42659e607ed%7C0%7C0%7C637272348862936921&sdata=Ysyxs2TVDcdrkWMF5mLNHdFwnStYADHOB0FPDRnM40M%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.roehampton.ac.uk%2Fcorporate-information%2Fpolicies%2F&data=02%7C01%7CFOI%40roehampton.ac.uk%7C2c598c7e44d94482e6bf08d80bd32a2b%7C5fe650635c3747fbb4cce42659e607ed%7C0%7C0%7C637272348862936921&sdata=Ysyxs2TVDcdrkWMF5mLNHdFwnStYADHOB0FPDRnM40M%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.roehampton.ac.uk%2Fsite%2Fprivacy%2Fstudents%2F&data=02%7C01%7CFOI%40roehampton.ac.uk%7C2c598c7e44d94482e6bf08d80bd32a2b%7C5fe650635c3747fbb4cce42659e607ed%7C0%7C0%7C637272348862936921&sdata=kIqr4U%2BCUpOumAPQ4wky0PTLj%2FjVS8xGLQQnFiDZvu0%3D&reserved=0
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a. If yes, please state the name of the company / provider. 
b. If no, please state whether the University has developed internal methods to 
conduct automated analysis of social media / social network monitoring. 
 
5. Please confirm, if not stated already in the above, the policy on deletion of data 
obtained from social networking sites. 
 
See response to 4 above. This would relate to marketing and recruitment data 
in the Records  Retention Schedule. (RRS) 
 
6. If not already set out in the guidance documents above, please explain: 
 
a. In what areas of the University’s work social media monitoring is used (ie finance 
department) 
Again, this would only apply to use for “University PR or management of 
reputational risk purposes”, in which case the departments would be 
Communications, Student Support Services and Secretariat. 
 
b. What criteria must be satisfied in order for social media monitoring to be carried 
out 
A complaint must be received under one of the policies mentioned in 1) 
 
c. Who must authorise the request to conduct social media monitoring 
Not applicable. 
 
d. What is the process for conducting social media monitoring 
Not applicable. 
 
e. How long is data collected and retained? 
See RRS relating to student disciplinaries, fitness to study and prevent. 
 
f. Is there any process for requesting deletion by the subject (person whose social 
media is surveilled)? 
See Student Privacy Notice. 
 
7. Please state how regularly social media monitoring is used, on what volume of 
individuals (ie targeted for individual situations or every students on the network) 
Please provide the figures as available, preferably in excel, and by month or on the 
available basis you have, since January 2016. 
 
See response to 4 above. 
 
8. Please provide the organisational name of any third party or authority to whom 
such information gathered has been passed on, and which information types (e.g. 
name, report of X) in the time period since the University has undertaken such 
monitoring. (For example but not only: Since January 2016 -- X number of referals to 
Student disciplinary boards, X to internal student loans administration, X to external 
student loan administration (Student Loans Company or other), HESA, the OfS, 
Other universities, Police, the  Home Office.) etc. 
 

https://www.roehampton.ac.uk/globalassets/documents/corporate-information/policies/uor-retention-schedule-jan-2019.pdf
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This information is not held centrally. To determine whether the 
information is held; to find the requested information, or records 
containing the information; to retrieve the information or records; 
and to extract the requested information from records, would exceed 
the appropriate fees limit provided for by s12 (1) of the FOIA 2000 

9. If the university does monitor students' social media, please cofirm if the same 
policy has continued and been applied since March 23, 2020 (lockdown) in the 
COVID-19 crisis? 
 
The information provided above has not changed as a result of the pandemic. 
 
If you are dissatisfied with how we have dealt with your request in the first instance 
you may approach the University’s FOI complaints officer in writing, within two months 
of the date of our response, and explaining what you would like us to review, as 
follows: 
 
  
Ms Kim Small 
Head of Legal Services 
Room GH103 Grove House  
Froebel College 
Roehampton University 
Roehampton Lane 
LONDON 
 SW15 5PJ 
  
Should you remain dissatisfied with the outcome you have a right under s50 of the 
Freedom of Information Act to appeal against the decision by contacting the 
Information Commissioner, Wycliffe House, Water Lane, Wilmslow SK9 5AF, or 
enquiries@ico.gsi.gov.uk 
  
Any other future correspondence you may have with the University in relation to this 
matter should be sent to the Freedom of Information Officer, Alison Bainbridge. 
 
 
University of Roehampton is the trading title of Roehampton University, registered in England No:  5161359 Registered office: 
Grove House, Roehampton Lane, London SW15 5PJ 
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