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Data Protection Act 1998 

 

Introduction 

 

16000 

This section of the CFS Manual: 

‰  Gives detailed information on the Data Protection Act 1998 

‰  Gives information on the eight principals of the Data Protection Act  

‰  Outlines the CFS compliance statement 

‰  Explains the process to be followed when an individual requests information 

held on them (subject access) 

‰  Explains the processes CFS adopt to adhere to the Data Protection Act  

‰  Gives an overview of the confidentiality and disclosure guidelines 

 

16001 

Data protection legislation has been enacted in the United Kingdom since 1984.  The purpose 

of the legislation is to protect the rights of people, in relation to how information about them is 

handled. 

 

 

16002 

The DPA applies to information, which is held and processed manually, that is, normal paper 

files as well as information held and processed by a computer.  A copy of the full act can be 

found on-line at: 

http://www.hmso.gov.uk/acts/acts1998/19980029.htm. 
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Background 

 

16003 

National Services Scotland (referred to as NSS) needs to collect and use a variety of sensitive 

and personal information about people in order to operate.  This information includes data on 

current, past and prospective employees, suppliers, clients/customers, and others with whom it 

communicates.  In addition, NSS, on behalf of the NHSScotland, handles patient data for a 

variety of administrative, research and medical purposes. 

 

16004 

The following guidance provides an overview of how NSS deals with such information and 

outlines the procedures that have been put in place to ensure CFS compliance with the Data 

Protection Act 1998. 

16005-16009 

 

NSS policy and procedures 

 

16010 

The NSS policy and procedures relating to Data Protection are available on the Data Protection 

community on Infozone at: 

http://www.infozone.csa.scot.nhs.uk/scripts/index.asp?community=0068. 

 

16011 

The main documents in Infozone (some of which can be accessed by clicking on the 

blue hyperlinks below) are: 

‰  NSS Data Protection Policy 

‰  The SEHD principles of Data Protection and Confidentiality 

‰  Details of NSS registration number  

‰  Guidelines on the disclosure of personal data 

‰  Data protection compliance checklist for NSS Agency staff  

‰  subject access procedure 

‰  Data protection alphabet 

16012-16019  

 

NSS Data Protection Officer 

 

16020 

NSS has its own Data Protection Officer (DPO) XXXXX. 

16021-16029  
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CFS compliance statement  

 

16030 

The following compliance statement was written for use in various CFS publications. It is also 

included in many of the partnership agreements that CFS has with other organisations e.g. 

NHS Boards. 

   

16031 

The CFS is part of NSS.  The NSS has a registered entry on the Information Commissioner's 

Register of Data Controller’s, which covers the work of the CFS. 

 

16032 

The CFS will ensure that personal information and intelligence passing between another 

organisation and CFS is dealt with confidentially and processed in accordance with the Data 

Protection Act 1998. 

 

16033 

The CFS will aim to ensure that data relating to living individuals will be accurate. We will 

ensure that such data are held securely, in a publicly accountable manner and will only be used 

for the purposes of preventing and detecting fraud and other irregularities within and against 

NHSS. 

 

16034 

The CFS NHSS will follow the NSS Code of Practice on “Protecting Patient Confidentiality”, 

adhering to the Caldicott Principles.  

 

16035 

All investigations undertaken by the CFS NHSS investigators will be conducted in compliance 

with the Criminal Procedure (Scotland) Act 1995, the Regulation of Investigatory Powers Act 

2000, the Regulation of Investigatory Powers (Scotland) Act 2000 and all relevant Codes of 

Practice, recognising the overriding considerations of the Human Rights Act 1998. 

16036-16039  
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The Data Protection Act 1998 

 

Introduction 

 

16040 

The 1998 Act: 

‰  Enhances the rights of the individual who is the subject of personal data 

‰  Expands the responsibilities of the individual who is the holder of personal data 

‰  Brings certain types of paper-based records under Data Protection legislation for the first 

time 

 

16041 

The Data Protection Act 1998 requires that all concerns processing personal data on an 

automated system (such as a computer) in any way must notify their purposes for doing so to 

the Information Commissioner who enforces the Act.  

 

16042 

Data Protection legislation confers responsibilities on NHS organisations and employees – it is 

each CFS officers responsibility to be aware of data protection related issues in relation to their 

day to day work.  

 

16044 

The DPA only covers information and data, that relates to a living individual who can be 

identified from it.  It does not cover information that relates only to a company or organisation. 

 

16045-16059 
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The eight Data Protection principles 

 

16060 

Schedule 1 of The DPA contains eight Data Protection principles.  These are outlined 

hereunder. 

 

Principle 1 

 

16061 

Personal data shall be processed fairly and lawfully and in accordance with the Act.  Key 

requirements include: 

‰  Honouring the rights of the individual (“data subject”), such as requests for access and 

correction of their personal data               

‰  Meeting certain data quality standards, including accuracy and relevance 

‰  Having appropriate security safeguards in place 

 

Principle 2 

 

16062 

Personal data shall be obtained only for one or more specified and lawful purposes, and shall 

not be further processed in any manner incompatible with that purpose or those purposes. 

 

Principle 3 

 

16063 

Personal data shall be  adequate, relevant and not excessive  in relation to the purpose or 

purposes for which they are processed. 

 

Principle 4 

 

16064 

Personal data shall be accurate and, where necessary, kept up-to-date. 

 

Principle 5 

 

16065 

Personal data processed for any purpose or purposes shall not be kept for longer than is 

necessary for that purpose or those purposes. 
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Principle 6 

 

16066 

Personal data shall be processed in accordance with the rights of data subjects under this Act 

i.e. must be accessible to the individual concerned who, where appropriate, has the right to 

have information about them corrected or erased. 

 

Principle 7 

 

16067 

Appropriate technical and organisational measures shall be taken against unauthorised or 

unlawful processing of personal data and against accidental loss or destruction of, or damage 

to, personal data.  Must be surrounded by proper security. 

 

Principle 8 

 

16068 

Personal data shall not be transferred to a country or territory outside the European Economic 

Area (EEA) unless that country or territory ensures an adequate level of protection for the rights 

and freedoms of data subjects in relation to the processing of personal data. 

16069-16079  
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DPA standards 

 

16080 

The Data Protection Principles embody many of the standards that organisations must reach in 

`order to process personal data “fairly and lawfully.” The DPA promotes certain standards, 

which are: 

‰  That people should know what data is held on them 

‰  That people should consent to the use of this data 

‰  That people should have access to data held about them 

‰  That people should have the right to correct inaccurate information 

‰  That organisations should not keep data longer than necessary 

‰  That organisations should only use data for specified legitimate purposes 

‰  That organisations should not let other people use the data without consent 

‰  That organisations should ensure that data is accurate 

16081-16089  

 

DPA definitions and examples 

 

16090 

The DPA uses a few basic definitions: 

‰  Data controller 

‰  Data subject 

‰  Personal data 

‰  Data processor 

 

Data controller 

 

16091 

Data controller means the people or organisations who control the contents and use of a 

collection of personal data.  A data controller will usually be a company, corporation or 

organisation.  It is possible for an individual to be a data controller.   

 

 

Example 

 

In NHSScotland examples of a data controller would be the (NSS) and NHS Boards. 
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Data subject 

 

16092 

Data subject means an identifiable living individual who is the subject of the personal data. 

 

Example 

 

An example of a data subject would be a patient or a member of staff. 

 

 

Personal data 

 

16093 

Personal data means information recorded on a computer about a living individual who can be 

identified from it.  This includes any expression of opinion about the individual and any 

indication of the intentions of the data controller or any other person in respect of the individual.   

 

16094 

It also refers to certain types of manual filing systems that include extensive cross-referenced 

information.  Data is not restricted to text, it can include sound and visual images e.g. CCTV 

images. 

 

Example 

 

An example of personal data would be the details recorded on the Community Health 

Index (CHI) for a patient. 

 

 

Data processor 

 

16095 

Data processor in relation to personal data, means any person (other than an employee of the 

data controller) who processes the data on behalf of the data controller.  The data processor is 

equivalent to the “computer bureau” in the 1984 Act.  Data Controllers are responsible for the 

actions of their data processors. 
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16096 

The definition of "processing" in relation to the Act is quite wide.  However it is sufficient for the 

possession of data i.e. "holding it" to be classed as processing. 

 

Example 

 

An example of a data processor would be an archive storage firm e.g. XXXXX. 

 

 

16097-16099  
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Section 29(3) - Disclosure of information to detect or 
prevent crime 
 
 
Introduction 
 

16100 

Personal data is exempt from the non-disclosure provisions in any case when the disclosure is 

for the purpose of providing information to prevent or detect crime and failure to disclose would 

be likely to prejudice the prevention or detection of a crime. 

 

16101 

Section 29 of the Data Protection Act 1998 allows the police and other government agencies to 

ask for personal data, without the consent of the data subject, where the information they 

require is for one of the ‘crime and taxation purposes’, namely: 

‰  The prevention or detection of crime; or 

‰  The apprehension or prosecution of offenders; or 

‰  The assessment or collection of any tax or duty; and not having the information 

‰  Would prejudice one of these purposes 

 

 

Data Controller considerations 

 

16102 

Before any patients’ personal data are released under section 29 of the Act, without consent, 

the Data Controller needs to be assured, that in the specific circumstances of the request, the 

public interest outweighs the patient’s right to privacy.  Factors the Data Controller may wish to 

consider on this include: 

‰  Whether there is a threat to public health and safety 

‰  Whether there is a risk of death or serious harm to the patient or other individuals 

‰  Any order of a court or Procurator Fiscal 

‰  The circumstances of the matter under investigation 

 

 

 

Data Controller justification for release of information 

 

16103 

In all cases, the Data Controller must be prepared to defend, if challenged, their decision to 

release personal data under section 29(3).  For this reason, someone at an appropriately senior 

level within the organisation should make these decisions, and the reasons for, and the actual 

information released, should be documented. 
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16104 

Disclosure of information under section 29(3) is at the discretion of the data holder. The data 

holder must be satisfied from the evidence provided, by the organisation making the request, 

which it is specifically for the purposes of detecting or preventing a crime. 

 

16105 

Section 29 is only be used to obtain information fairly and lawfully in accordance with the DPA 

principles.  It must not be used to imply CFS have statutory powers to obtain the information, 

nor should the circumstances or reasons surrounding the request for information be 

exaggerated. 

 

16106 

If the data holder complains to the Information Commissioner, CFS will be required to prove 

that: 

‰  The information asked for was needed to detect or prevent a crime and the general nature 

of the crime or suspected crime; and 

‰  When the data holder provided the information, that if the information had not been 

provided, the detection or prevention of the crime would have been prejudiced and how it 

would have been prejudiced; or 

‰  When the data holder did not provide the information, that the detection or the prevention of 

the crime was prejudiced and how it was prejudiced. 

 

Non-confidential personal data 

 

16107 

Requests for non-confidential personal data processed by the Data Controller still need to be 

carefully considered.  Personal data may be disclosed only to the extent to which to not 

disclose would prejudice the crime and taxation purposes, and no further. 

16108-16109  

 

CFS procedure when making a 29(3) requests 

 

16110 

When requesting information from a data holder the CFS must use Form CFS 8 a copy of 

which is shown at Appendix B.  This form is to be used to request information from within the 

NHS and from other Government Agencies, such as the Police, Department for Work and 

Pensions (DWP), HM Revenue & Customs etc.  The person making the request should sign the 

form.   
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Authorising Requests 

 

16111 

Before deciding who should authorise/countersign Form CFS 8 a number of factors need to be 

taken into account.  If the request relates to patient data, take into account the principles 

outlined in paragraph 16500 et seq. as there may be a requirement for the request to be 

authorised by the appropriate Caldicott Guardian. See also paragraph 16410 which outlines 

procedures to be followed for XXXXX.   

 

16112 

If the request is being made to an Agency outwith CFS, an Operational Manager should 

countersign Form CFS 8. 

 

Storage of CFS 8 forms 

 

16113 

A copy of the CFS 8 form should be retained, in the case file, as proof of why the check was 

carried out and to ensure a proper audit trail. (Forms should be retained for at least 7 years or 

longer depending on the outcome of the case - See CFS Document Storage and Retention 

Policy).   

 

External Agency - Section 29(3) requests 

 

16114 

Due to the nature of the work being carried out by the Counter Fraud Service (CFS), the 

investigators have a close working relationship with a number of public bodies e.g. The Police 

and Procurator Fiscal. This means that there is an increased likelihood of these organisations 

submitting a 29(3) request via the CFS.  An example of a 29(3) form is at Appendix B. 

 

16115 

In processing such a request we need to remember that the information being requested is not 

"ours" but is held on a database "owned" by the Director of Public Health.  

16116-16129 
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CFS procedure for processing 29(3) request 

 

16130 

The 29(3) request should always be made in writing. On receipt these referrals should be 

logged as normal onto the mail received register by the Business Support Team and passed to 

the appropriate regional manager. He will approve the request and pass it to an investigation 

assistant who will raise a file and record the details on the case management system.   

 

16131 

The Operational Manager will then allocate the file to an investigator for processing. At this 

point the investigator should pass the request to the nominated person XXXXX who has 

delegated authority on behalf of XXXXX (Caldicott Guardian Practitioner Services) and copied 

to XXXXX (Data Protection Officer who has delegated authority on behalf of XXXXX) with a 

covering memo asking that CFS are notified when the request has been dealt with. This could 

take the form of ensuring CFS is copied into any reply (c.c.). 

 

16132 

When notification has been received that the request has been processed the file should be 

reviewed by the appropriate investigator, passed to the Operational Manager to approve 

closure and then onto to the Investigation Assistant to record the outcome on the database. 

 

16133 

If no feedback is forthcoming within a month, then the Investigator should contact the NSS 

nominated person to establish that the request was processed. 

 

16134 

Copies of all 29(3) requests should be retained in the case file, to ensure an audit trail.  Cases 

should be retained in accordance with the CFS retention policy. (7 years minimum). 

16135-16199  
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Subject Access Request - Procedures when an 

individual requests information from NSS  

 
Introduction 

 

16200 

This part of the CFS Manual outlines the procedure followed by the CFS for handling requests 

for access to personal information by individuals (and their representatives) that are the subject 

of personal information. 

 

16202 

The CFS should be able to identify all structured filing systems, health records and automated 

processing of Personal Data that could potentially be the subject of a Subject Access Request.  

All appropriate staff in the CFS should be aware of: 

‰  How to recognise a Subject Access Request 

‰  How to work with the Agency DPO on progressing a Subject Access Request 

 

NSS Disclosure guidelines  

 

16203 

Guidelines on the disclosure of Personal Data to people and organisations other than the 

person who is the subject of the personal information are set out in the NSS Disclosure 

Guidelines.  The guidelines can be located on Infozone at: 

http://www.infozone.csa.scot.nhs.uk/scripts/index.asp?community=0068. 

 

NSS Human Resources (HR) personal data disclosure policy 

 

16204 

The NSS policy for handling disclosures of Personal Data relating to its employees is set out in 

the Human Resources Policy on Personal Data.  This policy can be located at: (I understand 

that there is currently no electronic copy of this document available.)  

http://www.infozone.csa.scot.nhs.uk/Scripts/Links/SearchQLink.asp?SearchID=1390 

 

Individuals right to access personal data 

 

16205 

The DPA confers on individuals the right, subject to a limited number of exemptions, to access 

the Personal Data processed about them.  This right applies to Personal Data processed by 

automated systems including databases, spreadsheets and CCTV systems, as well as to health 

records, and paper-based information stored in structured filing systems.  
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16206 

In particular, individuals have a right, known as the right of subject access, to:  

‰  Be told whether the Agency processes their Personal Data 

‰  Be provided with: 

⇒  A description of their Personal Data 
⇒  An explanation of our purposes for processing 
⇒  An explanation of to whom their Data may be disclosed 
⇒  An intelligible copy of their Data in permanent form 
⇒  Information as to the sources of the Data (if available) 

 

16207 

If this information is not provided within 40 calendar days of receipt of all relevant details and an 

appropriate fee, the Agency is in breach of the Data Protection Act.   

16208-16219  

 

CFS responsibilities  

 

16220 

Whenever a CFS member of staff receives a request by phone, in person, or by letter, for 

details of data held, he or she should be aware that they are dealing with a Subject Access 

Request under the DPA and must: 

‰  Record the details of the request, including date and time taken/received 

‰  Forward details to NSS`s DPO immediately. 

 

16221 

Whenever a similar request is received from an authorised third party e.g. A solicitor on behalf 

of a client, the same procedure should be followed. 

16222-16229  

  

Subject Access Request from the Agency DPO 

 

16230 

Following receipt of details of a Subject Access Request from NSS DPO, CFS will follow the 

procedure outlined hereunder.  

 

16231 

Search all appropriate productions, unused items, structured filing systems, PECS, FINDS, 

and/or automated systems for information requested. 
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16232 

Within 15 days, provide the DPO with:  

‰  An indication that no information has been located; or 

‰  Copies of the information requested; or 

‰  Details of difficulties that have prevented progressing the request to either of the above two 

outcomes 

 

16233 

Personal information containing codes or jargon that may need to be explained should be sent 

to the DPO with appropriate explanatory information. 

 

16234 

When sending information to the DPO either: 

‰  Deliver personally to Desk 114, Area 130C, Gyle Square; or 

‰  Put the information in a sealed envelope marked ‘FAO Data Protection Officer’ and 

‘Confidential’ within an outer envelope marked ‘Data Protection Officer,  

 

16235 

The CFS may also receive requests for Personal Data from other NHSScotland organisations, 

that are handling a Subject Access Request, and require a search for that Personal Data to be 

made on a system maintained by the CFS on their behalf (e.g. the Patient Exemption Checking 

System (PECS).  All requests of this nature should be handled according to the procedure 

specified above.   

16236-16299  

 

Special Cases 

 

NSS Employee Requests 

 

16300 

Subject Access Requests, made by NSS employees, will be handled by line managers/HR 

staff, according to the NSS HR Policy on Personal Data.   

 

CCTV requests 

 

16301 

Subject Access Requests may be received in relation to CCTV footage.  A Subject Access 

Request form is used for such requests.  The procedure for handling the request is identical to 

that specified in paragraphs 16220 and 16221. 
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Third Party Information 

 

16302 

Great care must be taken in handling Subject Access Requests that contain Personal Data on 

a third party.  Whenever a Subject Access Request contains third party information, the 

following steps must be followed: 

‰  Consider whether it is reasonable to comply with the request without the consent of the 

third party   

‰  Seek permission from the third party to disclose the information which would identify 

him/her 

‰  Consider how much information can be revealed without disclosing his/her identity or other 

information about him/her 

 

16303 

In deciding whether it is reasonable to comply with the request without the consent of the third 

party the following must be considered: 

‰  Whether a duty of confidence is owed to the third party 

‰  What steps have been taken to get the permission of the third party  

‰  Whether the third party is capable of giving consent 

‰  Whether the third party has expressly refused consent 

‰  Whether the information is of particular importance to the Data Subject 

 

16304 

The European Court of Human Rights has ruled that in certain circumstances access to data 

including third party data is so important to the Data Subject that their rights over-ride the right 

to confidentiality of the third party.   

16305-16319  

 

E-mail 

 

16320 

E-mails are covered by the DPA and therefore may be accessed by a Data Subject where: 

‰  The e-mails identify living individuals, and  

‰  The e-mails are held in live, archive or back-up systems or have been ‘deleted’ from the 

live system but are still recoverable, or  

‰  The e-mails are stored as print outs in structured filing systems 
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Data Subject wishes to access e-mails 

 

16321 

If a Data Subject wishes to access e-mails, which he or she believes may contain their personal 

information, the CFS is entitled to ask for the following: 

‰  An indication that the information requested may be in the form of e-mails 

‰  The names of the authors and recipients of the messages 

‰  The subjects of the e-mails 

‰  The dates or range of dates upon which the messages have been sent 

‰  Whether it is believed that the e-mails are held as ‘live’ data or in archived or back-up form 

‰  Any other information which may assist in locating the data 

  

16322 

The CFS is required to carry out a proper search for the e-mails in question.   

 

Difficulty locating e-mails  

 

16323 

The Information Commissioner has indicated that he will not necessarily enforce subject access 

to e-mails in cases where disproportionate effort on behalf of a Data Controller to locate e-mails 

would be involved.  The relevant factors that the Commissioner will consider include: 

‰  The nature of the data and the likely effect on the individual if the data is not retrieved 

‰  The general policy of the Data Controller in relation to archive or ‘non-live’ data  

‰  The difficulty and cost to the Data Controller of retrieving the data 

16324-16399  
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Specific Counter Fraud Services (CFS) issues 

 

XXXXX 

 

16400 to 16424 Redacted   

16425-16429 

 

Interview audio tapes 

 

16430 

Audio tapes will be affected by the terms of the DPA.  Tapes could contain data about 

practitioners, and or information about a third party i.e. patients. 

 

16431 

The data concerning the patient, if there is any, may fall into the category of sensitive personal 

data as it may include information concerning the physical or mental health of a patient.  Data 

concerning a practitioner would also fall into this category, as it would be data relating to the 

commission or alleged commission of an offence. 

 

Ownership of vehicles DVLA enquiry 

 

16432 

An officer may wish to consider approaching DVLA to establish the ownership of a vehicle.  In 

certain circumstances DVLA are allowed to disclose ownership of vehicle details. To ensure 

CFS has a robust audit trail the following process should be followed:- 

ƒ  Investigator adds case note in FINDS detailing what data is required from DVLA and 

why; 

ƒ  Operational Manager adds a case note in FINDS authorising the request or not as the 

case may be, this could be done at the 4 weekly 1-2-1 meeting or as required; 

ƒ  If authorised investigator completes Form CFS 8 and passes to Operational Manager 

to sign; 

ƒ  Investigation Assistant will liaise with DVLA to obtain info and adds a case note in 

FINDS detailing result of the enquiry and advises the investigator when this is done; 

ƒ  Copy of Form CFS 8 passed to Head of Investigations to hold for audit purposes. This 

will allow us to monitor and easily retrieve any DPA request forms should we require to 

do so.    
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Section 31(1) of the Data Protection Act 1998 

 

16433 

Section 31(1) of the Data Protection Act 1998 exempts personal data, processed for the 

purpose of discharging certain functions, where the applications of provisions of the Act would 

prejudice the proper discharge of those functions.  One of these functions is protecting the 

public against dishonesty; malpractice or improper conduct including the fitness or competence 

of persons authorised to carry on any profession or other activity.  Provided that the disclosure 

is made in the discharge of this function then there is nothing to prevent the disclosure.  

  

 

Section 35(2) of the Data Protection Act 1998 

 

16434 

The Procurator Fiscal and the courts may request information under Section 35(2), which 

relates to disclosures made by law or in connection with legal proceedings. 

 

16435 

It is mandatory to comply with a court order requiring the release of personal data as failure to 

do so would be contempt of court. 

16436-16499 
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Overview - Confidentiality and Disclosure Guidelines 

 

 

Introduction 

 

16500 

The following gives an overview of the NSS procedures relating to patient confidentiality.  

Detailed guidelines, including routine as well as non-routine disclosures to a range of 

individuals and organisations are set out in the Data Protection section of the Infozone.  

 

 

Confidentiality 

 

16501 

Requests for access to confidential personal information needs to be given special 

consideration.  A checklist has been developed to assist staff identify confidential information 

and is published on the Data Protection Community Infozone at: 

 http://www.infozone.csa.scot.nhs.uk/viewer.asp?/content/0068/public/00006/emp_checklist_v1.

doc 

 

Personal Information definition 

 

16502 

Personal information is deemed to be confidential where: 

‰  It is not in the public domain 

‰  It is of a sensitive nature e.g. health, financial 

‰  It has been provided in the context of a confidential relationship e.g. doctor-patient; 

solicitor-client; or in the expectation that it will only be used for limited purposes. 

 

 

Common law duty of confidentiality 

 

16503 

The common law duty of confidentiality requires that confidential personal information be 

disclosed only: 

‰  With the consent of the individual to whom the information relates 

‰  If the disclosure is a legal requirement (e.g. a court order, Act of Parliament) 

‰  If the disclosure is in the public interest (i.e. the public interest in the specific circumstances 

outweighs the individuals right to privacy). 

 

16504 

In the first instance, the individual’s consent should always be sought before disclosing 

confidential personal information. 
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16505 

Where obtaining consent is impracticable, or would prejudice the apprehension or prosecution 

of offenders or the prevention or detection of crime, it is necessary to consider whether there is 

a legal requirement to disclose the personal information (e.g. a court order requires it), or 

whether there is a public interest in disclosure. 

16506-16519 

 

 Patient 

Confidentiality 

 

16520 

Additional issues must be considered in relation to patients’ personal information. 

 

 Caldicott 

Guardians 

 

16521 

Confidential patient information must only be used and disclosed in accordance with the 

Caldicott Recommendations.  In addition to a nominated Caldicott Guardian for the entire 

Agency, a number of Divisions have a ‘local’ Caldicott Guardian responsible for advising on and 

taking steps to protect patient confidentiality.  The Caldicott Guardian should be consulted on 

matters relating to patient confidentiality as required. The Caldicott Guardian for CFS is XXXXX 

(IS). 

16522-16549 

 

 Caldicott 

Principles 

 

16550 

The NHSScotland has adopted the six Caldicott Principles in relation to the handling of 

patients’ personal information.  These must be adhered to when disclosing patients’ personal 

information, and are: 

‰  Principle 1 - Justify the purpose 

‰  Principle 2 - Don’t use patient-identifiable information unless it is absolutely necessary 

‰  Principle 3 - Use the minimum necessary patient-identifiable information 

‰  Principle 4 - Access to patient-identifiable information should be on a strict need to know 

basis 

‰  Principle 5 - Everyone should be aware of his or her responsibilities 

‰  Principle 6 - Understand and comply with the law 

16551-16559 
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16560 

In addition, it may be necessary in some cases to consider whether a disclosure of confidential 

personal information is in the patient’s best interests, for purposes directly relating to their 

health and social care.  This is particularly likely where the patient is clearly unable to consent 

to a disclosure of their confidential personal information in the timescale available.   

16561-16569 

 

 

Patient Confidentiality - Code of Practice 

 

16570 

Further information regarding Patient Confidentiality is available in the NHS Code of Practice on 

“Protecting Confidentiality” (Yellow booklet). Copies are available via the NHS SHOW website.  

Breach of this code is a disciplinary offence. 

16571-16579 

 

 

General requirements  

 

 

Minimising risk of unauthorised disclosure 

 

16580 

It is the responsibility of each Division to minimise the risk of personal information being 

disclosed to an unauthorised individual or organisation.  Divisions should therefore: 

‰  Establish procedures for the secure telephoning, mailing, faxing and other transmission of 

personal information 

‰  Ensure that they have documented procedures for handling requests for personal 

information for research purposes within their research governance framework. 

 

16581 

Any disclosure of personal information to the media must be handled with care, and in 

accordance with the Division’s media policy. 

16582-16589 

 

 

Disclosure Log 

 

16590 

Divisions should make a record of disclosures of personal information in a Divisional Disclosure 

Log.  It is recommended that a risk-based approach be taken to the recording of disclosures.  

Having identified the risks associated with certain disclosures, Divisions may decide to record 

details of non-routine disclosures only.  Notwithstanding, for all disclosures, routine or 

otherwise, Divisions must take steps to minimise the risk of personal information being 

disclosed to an unauthorised individual or organisation. 
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16591 

A suggested template for recording disclosures is included in Appendix A. 

 

16592 

Divisional Directors or their deputies are responsible for deciding: 

‰  Whether any specific disclosure of confidential personal information, without the individual’s 

consent, is in the public interest  

‰  Whether any specific disclosure of a patient’s personal information, without the patient’s 

consent, is in the patient’s best interests. 

 

16593 

Such decisions must always be based on the specific circumstances of each individual request. 

16594-16999 
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APPENDIX A 
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APPENDIX B 

CFS 8 

XXXXX 
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