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Dear Mr Holland  

FREEDOM OF INFORMATION ACT 2000 – INFORMATION REQUEST  
(Our file: FOI_12-155)  

Your request for information received on 20 November 2012 for correspondence with 
Prof Sommer and the invoice regarding work carried out at the request of UEA has been 
considered and some of the information requested is enclosed herewith within the 
attached document entitled ‘Appendix A_Data file_155.pdf’.  For your convenience, I 
have reproduced your request in the attachment to this letter and provided our response 
in line with each question. I trust this will be to your satisfaction. 

However, I must report that, in accordance with section 17 of the Freedom of 
Information Act 2000 I am not obliged to supply all of the requested information. The 
exemptions are clearly indicated within the attached document and the reasons for 
exemption are as stated below: 

Exemption  Reason 
   
s.31(1)(a), Law enforcement   Disclosure of this information would be 

likely to prejudice the prevention of crime  
   
s.40(2), Personal information  Disclosure of information would contravene 

one of the data protection principles  
   

In regards the exemption under section 31(1)(a), release of certain information within the 
report by Professor Sommer would reveal a security protocol pertaining to encryption 
and this would be likely to prejudice the prevention of crime.   The security protocol in 
question would be of interest to individuals intent on committing serious crime involving 
access to sensitive information held by the police. It would enable such individuals, who 
often operate at the serious and organised crime end of the spectrum, to take particular 
steps to obtain the pass phrases or other crucial items of security information. This 
would undermine the effective of the security controls put in place to protect such 
information.  This opinion has been verified by the Norfolk Constabulary themselves. 

This exemption is subject to a public interest test.  Whilst there is, no doubt, a public 
interest in knowing that that security protocols are followed to protect sensitive 
information, the effectiveness of security controls would be undermined, in turn placing 
the criminal investigation to which the information relates at risk.  



 

Whilst it is important that the public is aware that law enforcement agencies follow 
security protocols, it is in the public interest that the effectiveness of those methods is 
maintained in order to ensure that criminal investigations are not undermined and to 
prevent further crime in relation to the unauthorised access to information. On balance it 
is in the public interest that this information is not released into the public domain.    

We would also hold that a small amount of the requested information contains 
information that meets the definition of ‘personal information’ as defined by section 1(1) 
of the UK Data Protection Act 1998 (DPA).  Specifically, the invoice for the work 
conducted by Prof Sommer contains banking details which are clearly the personal data 
of Prof Sommer and whose release would contravene the Act. 

Specifically, the disclosure of this information would be contrary to the first data 
protection principle under the DPA; namely that information be processed in a fair and 
lawful fashion and that the processing also meets at least one of the conditions set out 
in Schedule 2 of the Act. We do not have consent for the release of this information, nor 
are there any conditions present that would allow us to release under any of the other 
provisions of Schedule 2 of the DPA.   

I would also add that any material released over which UEA has copyright is released 
subject to the understanding that you will comply with all relevant copyright rules 
regarding reproduction and/or transmission of the information released. 

You have the right of appeal against this decision. If you wish to appeal, please set out 
in writing your grounds of appeal and send to me at: 
University of East Anglia 
Norwich Research Park 
Norwich  
NR4 7TJ  
Telephone: 0160 3 593523  
E-mail: foi@uea.ac.uk 

You must appeal our decision within 60 calendar days of the date of this letter. Any 
appeal received after that date will not be considered nor acknowledged. This policy has 
been reviewed and approved by the Information Commissioner’s Office. 

You also have a subsequent right of appeal to the Information Commissioner at:  

Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow, Cheshire  
SK9 5AF  
Telephone:  0303 123 1113   
www.ico.gov.uk 

Please quote our reference given at the head of this letter in all correspondence. 

Yours sincerely  

David Palmer 
Information Policy and Compliance Manager 
University of East Anglia 
 
 



Response to Freedom of Information Act 2000 request (FOI_12-155)  

A Report of Professor Peter Sommer dated 17 May 2010 is to be found at the ICCER 
website: http://www.cce-review.org/evidence/Report%20on%20email%20extraction.pdf 

Among other things he states: 

"I am asked by the University of East Anglia to look at the back-ups of the computers of the 
key researchers in CRU as they are held on the back-up server to see if it is feasible to 
identify email traffic which was not publicised on the various websites, but nonetheless 
related to the same issues and might justify further investigation by the Independent Review 
into the publication of the emails and the allegations of inappropriate scientific and other 
practice which had subsequently been made." 

Please supply me electronic copies of the correspondence with Prof. Sommer in connection 
with this assignment including his invoice for this work. 

All the correspondence that we hold inclusive of the invoice for the work undertaken by Prof 
Sommer is contained within the attached document entitled ‘Appendix A_Data file_155.pdf’.  
We have been asked by the Norfolk Constabulary to point out that the application of the 
‘Secret’ government protective marking classification to the material on the CRUBACK3 
server once it was in police possession referred to the importance of the CRUBACK3 server 
and its contents in the context of the criminal investigation, and not to the content of the 
emails themselves. 

[Information exempted pursuant to s.31(1), Freedom of Information Act] 

The release of some information relating to security protocols used by the Norfolk 
Constabulary would be likely to prejudice the prevention of crime. 

 [Information exempted pursuant to s.40(2), Freedom of Information Act] 
A small amount of information has been exempted as release would contravene the first 
data protection principle within the Data Protection Act 1998. 

 


