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[bookmark: _Toc144716813]Introduction

This Output Specification for the ICT provision in BSF secondary schools should be part of a Local Authority-wide strategy for ICT which in turn should be part of an Local Authority-wide strategy for Every Child Matters and secondary education. These strategies must be set out in the Local Authority’s Strategy for Change. The Local Authority’s approach to ICT should be aligned with the DfES vision for ICT in schools set out in “Harnessing Technology” - the e-learning strategy (details are available at www.dfes.gov.uk/elearningstrategy).


The following key criteria should be used to inform the design and development of the ICT Provision. Becta’s FITS standards, which are based on ITIL, are the minimum acceptable for technical support within a BSF managed service.


1. The principles which underpin the approach to ICT for the BSF programme are:

· ICT provision should support the LA in meeting the needs of the Every Child Matters Agenda.
· ICT provision should be area-based, integrating schools (e.g. across an entire Local Authority or LEP) and be scaleable across the life of the BSF programme, including the ability to include additional schools/academies in the managed service; an ICT solution that is focussed on the provision of equipment on a school by school basis is unlikely to be value for money or provide the basis for a transformational programme. The area-based solution will enable access from a single logon to all services, the ability to share information across agencies and the effective integration of ICT services into the wider community. 
· ICT provision should be regular in similar terms as public utilities by teaching staff, staff and pupils. From their perspective it should be simple to use, and integral to the school environment – from the design stage onwards. It should enable teaching staff to use digital lesson preparation and delivery, have access to administration and management information systems and provide learners/parents/carers access to personalised learning portfolios. Baseline tools such as word processing, spreadsheets and web access to be provided.
· ICT provision should be seen as an agent for change, enabling teaching staff and pupils to transform the way they work and learn. ICT solutions should encourage new methods of teaching and learning
· A full ICT support environment that includes training, security, help desk support and other related services. The hosting of learning environments in a controlled and secure environment should also be provided.


2. The specification is divided into four main sections. Section 1 (Design and Installation Requirements) is subdivided into two sections covering the Learning Platform and Infrastructure & Equipment. Section 2 (Transition and Implementation Requirements) details the support and services which the LA requires with regard to change management and staff training. Section 3 (Operational The ICT provision should support the work of the school and all those who use its facilities. It should be designed to enable its users to focus on teaching and learning and not be diverted into inappropriate technology and system management issues. There are many ways in which the ICT provision can be instrumental in making schools more efficient and effective – the most important being the improvement in educational standards. Other ways in which ICT can impact on school and Local Authority activities include:

· Learning spaces equipped with data projection and interactive teaching technologies, where teaching staff have networked access to them from their own computers, can increase the flexibility of the use of school accommodation.
· An integrated network within and across schools can mean that computer systems, telephony systems, broadcast technology and security systems can use the same network infrastructure reducing costs considerably.
· The use of secure wireless networks can mean much less disruption in terms of cabling infrastructure installation, particularly in refurbishment projects.
· School-wide access to robust, effective school management processes.


3. The ICT Provision is intended to be procured using conventional capital for the installation and revenue funding from schools’ delegated budgets for the ongoing support. The specification envisages two phases – an initial installation phase and an operational phase –  within a five year contract, extendable to ten years. In accordance with the BSF ICT Payment Mechanism, Payment for the installation will be made by milestone payments on the successful conclusion of the design and installation, and payment during the operational phase will be made on an ongoing basis against the achievement of clearly defined service outputs. In each phase, payment will be at risk to performance of the service. 

4. Requirements) sets out the expectations in relation to the on-going management, maintenance and support of the infrastructure and equipment. Section 4 (Financial and Management) sets out the management requirements and funding considerations.

5. Due to the rapidly changing nature of technology, the recommended approach to procuring ICT services is to specify an affordability ceiling and then negotiate about the quality of proposals, subject to a range of fundamental requirements being satisfied. In the first instance, fundamental level requirements are considered to be the standard necessary to establish the baseline service provided under the BSF programme. [Bidders are invited to submit innovative solutions which seek to provide an enhanced level of provision. Local Authorities may provide additional funding to support an enhanced managed ICT service where there is a clear cost benefit] [Projects will have to customise the detail of the output specification to reflect the level of funding available].


[bookmark: _Toc144716814]
Guidance for bidders when responding to this specification:


When responding to the requirements of the completed ICT Output Specification, bidders should be mindful to address the elements set out below: 

1. Aim to optimise the integration of ICT with the proposed built environment.
1. Support the inclusion of learners whatever their needs, including those with special educational needs. Obligations are set out in Education Act, and SEN Code of Practice.
1. Be flexible and able to accommodate future changes and developments in technology and the curriculum.
1. Propose technology that is mainstream (e.g. widely used across education and business sectors) and proven (e.g. fully beta tested and commercially released. In the case of software with at least one update to the original release).
1. Consider how best to take account of legacy ICT services, equipment and software in the Local Authority and schools, and propose appropriate protocols and methodologies for dealing with all legacy issues (including , if appropriate, disposal) in order to achieve best value for money.
1. Ensure that during the period of the ICT contract the infrastructure is upgraded to meet the current Becta specification for institutional networks and propose an initial infrastructure which seeks to minimise the costs of future ICT contracts.
1. Ensure continuous professional development provision takes into account current skill levels, via the use of a skills analysis audit.
1. Deal with all Health and Safety issues regarding the Service, including how users will be informed of their responsibilities and liabilities.
1. Set out how the service provider will work with the Local Authority to update its Strategy for Change on an ongoing basis.
1. Ensure that interoperability between components of the solution is robust, maintainable, secure, affordable and in line with Becta standards where available.

The bidders should note that the LEP will be responsible for the provision of services as set out in the specification table below. 
[bookmark: _Toc144716815]
Defined Terms
	Term
	Definition

	Business Continuity
	The necessary processes and procedures put in place by the supplier to maintain resilience of service through system hardware or software failure not caused by a Major Disaster.

	
Core Hours
	means the period from 07:00 hours to 19:00 hours each Monday to Friday during a School Day and any Additional Core Hours specified by the Authority

	Off-Peak Core Hours
	means the period from 19:00 hours to 22:00 hours on each School Day and any additional off-peak core hours specified by the Authorities;  Note that Authorities may consider extending to 24:00 on School Days and including weekend periods during school term.

	 Non-Core Hours
	means any period which is not Core Hours or Off-Peak Core Hours 

	Filtering
	The restriction of access to specific internet sites, which may be based on User profile.

	ICT Cluster
	Means a group of equipment for 6 users, which can be established in a Teaching Space or Teacher Base.

	ICT Suite
	Means a teaching space dedicated to the use of ICT, capable of accommodating a minimum of 30 Users.

	Learning Platform
	A broad range of web-accessed specialised tools that aid in the definition attainment of educational goals..

	Legacy
	Is used to describe any facilities and equipment that exist prior to the creation of the design and installation plan for a school.

	Major Disaster
	Means an incident such as a school building being destroyed so that service provision is not possible on the site for a [significant period of time]. This may also include the failure of a server farm or location where core services are provided from. 

	Managed Learning Environment
	A range of software tools that enables the integration of the learning platform, the virtual learning environment and appropriate administration and management information data and processes.

	Monitoring
	The production of management reports for internet access, produced at regular intervals.

	Refresh Pool
	Means all user devices and peripherals for which the default lifespan will be four years.

	Service
	Means the ICT Managed Infrastructure Service, including any sub-contracted ICT services.

	Syndicated content
	Content provided under licence by external bodies, such as the provision of newsfeeds.

	Teaching Space
	Means any place where classes happen, or learning takes place, including laboratories and libraries.

	Teacher Base
	Means a room or other place where teachers may work other than in a classroom.

	User
	Means any teacher, learner, other member of school staff or other accredited user who may use the Service.

	Virtual learning Environment
	A collection of integrated software tools which helps to share, deliver and search learning resources.




	Design and Installation Requirements – Learning Platform
	

	Section 1a1
	X-ref

	Item Description: Content Management

It is intended that the Learning Platform will not be biased towards a model of content delivery but will also encourage creativity and collaboration. Nevertheless the requirement to manage content is an important one.

	

	Fundamental
1. Assessment items shall be loaded and used.
1. The user shall be able to launch digital content via a web browser or other application, including being able to use the hypertext transfer protocol.
1. It shall be possible to load, store and make sharable content objects available to users. Run-time interactions with content objects should be supported. This includes being able to load bundled resources (content packages) and unpack them.
1. It shall be possible to load digital content into a storage area that can be presented to learners and accessed via the platform interface.
1. Users shall be able to classify content and tag resources.
1. It shall be possible to load and store metadata records provided by suppliers and display information derived from them to the user.
1. Users shall be able to create new resources, integrate them with the platform and export them.

	

	LA Enhancements
· There will be the facility to centrally store digital content and share (with access controls) with all of Blackburn with Darwen’s and Bolton’s learning institutions teaching workforce or more specifically through the creation of specialist communities.
· The managed service provider will identify and implement innovative content solutions to engage all pupils including SEN, EAL and hard to reach learners.
· The solution must be scalable, easy to use, integrated and interoperable with other applications (notably Children’s Services and wider corporate services applications)
· User adoption is key to the system’s success and ensuring that users recognise ECM’s usefulness in streamlining their own workloads is key.  This must be supported by robust and proven strategies to migrate content from existing systems.
· The service provider must cost in for the transfer of existing tagged content for easy searching in the Learning Platform
· The MSP should provide costings for the transfer and tagging of existing content. 
· User evaluation of content which is viewable/searchable by others.
· There must be a facility to accommodate and encourage collaborative content development across learning institutions through the availability of collaborative tools.. 
· There is also a requirement to specify the Content Provider partners in the supply chain of the Managed Service provider – this is to provide a clearly priced portfolio of resources that they can choose from. It will be important to state which resources will be bundled free of charge.
· Learning institutions should be able to add Content Providers to the MSP’s supply chain for use by staff and learners
· The MSP shall clarify any restrictions on the type and form of content that can be held on the learning platform.
· The content will be available, as appropriate, in multiple languages to ensure access for all learners.
· The MSP will provide content design services to convert ideas and prototype material into finished content suitable for use in the curriculum.
· The learning platform content is to be accessible across a range of devices and platforms. Content should resize appropriately and without restriction.
· Simulation/modelling programs to support access to virtual training environments e.g. driving and golf simulators.

	1.3.2
1.5.4
1.5.5
1.5.6
1.6.6
1.8.1
1.8.7
1.8.11
2.7.3.2
1.7.11
1.9.7
1.9.8
2.1.6
3.2
1.6.10
1.9
2.7
2.7.3.4



	School Enhancements

Newfield
Content solutions should take into account that cognitive ability levels may not match interest levels.

Software for sensory stimulation and for training students to use access devices.
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	Design and Installation Requirements – Learning Platform
	

	Section 1a2
	X-ref

	
Item Description :Curriculum Mapping and Planning

Curriculum mapping is the ability of the platform to be able to use a curriculum, in particular the National Curriculum, as a basis of search, navigation, assessment and learner tracking. This will include curriculum metadata (ingestion, creation and export) and navigation structures published by QCA and Becta. This will also include the ability to customise interfaces, learning design and provision of personalised learning experiences. The learner should have control as appropriate and should be easily able to create and share resources.
	

	Fundamental
· The platform interface shall be accessible to all users.
· Learners shall be given a variety of assessments and diagnostics to support learning plans.
· The user interface shall be capable of being customised to adapt to the learner’s interface preferences.
· It shall be possible for teachers to produce and manage lesson plans.
· Curriculum information shall be used to search for and to navigate to resources within the platform.
· The user’s learning experience shall be capable of being personalised.
· Users shall be able to create structured units and sequence learning resources or activities
	

	LA Enhancements
· All users includes those who need access to the LP through the use of voice and/or symbol based interfaces and those with special physical accessibility requirements e.g. through helmet mounted pointers.
· The user interface will be designed to be consistent across all access devices.
· Lesson & curriculum plans can be shared online with Blackburn with Darwen’s and Bolton’s teaching workforce, learners and parents/ carers.
· The platform interface shall be accessible to speakers of languages other than English specifically Urdu, Gujarati and Polish.
· Intelligent navigation engines will provide learners with appropriate and personalised search results according to the areas of interest of the learner
· The learners will be able to search for and map their own pathway through the learning content available with appropriate online advice and guidance provided commercially or through the MSP..
· Inclusion of direct links to sites for which schools already have a subscription without the need for further authentication.

	
1.8.1
1.5.4
1.5.5
1.6.6
1.6.10
2.7.3.2
1.8.10








	Design and Installation Requirements – Learning Platform
	

	Section 1a3
	X-ref

	Item Description: Learner engagement and administration

There are many aspects to learner information management, including portfolios of learner artefacts, pupil enrolment records and interactions between various management systems. 

Financial and other management information is likely to be outside the scope of a learning platform but it is expected that there will be some components that require integration with systems that provide management of broader administrative information.
	

	Fundamental
· Users shall be able to access the learning platform away from locations other than those that are part of the WAN
· Users shall be uniquely identified and verified.
· Learner information shall be consistent throughout the platform with minimal duplication. This shall be automated to avoid errors and inconsistencies.
· It shall be possible for users be allocated to one or more groups and assigned roles.
· Users with appropriate privileges shall be able to access appropriate information and access to resources shall be controllable.
· It shall be possible for learner information to be exported from the platform.
· It shall be possible for learner information to be imported to the platform.
· Users shall be able to create and maintain portfolios for sharing content with others as and when required or to support personal development.
· Facilities shall be provided to track learners’ support needs or performance. 
· Information about individual and group usage of the resources shall be available
· Support shall be provided for the measurement and reporting of attendance.
· Users shall be able to organise resources, bookmarks, and learning content into play lists, and add their own comments, tags and ratings, which may be shared with others.
· A timetable, or an interface to it, shall be supported and manageable.
	

	LA Enhancements
· There is a clear aspiration to integrate the VLE and MIS applications into a coherent and comprehensive Learning Platform solution. This in turn must interoperate smoothly and simply with Children’s Services and corporate systems in order to provide a complete “wrap-around” service to meet the needs of individuals.
· The content acquired from multiple training publishers can be launched from a common platform and update a common database – for this reason we require Sharable Content Object Reference Model (SCORM) compliance
The following functions must be catered for explicitly:
· Assessment for learning
· Formative as well as summative assessment through the Learning Platform. This should cover the full range of levels achieved  by all learners and include a system for ‘virtual’ rewards.
· Podcasting
· Audio and video streaming
· RSS feeds
· Alerts
· Web conferencing, video conferencing, teleconferencing, webinars and online meeting services
· Asset management
· Cashless catering
· Print management
· Library – online ordering from internal school library as well as Public Libraries across Blackburn with Darwen and Bolton
· Security entrance and access control
· Biometric recognition linked to data capture for educational purposes.
· E registration
· Different languages
· IP Printing
· Email and web browser filtering – by age and ability
· Texting
· Instant messaging
· Facilities will prevent or detect inappropriate language in communication tools.
· Facilities will prevent or detect fraudulent use of the system especially in assessments.
· The learning platform will provide personal and collaborative calendars and planning systems to interface with the LA and school data systems.
· Booking system for support in lessons, resources etc.
· Schools should be able to record and submit coursework and exam entries via the learning platform.
· On-line mentors for learners.
	
1.4.2
1.6.12
1.7.11
1.5.3
1.5.6
2.1.6
2.7.3.2
2.7.8
1.5.4
1.6.6
1.6.12
2.7.4
2.7.5
2.7.6
2.7.7
1.5.4
1.6.6
1.7.11
1.8.1
1.8.7
2.7.4
2.7.5
2.7.6
2.7.7


	School Enhancements
Darwen Vale

Ability to broadcast live media from the school radio station to the Learning Platform.
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	Design and Installation Requirements – Learning Platform
	

	Section 1a4
	X-ref

	Item description :Tools and services

There is a wide range of tools and services that can be provided as an integral or supplementary part of a learning platform. These will include, for example, collaborative workspaces and interactions with other systems such as the Curriculum Online portal via web services
	

	Fundamental
· Users shall be able to post messages to discussion forums as appropriate/in line with agreed policy.
· Functionality shall be provided that supports and recognises various licensing conditions.
· The platform shall be capable of transparently interacting with a range of web services using standard protocols.
· Audio and video conferencing shall be supported.
· Users shall be able to create web logs.
· One-one and one-many messaging shall be facilitated.
· Knowledge construction tools, such as Wiki type facilities, shall be available.
· It shall be possible to send text or multimedia messages to individuals or groups of users.
· Support for non-teaching activities shall be provided, such as sports teams, clubs and societies, community action, and student projects.
· Syndicated content including newsfeeds shall be integrated into the platform.
	

	LA Enhancements
· The MSP will ensure that the learning platform is capable of interface with Children’s Services and Corporate Services for both Local Authorities to foster multi-agency collaboration
· Schools to have the ability to determine policy with regards to access to discussion forums, chat rooms and social networking sites according to local need such as by age, subject etc.
· Search agent functionality will be intelligent and automatically deliver related selected information from the web to users where required e.g. if a user has searched for pyramids it would also identify content related to the sphinx
· Real time reporting to parents/carers through the Learning Platform in line with DCSF requirements for 2010 and beyond. 
· Work with/integrate existing MIS (presently SIMS & CMIS) and VLE solutions (presently UniServity, Frog and Talmos) and be able to accommodate open source solutions – all must be BECTA compliant (SIF). MSP should cost for the integration option and also for replacement of existing systems.
· All modules , tools and services to be accessed by a single sign through The Learning Platform 


	
1.7.11
1.5.5
1.5.6
2.1.6
2.7.2
2.7.3.4
2.7.8
1.5.4
1.8.1
1.8.7
1.5.4
2.7.3.2

	School Enhancements

Breightmet Academy

· Syndicated content shall be able to be controlled on a global (WAN wide) basis such that, for example, certain RSS feeds can be blocked.









	





























	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b1
	X-ref

	Item Description : Wide Area Network
This specification assumes broadband connectivity – including access to the National Education Network -  which is provided by Regional Broadband Consortia or LA.

Please refer to “guidance to bidders” in Volume 1 for present arrangements. 

Note: BwD consider the WAN to be the critical solution for delivery of our vision for ICT. It is fundamental to the establishment of a single school network.

	

	Fundamental
· The solution shall use a WAN for the ICT service which serves the BSF area as defined by the Local Authority which can be expanded to include other educational establishments and other LA operated facilities. 
· An area-based server solution or other innovative solution shall offer a cost effective solution to the Local Authority.
· The LAN infrastructure shall be linked to the broadband service by the provider
· Firewall and virus prevention software shall be provided
	

	LA Enhancements

We expect service providers to explore innovative cost saving solutions around server and desktop virtualisation which supports our commitment to sustainability
· Blackburn with Darwen LA is appraising a range of solutions (WiMax, 3G etc) to ensure mobile and ubiquitous broadband coverage across the Borough. Service providers should outline their plans for the integration of wireless broadband coverage throughout the Borough as and when it becomes available.
· Service Providers to forge constructive working relationships and interfaces with other programmes eg 
Corporate Infrastructure programme, Contact Point developments
· Service provider to build on and work with the existing Corporate, Regional Broadband Consortia ( NWLG) and CLC connectivity infrastructure
· All learning institutions to have a minimum of today’s equivalent of 1Gbps leased line connections to the internet with 24/7 support
· Learning institutions to have 1:1 contention ratio 
· At least 99.99% SLA
· On-line usage statistics with dedicated account managers
· Multi Site VPN between sites and secured IP VPN to all sites.
· Complete security
· Automatic failover backup line to ensure seamless connectivity in the event of a failure.
· Wireless options should be available for all sites
· Multiprotocol Label Switching (MPLS) or virtual LAN (VLAN) options on multiple sites
· Internet filtering
· Biometric recognition of users for access to systems and applications across the estate.

	

2.7.2
2.7.8

















	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b2
	X-ref

	Item Description : Institutional Infrastructure
An institutional network shall be a secure, fast, reliable and sustainable resource that can be used by the institution to offer applications and services that can enhance the learning experience and readily support educational and administrative tasks for a range of different authorised users from a range of locations
	

	Fundamental
· The design solution for the ICT service shall optimise integration with the proposed built environment, support the inclusion policies of the Local Authority and be able to accommodate future changes in technology and the curriculum. 
· The LAN infrastructure shall in accordance with the Becta technical specifications: 
· Connect all ICT equipment in the school, and link to other schools and Local Authority sites via the WAN infrastructure proposals made at 1b1 above
· Provide access to all networked services (including email. internet, educational and other services) using a single log-on from anywhere in the school estate or from other locations with a WAN connection.
· Interface to Local Authority or other corporate networks and systems necessary to maintain any such connectivity previously available.
· Incorporate a LAN-based telephony service with handsets, using voice-over-IP technology. 
· Provide facilities for remote access by authorised users. 
· Use cache technology as appropriate to bring major speed benefits in a school environment.
	

	LA Enhancements
· Servers with dual NIC cards linked into different switches, so that there is no single point of failure in the server
· Switches with a minimum of today’s equivalent 10 gigabit uplinks into the core as there are applications that need gigabit at the edge now (wireless access points that support Draft 2.0 of the 802.11n wireless standard in development being one
· Cabling should be as a minimum the equivalent of today’s standard of CAT 6.
· The infrastructure provided shall incorporate as a minimum the equivalent of today’s standards of 1Gbit Ethernet and full wireless coverage across the school campus and shall allow site-to-site roaming for users from any BSF or other site using compatible technology.
· In addition to the 10Gbps Ethernet over fibre standard under 802.3ae, the LA is keen to adopt today’s minimum equivalent of  802.3an standard that is widely available for inter-network connectivity 

· The minimum equivalent of today’s standards for wireless networks that support IEEE 802.11n Draft 2.0 as certified by the Wi-Fi Alliance
· The wireless capability should extend to the perimeter of school sites.
· The network design should support roaming of devices between on and off campus services. This will apply to devices moving between schools and also using school based wireless networks  moving to more generally available service delivered through a borough wide wireless solution.
· The wireless and wired solutions should support the connection of student, staff and visitor personally owned devices to the network.
· Server virtualisation with OS and application streaming must be supported to ensure the maximum availability of any application a school may require. This should also facilitate provision of virtual desktops.
· The design of the LAN environment will allow for the community use of services that extend to both physical and virtual services.
· Device/Disk Encryption.  With these technologies if a device is lost or stolen, the data on the device should be irretrievable without the correct password at login.  None of the back-door password replacement techniques should work with this kind of system in place.  
· Internet access to be enabled/disabled on a room by room; learner by learner basis at the teacher’s discretion
· Systems must not be locked down to the point that it inhibits creativity and development
For transitional purposes:
· As a general rule of thumb we wish for the “enhanced upgrade” of Becta’s technical specification for Institutional Infrastructure to be used across the estate.

	

2.7.2




















2.7.3.1





	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b3
	X-ref

	Item Description : User equipment 

Provide user equipment and software.
	

	Fundamental
· A teacher toolkit  shall be provided that consists of the following as a minimum: 
· Personal user devices for every teacher that can access the BSF area-wide network (both in school and remotely), capable of supporting multimedia presentations (e.g. music, pictures, video) through  connectivity to interactive teaching technologies and projectors
· Networked data projectors and interactive teaching technologies in every teaching space
· Access to the virtual workplace for teaching and learning materials.
· User devices such as desktop workstations and/or laptops or other devices for use by learners and other users. 
· DfES guidance on the ratio of equipment to learners (currently 1:4) should be followed; innovative ways of linking learning with ICT can enable virtual ratios of 1:1. 
· Baseline software configuration for users including operating system, email client, web-browsing, web-creation, word processing, presentation, spreadsheet, database, image manipulation, music, video,  graphics design, plug-ins and viewers. 
· Printers and peripherals to support the operation of the school (according to local choice at school level).
· A register of all equipment shall be maintained.
· Technology refresh recommendations and management arrangements
	

	LA Enhancements
· The LA has aspirations for 1:1 access for pupils through a range of devices and would like the MSP to explore creative solutions for this.
· All personal devices to be multifunctional and to include functions such as GPS, Bluetooth and be wireless enabled. A facility which allows tracking  for security purposes would be desirable 
· A device to allow inter-staff real time communications
· Networked display solution to display notices, messages and pupil artwork. These to be located in main entrance or main circulation areas
· A system to show messages in both classrooms and public areas
· All equipment to be protected by appropriate security measures
· An agreed allocation of computers/client devices to have hardware / software specification that is optimised to create and edit film, music and images
· Special needs pupils will require specialist equipment to give users equitable access.
· End user devices to be Digital Rights Management enabled and compatible with library downloading protocol
· All end user devices to have low heat output and low energy usage
· Software and hardware to allow performance analysis e.g. in sport
· Mobile small scale projection from mobile devices to enable collaborative work
· Data logging hardware /software where required by national curriculum
· Software to enable behaviour monitoring and tracking across the whole estate.
· A range of additional devices to extend and enhance learning and engagement e.g. Nintendo Wii/DS, PSP
· A range of additional hardware tools for teaching e.g. visualisers
· The ability to enable/disable access by device and by user.
	


2.7.2

	School Enhancements
Darwen Vale
· A variety of CAD software to allow use by users of different ability
· The most up to date computer controlled machines to enhance modelling and manufacture of artefacts
· Ability to control sound and lighting during performances

Newfield & Witton
· Provision of multi sensory learning experiences controlled by a variety of devices.

OLSJ
· Industry standard CAD CAM / engineering hardware and software.

Pleckgate
· 3D and chroma-key technologies
· Industry standard CAD CAM / engineering hardware and software.

Witton
· CAD/CAM textiles hardware and software
· Multi media music authoring hardware and software.
· Radio station linked to multimedia language lab

St Wilfrid’s
· Specialist equipment and software to support the delivery of specialist diplomas in Engineering & Manufacturing. 

TIGHS
· Specialist hardware to support innovative teaching and learning methods in Science

Breightmet Academy
· Design Technology CAD/CAM equipment shall be provided to support the specific needs of the Academy.
· Software and hardware shall be provided that enables voice recording and playback on specified devices
· A media centre with high quality digital/ (audio / image / video) production facilities will be required.
· The Academy will be able to broadcast / publish their media, including hardcopy such as newspapers, radio, video.
· Weather station.

Essa Academy
· The MSP will provide computers, software and peripherals that can support the Academy’s Science and Languages specialisms
· Interactive teaching equipment to include the ability for students to vote
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	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b4
	X-ref

	Item Description : Network Services
Provide network services (inc system management facilities for use by teachers and staff). 
Allow for the capture and integration of administration and management data; sources may include cashless catering, e-registration, security systems etc.
All network services to meet current, relevant Becta technical specifications

	

	Fundamental 
· Email - each User shall have a secure personal mailbox accessible as required in school and elsewhere with filtering and user monitoring facilities that can be configured and managed by each school. 
· Backup - a backup facility shall be provided so that backups can be taken at agreed intervals and critical times.
· Disaster recovery planning shall be included.
· Internet - a secure internet service with filtering and user monitoring facilities shall be provided that can be configured and managed by each school.
· Curriculum software servers shall be provided.
· Broadcast technologies and transmission for inter-school communication, wider communication and for remote delivery of lessons shall be provided.

	

	LA Enhancements

The Service Provider shall:
· with the LEP, Blackburn with Darwen and Bolton LA and learning institutions, develop and publish a set of agreed minimum operating standards for the service to ensure overall availability and operation of all ICT services
· provide both preventative and reactive maintenance to ensure full functionality of all equipment, services and access to resources within agreed time constraints
· proactively monitor and correct issues wherever possible
· develop a common issue and maintenance record logging systems with the LEP to ensure full site records are available to all parties
· agree a schedule of maintenance with each learning institution, such that the operational effectiveness of the learning institution is not affected
· manage software and the implementation of revisions, service packs and upgrades with minimum of disruption
· provide a flexible service to learning institutions ensuring all non-standard maintenance is carried out at a fixed quotation
Communication
· IP phones in all classrooms which when a voicemail message is received an e-mail is automatically generated
· VoIP telephony services that allow direct calls within the schools estate to be non-chargeable.
· A video-enabled network that facilitates teleconference.
· A tool to schedule, send and track voice and text messages to all parents.
· Develop and agree with learning institutions, LEP, and LA policies and codes of practice for in-school/ technical staff
Safety and Security
· The service provider must work to ensure that everyone, but particularly parents and children, are confident in how to effectively manage the day to day risks that manifest themselves on the Internet
· Video surveillance cameras shall be installed across the school estate through the IP network.
· Visitor management technology that instantly checks all visitors against the national sex offenders registry.
· The ability for administrators  to broadcast messages to parents/teachers/administrators in case of emergency.
· IP tools that improve and speed up communication and emergency responders in the event of a disaster or security incident.
· The service provider must work collaboratively with the Child Exploitation and Online Protection Centre (CEOP) to ensure CEOP can carry out proactive operations to deter paedophiles and identify priority targets; produce, co-ordinate and disseminate tactical and strategic intelligence for local police forces, including managing the database of recovered illegal images; act as a centre of expertise and advice for law enforcement, communications industry, child protection and offender management; act as a point of contact for UK ISPs, children and parents and overseas law enforcement; and carry out research.
· The Service Provider must determine a framework that enables greater confidence in the identity of online participants in order to create a higher level of confidence in both transactions and social contact.This needs to be compliant with strategies and standards  drawn up by the E Government Unit.
·  The service provider must have effective procedures for dealing with email spam and other unsuitable material.   
· Should there be a home IT leasing scheme for schools, the Service Provider must ensure that all laptops and equipment leased to children is equipped with AV, firewall and parental controls as standard.


	


2.7.2
2.7.4
2.7.5
2.7.6
2.7.7

	
	



	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b5
	X-ref

	Item description : Legacy Hardware Integration
Integrate any appropriate Legacy Hardware within a school.

	

	Fundamental
· Proposed procedures shall be agreed with each school and the LA so that any legacy hardware can be tested for possible integration, and issues about suitability, sustainability, compatibility and refresh are resolved. 
	

	LA Enhancements
· MSP to set out a clear road map regarding the hardware upgrades required for each learning institution. This is especially important in the context of equitably and “immediately” providing all ICT services not associated with the critical path of the construction process.
· The legacy value of access devices, specialist hardware and peripherals must be maximised.
· Maximise accessibility to transitional services e.g Learning Platform.
· MSP to have responsibility for the safe disposal of legacy equipment. 

	
2.7.2
2.7.3.1
2.7.3.3
2.7.8


	School Enhancements
Pleckgate
Laser cuter
Digital sewing machines
Video conferencing suite
Digital exercise suite
Music suite

St Wilfrid’s
Laser cutter

	





	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b6
	X-ref

	
Item Description : Legacy Curriculum Software Integration
Integrate any appropriate legacy curriculum software within schools or licensed by the LA.
	

	Fundamental
Proposed procedures shall be agreed with each school and the LA so that legacy curriculum software can be tested and decisions made about possible integration. Proposals shall address suitability, sustainability
	

	LA Enhancements
The service provider shall:
· develop procedures with each learning institution to identify legacy software, allow it to be tested and support decisions made about possible integration;
· support transitional procurement arrangements prior to the learning institutions opening to ensure integration with systems proposed and represents best value in terms of investment;
· ensure that support will cover any legacy software which is integrated into the new learning institutions designs.
The Service Provider shall:
· install all legacy software included and subsequently purchased;
· maintain and update all software installed in the Learning Institutions.


	
2.7.2
2.7.3.1
2.7.3.3


	School Enhancements

Blakewater
Successmaker still required.

Pleckgate
Dreamweaver for web authoring

Witton
Successmaker
Lexia
Missionmaker 3D game authoring

St Wilfrid’s
Access to a variety of programming languages for A level Computing students


	







	Design and Installations Requirements –Infrastructure and Equipment
	

	Section 1b7
	X-ref

	
Item Description : Legacy MIS Integration
Incorporate any existing School and/or LA  Administration systems into the school network

	

	Fundamental
1. This shall include access to existing school management information systems, where these are not being replaced and where the systems shall function without impairing the network. This covers issues relating to interfaces, equipment, and equipment maintenance. 
1. The helpdesk shall manage any software and user issues that require to be passed to the software supplier.

	

	LA Enhancements
· The service provider shall ensure that each learning institution has a complete and reliable management information system which delivers to Becta standards and which can provide all information required by the LA and central Government. This must include timetable management, electronic registration, one-time recording of assessment information; statutory returns functionality including school census. The MSP should provide costings for replacement of existing MIS systems and also for integration of existing systems which are currently SIMs and CMIs.
· The MSP will develop with the LA, systems to monitor the ongoing effectiveness and value for money of the MIS products in use in schools in Blackburn with Darwen and Bolton (with a view to move to a standard MIS solution across the Boroughs) 

The service provider shall also (for each learning institution):
· develop a transition plan to ensure continuity of access to existing school administration systems, where these are not being replaced and where the systems can function without impairing the network. This covers issues relating to interfaces, equipment, and equipment maintenance;
The Service Provider solution for a MIS should address:
· the development of electronic registration across the whole estate, including automated email/text messaging to parents;
· development of a Borough wide timetabling function (that covers all 14-19 institutions including the colleges and HE providers)
· new demands resulting from the development of Children’s Services across the local authority e.g. data exchange;
· the development of the use of MIS data in supporting pupil learning;
· remote access to data by authorised users;
· how administration software and security/finance/library/ catering systems could be linked;
· providing links to the learning platform and results services used by the learning institutions;
· how the Service Provider might work with the LA to improve data transfer systems between schools, LA  and colleges etc. and across phases;
· the creation of a central data store for all pupil data to meet the requirements of ECM and to provide access to a single ‘MIS’ for all schools and the LA in order to provide a single route for upgrade, a single set of tools and critically a single view of each child and young person in the Borough. 

	

2.7.2
2.7.3.1
2.7.3.2
2.7.3.3
2.7.8


	
	




	Transition and Implementation – Change Management and Communications
	

	Section 2a1
	X-ref

	
Item Description : Change Management

Support shall be provided to the LA and schools to implement the transition to maximise the BSF investment.
	

	Fundamental
LA and schools shall be assisted with the change management implementation necessary to ensure the benefits of BSF investment are fully realised. 

The change management shall include a communication strategy, implementation strategy and a process for transition mentoring for LA professionals. In addition it shall also include but not be limited to:

Personalisation – individual choice in how, where and what to access
Flexible access – flexible ways in which pupils can retrieve or submit information 
Demand for content - the demand for personalised information and tailored applications

Content – the information that learners will access
Supply – changes to the way in which information is generated for learners
Maintenance – the governance and upkeep associated with new types of content /channels

Environment – the physical space that learners inhabit
IT capacity – the change in the provision of e.g. hardware which would have to happen
Security – the change to security (physical, virtual, actual) which would need to be made

Monitoring – the way in which progress and performance will be tracked & reported
For pupils, schools, teachers, LEAs – what changes will need to be made for each group

Workforce
Mix – the potential change in ratios of teachers to support staff to pupils
Skills – the training and development needed

Management and Administration
Efficiency – the changes that will impact how efficiently processes are executed
Costs – the changes to the costs 

Relationships – how interactions will be impacted
Communication – changes to the way in which people relate to one another
Networks – changes to the types of relationships that people have


	

	LA Enhancements
· The MSP shall deliver change management consultancy under the leadership & direction of the local authority and its partner schools. Whilst this is only related to the ICT contract it is anticipated that a broader approach to change management will be considered. 

· The MSP shall work with the E Learning Service to provide an innovation and experimentation space within the CLC. This will provide access to emerging innovative technologies and methodologies in an experimental environment

	

1.9.7
2.7.3.2


	
	















	Transition and Implementation – Staff training and continuing professional development
	

	Section 2b1
	X-ref

	
Item Description : Operational Training
Provide technology training for teachers, school staff and others who support learners.
Develop a training plan to support the process

	

	Fundamental
The following operational training shall be provided:
1. Induction training for teachers and staff
· Differentiated training for varying ICT skills levels 
· Training in operating peripherals and new systems
	

	LA Enhancements
The service provider shall: 
· provide appropriate operational training to new users to any school ICT environment including relevant LA officers as well as school based staff.
·  develop, with learning institutions and the LA, an accreditation scheme for learning institution-based IT support staff
· develop an induction training programme for staff, governors and parents of each school that includes all elements of operational training listed below.
Operational training shall include:
· Training and support materials  available to every user (including all pupils and community users) on the use of the system;
· Operating peripherals and end user devices.
· familiarisation with logging onto and basic use of ICT systems;
· training in the use of administration tools;
· training in the use of the learning platform
· training in the use of appropriate telephony.
· Systems to assess the needs of the workforce and make training recommendations to schools.  
·  options to access training online when appropriate. 
· options to extend staff training to become formal qualifications.
In order to support the objective that pupils should be able to partake in lessons remotely as part of their courses the Service Provider shall develop:
· support materials to enable teachers to use tools such as video conferencing, web conferencing, webinars, online white boarding and voting, instant messaging and podcasting facilities within lessons;
In association with the E Learning service the MSP will provide:
· suitable training and on-going support for staff to maximise the benefits of video conferencing, web conferencing, webinars, online white boarding, voting, instant messaging and podcasting within a teaching environment.


	

1.5.3
1.5.7
1.9.7
1.9.8
2.7.3.2






	
	

































	



Transition and Implementation – Staff training and continuing professional development
	

	Section 2b2
	X-ref

	Item Description : Curriculum Training for teachers and other relevant staff.

School workforce should develop their confidence and professional effectiveness to ensure:

1. ICT is used effectively in teaching and learning
1. ICT is utilised where and when appropriate
1. ICT is utilised to develop personalisation
1. ICT is used to raise standards where appropriate
1. Potential new approaches are identified  for the use of ICT in their teaching/subject/professional role

	

	Fundamental
The following curriculum training shall be provided to ensure teachers and relevant  staff are confident in:

· Using ICT where it is the most effective way to achieve teaching and learning objectives
· Avoiding the use of ICT for simple or routine tasks which would be better accomplished by other means;
· Knowing that, where ICT is to be used, appropriate preparation of equipment, content and methodology is required;
· Avoiding giving the impression that the quality of presentation is of overriding importance and supersedes the importance of content;
structuring pupils’ work to focus on relevant aspects and to maximise use of time and resource, 
· Having high expectations of the outcomes of pupils’ work with ICT including expecting pupils to use ICT to answer valid questions appropriate to the subject matter being taught; and making explicit the links between the ICT application and the subject matter it is being used to teach
	

	LA Enhancements
In association with the E learning service the service provider shall develop a single Borough-wide programme of events (including online communities and hosted seminars, meetings) which incorporates LA-run events. The actual mechanism for managing the interface in this relationship will be discussed and agreed through the dialogue phase. 
This programme shall:
· be the result of consultation with the LA and learning institutions to establish the current baseline provision, its quality and reach;
· support existing communities and develop new ones through the provision of resources (such as mentors, technical expertise, web tools) to assist in the development of high quality on-line resources and the sharing of good practice;
· ensure learning communities are capable of using all of the NWLG/NEN resources including video conferencing to facilitate their development;
· consider how innovative use of video technologies can be used as a method of recording good classroom practice which can then be used for training purposes;
· learn from and give opportunity to access best practice nationally and internationally;
· Explore innovative ways of forming a true partnership with the E Learning service staff to jointly improve the quality of learning and teaching in our schools.

The Service Provider shall in association with the E Learning service 
· identify the curriculum areas that are priorities and develop a plan with schools to address needs associated with them;
· publish a professional development programme which seamlessly integrates with, and complements the LA’s own identified training programme, the National Strategies programme, schools priorities;
· ensure the published programme is a unified annual CPD programme containing all relevant courses, regardless of the local source of training;
· ensure access is available to basic IT skills training for all staff in schools develop self assessment systems to enable staff to identify pathways through this programme to meet their own development needs;
· ensure the CPD programme takes account of customer requests;
· actively involve the E Learning service in the development of the MSP’s CPD programme
· explore innovative ways of enabling the E Learning service to deliver elements of this CPD programme
· ensure the full CPD programme is available to LA staff as appropriate or as requested;
· explore the provision of  accredited professional development qualifications for teaching and support staff;
· support and promote external training such as programmes run by the NCSL and ensure that its own courses can be accredited as part of national schemes such as the Information Technology Qualification (ITQ);
· develop an initial course and published materials which introduces the concepts of the “Blackburn with Darwen school of the future” in its widest sense for all staff in schools
· develop a support package in terms of operational training that covers:
· training on necessary ICT skills to utilise the learning platform effectively;
· effective classroom management;
· curriculum development including the effective use of para-professionals (teaching assistants etc.) in the classroom.

· The Service Provider shall work with the E Learning service  and the two Bolton Academies to develop and operate a learning laboratory or classroom simulator within the CLCs and Academies to help teachers transform their approach to using ICT in their delivery of the curriculum.  This should also include the use of ICT as an administrative tool to support the management of schools and should be made available before the BSF schools are opened in order to support transition planning and the development of curriculum and management plans for the new schools.
Section 2b2 continuing……
Leadership and management
The Service Provider shall in association with the E Learning service Provide and encourage the development of materials to support school SMTs in their strategic leadership of ICT;
· Provide career development opportunities for staff through the learning platform, through local materials and courses and through links to national or regional materials.

Remote learning access
· The Service Provider shall work with schools in developing the delivery of remote learning opportunities including commercially available courses, and through exploiting the potential of video conferencing.  
In particular the Service Provider shall:
· develop curriculum and learning management models with the E Learning service and schools in order to maximise the effectiveness of these opportunities to promote inclusion and to extend the scope of the curriculum;
· develop and maintain a resources bank of videoed lessons covering the curriculum for schools to use to enhance their own lesson delivery or for pupils as part of ‘catch-up’ programmes;
· provide operational training for those who loan or purchase equipment through preferential purchase schemes.


	

1.5.7
1.9.7
1.9.8
2.7.1
2.7.3.2


	

	







	Transition and Implementation – Staff training and continuing professional development
	

	
 Section 2b3
	X-ref

	Item Description : Administrative Training for teachers and other relevant staff

Develop a training plan to ensure staff are confident in their use of ICT to assist with administration and management tasks
Develop a professional development plan that enables the school workforce to utilise ICT in their management and administrative roles/tasks

	

	Fundamental
The following Admin training shall be provided to the school workforce to develop their confidence and professional effectiveness to ensure:
1. ICT is used effectively in personal and professional development.
1. ICT is used effectively to aid administration, record-keeping, reporting and transfer of information and other relevant Management Information tasks
1. Utilise ICT and e-learning resources to enhance their professional role
1. Knowledge of current ICT practice is utilised to develop outcomes

	

	LA Enhancements
Training to support the use of administration applications
The Service Provider shall:
· provide a comprehensive training programme tailored to meet the needs and abilities of users;
· ensure that any programmes developed contribute towards the reforming the workforce agenda;
· provide training as required to incorporate software updates or enhancements;
· provide training to meet the future need as integrated services are developed across the LA;
· develop, management training to enable schools to use MIS to develop their business and function more effectively;
· support all training with an online interactive training and support package;
· ensure that application-specific courses are available for the prevailing MIS packages in Blackburn with Darwen and Bolton (at present SIMS and CMIs) and other applications in use in schools as well as more generic courses on management and data use.

School administration
The Service Provider shall provide:
· system user training for the MISs in use in supported schools
· training in developing schools business practice – the effective use of MIS information to inform the management processes of the school.

	
1.4.2
1.5.3
1.5.7
1.9.7
1.9.8
2.7.3.2
2.7.5


	School Enhancements

	











	Operational Requirements
	

	Section 3.1
	Xref

	
Item Description : Continuous Improvement
Support the ongoing delivery of the SfC and ICT Strategy by proposing changes to the service

	

	Fundamental
Ongoing monitoring of service delivery shall be undertaken by the LEP to ensure it contributes as specified to the achievement of the Local Authority’s ongoing education and business strategy.

This will include but not be limited to 

1. reviewing and monitoring services.
1. proposals for modifying existing services.
1. proposals for new services and forecast requirements.
· Proposals for the deletion/removal of obsolete services and the archiving of data and content.

	

	LA Enhancements
· A roll-back plan for schools should be developed in conjunction with the implementation plan to allow for a quick return to existing service levels in the event that a new installation fails

	1.2.3
2.1.6
2.7.2
2.7.6
2.7.8

	School Enhancements
· 
	




	Operational Requirements
	

	
 Section 3.2
	X-ref

	Item Description : Help Desk
Provide a helpdesk service , via a single point of contact for each school/academy.
	

	Fundamental
1. Accessed by nominated teachers and staff (including non-school-based staff), the helpdesk shall manage resolution of all incidents including those passed to third-party second level helpdesks.
1. Helpdesk shall be available during Core Hours and Off-Peak Core Hours, and a voicemail/email service shall be available at all other times for Users to report incidents.
1. Helpdesk staff shall be familiar with school use of ICT and able to relate to teachers timetabling and curriculum needs. 
· The helpdesk shall manage any software and user issues that require to be passed to the software supplier.
	

	LA Enhancements
· Access to the helpdesk by other nominated users. E.g. students/parents where appropriate.


	
1.5.5
2.7.2

	
	




	Operational Requirements
	

	Section 3.3
	X-ref

	
Item Description : Maintenance
Provide a maintenance and engineering service for all ICT equipment

	

	Fundamental
· This shall provide both preventative and reactive maintenance to ensure full functionality of all equipment, services and access to resources within agreed time constraints.
	

	LA Enhancements

· Staff transferred into the employment of the managed service provider will have their rights protected by TUPE legislation.

The Service Provider shall:
· proactively monitor and correct issues affecting software utilised by each learning institution;
· develop a common issue and maintenance record logging systems site records are available to all parties
· manage software and the implementation of revisions, service packs and upgrades with minimum of disruption and in a planned manner;
· provide a named contact who will develop a close working relationship with each school

	

1.9.9
2.7.3.2

	School Enhancements


	




	Operational Requirements
	

	Section 3.4
	X-ref

	
Item Description : Anywhere Access
Provide a Remote Access Service

	

	Fundamental
1. 7/24/365 internet based access shall be provided to an agreed proportion of digital resources according to User profile:
0. Teachers 
0. Other Staff
0. Pupils
0. Other Learners
0. Guest.
1. Information on access for inclusion in Local Authority and school communications with stakeholders shall be provided
· The service shall be available to the school community from all agreed locations including home use.
	

	LA Enhancements

· Provision of secure access which ensures baseline security standards for all non-school devices connecting remotely
· Access control to agreed physical sites must work across the full estate of schools 
· Single sign-on access across Blackburn with Darwen’s and Bolton’s learning institutions.
· Access is available from agreed locations (including remotely), taking due account of relevant contact, supervision and child protection issues.
	

1.5.6
1.7.1.1
2.7.4

	
	




	Operational Requirements
	

	Section 3.5
	X-ref

	
Item Description : Backup

Provide a daily data backup facility which at least meets the current, relevant Becta technical specification.

	

	Fundamental
· The following Back up facility shall be provided:
1. A back up facility for each project site.
1. Periodic confirmation to the Local Authority of the efficiency of the backup facilities. 
· The backup service to reflect guidance provided to schools by Becta including recovery from off site resource/backup taken at agreed critical times
	

	LA Enhancements

· Provision of an electronic off-site backup system 
· Restoration of backup data to be completed through helpdesk request by nominated personnel.
	

2.7.2


	School Enhancements


	






	Operational Requirements
	

	Section 3.6
	X-ref

	
Item Description : Disaster Recovery and Business Continuity
Provide a Disaster Recovery facility so that the Service can be fully restored within the timeframe specified by the LA.

To develop a Business Continuity plan for associated ICT in schools/academies and associated LA support functions. 

	

	Fundamental
1. Contingency plans shall be developed and maintained both Local Authority and LEP.
1. At regular intervals, agreed with the LA, the recovery plans shall be tested.
1. The plans shall include disaster recovery of software and hardware (including servers and other mission critical equipment and applications) within a timeframe as specified by the LA to take into account known pressure points.
1. The contingency plans shall be reviewed annually and within 5 days of any major disaster.
1. The recovery plan shall be actioned annually, and the results reported to the LA within 10 days. Any failure in the plan to be rectified within 5 days.
1. All necessary processes and procedures shall be in place to ensure resilience of agreed services of the agreed services in all core [and other as appropriate] times.
· The business continuity plans shall be reviewed and updated annually as required
	

	LA Enhancements
· Critical Equipment shall be protected from sudden power failure ensuring key services eg VoIP service are maintained.
	2.7.2
2.7.4

	School Enhancements


	



	Operational Requirements
	

	Section 3.7
	X-ref

	
Item Description : Virus protection
Provide protection against viruses and other offensive mechanisms which, at least, meets current Becta technical specifications

	

	Fundamental
Virus Protection shall at minimum:
1. Protect against virus, worm and Trojan infestation, and protect against other forms of virus or security breaches.
1. Exhibit zero tolerance for a known virus and operate an agreed procedure for responding to an unknown virus. 
1. Be no more than 12 hours behind manufacturers’ latest definitions.
1. Be responsible for the application of updates and patches to operating systems and management software as required.

Virus protection systems shall also included:
· An agreed procedure for informing users.
· Periodic confirmation that the system is free from viruses.
	

	LA Enhancements
· The service provider shall ensure the network configuration for each learning institution, supported by appropriate maintenance and monitoring systems, provides business continuity such that systems and networks are available as agreed.  Planned downtime should be arranged with the learning institution and should take place outside core hours and should be sensitive to the needs of remote access.
· Recovery plans shall be tested every 4 weeks.
The service provider shall develop a:
· disaster recovery plan for each learning institution that should include recovery of software and hardware (including servers and other mission critical equipment and applications) within an agreed timeframe.
· plan that is linked to the building disaster recovery plan for hardware recovery;
· process to inform future design and build phases of the BSF programme and for the wider school estate of lessons learnt.
· The Service Provider shall publish agreed  procedures to deal with instances of virus infection in a learning institution LAN as well as all other security issues.

	
2.7.2

	
	






	Operational Requirements
	

	Section : 3.8
	X-ref

	Item Description : User Account Management
Provide User account management facilities to enable nominated teachers and other staff to enter, maintain and delete User Access Accounts and related access permission.

	

	Fundamental
1. Appropriate procedures shall be proposed and provided to safeguard the integrity of the service. 
1. Teachers shall be enabled to control key user privileges.
1. User accounts shall be replicated across all systems without manual interventions.
1. User rights shall be able to be modified within one hour
· User ids shall be removed in accordance with documented procedures.
	

	LA Enhancements
· Guests users (of all types) must have permission to use the network resources as appropriate. 
· Provide facilities for user account management to enable nominated personnel to enter, maintain and delete user access accounts and related access permissions.  

	
1.5.5
1.7.11
2.7.2


	
	





	Operational Requirements
	

	Section 3.9
	X-ref

	
Item Description : Change Control
Provide and manage a Change Control service

	

	Fundamental
1. Manageable and efficient Change Control procedures shall be proposed, developed and operated to support changes to the service, such as movement of equipment and introduction of new equipment and software.
1. The change control procedures shall apply to changes invoked by the LA or by the LEP. 
· All system records and updates to the configuration of the school system shall be maintained.
	

	LA Enhancements
The Service Provider shall:
· agree with the LA service standards that define the extent of change that can reasonable occur within the ICT contract prior to triggering change control procedures;
· ensure that manageable change control procedures are developed and operated to support changes to the service, such as movement of equipment and introduction of new equipment and software or curriculum changes which require new or revised ICT;
· maintain all system records and updates relating to the configuration of each learning institution system;
· include a sign-off process for each learning institution and the local authority;
· assess the impact of change on services provided by the LEP and other stakeholders, and where appropriate trigger the relevant change control.
	

2.7.2
2.7.8

	School Enhancements


	





	Operational Requirements
	

	Section 3.10
	X-ref

	
Item Description : Security
Ensure on-going security and privacy of data

	

	Fundamental
1. Appropriate procedures shall be in place to maintain the security and privacy of data stored.
1. Firewalls and other security systems shall be provided and maintained.
· All systems will adhere to data.
	

	LA Enhancements
· Anti-spam tools including systems that look at the legitimacy of the source as well as the content.
· Ensure robust security measures are implemented on wireless network as well as wired.
· Posture protection will be required. ie the device’s posture (state) must be validated before it is permitted to connect to a network and/or access resources.

In designing and maintaining the network the Service Provider shall:
· provide and operate procedures to maintain the security and privacy of data stored centrally and on in-school servers and user devices;
· ensure that firewalls and other security systems are in place;
· link to the building security systems to ensure security of ICT equipment.
	
1.4.2
1.7.11
2.7.2
2.7.4
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	Operational Requirements
	

	Section 3.11
	X-ref

	
Item Description: Reports
Provide reports on the operation of the service

	

	Fundamental
Formal reports detailing the efficiency / effectiveness and rectification of service delivery as required by the BSF ICT Payment Mechanism.

	2.1.6
2.7.2

	LA Enhancements

	

	
	







	Finance and Management Requirements
	

	Section 4.1
	X-ref

	
Item Description : Strategic Business Case/Strategy for Change
Contribute as required to the annual updating of the Strategic Business Case (SBC)/ Strategy for Change (SfC) and associated review of the Local Authority Strategy for ICT in Education (ICT Strategy)

	

	Fundamental
1. The LEP, after evaluating the previous year’s performance and monitoring best practice, shall participate actively with the Local Authority to update the SBC for the next phase of investment. Updating the SBC should reflect:
· continuous improvement
· technological innovations
· lessons from ICT pathfinders and earlier waves of BSF.
· curriculum change
· educational policy developments
· the Local Authority’s ICT strategy other relevant Local  Authority policies such as pupil motivation
· opportunities presented by emerging technologies
· learning practice development
· community engagement
	

	LA Enhancements
The Service Provider shall work with the learning institutions and the LA to develop ICT strategic vision at all levels. This will involve developing and publishing as part of the authority vision and strategy an understanding of the implications of personalisation and the extended school agenda for:
· the organisational change required to successfully facilitate learning;
· the value added by ICT;
· the changing role of learning institution staff, parents and learners;
· the form and function of the learning institution fabric.

The Service Provider shall provide learning institutions with support to develop strategies that deliver a 21st century, flexible learning experience to pupils and the wider community by:
· working with learning institutions to develop more effective use of MIS data in management, leadership and decision making processes;
· ensuring learning institutions are supported in engaging governors in the process of strategic planning for the use of ICT;
· helping learning institutions develop ICT strategies for the effective delivery of ICT (e-enabled learning institution);
· supporting learning institutions in reducing staff workload through the use of ICT;
· supporting learning institutions in developing strategies which use ICT to enable more effective learning;
· developing and championing different curriculum delivery models which maximise the use of ICT resources;
· enabling learning institutions to utilise resources more effectively and link to community resources

The Service Provider shall bring its full knowledge of national and international models of educational provision (and the use of ICT) to this process.  As part of its core work the Service Provider should:
· produce an annual ‘state of the nation’ report highlighting good practice in Blackburn with Darwen  and Bolton and providing comparisons and exemplars from around the world.

	

2.7.1

	
	




	Finance and Management Requirements
	

	Section 4.2
	X-ref

	
Item Description : Local Choice Fund
A Local Choice Fund (between 10%and 20%) to be used by the schools to obtain equipment, peripherals and software of their choice from an agreed catalogue.
This will include furniture necessary for the operation of the equipment or peripherals

	

	Fundamental
· The local choice fund shall be available from capital funding dependent upon local need as defined in the Strategy for Change.
	

	LA Enhancement
· All schools to have access to the agreed catalogue from commencement of interim services to maximise legacy equipment
· The core services for BwD and Bolton learning institutions is wide ranging and comprehensive. Local Choice Fund will therefore be managed by schools identifying their additional needs through their strategies for change and thus through the school enhancements of this output specification.
· Schools will have choice to specify software and hardware in accordance to their specialism.  eg music, language and science
	
2.7.3.4

	
	




	Finance and Management Requirements
	

	Section 4.3
	X-ref

	
Item Description : Refresh Fund
Provide refresh service of all appropriate equipment., software
	

	Fundamental
1. Appropriate procedures for managing the Refresh Fund, and for implementing Refresh activity shall be provided.
1. The ‘Refresh’ will cover a defined set of equipment and software as appropriate.
1. A register of all equipment together with a Refresh recommendation shall be provided.
· All details in relation to the management of the Refresh fund shall be made available to the LA.
	

	LA Enhancements 
· Procedures for managing the Refresh Fund, and for implementing Refresh activity shall be agreed annually in association with individual schools and the LA.

The Service Provider shall for each learning institution develop and maintain an asset register available to nominated users through the shared online helpdesk system.  The Service Provider will publish protocols to ensure this register is updated as required. This will contain as a minimum:
· a register of all equipment within learning institutions together with a refresh recommendation, which should be updated on an ongoing basis as new items are purchased and installed;
· a register of all warranties and guarantees relating to the equipment on the register;
· all current and updated equipment in learning institutions maintained in a consistent record (asset register and issues log as a minimum) which can be viewed on request or live online;
· all software licenses and renewal periods, support contacts and other relevant information;
· other relevant information such as potentially the number of users and their access restrictions.
· There will be a single, holistic asset register for ICT within the BSF learning institutions managed by the Service Provider.
· 
	
2.7.2
2.8.5

	
	





	Finance and Management Requirements
	

	Section 4.4
	X-ref

	Item Description : Health and Safety
All equipment, cabling and installations should comply with relevant Health and Safety

	

	Fundamental
· The LEP shall be responsible for all Health and Safety issues regarding the Service, including informing users of their responsibilities and liabilities.
	2.7.2

	LA Enhancements
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