Subject: Freedom of Information request - Child Safety on the Internet
From: Mrs Fitzsimons [mailto:request-21589-c0a57f6b@whatdotheyknow.com] 
This request relates to the safe use of the Internet by Primary and Secondary School pupils in your region.
     Resources:
     1. The Byron Review, published 27 March 2008,
     2. The Byron Review Action Plan, published 24th June 2008.
The resources above relate to the safety and education of children using the Internet at Home and School, and the responsibility of government, local and national to ensure that children are educated     and protected whilst doing so.
I hereby request under the Freedom of Information Act full details of the Internet Safety Actions and Initiatives currently in place throughout the region
1. Internet Safety Education provided as part of the school curriculum.
Within your schools is there a specific program aimed at teaching children about staying safe online, including cyber bullying being integrated into the curriculum? If yes, who is responsible for delivery and what accreditations/training have they received? For example, teacher, CEOP trained ambassador.
Within Northamptonshire schools, e-safety awareness is delivered across all key stages. In both our primary and secondary schools, internet safety and responsible online citizenship (including cyber bullying) feature within the ICT and PSHE Schemes of Work.  We are currently in the process of updating our Primary ICT Scheme of Work to include both the Know It All and ThinkUKnow (TUK) resources and lesson plans. This will be available to all schools from January 2010. 

In addition to the statutory e-safety curriculum requirements, a number of our secondary schools have delivered the 11-16 CEOP TUK training to their pupils. Others have taken advantage of the Information Security Campaign (2) Safe and Secure volunteer programme, where certified information security professionals deliver internet safety and cyber bullying sessions to Key Stage 3 students.

It is the responsibility of subject co-ordinators and Head teachers to ensure that e-safety is embedded within the curriculum and delivered appropriately. In order to lead TUK 11-16 sessions, staff members must always be CEOP accredited. 

Northamptonshire’s e-Safety Officer provides support and training for all schools in the county, including access to a dedicated eSafety site, to ensure that our children and young people know how to keep themselves safe online. Future plans include delivering a specific cyber bullying training course aimed at teaching staff and multi-agency stakeholders. 
Schools may also contact CEOP directly to gain access to additional eSafety training from non-LA CEOP accredited trainers. This database is held solely by CEOP. 

If yes, how often is internet safety integrated into the school curriculum, i.e. weekly, monthly etc?

Our schools are advised to incorporate internet safety into the curriculum on a regular basis.  

2. Internet Filtering
Do the primary and secondary schools within your authority have internet filtering in place?  
All schools in Northamptonshire connected to East Midlands Broadband Consortium (embc) have internet filtering as part of their connectivity.  Schools may also purchase additional filtering which is used as an addition to embc filtering, often for a better fit with the school’s own technical infrastructure. This is under the control and remit of the Head teacher in each school. 
If yes, what tools do you use? For example Hardware or Software? 
Netsweeper 
If yes, what is the name of your internet filtering supplier and when was their contract last renewed/due for renewal? 
This is through Synetrix as our managed service provider for embc. The contract was renewed in April 2008, and is renewable on 31st March 2011. The specific product, Netsweeper is reviewed against the contract KPI’s. If at any time the service did not perform then remedial action would be taken including consideration of an alternative provider. 
3. Internet Filtering Breaches
Have any of the Schools within the past 24 months experienced a breach of Internet Filtering where children were able to access pornography or Indecent images. Please provide details of School Type (Primary or Secondary), Date of Breach and Type of Unsuitable material accessed
There were no access breaches to illegal sites as the IWF (Internet Watch Foundation) lists are used..  
The Internet filtering is provided through the Netsweeper content filtering and access management solution. The managed service provided by Synetrix and embc is Becta accredited for education. The solution offered to schools allows them to adopt local filtering policies to better meet the needs of their staff and children. Schools are able to access sites within centrally blocked categories where they have made a local decision to allow access to meet educational and management needs. 
If a breach of security occurred how was your authority notified? For example, by a parent, by the school, through an automated alert provided by hardware/software supplier. 
If a school contacts embc and or Synetrix the matter is investigated rapidly and appropriate action taken.  
For example a complaint from one school relating to access to an unsuitable games site (games not pornographic) was a result of the site filtering policy level set by the local school site administrator. 
Advice is provided to schools on appropriate settings and use of the local level filtering. In Northamptonshire all schools have been advised of the head teacher/governor’s role and responsibility in ensuring safe and secure access to the internet. 
If a breach is detected by embc through the hardware/software supplier Northamptonshire is notified of the details. Both embc and Northamptonshire have the ability to run detailed reports on access made to any of the blocked categories at any time. 
