From:
Sent: 12 August 2008 16:14

To:

Subject: Phorm letter on the Register
Attachments: page2.htm

<<page2.htm>> All,

The letter to the Commission has been published on the Register. Please see attached.

BERR

_Tel::

- - -y -
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Original URL: hitp:/iwww.theregister.co.uk/2008/08/12/eu_pharm_letter/

UK.gov misses deadline on EU Phorm probe
Commission's data pimplng quiz-o-gram leaked

By Chris Williams
Posted in Telecoms, 12th August 2008 13:41 GMT

Is open source alone the answer? Debate with the Reg experts

Exclusive The government has failed to meet a deadline to respond to European Commission
questions over the UK's handling of BT's allegedly illegal secret trials of Phorm's 1SP-level adware and
its planned roflout of the system to millions of subscribers, The Register has learned.

The Commission wrote to the UK government to quiz officials on why ho action has been taken over
the trials under the Privacy and Electronic Communications Regulations 2003 (PECR}, which
implement European Directives on wiretapping and communications data.

Contrary to reports (hitp:fnews.bbe.co.uk/1/hittechnology/7542810.s1m)
last week, the letter was sent on 30 June, not mid-July. 1t
required the UK to respond to the letter one month after it was
sent, not by the end of August, as wrongly claimed by the
BBC.

A spokeswoman for the Department for Business, Enterprise
and Regulatory Reform (BERR) admitted today that the UK
had not met the deadline. "We haven't responded yet," she
said. The spokeswoman declined to comment further beyond
saying that BERR is working on a reply with other
departments.

We have obtained the EU's lefter. 1t requests answers on how
and why the UK government has acted over both the secret
trials of Phorm in 2006 and 2007, and planned future
deployments of the technology.

It sets out the context of the EU's interest in the controversy
and asks detailed questions ahead of possible Commission
intervention. Failure to implement a European Directive
properly can land national governments in the European Court
of Justice in Luxembourg.

Fablo Colasantl

"In order to provide the response that is expected from it, the

Commission needs to base itself on a clear understanding of the position of the United Kingdom
authorities," the letter says. "Several EU law provisions ¢concerning privacy and electronic
communications may be applicable."

It is signed by Fabio Colasanti, Director General of combative European Commissioner Viviane
Reding's Information Society and Media Directorate. It is addressed to Kim Darroch
{http:fiwww.ukrep. befpermrepcy.htmi), the UK's ambassador to the European Union. His office acts as a
diplomatic conduit for contact between the UK government and the European Commission.

The letter concludes with five bullet-point questions for UK offi cnats to answer. The majority focus on
the uninvestigated trials revealed by The Register.

http://www.theregister.co.uk/2008/08/12/eu_phorm_letter/print.htm]
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Campaigners and unwitting participants in those secret trials have been frustrated by the failure of any
UK authority, including the Information Commissioner's Office (ICO), to investigate BT and Phorm for
alleged lawbreaking. The ICO has stated that although it believes the data laws were breached when
tens of thousands of BT customers’ web browsing was co-opted into Phorm's systems, it does not
intend to pursue the matter. BT has publicly insisted (hitp:/mww theregister.co.uk/2008/04/03/bt_phomm_interview/)
“it was not illegal”.

But the Commission is also concemed about how Phorm's technology will behave once fully rolied out
in ISP networks. In one passage, Colasanti queries the mismatch between the ICO's insistence
(nttp:/Nweww.thereglster. co.uk/2008/04/09/ica_pherm_tougher/) on a pesitive opt-in for future deployments and
Phorm's own line that consent will be obtained via "transparent meaningful user notice”.

Phorm's language prompts Colasanti to ask: "What exactly will be the methodology followed by the
ISPs in order to obtain their customers' consent for the deployment of Phorm technology in accordance
with the relevant legal requirements and what is the United Kingdom authorities' assessment of this
methodology?"

After the ICO toughened its stance on future Phorm deployments in April, the firm's CEQ Kent Ertugrul
has insisted that debate over opt-in versus opt-out is a "huge red herring".

Correspondence between Phorm and the ICO disclosed after a Freedom of Information Act (FOIA)
request by a member of the public paints a different picture. The regulator's stance that only a positive
opt-in would be allowed for any future deployment was not so readliy dismissed inside Phorm. A
company representative wrote to the ICO: "[I} was a little surprised that in your latest statement you
seem to have come down fairly firmly in favour of opt-in, but obviously | understand the issues. I'd very
much welcome a quick chat on this point."

The ICO remains committed to a paositive opt-in.

The EU's interrogative approach to the issue is in contrast to the secret liasons between the Home
Office, BT and Phorm going back (http:/Avww.theregister.co.uk/2008/08/11/home_office_phorm_bt_foi_dates/) to
November 2006. The govemment provided a legal opinion - which has since been heavily criticised
(bttp:/rwww. theregister.co.uk/2008/03/17/phorm_fipr_tlegall) by independent experts - on ISP-level adware that
said it didn't think such systems would contravene the Regulation of Investigatory Powers Act 2000

(RIPA).
Colasanti wants to know which body would investigate a breach of RIPA.
BERR's spokeswoman said she was unable to explain why the government has not responded yet. ®
Sée the next page for the EU's letter in full,
This is the full text of the letter sent by Fabio Colasanti to Kim Darroch on 30 June.
Dear Sir,

| am writing to you in relation to certain issues arising from the past and future deployment
by some major United Kingdom Internet Service providers of the technology provided by a
company called 'Phorm' to serve thelr customers with targeted advertisements based on
prior analysis of these customers’ interet usage.

In March 2008, a number of news items appeared in the media concerning the planned use
by United Kingdom ISPs of the Phorm technology. Many of these publications raised
issues concerning the impact of this technology on the privacy of Internet users. The
information published on the web also included an e-petition submitted to the Prime
Minister and a complaint made to the Information Commissioner's Office (ICO). In addition,
in early April 2008, BT published a brlefing
(http:lfwww.btplc.comf&egroupipublicaffalrs!europeanaffairs!hrfeﬂngs!networksandbroadbandlbtandphonn.hm)
according to which it had performed trials of the Phorm technology In autumn 2006 and
summer 2007. In a TV interview, a BT representative confirmed that these trials had been

http://www.theregister.co.uk/2008/08/12/eu_phorm_letter/print.htm! -
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performed without informing the customers affected and obtalning thelr consent.

The European Commission has already been contacted by Members of the European
Parliament from the United Kingdom who communicated the concerns of their constituents
regarding the deployment of Phorm technology. The Issue has also been the subject of
several written parllamentary questions addressed to the Commission by MEPs asking the
Commission tc comment on the applicability of WU legislation and also to set out its
intended action in relation to the previous trials. Finally, a number of individuals have also
written to the Commisslon directly to express thelr concerns and invite It to Intervene in
the matter.

in order to provide the response that Is expected from it, the Commission needs to base
itself on a clear understanding of the position of the United Kingdom authorities. Several
EU law provisions concerning privacy and electronic communications may be applicable to
other actlvities involved in the deploment of Phorm technology by ISPs.

In particular, Directive 2002/58/EC on privacy and electronic communications, which
particularises and complements for the electronic communications sector the general
personal data protection principles defined in the directive 94/45/EC (Data Protection
Directive), obliges Member States to ensure the confidentiality of communications and
related traffic through national legislation. They are required to prohibit listening, tapping,
storage or other kinds of interception or surveillance of communications and the related
traffic data by persons other than the users without their consent (Article 5(1)). The
consent must be freely glven, specific and an informed indication of the user's wishes
(Article 2(h) of Directive 95/46/EC). Traffic data may only be processed for certain defined
purposes and for a limited period. The subscriber must be informed about the processing
of traffic data and, depending on the purpose of processing, prior consent of the
subscriber or user must be cbtalned (Article 6 of Directive 2002/58/EC).

In the light of the above, we would highly appreciate it if the United Kingdom authoritles
could provide us with information on (1) the current handling by the United Kingdom
authorities of the issues arising from the past trials of the Phorm technology by BT and on
{2) the position of the United Kingdom authorities regarding the planned deployment of the
Phorm technology by ISPs. '

As regards the first Issue, according to appticable EU law the responsibility for
investigating complaints concerning such trials and determining whether the national legal
provisions Implementing the requirements of the relevant EU legislation have been
complied with lies with the competent natlonal authority(-ies) in the United Kingdom. The
Information Commissioner's Office (1CO), which fs responsible for enforcing the United
* KIngdom Data Protection Act 1998 (DPA) and Privacy and Electronic Communications
Regutations 2003 (PECR), has made a number of statements on Phorm. In its latest
published statement
(http:Ifwww.lco.gov.uk!Home!about__usInews_and_viewsfcunenLtoplcslphonn_webwlsa_and_ole.aspx) of18
April 2008, the ICO analyses the conformity of the deployment of the Phorm technology
with the DPA and the PECR. At the same time, the ICO indicates that it does not have
responsibllity for enforcing the Regulation of Investigatory Powers Act 2000 (RIPA), which
has been Invoked by some Indlviduals who question whether the use of Phorm entails an
unlawful interception of communications under this Regulation. In this respect, the ICO
refers to a statement by the Home Office, which says that it Is questionable whether the
use of Phorm’s technology Involves an interception within the meaning of RIPA and that it
does not consider that RIPA was intended to cover such situations. The ICO concludes on
i the issue of RIPA by stating that it will not be pursuing this matter, At the same time, the
ICO statement does not Include any indication as regards the intentions of the ICO In
relation to the Investigation of possible breaches of other relevant legal provisions* in the
past trials of the Phorm technology.

Second, as regards the Issues arising with regard to the planned future deployment of the
Phorm technology, there appears to be a certain discrepancy between how it Is envisaged
by the ICO, the 1SPs and Phorm itself. One of the most significant Issues in this regard is
the way In which customers will express their consent to the application of Phorm

—_—
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technology In their case. While the ICO seems to suggest that the consent of users for the
Phorm technology should be on an opt-in basis and also BT seems to confirm this
approach, Phorm has Indicated that it intends to tackle user consent through providing
'transparent meaningful user notice’,

1 would therefore be grateful to recelve the response of the United Kingdom authorities on
the following questions:

1. What are the United Kingdom laws and ather legal acts which govern activities falllng
within the scope of Articles 5{1) and 6 of Directive 2002/58/EC on privacy and electronic
communications and Articles 6, 7 and 17(1) of Directive S5/46/EC?

2. Which Unlited Kingdom authority(-ies) is {are) competent (i} to investigate whether there
have been any breaches of the national law transposing each of the above-mentioned
provisions of Community law arising from the past trlais of Phorm technology carried out
by BT and (i} to impose any penalties for Infringement of those provisions where
appropriate?

3. Have there been any investigations about the past trials of Phorm technology by BT and
what were thelr results and the concluslions of the competent authority(-ies)? Are there
ongolng Investigations about possible similar activities by other ISPs?

4. What remedies, liability and sanctions are provided for by United Kingdom law in
accordance with Article 15(2) of the Directive on privacy and electronic communications,
which may be sought by users affected by the past trials of the Phorm technology and may
be imposed by the competent United Kingdom authority(-les) including the courts?

5. According to the Information available to the United Kingdom authorities, what exactly
will he the methodology followed by the ISPs in order to obtain their customers’ consent
for the deployment of Phorm technology in accordance with the relevant legal
requirements and what is the United Kingdom authorities' assessment of this
methodology?

Given the urgency of this matter | would highly appreciate receiving your reply within one
month of recelpt of this letter. _

Yours sincerely,
Fablo Colasanti
*We might be able to help on this point.

Another letter to BT from the ICO (part of the same FOIA request as correspondence between the ICO
and Phorm) said:

Whilst it does appear likely that a technical breach of the [PECR] Regulations occured In
the 2006 and 2007 trials, there Is no evidence to suggest significant detriment to the
individuals involved. We acknowledge the difficulties that you have highfighted in
providing meaningful Information to customers about small scale, technical trials in
clcumstances like this.

So to summarise, BT told the ICO it decided you were too stupid to understand Phorm in 2006 and
2007. The regulator agreed and decided not to investigate the secret trials under PECR.

However, public intelligence is now apparently at a level able to comprehend why a "more relevant"

web is something worth consenting to a wiretap for, so the third triat will seek consent from its 10,000
subjects.

Related stories ‘
Brussels to sue UK over Phorm failures (14 Apri! 2009)
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Fly-tipping yes, dog poo no - Jacqui promises Ripa changes (17 December 2008)
http:/Awww.theregister.co.uk/2008/12/17/ipa_dna/
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hitp:/fwww theregister.co.uk/2008/10/14/ripa_self_incrimination_rufing/
Brussels bounces BT-Phorm quiz back to UK.gov (10 October 2008)
hitp:/iwww. theregister.co.uk/2008/10/10feu_phorm_again/

Phorm mulls incentives for ad targeting wiretaps (26 September 2008)
http:!lwww.theregister.co.ukl2008!09!26!phonn__webwise;incenﬁves_suweyl
Police drop BT-Pharm probe (22 September 2008)

http:/iwww . theregister.co.uk/2008/09/22/bt_phorm_potice_drop/

BT's secret Phorm trials: UK.gov responds (16 September 2008)
http:/Awww.theregister.co.uk/2008/09/16/phorm_eu_berr/

Police quiz BT on secret Phorm trials (5 September 2008)
http:/iwww.theregister.co.uk/2008/08/05/bt_phorm_police_meeting/

Pharm: Our business is fine, honest (4 September 2008)
hitp:/Awww.theregister.co.uk/2008/09/04/phorm_stock_market_announcement/
Microsoft, Google and Yahoo sued for foetus sex selection ads (15 August 2008)
hitp:/iwww theregister.co.uk/2008/08/15/google_yahoo_microsoft_sued/
Tories call for more freedom for sneopers {12 August 2008)

http:/Awww theregister.co.uk/2008/08/12/tory_ripa_reform/

NebuAd jettisons PR firm, employees (6 August 2008)

http:/ferwe theregister.co.uk/2008/08/06/nebuad_changes/

Congress quizzes world+dog over data pimping (4 August 2008)
hitp:/iwww.theregister.co.uk/2008/08/04/congress_sends_data _pimping_letter/

Congress accuses American Phorm of ‘beating consumers’ (17 July 2008)
httpdlwww.theregister.co.uklzooafomTmouse_nebuad_hearlngl

EU tells UK to deal with Phommn - or else (18 July 2008)
hitp:/iwww theragister.co.uk/2008/07/16/eu_wamns_uk_over_phorm/

EU mulls intervention over BT's secret Phorm trials (10 June 2008)
http:/fveww theregister.co.uk/2008/06/10/eu_bt t_phorm_trial/ .

Home Office defends 'dangerously misleading' Phorm thumbs-up (24 April 2008)
htp://www theregister.co.uk/2008/04/24/home_office_phorm_fipr_bY/

BT's secret Phorm trials open door to corporate eavesdropping (17 Aprit 2008)
http:/iwww.theregister.co.uk/2008/04/17/ripa_phorm_shambles/

BT's 'illegal’ 2007 Phorm trial profiled tens of thousands (14 Aprit 2008)
http:/iwww theregister.co.uk/2008/04/14/bt_phorm_2007/

Infarmation Commissioner; Phorm must be opt-in only (9 Aprit 2008)
hitp:/Aeww theregister.co.uk/2008/04/09/ico_phorm_tougher/

FIPR: iICO gives BT 'green light for law breaking' with Phorm (7 April 2008)
~ hitp:/hweww _theregister.co.uk/2008/04/07/bt_phorm_ico/ .

BT: "We did not let anyone down over Phorm... it was not illegal’ (3 Aprit 2008)
hitp:ffwww theregister.co.uk/2008/04/03/bt_phorm_interview/

BT and Phorm secretly tracked 18,000 custemers in 2006 (1 April 2008)
hitp:/Mww. theregister.co uk/2008/04/01/bt_phorm_2006_trial/

Phorm launches data pimping fight back (7 March 2008)
hitp:/Awww.theregister.co.uk/2008/03/07/phorm_interview_burgess_ertegrulf

The Phorm files (28 February 2008)
hitp:/iwww theregister.co.uk/2008/02/29/phorm_roundup/
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From: _

Sent: 09 September 2008 13:54

To:

Subject: Emailing: police-question-bt-about-secret-phorm-trials-463331

Attachments: police~question-bt—about-secret-phorm-txia!s-463331 htm

<<police-question-bt-about-secret-phorm-trials-463331.htm>> All,
A further search on Google using the keywords of ‘police’, 'BT' and ‘Phorm'’ will give you
_more articles.




Police question BT about secret Phorm trials | News | TechRadar UK

Internet

Police question BT about secret
Phorm trials

Cops probe into covert wiretapping by comms
firm

Fricay al 15 39 BST | Taf Ut whad you ik [ Q commenta |

Feliowing tha falout eadiar this year |
ovar BT's deployment of the Phorm
online targeted advertising lachnology,
a (Ul investigation has finally been
taunched by police.

The preba folows a July protes! st
BT's Annual General Mesting at the
Barbican, when an anti-Pherm group
gathered to show its disapproval st ha
two trials the telecommunications gisnt
earriad out in 2008, supplying Phom
with sccess to thousands of London
BT customers’ browsing hisiory
without taling hem. At ihe time,
regorts The Regisler, BT insisted that
the secrst trial was sritirsly legal, even though & appearsd to breach wirstapping
laws.

nternel documents

I the tima since, the protesten have put logether & dossiar of evidenca to iry
mdprwaﬂﬂlmmmmlnduﬁummmdmmdummm
2006 trial itself, which spparently state that the two week aparation’s specific aim
was to track BT's 18,000 London cusioman without them knowing.

While thers's no currant Indication that formal procesdings wik taks place, BT
has said il ook Tegal advice when runnIng the frials, and was told that it was not
breaking he |aw. Cata law sxperts siil sppanenlly maintain that R broks sevecsl
crimiral statutes.

The Ewropean Commission continues 1 pursue its own Invastigation into Phomm
and specificaly BT's trials of its technology, 3a ifs nat looking good for the
sarnmunications firm right now,

By Peter Gothand

file://C:\Documents and Settings\ropate[\Local Settings\Temporary Internet Files\poli...




From: ) .
Sent; 24 September 2008 13:44

Subject: RE: SoS brief on phorm - revised version

Attachments: S0S brief phorm.doc

“cc as before

Please see attached revised brief on Phorm which takes account of ICO and Home Office
comments. - has sentyou an updated Byron brief.

<<508S brief phorm.doc>>

From:
Sent: 24 September 2008 09:28
To:

Ca
Subject: SaS brief on phorm byron
Importance: High

Please see attached brief for our SoS's select committee appearance next month (it is on
an if-needed basis, briefing has to cover all BERR topics).

| have taken the brief from the letter to Commission and the media statement so hope it
should be OK but grateful for urgent comments, if possmle by 3pm today (apologies for

... deadiine) . . S e
Thanks




POLICY AREA: “Phorm” — Intemnet targeted advertising

Summary of lines to take

¢ Enforcement is a matter for Information Commissioner and police.
¢ Information Commissioner has said that implementation of Phorm must
be on an opt-in basis.

['Wilt BT be prosecuted for their secret trials?"]
* Information Commissioner has said it will not be taking formal action -
no evidence that any individual has been harmed by intrusion into their
private life.

« Not appropriate for me to comment on any investigation which the police
might undertake.

[Commission letter]
¢ We have written to the Commission.

Key facts and figures

Background information and Q&A (as concise as possible please)

« “Phorm” is a technology which allows Internet Service Providers to target
advertising to customers depending on their web-browsing interests.

« It has given rise to privacy concerns.

» BT carried out technical trials during 2006 and 2007, without obtainihg
prior consent from customers., Government was not informed.

« Campaigners allege that this violates the Privacy and E-Communications
Regulations (enforced by the Information Commissioner) and the
Restriction of Investigatory Powers Act, RIPA (enforced by the police).

.« The Information Commissioner has said that it will not take formal action
against BT for the trials, but that any future implementation of Phorm
must be on an opt-in basis. Not appropriate tc comment on any police
investigations.

¢ The European Commission wrote to BERR. If they are not satisfied,
they may undertake infraction proceedings on the basis that the UK is
not fulfilling its obligations under the e-privacy Directive.

¢ BERR replied to the letter, and issued a statement to the media at the
same time setting out the UK position.

e Itis not Government policy to release correspondence with the
Commission, so we are not publishing the letter or our reply.

» There have been large numbers of Ministers Cases and FOI requests.




From: .
Sent: 30 September 2008 10:34
To: { ol

Ce:
Subject: Launch of Phorm

Dear All,
Please see below,

BT is today beginning extensive trials of Phorm, a technology that targets adverts at internet users
based on their browsing habits. Trials will only be done with customers' consent, according to BT.
(Financial Times)

http://links.precise—media.co.uk/linksweb/pdfs/39216/40499427.pdf

Best Wishes

" Deputy Head, ICT User Impact
BERR




From:
Sent: 01 October 2008 14:11 -
To:
S — e
Subject: briefing for HOL user impact.doc
Follow Up Flag: Follow up
Due By: 03 October 2008 17.00

Flag Status: Flagged
Attachments: briefing for HOL user impact.doc

- — -

Please see attached briefing for the HO evidence to the House of Lords select committee
inquiry into internet security. | think it's fairly straightforward as | have taken from previously
agreed lines for e-privacy, spam, phorm and the previous Government response to the
Committee regarding "mere conduit". However, [Ltmg_otjnything wrong, grateful if
copy receipients could let (HO) and ., (BERR/CCI) know (plus me),
I'd be really grateful.

_ Many thanks

<<briefing for HOL user impact.doc>>




Phorm
Top Lina
» Enforcement is a matter for Information Commissioner and police.

= Information Commissioner has said that implementation of Phorm must
be on an opt-in basis.

Cora brief

* “Phorm” is a technology which allows Internet Service Providers to target
advertising to customers depending on their web-browsing interests.

« 1t has given rise to privacy concerns.

« BT carried out technical trials during 2006 and 2007, without obtaining
prior consent from customers. Government was not informed.

« Campaigners allege that this violates the Privacy and E-Communications
Regulations (enforced by the Information Commissioner) and the
Restriction of Investigatory Powers Act, RIPA {enforced by the police).

s The Information Commissioner has said that it will not take formal action
against BT for the trials, but that any future implementation of Phorm
must be on an opt-in basis. Not appropriate fo comment on any police
investigations. -

« The European Commission wrote to BERR, asking about
implementation of the e-privacy Deirective. BERR replied to the letter,
with input from Home Office and others, and issued a statement to the
media at the same time setting out the UK position.

» It is not Government policy to release correspondence with the
Commission, so we are not publishing the letter or our reply.




» On 30 September, BT announced a new trial with 10,000 customers.
The trial will be on an opt-in basis.

Elephant Traps
['Will BT be prosecuted for their secret trials?"]
» Information Commissioner has said it will not be taking formal action -

no evidence that any individual has been harmed by intrusion into their
private life, ’

* Not appropriate for me to comment on any investigation which the poiice
might undertake.

[Commission letter)
o We have written to the Commission.




-——-0riginal Message-—-

From: , ;

Sent: 09 October 2008 18:35 :

To:" : o
: . ‘

Subject: FW: TRIM: FW: Privacy flash presentation from homepage , n

Colleagues

Please see the attached powerpoint presentation slides which explain the Phorm technology -
this is a version of the presentation that the company gave to us earlier this year. ’

From: i L
Sent; 09 October 2008 18:06 ¢
To:

Subject: TRIM: FW: Privacy flash presentation from homepage

.

Hi

Good to see you today. As 1 mentioned, in case you can't access the flash version, here’s a very low-tech
but readable ppt of the presentation we showed you a few months back. It's also on the front page of our
website if you want to access (t online, .

All the best,

*Corporate Communications
Phorm
Liberty House
222 Regent Street
London W1B 5TR
UK

T:
M: ~

www.phorm.com

___ﬁ___g_g__;_____—#—f—r,__g___________ﬁ__f
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From:

Sent: 16 October 2008 11:09
To:

Ce:

Subject: RE: Phorm

Thanks. Saw this yesterday actually.

He is also considering a judicial review against CoL police over their decision not to take the
matter further. One problem he is already finding about that route is raising sufficient funds,
because if he loses the case he is liable to pay the legal costs of both sides. 1 think he may have

already started an online appeal somewhere!

From:

Sent: 16 October 2008 10:41

To: o !
Cc:

Subject: Phorm

Thought you might be interested in this - although you have probahly already picked it up.

Campaigner fights on for BT-Phorm prosecution [ZDnet.co.uk
httg:Mnews.zdnet.co.uk!securlgylo.wooooo189,39517294,00.htm 15 Octoher]

Despite police indifference, a privacy activist is continuing to push for prosecution of BT and Phorm for
trials conducted in 2006 and 2007. Alexander Hanff, a technologist who campaigns against Phorm's
targeted advertising product, wrote on his No Deep Packet Inspection blog on Tuesday that he would
be submitting evidence to the Crown Prosecution Service (CPS) about the frials. Hanff claims the
interception of data packets to serve targeted ads contravened the Regulation of Investigatory Powers
Act (RIPA). “It would seem that 1 now need to hand all the evidence to the Crown Prosecution Service
directly {effectively bypassing the City of London Police), at which point they will decide whether or not
to prosecute,” wrote Hanff.

Thanks

INFORMATION RIGHTS DIVISION
Ministry of Justice

Selbome House

54 Victoria Street

London SW1E 6QW




-

Tel:
email; -

Please note that with effect from Monday 20 October my details will be:

information Policy
Information Birectorate
Post Point 6,17

102 Petty France
London SW1H 9AJ
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Campaigner fights on for BT-Phorm prosecution - Print this article - ZDNet.co.uk

;

etco.uk

WHERE TECHNOLDGY
MEANS BUSINESS

Campalgner fights on for BT-Phorm prosecution
15 Oct 2008 13:28

Alexander Hanft Is seeking to privately prosecute BT and Phorm over ad-serving trials
conducted without customer consent

Despite police Indifference, a privacy activist Is continulng to push for prosecution of BT and Phorm for
trials conducted in 2006 and 2007.

Alexander Hanff [pictured], a technologist who campaigns against Phorm's targeted advertising product,
wrote on his No Deep Packet Inspection blog on Tuesday that he would be submitting evidence to the
Crown. Prosecution Service (CPS) about the trials, Hanff claims the interception of data packets to serve
targeted ads cantravened the Regulation of Investigatory Powers Act (RIPA).

*1t would seem that I now need to hand all the evidence to the Crown Prosecution Service directly
(effectively bypassing the City of Landon Police), at which point they will decide whether or not to
prosecute,” wrote Hanff.

The campaigner had previously handed 3 file to City of London police, asserting that in conducting the
trials, BT had broken a2 number of data-protection and privacy laws, including the Data Protection Act, as
customer consent had not been gained.

In September, City of London police dropped thelr investigation, prompting Hanff to approach the CPS
directly. Prosecutors will now look at the evidence gathered by Hanff, to decide whether to seek
permission from the director of public prosecutions to move forward.

To launch a prosecution, the CPS must be satisfied that there is enough evidence to provide a ‘realistic
prospect of conviction' against BT and Phorm, and that it would be In the public interest to prosecute.

Hanff told ZDNet.co.uk on Wednesday that he "won't stop until all options are exhausted"”. In an email
interview, Hanff said that, if the CPS decides not to proceed with the case, then fie would seek judicial
review, petition the European Commission, and consider applying to bring a case before the European
Court of Human Rights.

Article 8 of the European Convention on Human Rights grants all members of Furope the right to
privacy In their private lives and communications,” wrote Hanff.

The privacy campaigner added that, should a case proceed, he will seek an injunction to stop BT or
Phorm deploying the technology in the UK, until a judgement is made.

8T and Phorm declined to comment on Wednesday.

B_T_cqnducte_d_.fu,rtng_nf.h,orm_t[_!gls@t..the...em:l..gf_ﬁ_ep,te..mb_e:,zgQﬁ, after delays of over six months. It gained

http://www.zdnet.co.ukfrniscfprintlo,1000000169,3 9517294-39001093¢,00.htm




Campaigner fights on for BT-Phorm prosecution - Print this article - ZDNet.co.uk

customer consent for the September 2008 trials.

Story URL; http://news.zd net.co,uk/security/0,1000000189,39517294,00.htm

Copyright © 1995-2009 CNET Networks, Inc. All rights reserved
ZDNET is a registered service mark of CNET Networks, Inc. ZONET Logo is a service mark of CNET
Networks, Inc. ' '
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-~-Original Message-—-
From:

Sent: 16 October 2008 17:52
To:

Subject: How phorm works (approximation)

Please see attached diagram which represents my best understanding of how Phorm
works. Itis a simplified picture of Richard Clayton's description which can be found online
at http:/Aww.cl.cam.ac.uk/%7Ermnc1/080518-phorm.pdf

| can't claim to be a technical expert in this area, so | may have made mistakes. But Il use
it as the basis to talk things through on Wednesday if you think it hits the right level (when
accompanied by a verbat explanation).

Copy recipients - the diagram may not make sense without a talk-through to go with it, but |
thought that as we have the meeting with the Commission & various ministers cases & PQs
upon us, it was worth sending it round.

Happy to talk it through if people would like,

<<phorm diag.doc>>

*****i****ii**tiii***ii**t*****ti*i*i***t**ii#ﬁi*iil

ICT User Impact
Communication and Content Industries Unit
Department for Business, Enterprise and Regulatory Reform
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From:’
Sent: 05 November 2008 13:40
To:

ngbject: How phorm works {approximation) - revised

<<phorm diag.doc>>

Updated version of my diagram to reflect the information BT gave us when they briefed
David Hendon. They told us that information on which channels were associated with
which user |D was never allowed outside the BT firewall, and that the only information they
took in from Phorm's machine were the definitions of the channels, and the adverts to be
served.

From: -
Sent: 16 October 2008 17:52
To:

Subject: How phorm works (approximation)  © ¢ ot e

Please see attached diagram which represents my best understanding of how
Phorm works. It is a simplified picture of Richard Clayton's description which can be
found online at http:IMw.cl.cam.ac.ukl%TEmc1108051a-ghorm.pdf

| can't claim to be a technical expert in this area, so | may have made mistakes. But
Il use it as the basis to talk things through on Wednesday if you think it hits the right
level (when accompanied by a verbal explanation).

Copy recipients - the diagram may not make sense without a talk-through to go with
it, but | thought that as we have the meeting with the Commission & various
ministers cases & PQs upon us, it was worth sending it round.

Happy to talk it through if people would like,




<< File: phorm diag.doc >>

T ICT User Impact
Communication and Content Industries Unit
Department for Business, Enterprise and Regulatory Reform

tel:
email:
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—--Original Message—-s-
From:

Sent: 18 December 2008 11:43
To:
Subject: RE: Phorm update

and | are dealing with Phorm. However, I'll be leaving too on 7 January and
will be your main contact till a new team is in place.
We haven't heard from the Commission about the letter we sent. We are hoping that the
silence equates to good news.
thanks

From:~
Sent; 18 December 2008 11:35
To: “

Cc:'’
Subject: Phorm update

Hi

1 just tried calling but thought I would email also.
I am putting a submission up to Michael Wills on various issues including Phorm.

I was wondering I you knew if there was any update on the letter which was sent to the EC from
BERR or an further updates you are aware of?

Apologies if you are not leading on this now, but T am unsure who Is following T move.

Happy to discuss.

Policy Advisor | Information Policy
Ministry of Justice | 102 Petty France | London | SW1H 9AJ
Tel

This e-mail (and any attachment) is intended only for the attention of the addressee(s). Its
unauthorised use, disclosure, storage or copying is not permitted. If you are not the intended
recipient, please destroy all copies and inform the sender by return e-mail.

Internet e-mail is not a secure medium. Any reply to this message could be intercepted and
read by someone else. Please bear that in mind when deciding whether to send material in
response to this message by e-mail.




From:

Sent: 12 May 2008 15:19

To: ] -

Subject: MOJ Internal Review Mr John

Attachments: Letter fom Tt of20March 2009.pdf

As discussed, the “issues" which were resolved between BERR and MOJ are outlined
below. | have copied our letter to for your information.

*Due to your further comments we have re-examined our records on this matter. Atthe
time of your original request made under the Freedom of Information Act on 21 October
2008, our records indicated that the “MoJ issues” mentioned in e-mail of 2
April 2008 to David Hendon to be simply one of sorting out which Department would lead
on drafting a response to the European Commission should they write to the UK
Government on the subject of Phorm and/or the BT trials.”

<<letterfom  to  of 20 March 2009.pdf>>

Regards




Department for Business
Enterprise & Regulatory Reform

BERR

20 March 2009

T

Dear’

Thank you for your letter of 31 January to Lord Carter. | have been asked to reply.

Your Iettefg seeks a reconciliation between statements made in various replies 1o you asto
the timescales of contacts and correspondence on the matter of 8T, Phorm trials and the
Europeran Commission. | hope that this letter will explain the situation to your satisfaction.

Due to your further comments we have re-examined our records on this matter. Atthe
time of your original request made under the Freedom of Information Act on 21 October
2008, our records indicated that the *MoJ issues® mentioned In Tim O'Sullivan’s e-mail of 2
April 2008 to David Hendon to be simply one of sorting out which Department would lead
on drafting a response to the European Commission should they write to the UK
Govemment on the subject of Phorm and/or the BT trials.

Your Ietteﬁ_ of 24 July 2008 asked to know “when were BERR first contacted by British
Telecom and/or Phorm (previously known as 121 Medlia) fo discuss the proposed usa of
Phorm products (such as PageSense/proxySense/Webwise) for intemet advertlsing”.

"Atthe timé that your Fol request was being dealt with, our records shawed that the first
contact between BERR and, BT/Phorm to discuss the proposed use of Phorm products
(such as RageSenselpruxySenseNVebwlse) for Intemet advertising was on 17 April 2008.

Unfortunafiely. at the time that the records were originally examined for material in scope of
your request, Mr Sullivan's e-mail had not been placed on the record and, therefore, was
not identified.

It is important to note that Mr Sullvan’s e-mail of 2 April was not about tha “proposed use
of Pharm products (such as PagaSense/proxySense/Webwise) for internet advertising”.
As you will have seen, it was an e-mail to David Hendon to establish how various issues
would be handled including:

Buainass Group V UG2T, 1 Victorla Street, London, SW1H 0ET
hitp:www. berr govaukl

Birect Ling | Fax +44 (0)20 7215 1966 | Minicont +44 (0120 7215 6740
Enquiries +44 (0)20 7215 5000 | Eratl




: beinq thé_ draf?!ng of a reply to a possible letter from the Commission;

g;%s m;nﬂer_\ parliamentary questions from Don Foster MP (Question Nos 2007/2205 &
aqd two other parliamentary questions, submitted by David Hamilton MP, officials at the
Ministry of Justice were trying o transfer to BERR.

For that reason it was considered outside the scope of your request.

The four parliamentary questions are copied for your convenience below.

1 Internet: Data Protection (21 Aprit 2008)

Mr. David Hamiiton: To ask the Secretary of State for Justice (1) what assessment has
been made of the adequacy of safeguards for internet users who have their online
activities monitored by intemet service providers; [194856]

(2) what consideration he has given to introducing legislation that would require an opt-in
for internet users befora intermet service providers are allowed to collect information about
which websites an individual Visits. [194857]

Malcolm Wicks: | have been asked to reply.

The Office. of the Information Comrmissioner made a statement on 3 March 2008 that it
was in discussion with one company about the nature of its service and the way it uses
information about ISP customers. My Department will consider the cantinued relevance of
the current safequards and legistation In the light of the outcomne of those discussions.

2 Targeted Advertising Technology {21 April 2008)

Mr. Don Foster: To ask the Secreltary of Stata for Business, Enterprise and Regulatory
Reform (1) what assessment he has made of the implications for personal privacy of the -
use of targeted advertising technology by companles; [1 98365]

(2) whether he has had discusslons with BT on its use of targeted advertising technology.
[198366] .

Malcolm Wicks: The Office of the Information Commissioner made a statementon 3
March 2008 that it was in discussion with one company about the nature of ifs service and
the way it uses information about ISP customers. My Depariment will consider tha
continued relevance of the current safeguards and legisiation in the light of the outcome of
those discussions. | have had no discussions with BT on this matter.

Page 2




BERR

| have alsb attached a copy (with personal details redacted as allowed by Section 40 of the
freedom of Information Act) of the comespondence between the Ministry of Justice and
BERR offictals about the drafting of the replies to these four parliamentary questions.

| trust this clarifies the position.

Yours sincerely

Page 3




| BERR

From: [Section 40 - Personal Information] {mailto [Section 40 - Personat Information]
@justice.gsi.gov.uk]

Sent: 28 March 2008 16:17

To: [Sectien 40 - Personal Information]BR2; Gillait Debble (Miss DM) BR2;

Subject: TRIM: RE: Phorm - PQ transfers

Detailed background on David Hamilton drafted for the Phorm PQs. No attempt was made
to edit it, sornr if it Is rather long

[Section 40 - Personal Information]

0207 210 {Section 40 - Personal Information]
[Section 40 - Personat Information]}
NB We did not start any background for the Lords PQ

—~——Qriginal Message-——-

From: [Section 40 - Personal information]BR2 [maitto: {Section 40 - Personal

" Informationj@bermr.gsi.gov.uk]

Sent: 28 March 2008 15:57

To: [Section 40 - Parsonal Information]; {Section 40 - Personal Information{Section 40 -
Personal Information] [Section 40 - Personal Information]; Giflatt Debble (Miss DM}
BR2[Section 40 - Personal information]

Ce: [Section 40 - Personal Information[Section 40 - Personal Information]: [;
Subject: RE; Phorm - PQ transfers
[Section 40 - Personal information]

Yes, that's }ight. Pleasa can [Section 40 - Personal Informationjforward the data to’
[Section 40 - Personal Information]and {Section 40 - Personal information]) as [Section 40
- Personal Information} and | are both on leave next week.

I’ ask my -éolleague [Section 40 - Personal Informationjto email you about settingup a
meeting.

Thanks
[Section 40:- Personal information)

From: [Sestion 40 - Personal Information]@justice.gsi.gov.uk]

Sent: 28 March 2008 15:54

To: [Sectiof 40 - Personal Information] BR2; {Section 40 - Personal Information]BR2;)
[Section 40- Personal Information]BRZ2; Gillatt Debbie (Miss DM) BR2; [Section 40 -

Page 4




BERR

Personal Information]; {Sectlon 40 - Personal Information]; [Section 40 - Personal
Information]

Cc: [Section 40 - Personal Information}; [Section 40 - Personal Information]; [Section 40 -
Personal Information]

Subject: RE: Phorm - PQ transfers

[Section 40 ~ Personal Information]
Thanks for this. Am { right In thinking this offer covers the two David Hamilton PQs and tha
Eart of Northesk one that Is linked?

(Questions as follows:

David Hamilton
What assessment has been made of the current safeguards for intemet users who have
their onlinef actlvities monitored by intemet service providers?

What cons?deration he has given to Introducing tegislation that would require an opt-in for
internet usérs before internet service providers are allowed to collect information about
which websites an individual visits?

Earl Northesk

To ask Her Majesty’s Government, whether they are taking any action on the targeted
advertising service offered by Phorm in the light of the questions about its legality under
the Data Protection and Reguiation of investigatory Powers Acts).

| agree your suggestion to meet - happy to come over to you or would you like me to
organisa far a suitable day?

[Section 40 - Personal Information}- could you forward to - {Section 40 - Personal
Information]- any of the stuff that you have pulled together which may me helpful to them

for background on these PQs?
Thanks |
[Section 40 - Personal Information)

~—Original Message——--

From: [Section 40 - Personal Information]BR2 [maitto [Section 40 - Personal
Information}@berr.gsi.gov.uk]

Sent: 28 March 2008 15:44 :
To:; [Section 40 - Personal Information}; [Section 40 - Personal Information] BR2; {Section
40 - Personal Information]BR2; Gillatt Debbia (Miss DM) BR2; [Section 40 - Personal
Information]BR2; [Section 40 - Personal Information] Ce: [Section 40 - Personal
Information] [Section 40 - Personal Information] {Section 40 - Personal information}
[Section 40 - Personal Information]

Page 5




BERR

Subject: Phorm - PQ transfers

{Section 40 - Personal information} _

In the interests of getting these PQs answered, we will accept them. Howaever, thisis
without prejudice to our view that tha policy lead for Phorm may well still fie with MoJ.
We'll draft answers along the lines that [Section 40 - Personal information}suggested to
[Section 40 - Personal Information] some time ago- "The Qffice of the Information
Commissioner made a statement on 3 March that it was in discussion with one company
about the nature of its service and the way it users information about ISP customers, My
Department will consider the continued relevancs of the cument safeguards and legistation
in the light of the cutcome of those discussions.”

it would be really useful to have a constructive chat between BERR, MoJ, ICO and Home
Office about the legal and policy aspects of all this ~ could we do semething in the 2nd or
3rd week of April? ({Section 40 - Personal Information} and 1 are both on leave next
week). .

Ali the best
[Section 40 - Personal Information]

From: [Section 40 - Personal Information] [mailto: [Section 40 - Personal
Information]@justice.gsi .gov.uk]

Sent: 28 March 2008 11:26

To: [Sectian 40 - Perso nal Information]BR2; {Section 40 - Personal Information]BR2;
[Section 40 - Personal Information] BR2 .

Ce: [Section 40 - Personal Information}; [Section 40 - Personal Information); [Section 40 -
Personal Ihformation] | {Section 40 - Personal Information]

Subject: RE: TRANSFERS

importance: High

Sorvy to chase but any further thoughts on this please

——Qriginal Message—

From: [Section 40 - Personal information]

Sent: 27 March 2008 15:37

To: [Section 40 - Personal Information]BR2'; [Section 40 - Personal Information]8R2;
{Section 40 - Personal Information]

Ce: [Section 40 - Personal Information]; [Section 40 - Personal Information]; [Section 40 -
Personal Information] -

Subject: RE: TRANSFERS

Wae have spoken to our contacts at the ICO wha feel that the main policy of these
questions Is about electronic marketing/cookies but has a possible underlying DP aspect
to it. We quiite often come across palicy issues which might have a DP- implication if the
organisation breaks the law but until that happens it is a policy issue and not a DP issue -
for example, the DVLA has a policy whereby they can release vehicle records where the
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applicant has reasonabla cause for requesting it. Companles enforcing parking restrictions
on privateiland meet the reasonable cause criteria. The release of this information is a
DVLA!Df_If issue and not a DPA issue.

——Qriginal Message——

From: {Section 40 - Persaenal Information]BR2 (mallto [Section 40 - Personal
Information)@berr.gsi.gov.uk]

Sent: 27 March 2008 15:22

To: [Section 40 - Personal Information]; [Section 40 - Personal Information]BR2; {Section
40 - Persohal Information)

Cc: [Sectig_in 40 - Personal Information]; [Section 40 - Personal 'Ihfonnation}: [Section 40 -
Personal Information] [Section 40 - Personal Information]

Subject: Re: TRANSFERS

Or, as we believe, on on more fundanental issue around the protection of personal
information. Cookias are not the central issue at stake here,

[Section 40 - Personal Information]

~—Qriginal Message~——

From: [Section 40 - Personal Information]

Sent: 27 March 2008 15:37

To: [Section 40 - Personal Information]BR2"; [Section 40 - Personal Information]BR2;
[Section 40 - Personal Information]

Cc: [Section 40 - Personal information]; [Section 40 - Personal Information]; [Section 40 -
Personal Information]}

Sent: Thu Mar 27 15:15:32 2008

Subject: RE: TRANSFERS

. [s40 - Personal Information}

So does this mean that they would fall under Privacy and Electronic Communications
Regulations as they are to do with cockles and it is an electronic marketing issue?

[s40 - Personal Information]

~—Qriginal Message—
From: [Section 40 - Perscenal Information]
Sent: 27 March 2008 15.37
To: [Section 40 - Personal Information}BR2"; [Section 40 - Personal information]BR2;

[Section 40 - Persona! Information]
Ce: [Section 40 - Personal Information]; [Section 40 - Personal information]; [Section 40 -
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Personal information]

Subject: Re: TRANSFERS

. {s40 - Personal Information]

l wou}d be surprised. These Regs deal with the exception allowed under RIPA for
employersto intercept communications by employees (hence the message you get from
switchboards that you call may be recorded). Nothing to do with the 1SPs. '

[s40 - Personal information]

—~—Qiiginal Message—
From: [Section 40 - Personal {nformation)
Saent: 27 March 2008 15:37 :
To: {Section 40 - Parsonal Information]BR2'; [Section 40 - Personal Information]BR2;
[Section 49 - Personal Information]
Cc: [Section 40 - Personal Information]; {Section 40 - Personal information]; [Section 40 -
Personal information]  Sent: Thu Mar 27 14:06:20 2008

Subject: RE: TRANSFERS

[Section 40 - Personal Information]

it hasialso been suggested to ma that these PQs may fall within the following
legislation too - which 1 understand is a BERR lead.

St 2060!2699 The Telecommunications {Lawful Business Practice) (Interception of
Comrunications) Regulations 2000

Thanks

[Section 40 - Personal Information]
——Original Message-— .
From: [Section 40 - Personal Information}
Sent: 27 March 2008 12:03
To:; [Section 40 - Personal Information} [Section 40 - Personal
Information]; [Section 40 - Personal information)

cc: [Section 40 - Personal Information]; [Section 40 - Personal information]
Subject: RE: TRANSFERS
[Ssaction 40 - Personal Information] cc {Section 40 - Personal Information];
[Section 40.- Personal Information};
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ISection 40 - Personal information]
Did you get an opinion from ICO and/or Home Office on this?

thanks
: [Section 40 - Personal Information]

From: [Section 40 - Personal Information}

Sant: 26 March 2[Section 40 - Personal information};008 18:04

To: [Section 40 - Personal information];Gillatt Debbie (Miss DM) BR2

Ce:  [Section 40 - Personal information]; [Section 40 - Personal
Information]; [Section 40 - Perscnal (nformation} :

Subject: RE: TRANSFERS

; [Section 40 - Personal Information]

~ Thanks v much for this. As this is about monitoring Internet users surely the
relevant tegislation will be the Privacy and Electronic Communications Regulations?
Please correct me if | am being realty thickl

Thanks
i [Section 40 - Personal Information]
—-Qriginat Message——
From; ; [Section 40 - Personal Information] BR2 ;
Sent: 26 March 2008 15:09 '
. C To: ; [Section 40 - Personal Information): [Section 40 - Personal
(nformation]BR2; [Section 40 - Personal Information};Glilatt Debbie (Miss DM) BR2

Cc: ; [Sectlon 40 - Personal Information]; [Section 40 - Personal
Information}; [Section 40 - Persanal information]

' Subject: FW: TRANSFERS
[Section 40 - Personal Information];

‘ We keep missing each other on the phone, and | need to leave at 4pm
today so | think we won't be abla to catch up today.

| don't think | have anything to add to [Section 40 - Personal 7-
Informatiori]s position in the email below. The PQs we are talking about seem to be about
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