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FOI Reference: 23284                26 July 2012 
 
Mr Mark Goodge  
request-120652-cec61353@whatdotheyknow.com 
 
 
Dear Mr Goodge 
 
Thank you for your e-mail of 30 June 2012 which we received via 
whatdotheyknow.com, in which you ask: 
 
      

     “According to Channel 4 News, the Home Office has held meetings with 
     the UK's largest ISPs and mobile network operators, and has given 
     them information about the hardware which companies will have to 
     use to monitor traffic flowing through their systems.[1] 
      
     Please could you 
      
     a) Confirm whether the report is accurate, and, if so, 
      
     b) Tell me which ISPs and mobile companies attended these meetings, 
     and 
      
     c) Provide me with a copy of all documentation supplied to the ISPs 
     attending.” 
      

Your request is being handled as a request for information under the Freedom 
of Information Act 2000.  
 
I can confirm that the Home Office does hold the information you have 
requested. 
 
The Home Office has had meetings with a number of telecommunications 
companies and representative trade associations to discuss the cross 
government Communications Capabilities Development programme as part of 
the Department’s ongoing dialogue with industry.  
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With regards to part a) of your request I am able to confirm that the report was 
inaccurate, the Home Office has not held any meetings to issue hardware or 
software specifications to any ISPs or mobile network providers as part of the 
draft Communications Data Bill which was implied in the report. 
 
However, after careful consideration we have decided parts b) and c) of your 
request are exempt from disclosure under sections 23(1) (Information relating 
to bodies dealing with security matters), 31 (1) (Law enforcement) and 43(2) 
(Commercial Interests) of the Freedom of Information Act. 
 
These exemptions provide that information can be withheld. Arguments for 
and against disclosure in terms of the public interest, with reasons for our 
conclusion are set out in the enclosed Annex. Section 23(1) is an absolute 
exemption under the Act and therefore does not require a consideration of 
where the public interest lies in disclosing the information.  
 
If you are dissatisfied with this response you may request an independent 
internal review of our handling of your request by submitting a complaint 
within two months to the address below, quoting reference 23284. If you ask 
for an internal review, it would be helpful if you could say why you are 
dissatisfied with the response.  
 
Information Access Team 
Home Office 
Ground Floor, Seacole Building 
2 Marsham Street 
London SW1P 4DF 
e-mail: FOIRequests@homeoffice.gsi.gov.uk   
 
As part of any internal review the Department's handling of your information 
request will be reassessed by staff who were not involved in providing you 
with this response. If you remain dissatisfied after this internal review, you 
would have a right of complaint to the Information Commissioner as 
established by section 50 of the Freedom of Information Act.  
  
Yours sincerely, 
 
J Fanshaw 
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Annex – Public Interest Test  
 

31(1)(a) (Law enforcement) 

(1)  Information which is not exempt information by virtue of 
section 30 is exempt information if its disclosure under this 
Act would, or would be likely to, prejudice-  

(a) the prevention or detection of crime. 

 

Considerations in favour of disclosing the information 

There is a general public interest in disclosure to increase understanding of 
what the government is asking communications service providers to do to 
maintain law enforcement’s capability to obtain communications data and 
more widely to increase public trust in, and engagement with, the government. 
Disclosure of some information could enhance the openness of government 
and help the public understand the government’s reasoning for the need to 
maintain the access to communications data for the prevention and detection 
of crime, including terrorism. 

 

Considerations in favour of withholding the information 

The information withheld includes who we have worked with which would 
highlight where operational capability is focussed. Disclosure of these details 
would limit the effectiveness of the law enforcement agencies to prevent and 
detect crime. 

We consider disclosing information of sensitive operational capabilities would 
aid individuals and/or groups seeking to plan or carry out an attack or commit 
a crime. 

The information which relates to UK capabilities is considered to pose an 
unacceptable risk to the ability of the UK to safeguard national security; the 
disclosure of this information could be used to avoid detection. 

We have determined that safeguarding law enforcement  capabilities is of 
paramount importance and that in all circumstances of the case, it is our 
opinion that the public interest clearly favours the non-disclosure of 
information covered by section  31(1)(a). 



 

Section 43 (2) Commercial Interests 
 

(1) Information is exempt if its disclosure under this Act would or would 
be likely to, prejudice the commercial interests of any person 
(including the public authority holding it). 

 

Considerations in favour of disclosing the information 

There is a general public interest in disclosure to increase understanding of 
government expenditure and the fact that openness in government increases 
public trust in, and engagement with the government.  

 

Considerations in favour of withholding the information 

Providing a list of the ISPs and mobile companies the Government has met 
with would reveal which communications service providers (CSPs) the Home 
Office works with.  The Home Office has received representations from 
Industry partners arguing that they should not be publically identified because 
of the risk that customers would transfer their business to services (or 
companies) who do not work with the Home Office voluntarily.   

The disclosure of the names of those who have worked with the Home Office 
would cause financial and reputational harm to them. Identifying which CSPs 
have been working with the Home Office may prejudice their commercial 
interest by revealing their role. The working relationship of the Home Office 
and the CSPs could be damaged and might lead to them withdrawing from 
working with the Home Office voluntarily. This would lead to fewer 
communication data requests being affordable for the Police and other law 
enforcement agencies which would have a significant impact on public safety.   

We have determined that safeguarding commercial interests is of paramount 
importance and that in all circumstances of the case it is our opinion that the 
public interest clearly favours the non-disclosure of information covered by 
section 43 (2). 
 

 
 


